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ABSTRACT OF THE THESIS

Privacy-Preserving Identity Verification Methods for Accountless Users via Private List
Intersection and Variants

By
Zane Karl
Master of Science in Computer Science
University of California, Irvine, 2024

Professor Gene Tsudik, Chair

Several prominent privacy laws require service providers to let consumers request access,
correction, or deletion of their personal data. Compliance with such laws necessitates the
verification of consumers’ identities. This is not a problem for consumers who already have
an account with a service provider since they can authenticate themselves via a success-
ful account log-in, e.g., using username/password, or two-factor authentication. However,
there are no such methods for accountless consumers, even though service providers (e.g.,
data aggregators) routinely accumulate data on consumers without accounts. Currently, ac-
countless consumers are asked to share Personally Identifiable Information (PII) with service

providers, which is privacy-invasive.

This paper proposes PIVA: a Privacy-Preserving Identity Verification for Accountless Users
using Private List Intersection (PLI) and its variants. First, we introduce PLI, a close
relative of private set intersection (PSI), a well-known cryptographic primitive that allows
two or more mutually distrusting parties to compute the intersection of their private input
sets. PLI takes advantage of the (ordered and fixed) list structure of the parties’ private
sets. As a result, PLI can be made more efficient than PSI. We also explore PLI variants:

PLI-cardinality (PLI-CA), threshold-PLI (t-PLI), and threshold-PLI-cardinality (t-PLI-CA),



all of which yield less information than PLI. These variants are progressively better suited
for addressing the accountless consumer authentication problem. We prototype PIVA and
evaluate its performance, using regular PSI and garbled circuits as the basis for comparison.
Results show that our PLI and PLI-CA constructions are more efficient than a garbled circuit
approach, in both computation and communication overheads. While the garbled circuit-
based implementations of t-PLI and t-PLI-CA have a faster execution time, our constructions
greatly outperform garbled circuits in terms of bandwidth, with the garbled circuit-based
implementation of t-PLI requiring 16 x the bandwidth of our construction. Additionally, the
constructed t-PLI protocol is faster than existing threshold PSI protocols, taking advantage

of the ordered property of lists. All implementation and evaluation are available in [2].

x1



Chapter 1

Introduction

Numerous privacy regulations — including European Union General Data Protection Regula-
tion (GDPR) [19], California Consumer Privacy Act (CCPA) [17], and Brazilian Lei Geral de
Protecao de Dados (LGPD) [7] — mandate that service providers that collect any consumer-
specific data must grant consumers access to that data '. In order to allow consumers to
access, correct, or delete their personal data, a service provider must employ effective identity

verification methods.

For instance, CCPA introduces the notion of a Verifiable Consumer Request (VCR) which
is defined as “a request that is made by a consumer |[...], and that the business can verify,
using commercially reasonable methods, pursuant to regulations adopted by the Attorney
General pursuant to paragraph (7) of subdivision (a) of Section 1798.185 to be the consumer
about whom the business has collected personal information." (1798.140 (ak)) [17]. CCPA
additionally states that “the business may require authentication of the consumer that is

reasonable in light of the nature of the personal information requested" (1798.130 (a)(2)(A))

'While GDPR and LGPD apply to any entity processing residents’ data in their respective regions, CCPA
only applies to for-profit businesses that have a gross revenue above $25 million, handle the data of more
than 100,000 California residents, or generate 50% or more of their revenue by selling California residents’
PII (in 1798.140 (d)) [17].



17].

For a consumer who has an account with a service provider, authentication translates into
account log-in via, e.g., username and password, and two-factor authentication, such as
email or SMS verification. In fact, GDPR guidelines [5] state that a user log-in, using a
password, “should be sufficient to authenticate a data subject". CCPA also mentions that,
for consumers with accounts, “the business may require the consumer to use that account to

submit a verifiable consumer request" [17].

On the other hand, for the account-less users who have not set up an account with the service
provider, or who have even not interacted with the service provider before submitting a VCR,

only limited options exist for user authentication.

Without an account and hence without any shared secrets (such as passwords), service
providers tend to ask consumers to reveal some amount of Personally Identifiable Information
(PII) in the form of: (1) simply entering it [10, 18, 22, 6, 8], (2) providing cookies from prior
interactions |25, 26|, (3) showing government-issued IDs [10, 18, 22, 6, 25, 26, 8|, or (4)
producing notarized documents [22, 25, 26, 8]. The user study in [24] dealing with users’
experiences with removing PII from the Internet shows that current removal procedures
are not thorough, transparent, or responsive. This naturally prompts user concerns about

service providers acquiring new PII in the nebulous process authenticating accountless users.

Motivated by the current state of affairs, this paper proposes PIVA: Privacy-Preserving
Identity Verification for Accountless Users. PIVA involves two parties: an accountless user
C who possesses their PII as an ordered/labeled list and a service provider S that holds
a collection of such PII-s (ordered/labeled lists) for each accountless user. It allows S to
authenticate C if there is a sufficient number of list elements in the intersection of their

respective PII lists. Meanwhile, § is prevented from learning any new C PII and vice-versa.

As a basic building block, we use Private List Intersection (PLI), a variant of the well-



known cryptographic primitive, private set intersection (PSI). While PSI allows two parties
to jointly compute the intersection of their private sets, PLI computes the intersection of
the private lists, i.e., the list order matters. Due to the fixed order of PII assumed in PLI,
the use of PLI instead of PSI can yield better performance. We also consider PLI variants
that reveal strictly less information than PLI: (1) PLI-Cardinality (PLI-CA ), which outputs
only the cardinality of the intersection list; (2) threshold-PLI (t-PLI), which outputs the
intersection only if its cardinality exceeds a threshold ¢; and (3) threshold-PLI-Cardinality
(t-PLI-CA ), which outputs the cardinality of the intersection only if it exceeds the threshold
t. We implement PIVA using these protocols and evaluate its efficiency. The implementation

is publicly available at [2]. 2

Organization: After inspecting the related work in Chapter 2, Section 3 presents the
necessary preliminary background, and Section 4 shows the system and threat models of our
paper. Then we propose PIVA with underlying primitives in Section 5 and their security
analysis in Section 6. Implementation and evaluation details are given in Section 7, and the

paper concludes with Section 8.

2This work is a reformatted version of the submitted for publication, but as of yet unpublished, paper

13]-



Chapter 2

Related Work

2.1 Current Privacy-Invasive Authentication

Several surveys [10, 18, 22, 6, 25, 26, 8] investigate current authentication methods that
service providers use for data requests submissions. These results show that the information

requested is often privacy-invasive [6].

For example, [10] and [18] analyzed information requested by 55 service providers and used
to identify and authenticate a user submitting a data request. Several require the user
to take part in a live phone call and/or send (by mail) copies of a government-issued ID.
Also, [8] shows that, while most companies receiving a data request require an account
login, others request a government-issued ID, answering user-specific questions, or providing
a sworn declaration. Furthermore, the study in [6] shows that some companies demand

additional PII from users.

Similar results are observed in Android applications. For instance, [22| analyzed responses of

application developers of 109 Android apps upon receiving a VCR. To verify the identity of



the user, they require email- or account-based authentication, or ask for PII, e.g., the user’s

name, address, phone number, Android Advertising ID, date of birth, or a signed affidavit.

2.2 Identity Verification for Accountless Users

Verifying the identity of an accountless user is challenging; sometimes, sharing additional PII
does not solve the problem. For example, [1] shows that while TP addresses are considered
PII, they may not be sufficient to authenticate a user since they can be spoofed, or can be

attributed to more than one user.

[6] suggests implementing a cookie generated by the user (instead of the service provider), to
safely authenticate accountless users. A cookie can include an email address and the public
key of the user, which the service provider could use to send a challenge to the user for

further authentication.

Another approach is outlined in [15], which proposes VICEROY, an authentication method
for accountless users using a public-private key pair generated by a local trusted device. For
each web session initiation, the user generates a public key and supplies it to the server, so
that the user can later digitally sign its request using the corresponding private key for the

session.

To the best of our (current) knowledge, there is no prior work investigating privacy-preserving

authentication for users who have never interacted with the service providers.



Chapter 3

Background

We use the notation [1,n] to represent the set {1,2,...,n} throughout the paper. Where
applicable, we denote by z;; and ;5 the first and second elements of a tuple z; with two

elements, for Vi € [1,n], i.e., x; := (z;1,2;2), where i = 1,...,n.

3.1 Additively Homomorphic ElGamal Encryption

Below we define the ElGamal variant 9], which is additively homomorphic. Compared to
the original ElGamal encryption [12| which is multiplicatively homomorphic, this variant
multiplies ¢™ instead of m during encryption, where m is the plaintext message and ¢ is a

group generator of a group G of prime order q.

Definition 3.1.1. Additively homomorphic ElGamal encryption [9] consists of four algo-

rithms: (Setup, KeyGen, Enc, Dec), where:

- Setup(1™) — (G, q,g): outputs the system parameters (G, q,g), where G is a cyclic

group of prime order ¢ with a generator g.



- KeyGen(G, q, g) — (sk,pk): outputs a pair of secret and public keys, where sk = z &
Zy and pk = (G, q,g,h) with h = g°.

- Encyr(m;y) — ¢ Given a message m € Z, and a public key pk = (G, ¢, g, h), it outputs

the ciphertext of m:
c=(g",hg"™),

where y is chosen at random from Z,.

- Decg(c) — m: Given a secret key sk = x and a ciphertext ¢ = (c1, ¢2), it outputs the

decryption m of ¢ by sequentially running the following:

- PreDecg(¢) — M: Given a secret key sk = x and a ciphertext ¢ = (¢1,¢g), it
outputs M := cy(c¥)™}; and
- DLP(M) — m: Given a group element M € G, it outputs m such that ¢™ = M

in G. i.e., DLP is an algorithm that solves the discrete logarithm problem (DLP)

in G with a small prime gq.

Note that in general, message space is limited to Z, with a small ¢ due to decryption relying
on the hardness of DLP. However, checking whether m is zero can be efficiently done over

any prime ¢, as it only requires checking whether cy(c?)™! - 1, without solving DLP.

3.2 Shamir Secret Sharing

Shamir secret sharing scheme [23] is a t-out-of-n threshold secret sharing scheme based on
Lagrange interpolation, with a threshold ¢. i.e., Given > t shares, the secret s can be

reconstructed, while the possession of < ¢ shares reveals no information about s.



Definition 3.2.1. Shamir secret sharing scheme [23] is composed of two algorithms: (Share, Reconstruct),

where:

- Share(;n)(s) — (s1,...,5,): generates n shares of s, given a secret s. It randomly
chooses (t —1) coefficients of a polynomial f of degree (t—1) and sets s as the constant
term of f, i.e.,

f(x) = s+ aix +axr® + ...+ a;_12"7,

with random a;’s. Then, it outputs n points of f over a set of agreed locations (other

than zero) as n shares, e.g., (s1 := f(1), 52 := f(2),..., 8, := f(n)).

- Reconstruct(s;,, ..., s;,,) — s/ L: reconstructs a secret s, given m shares (s;,, ..., ;. ). It
computes the polynomial f'(x), using t out of m shares, e.g., via Lagrange interpolation,
and outputs the y-intercept of f’; i.e., s := f’(0). The output s is equal to s only if

m shares contain ¢ or more correct shares.

Note that Reconstruct is not efficient if the input shares include some incorrect shares. This
is because it requires trying all possible subsets of size t out of m shares, i.e., (’?) trials are

needed.

3.3 Reed-Solomon Codes and Berlekamp-Welch Algorithm

The Shamir secret sharing scheme can be seen as a special case of Reed-Solomon (RS)
coding scheme [20], where the number of errors is zero. (n,t)-RS codes are a group of
error correction codes, where its encoder adds some parity bits to encode ¢ messages into n
messages (called symbols in coding theory) so that its decoder can correct up to @ errors.
Specifically, t messages are assigned as the coefficients of a polynomial p of degree t — 1,

and the encoding of ¢t messages are the evaluation of p(x) over some n evaluation points,

8



T1, ..., T, 1.€., Encode(my, ...,my) = (p(x1), ..., p(xy)), where p(x) := my + mox + ..., myx'™1.

For decoding a codeword ¢ := (cy, ..., ¢,) with n symbols, the original method interpolates
polynomials over all possible ¢ points over n points, (x1,c1), ..., (z,, ¢,), and outputs the ¢

coefficients of the majority polynomial p.

The Berlekamp-Welch (BW) algorithm [4] is an efficient decoding algorithm that corrects
up to |“t] errors in RS codes. It not only recovers the polynomial p representing the
original messages but also outputs the error locator polynomial err by solving n linear
equations, where the z-intercepts of err represent the location where the errors occurred
among n symbols. We denote this by BW,)(c1, ¢2, ..., ¢n) — (p,err), where k := [%],
the minimum number of correct symbols in the input codeword. We use this algorithm to

efficiently reconstruct the secret of Shamir secret sharing, where the input shares may include

some invalid shares, i.e., errors.



Chapter 4

System & Threat Models

The system model includes two mutually distrusting parties: a client (C) and a server (S),
where S initiates the protocol to verify C’s identity and grants access to C once the verification
succeeds. FEach party has a list of PII of size n, X = (z1,x2,...,2,) and Y = (y1, Y2, .-, Yn),
respectively. We assume that the order of attributes in lists is public and agreed between

parties in advance.

We consider a static Honest-but-Curious (HbC) adversary that can corrupt either C or
S before the protocol starts, and during the protocol aims to learn maximal information
about the other party’s private input. Definition 4.0.1 presents the standard formal security
definition [14] of a two-party protocol I computing a function f in the presence of HbC

adversaries.

Definition 4.0.1 (Security against HbC adversaries). Let f(X,Y) = (fe(X,Y), fs(X,Y))
be a deterministic function, where f¢(X,Y’) is the output to C and fs(X,Y) is the output

to S, given the respective inputs X and Y. We say that for arbitrary inputs X and Y from

10



C and S, a protocol II securely computes f in the presence of a static HbC adversary if:

{output' (X, M) }x,vefo,1}+ aeN

o

{f(X,Y)}xyepay (4.1)

and there exists PPT algorithms, S¢ and Sg, such that:
{Sc(l/\, X> fC(X> Y))}X,YG{OJ}*,)\EN

= {viewg (X, Y, MNixyeppiypen (4.2)

{Ss(1M,Y, fs(X,Y)}xyve(o}s aen

{m’ewg(X, Y, A)}xyeoiyaen (4.3)

where ) is the security parameter. output denotes the output of the execution of II, and
viewd = (X,re, me) and views = (Y,rs,ms) denote the views of C and S, respectively,
during an execution of II on inputs X,Y, and A\, where r¢ is C’s random tape, rg is S’s

random tape, m¢ is the message received by C, and mg is the message received by S.

11



Chapter 5

PIVA Design

In this section, we present four protocol variants for PIVA: (1) private list intersection (PLI),
(2) PLI-Cardinality (PLI-CA), (3) threshold-PLI (t-PLI), and (4) threshold-PLI-Cardinality

(tPLI-CA). We analyze their security and costs in the subsequent section.

5.1 PLI

Fig. 5.1 shows the ideal functionality Fpy; of a PLI protocol. It takes as input lists X and

Y of size n from C and S, respectively, and outputs their intersection X NY to S.

In the context of our motivation of service providers and accountless consumers, a particular
position 0 < i < n in each list (X[i] or Y[i]) represents a specific type of PII, e.g., home
address, driver’s license number, or mother’s maiden name. One important assumption for
PLI is that n must be fixed and global, and each position ¢ is well-known to be associated

with a particular PII type.

Once obtaining the intersection, S decides whether the C-provided PII is sufficient to verify

12



their identity corresponding to some PII held by S. As part of PLI, S learns no new PII
about C. This follows GDPR guidelines [5] stating that information requested by a service

provider for verification purposes:

“must be proportionate to the type of data processed, the damage that could

occur, etc. in order to avoid excessive data collection”,

Parameters: List size n

Ideal Functionality Fp:
1. Wait for inputs Y = (y1,y2, ..., yn) from S and X = (x4, zo, ..., x,) from C.
2. Compute the list intersection X NY.
3. Give output X NY to S, and L to C.

Figure 5.1: PLI Ideal Functionality

We construct a PLI protocol using the additively homomorphic ElGamal variant from Sec-
tion 3.1. First, S generates ElGamal encryption keys (sk,pk). After generating n ran-
dom values (wi,...,w,), S encrypts each element y; under its own public key, such that
b; := Encyi(yi; w;) = (g%, h"ig¥) for all ¢ € [1,n]. S sends its public key, pk = (G, q, g, h),

and the ciphertexts of its input elements, (b, ...,b,), to C.

Upon receipt, C chooses r; € G and u; € [1,q — 1] at random, for all i € [1,n]. Then, C en-
crypts the additive inverse of each element x; in its list, using pk and w;’s, i.e., Ency,(—z4; u;) =
(g", h*g="). C multiplies the resulting values by b;’s in the list order, re-randomizes them
with 7; to hide its input values, and sends them to S. i.e., C sends (ay,...,a,), where

a; = ((big - g")", (bia - h*g=%)") for all i € [1,n].

Next, S checks if the received ciphertext is encryption of zero, by computing ¢; := PreDecg(a;) =

Zi‘,f - 1, for each a;, and outputs all y;’s with such ¢;’s. It is easy to see that the output of
i1

13



Private List Intersection (PLI)

C(X:(xhw%'n)) S<Y:(y177y7’b)>

(sk, pk) & KeyGen(1%)
where pk = (G, ¢, g, h)

w; & Zq, Y1 € [1,n]

T (ﬁ Zq,ui ﬁ Zq,Vi € [1,77,] Pk, (bl’ ’bn) b; .= Encpk(yi;wi)

a; := (b; - Encpp(—x;; 1)), Vi € [1,n] (a1, ..., an) ¢; = PreDec(a;), Vi € [1,n]

return {y; : ¢; = 1}z‘€[1,n]

Figure 5.2: PLI Construction based on ElGamal in Def. 3.1.1, where - in a; computation is the
element-wise product, i.e., x -y = (z1y1, T2y2) for some tuples z = (x1,x2) and y = (y1,y2).

the protocol is X NY, since a; is the encryption of (y; — x;)r; as follows:

a; = ((biy - g")", (b - K" g™ "))

= ((g" - g™)", (hg¥ - hg™)")

_ <g(wi+ui)7‘i h(wr‘rui)'f'ig(yi_xi)""i)

Y

= Encpk((yi - $i)ri§ Ri)a

where R; := (w; + u;)r;. Consequently, when y; = x;, S gets ¢; = gWi—@) = g0 = 1.

Otherwise, it learns a random ¢;. The above protocol is reflected in Fig. 5.2.

5.2 PLI-CA

PLI reveals to & which list elements match and, hence, which do not. & might use this
information to confirm whether the PII previously collected for a given C is accurate. To
prevent this, we include PLI-cardinality (PLI-CA), which outputs only the cardinality of the

intersection. Fig. 5.3 shows the ideal functionality of PLI-CA.

14



In the context of our motivation, PLI-CA is suitable since it suffices for the service provider
(S) to learn how many elements are in the intersection to decide whether this is enough to

verify the identity of a consumer (C).

Parameters: List size n

Ideal Functionality Fpy _ca:
1. Wait for inputs Y = (y1,y2, ..., yn) from S and X = (x4, zo, ..., x,) from C.
2. Compute cardinality of list intersection | X NY|.
3. Give output [ X NY| to S, and L to C.

Figure 5.3: PLI-CA Ideal Functionality

We build a PLI-CA protocol atop the PLI protocol from Section 5.1. To hide locations of
matching elements, C randomly shuffles the computation results using a pseudorandom per-
mutation II and sends the permuted results. Fig. 5.4 shows the PLI-CA construction. S now
outputs the number of elements where ¢; = 1. Because of the pseudorandom permutation,

indices where ¢; = 1 do not reveal the real location of intersecting elements to S.

5.3 t-PLI

While PLI and PLI-CA output their results to S no matter what, threshold PLI (t-PLI)
outputs the intersection to S only if the number of common data exceeds some agreed-upon
(fixed a priori) threshold ¢, i.e., | XNY| > t. See Fig. 5.5 for the ideal functionality of t-PLI. It
does not reveal anything to § if either party does not have sufficient PII. The threshold ¢ can
be determined by either agreement between parties, or by some legal standard. For instance,
CCPA considers this, mentioning the “degree of certainty" required for identity verification.
It sets “reasonable degree of certainty" as matching at least two pieces of information and
“reasonably high degree of certainty" as matching at least three pieces of information and

obtaining a signed declaration, under penalty of perjury [13].

The t-PLI protocol, shown in Fig. 5.6, adds the t-out-of-n Shamir Secret Sharing to the
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PLI-Cardinality (PLI-CA)

C(X:(xl,...,xn)) S(Y:(y17~--7yn))

(sk, pk) & KeyGen(1%)
where pk = (G, q, 9, h)

w; & Zg¥i € [1,n]

i ﬁ Zq,ui ﬁ Zq,Vi € [1,TL] pk, (bl’ ""bn) bz‘ = Encpk(yi;wi)

a; = (b; - Encp(—z4;u;))", Vi € [1,n]

(ai,...,an) =((a},...,al)), for II Ep, (a1, ..., an) ¢; = PreDec(a;), Vi € [1,n]

return [{c; : ¢; = 1} p)

Figure 5.4: A PLI-CA Construction atop PLI in Fig. 5.2. P, is the pseudorandom permu-
tation.

Parameters: List size n, threshold ¢.
Ideal Functionality F;_p;:
1. Wait for inputs Y = (y1,y2, ..., yn) from S and X = (x4, zo, ..., x,) from C.
2. Compute the list intersection X NY.
3. Give output X NY to S'if [ X NY| > ¢, or L, otherwise. Give output L to C.

Figure 5.5: t-PLI Ideal Functionality

PLI protocol in Section 5.1. After computing a;’s, C randomly chooses a secret value s and
generates n shares of s using Share algorithm in Definition 3.2.1. Then, C XORs each i-th

share with the hash of the second element of a;’s, such that

e; = H(a;2) @ s;, for each i.

Next, it sends the first component of a;’s, i.e., (a;1);, and ¢;’s to S, along with the hash of s.

S computes H(a$%) with its private key sk and XORs to each e; for each 4, ie., s} :=
H(as%) & e;. Then, S derives s’ using the Reconstruct algorithm, or the Berlekamp-Welch

algorithm BW for better performance, with (s}, ..., s/,) as input shares. Finally, if the hash of
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Threshold PLI (t-PLI)

C (X: (wl,...,xn))

r; ﬁ Lg, wi ﬁ Zg¢, Y1 € [1,n]
a; := (b; - Encpp(—x;; 1)), Vi
s& 8

(51, n) < Share( ) (s)

€; 1= H(aig) P s;, Vi € [l,n]

S (Y:(y1,---,yn))

(al,b ) an,l)a

(61,...

ven), H(s)

(sk, pk) & KeyGen(1%)
where pk = (G, q, 9, h)

w; bl Zq4,Yi € [1,n]

bz‘ = Encpk(yi;wi)

si = H(ajh) @ (e)), Vi

(p7 67“7“) — BW(k’,n) (5,17 R3] S;’L)

s 1= p(0)

return {y; : err(i) # 0};, if H(s") = H(s)

Figure 5.6: A t-PLI Construction atop PLI in Fig. 5.2, using the Shamir secret sharing scheme
in Def. 3.2.1 and the Berlekamp-Welch algorithm BW. & denotes the XOR operation.

s’ matches the received hash value, S outputs its element with the indices of correct shares.

Note that s is the same as the original share s; if x; = y;. Therefore, if at least k := (”Tﬂ

obtained s are correct, S can use BW to efficiently recover the original polynomial p, and

the error locating polynomial err. However, even if between ¢t and k£ — 1 shares are correct,

S can still recover p and locate errors by examining all the possible subsets of size ¢ of the

set {s}}; of size n.

5.4 t-PLI-CA

Threshold-PLI-Cardinality (t-PLI-CA) combines t-PLI and PLI-CA to further enhance the

subject’s privacy: § learns only the cardinality of the intersection, only if it exceeds some

threshold ¢. i.e., The ideal functionality F;_py; of t-PLI-CA (in Fig. 5.7) outputs | X NY| to
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Sonlyif | XNY| >t

Parameters: List size n, threshold ¢
Ideal Functionality F;_p;|_ca:
1. Wait for inputs Y = (y1,y2, ..., yn) from S and X = (x4, 29, ..., x,) from C.
2. Compute the cardinality of the list intersection | X NY|.
3. Give output [X NY|to Sif [ X NY|>t¢, or L, otherwise. Give output L to C.

Figure 5.7: Ideal functionality of t-PLI cardinality (t-PLI-CA)

We construct a t-PLI-CA protocol atop the t-PLI protocol by adding random shuffling.
The idea is to prevent S from learning the indices of the matching elements given by the
error locating polynomial by randomly permuting (aq,...,a,). As a result, S outputs the
subtraction of the number of z-intercepts of the error locating polynomial err from the
size of list n. Recall that S can find s’ such that H(s') = H(s) only when the number of
matching elements exceeds the threshold, and the z-intercepts of err represent the wrong
shares. Thus, the output means the cardinality of the intersection of the private lists. The

detailed protocol is given in Fig. 5.8.
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t-PLI Cardinality (t-PLI-CA)

C (X =(z1,...,2p))

T & Lq,u; & ZgVi € [1,n]

a; == (b - Encpp(—x45u;))", Vi

s& 8
(S$1y---,8n) & Share; )(s)

ei := H(ai2) ® s, Vi € [1,n]

(ai,...,an) = ((a},...,a,)), for II & Pn

((11717 ey an71)7

(e1,...,en), H(S)

S (Y: (yla--~vyn))

(sk,pk) il KeyGen(1*)
where pk = (G, q,9,h)

w; & Zg, Vi € [1,n]

b; = Encpp (yi; wy)

s = H(a3$) @ (e:), Vi
(pa 67"7") A BW(k,n) (8/17 ey S;’L)
s’ := p(0)
If H(s') = H(s),
return (|{s] : err(i) # 0};])

Figure 5.8: A t-PLI-CA Construction atop t-PLI in Fig. 5.6. P, is the set of random

permutations of size n.
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Chapter 6

Security & Cost Analysis

6.1 Security Analysis

Theorem 1 (Security of PLI). The protocol presented in Fig. 5.2 securely computes the
ideal functionality Fp; in Fig. 5.1 in the presence of HbC adversaries according to the

Definition 4.0.1.

Proof. Correctness: Assume a protocol execution with honest C and honest S. C gets

output L from the protocol II, while S computes ¢; = Zi—’,f, which is equal to
i,1

(bio - hg=™)™ _ (h*ightig=®)™
((ig - gm)ri) ((gve)*(gme)*F)"
(s g
(hwzhuz)n
(hwi i )"'i (gyv:—ifi )7'1'
(hwzhuz)n

— <gyi—$i)7"i

Thus, ¢; = ¢° = 1, if y; = x;, or a random element in G, otherwise. S outputs X NY.
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Now, we build two simulators, one for each party.

Server privacy: Considering the corrupted C, we construct a simulator SIMs as follows:
SIM¢ chooses n random values (21, ...z,) and encrypts them under pk, i.e., b, = Enc,(2;)
for all 7. It sends to C the public key pk and the encrypted random values (b},...,0.,).
Because of the IND-CPA security of ElGamal encryption under the hardness assumption of
the decisional Diffie-Hellman (DDH) problem, (b}, ...,b,) is indistinguishable from the real

protocol view of (b, ..., b,).

Client privacy: Considering the corrupted S, S*, we construct a simulator SIMg as follows:

as input, SIMg is given Y and X NY from the ideal functionality Fpy;.

- SIMg receives the public key pk and (by,...,b,) from S*. It sets z; = 0if y; € X NY,

and z «<* G, otherwise.

- SIMg computes A; = Encyi(z;) for all i € [1,n], and sends (A, ..., 4,) to S*.

S*’s view (after PreDec) in the interaction with SIMg is

{{1}yieXﬂY7 {Zi}yﬁéXﬂY}

while the output of the protocol execution with real C is

{{1}y¢exm/> {(yz - xi)ri}yigéXﬂY}

. The two distributions above are indistinguishable because both z;’s and r;’s are chosen at

random in G. O

Theorem 2 (Security of PLI-CA). The protocol presented in Fig. 5.4 securely computes
the ideal functionality Fp_ca in Fig. 5.3 in the presence of HbC adversaries according to

the Definition 4.0.1.
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Proof. Correctness: Similar to Theorem 1, ¢; is 1 if y; = x;, or is a random, otherwise.

Thus, [{¢; : ¢; = 1} = | X NY|, which the server outputs.

Server privacy: Since the view of the (corrupted) C is the same as the one in PLI, server

privacy is also met in PLI-CA.

Client privacy: Due to the similarity of the protocols, the construction of the simulator
SIMg, considering the corrupted S, §*, is similar to the one in Theorem 1. In addition to

SIMg in Theorem 1, the following step is added:
- SIMg sends II((A4, ..., A,)) to §*, for a randomly chosen II in P,,.

For some IL, II" € P,,, S*’s view in the interaction with SIMg, TI{{1},.cxnv, {2 }y¢xny }, and
the output of the protocol execution with real C, II'{{1}y.exry, {(¥i — i)7i}y,¢xnv}, are

indistinguishable. O

Theorem 3 (Security of t-PLI). The protocol presented in Fig. 5.6 securely computes the
ideal functionality JF;_pr) in Fig. 5.5 in the presence of HbC adversaries according to the

Definition 4.0.1.

Proof. Correctness: Assume a protocol execution with honest C and honest §. C gets

output L from the protocol II, while § computes
s; = H(a7h) ® (e;) = H(aih) ® H(az2) ® 53, Vi

Since
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and

H(ais) = H((bio - h"g~")")

= H((h"g" - h*g~"))")

= H((h" - by (g7 )",

H(a;2) = H(a3%), if y; = ;. Otherwise, H(a;2) is a hash of a random element in G.
Consequently, if y; = z;, s; = H(ai2) ® H(a;2) ® s; = s;, or s, is random, otherwise.

Depending on the number of intersecting elements, |/|, where I := {s] : s} = s;}icj1,5)|, three

possible cases exist:

1. [I| > k: S can apply the Berlekamp-Welch algorithm to recover (p,err). S outputs
{yi + err(i) # O0}ic,n), which is the set of input elements where their corresponding

shares are correct, i.e., indices of intersecting elements.

2. t <|I| < k: S can examine every subset of size ¢, and check which subset reconstruct

s’ such that H(s') = H(s).

3. |I] < t: S cannot reconstruct s’ and cannot learn anything about the C input elements.

Server privacy: Since the view of the (corrupted) C is the same as the one in PLI (and

PLI-CA), server privacy is also met in t-PLI.

Client privacy: Considering corrupted S, §*, a simulator SIMg can be constructed.

Given Y and | X NY| from Fi_pyy,
- SIMg receives the public key pk and (by,...,b,) from S*. Tt sets z; = 0if y; € X NY,
and z; +°® G, otherwise.

- SIMg computes A; = Enc,(z;) for all i.
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- SIMg generates S <— §, and computes the shares (51, ...,.S,) <= Share( ,,)(5).
- SIMg computes E; = H(A;2) & S; for all i.

- SIMg sends (A1, ..., An1), (E, ..., Ey), and H(S) to S*.

Comparing S8*’s view in interaction with SIMg and in real execution of Il with C, first,
H(s) and H(S) are indistinguishable, as they are each a hash of a randomly selected value.
Second, the tuples, (ay1,...,a,1) and (A1, ..., A,1), are indistinguishable because of the
IND-CPA security of ElGamal encryption, under the DDH problem. Lastly, the tuples,
(€1,...,en) and (Ey, ..., E,) are also indistinguishable, as (a2, ..., @, 2) and (A; 9, ..., A, 2) are
indistinguishable because of the IND-CPA security of ElGamal encryption, and through
the security of one-time pad encryption with the randomly generated shares guaranteed by

Shamir secret sharing scheme. O

Theorem 4 (Security of t-PLI-CA). The protocol presented in Fig. 5.8 securely computes
the ideal functionality F;_pi_ca in Fig. 5.7 in the presence of HbC adversaries according to

the Definition 4.0.1.

Proof. Correctness: Similar to Theorem 3, H(a;,2) = H(a3*, 1) if y; = x;, or is otherwise
random. Thus, if the number of intersecting elements |/| > ¢, S can apply the Berlekamp-
Welch algorithm or examine every subset to obtain the number of errors and obtain |{s] :

err(i) # 0};| = | X NY|, which the server outputs. If |I| < ¢, S outputs L.

Server privacy: Since the view of the (corrupted) C is the same as the one in PLI (and

PLI-CA and t-PLI), server privacy is also met in PLI-CA.

Client privacy: Due to the similarity of the protocols, the construction of the simulator
SIMg, considering the corrupted S, §*, is similar to the one in Theorem 3. In addition to

SIMg in Theorem 3, the following step is modified:
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- SIMg computes A; = II(Enc,(2;)) for all 7.
For some ILII' € P,, 8*’s view in the interaction with SIMg, TI{{s;},exny, {H(aj%) &

H(a;2)®(s:) }y,¢xny }» and the output of the protocol execution with real C, II'{{s; },exny, { H (a})®

H(a;2) ® (5i) }y,¢xny }, are indistinguishable. O

6.2 Cost Analysis

Table 6.1: Communication and computation complexities for each protocol

Server Server Client Client
computation communication | computation | communication
PLI O(n) O(n) O(n) O(n)
PLI-CA | O(n) O(n) O(n) O(n)
t-PLI O(n?) or O(C(n,t)) | O(n) O(tn) O(n)
t-PLI-CA | O(n®) or O(C(n,t)) | O(n) O(tn) O(n)

Table 6.1 summarizes the communication and computation complexities of each protocol.
Since all protocols involve sharing encrypted elements of S and C lists, communication com-
plexity for both parties is O(n). Encrypting and computing on n list elements yields compu-
tation complexity of O(n) for both § and C in the PLI and PLI-CA. In t-PLI and t-PLI-CA,
generating shares increases the computation overhead of C to O(tn), where ¢ is the threshold.
S either successfully runs the Berlekamp-Welch algorithm, which has the time complexity of
O(n?), or examines each possible subset of size ¢ with complexity O(C(n,t)), where C(n,t)

is the number of ¢-combinations over n elements.
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Chapter 7

Implementation & Evaluation

7.1 Implementation

The performance of each protocol was tested on a MacBook Pro with a 2.3 GHz Dual-Core
Intel i5 processor with 16 GB RAM. We implemented each protocol in C, using the OpenSSL
v3.1.2 library. The Fisher-Yates shuffle [11], instantiated with a cryptographically secure
pseudo-random number generator provided by OpenSSL, served as a secure shuffle for the
PLI-CA and t-PLI-CA protocols. To evaluate the performance of our constructions, we
implemented each protocol using Yao’s garbled circuit [27] provided by MP-SPDZ library

[16]. The implementation is available at [2].

For the homomorphic encryption schemes, we compared the performance of the PLI im-
plemented with Elliptic Curve-based ElGamal (EC-ElGamal) with a 224-bit secure elliptic
curve (provided by OpenSSL) to the one implemented with the standard (multiplicatively
homomorphic) ElGamal and the additively homomorphic ElGamal schemes with a 2048-bit

key size, which is an equivalent security parameter.
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Finally, we measured the communication and computation costs of each protocol for:

1. increasing size n of input lists, and compared it to (1) the garbled circuit implementa-
tion, (2) a fast PSI construction for small sets [21], and (3) a threshold PSI construction

28]

2. increasing intersection cardinality | X NY'|, to observe effects of low or high number of

matching elements in the case of t-PLI and t-PLI-CA.
3. increasing reconstruction threshold ¢, and analyzed the effect of the threshold choice

on the execution time of t-PLI and t-PLI-CA.

For each instantiation of the protocol, the average of 10 code executions is reported.

7.2 Comparisons of ElGamal variants

For n = 10 through n = 100, with a step size of 10, the bandwidth and execution time
of the PLI protocol were measured for EC-ElGamal, conventional ElGamal, and additively

homomorphic ElGamal schemes. The results are displayed in Fig.s 7.1 and 7.2.

The use of EC-ElGamal in PLI implementation resulted in both lower bandwidth and faster
execution time. Its bandwidth is more than 2x lower, while its execution time is about 20 x

lower than the other two ElGamal schemes at n = 30.

These results motivated the use of EC-ElGamal in the implementations of PLI-CA, t-PLI,

and t-PLI-CA.
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Figure 7.1: Bandwidth of PLI protocol using EC-ElGamal and conventional ElGamal
schemes.
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Figure 7.2: Execution time of PLI protocol using EC-ElGamal, original (multiplicatively
homomorphic) ElGamal, and additively homomorphic ElGamal schemes.

29



7.3 Bandwidth Evaluation

For 224-bit list inputs, Fig. 7.3 showcases the bandwidth required to run each protocol for
increasing values of the list size, n. We observe that the bandwidth used in the PLI and
PLI-CA protocols is the same, which is consistent with the protocol constructions in Section
5. This is because the messages sent in PLI-CA and PLI are equivalent, only permuted.
The same is observed for t-PLI and t-PLI-CA. The threshold PLI protocols require less
bandwidth, e.g. 11.5 kB for n = 30, than the PLI and PLI-CA protocols, which need 14 kB
for n = 30. This is due to C sending only the first element of each encrypted value a;; and
a one-time pad of the hash of the second element H(a;2) in the threshold protocols, instead

of sending (a; 1, a;2) in the non-threshold protocols.

Compared to MP-SPDZ garbled circuits with 32-bit list inputs, the bandwidth required
by PLI constructions with EC-ElGamal encryptions is lower. For example, for n = 30,
the garbled circuit versions of PLI, PLI-CA, t-PLI, and t-PLI-CA require 60.4 kB, 124.8
kB, 187.4 kB and 127.0 kB, respectively. The bandwidth required for the garbled circuit
implementations is illustrated in Fig. 7.4. Since the evaluation through MP-SPDZ outputs
errors for higher values of n, we present the dashed lines for the projected values for n = 50

and n = 60.

The communication overhead does not change as the threshold varies in the t-PLI and t-

PLI-CA protocols, since C must still receive S’s entire list, and send it back to S.

7.4 Execution Time Evaluation

We first evaluated the running time of each protocol as the list size n increased from 10 to

100, with step size 5. Shown in Fig. 7.5, the execution time of PLI and PLI-CA increase
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Figure 7.3: Bandwidth consumed by all protocols using EC-ElGamal encryption.
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Figure 7.4: Bandwidth consumed by all protocols using garbled circuits in MP-SPDZ [16].
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Figure 7.5: Execution time of PLI and PLI-CA protocols for increasing list size, for both the

40

B0
Lisk size

B0

100

ECC-based implementation and the MP-SPDZ garbled circuits implementation.

33




— tPLI

10 | — tPU-CA

Execution time (seconds)
(=g}

4
2 |
D -
20 40 B0 a0 100
List size

Figure 7.6: Execution time of the t-PLI and t-PLI-CA protocols for increasing list size.

linearly as n increases. For n = 30, PLI and PLI-CA take on average 0.039 and 0.034 seconds
to complete. The garbled circuit constructions of PLI and PLI-CA, also displayed in Fig. 7.5,
are less efficient than our constructions for n < 40. Correspondingly, for n = 30, the garbled
circuit-based PLI implementation executes in 0.048 seconds, while one for PLI-CA executes
in 0.057 seconds. A fast PSI construction for small sets [21] executes in 0.062 seconds for a
set size of 128 on a machine with a single Intel Xeon with 2.30GHz and 256GB RAM, with

a 0.2ms round-trip time between parties.

Now, fixing the cardinality |X MY to 80% of n and the threshold ¢ to 3n, we evaluate the
execution time of t-PLI and t-PLI-CA, which results are displayed in Fig. 7.6. Because of
the Berlekamp-Welch (BW) protocol, the execution time is O(n?), which is also reflected in
the figure. For n = 30, t-PLI and t-PLI-CA take on average 0.32 and 0.31 seconds, while
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for n = 100, t-PLI and t-PLI-CA take on average 11.4 and 11.1 seconds. For t-PLI and
t-PLI-CA, the garbled circuits approach is always faster than the ECC construction, e.g. at
n = 30, the execution time of t-PLI is 0.055 seconds using garbled circuits. In [28|, Zhao
and Chow build a threshold PSI protocol that executes in 85.3 and 139.8 seconds for each
party respectively, for a list size of 100 and a threshold of 50, on a machine with two Intel

Core 15-4590 3.30GHz CPUs, and 8GB RAM.

2.00
— tPLI
— EPLI-CA

175

150

125 -

100 -

0.75

Execution time (seconds)

0.50 -

0.25 -

15 20 %5 30 35 40 45 50
Cardinality of the list intersection

Figure 7.7: Execution time of the t-PLI and t-PLI-CA protocols for increasing list intersec-
tion cardinality, for a n = 50 and ¢t = 16.

Then, we compare the execution time for t-PLI and t-PLI-CA as |X NY| increases and as
t increases. In both cases, n = 50. In Fig. 7.7, with a ¢ fixed to % - 50 =~ 16, the protocol
is very fast when | X NY'| does not allow efficient reconstruction of the secret, i.e. when the

BW algorithm fails. On average, when the number of matches is below k = [2F£] (here

k = 33), execution for both t-PLI and t-PLI-CA takes 0.19 seconds. For |X NY| > 35, the
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Figure 7.8: Execution time of the t-PLI and t-PLI-CA protocols for increasing threshold, for
n = 50. For solid lines, | X NY| = 39, for dashed lines, | X NY| = 44.

BW algorithm succeeds, and the t-PLI and t-PLI-CA protocols take a linearly increasing
amount of time. This is because the BW algorithm starts by assuming the maximum number
of errors |"t], and tries to recover the secret. If it fails to recover the secret, it decreases
the assumed number of errors by one unit, tries again, and repeats until successful recovery.
Thus, for a higher intersection cardinality |X NY|, there are fewer errors, and running the

BW algorithm requires more trials.

We observe a similar effect in Fig. 7.8, where the execution time first decreases linearly as
the threshold ¢ increases, i.e. as L”T’tj decreases. Then, when t gets too high and efficient
reconstruction is impossible, the BW algorithm fails and the t-PLI and t-PLI-CA protocols

take about 0.19 seconds to complete.
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Chapter 8

Conclusion

This paper proposes PIVA, privacy-preserving identity verification for accountless users,
based on four cryptographic primitives: PLI, PLI-CA, t-PLI, and t-PLI-CA. We constructed
a protocol for each primitive and analyzed their security and performance with the prototype
implementations. The proposed protocols for PLI and PLI-CA are more efficient than the
garbled circuit approach in communication and computation costs for the application of
accountless users. Our t-PLI and t-PLI-CA constructions achieved lower bandwidth than

garbled circuit implementations, and were faster than existing threshold PSI protocols.
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