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Optimized Spoofing and Jamming a Cognitive Radio

Madushanka Soysa, Student Member, IEEE, Pamela C. Cosman, Fellow, IEEE, and
Laurence B. Milstein, Fellow, IEEE

Abstract—We examine the performance of a cognitive radio sys-
tem in a hostile environment where an intelligent adversary tries
to disrupt communications by minimizing the system throughput.
We investigate the optimal strategy for spoofing and jamming
a cognitive radio network with a Gaussian noise signal over a
Rayleigh fading channel. We analyze a cluster-based network
of secondary users (SUs). The adversary may attack during the
sensing interval to limit access for SUs by transmitting a spoofing
signal. By jamming the network during the transmission interval,
the adversary may reduce the rate of successful transmission.
We present how the adversary can optimally allocate power
across subcarriers during sensing and transmission intervals with
knowledge of the system, using a simple optimization approach
specific to this problem. We determine a worst-case optimal energy
allocation for spoofing and jamming, which gives a lower bound to
the overall information throughput of SUs under attack.

Index Terms—Cognitive radio, intelligent adversary, partial-
band jamming, partial-band spoofing.

I. INTRODUCTION

LTHOUGH the demand for wireless spectrum has been

growing rapidly, a large portion of the assigned spectrum
is used only sporadically. The limited available spectrum and
the inefficiency in spectrum usage necessitate a new commu-
nication paradigm to exploit the existing wireless spectrum op-
portunistically. Cognitive radio (CR) [1], which allows dynamic
spectrum access, has been widely investigated as a solution.
In CR systems, the users are defined as primary users (PUs)
if they have priority of access over the spectrum, and secondary
users (SUs) otherwise. Any time an unlicensed SU senses a
licensed band is unused by the PU, it can dynamically access
the band. Thus, spectrum sensing is a key concept for CR but
it is also a vulnerable aspect. An adversary intending to disrupt
the communication in a CR network has two ways to attack.
The first way is to exploit the inherent vulnerability of spectrum
sensing, by transmitting a spoofing signal emulating a PU
during the sensing interval [2]. Here the SU might mistakenly
conclude that the channel is occupied by a PU and not available
for transmission. In this way, an intelligent attacker reduces
the bandwidth available for the SU. Such exploitations and
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their impact are discussed in [3]-[10]. Further, the adversary
can disrupt communications using jamming techniques dur-
ing the data transmission phase [11]. Jamming in a cognitive
radio network dynamically, using stochastic game models,
was studied in [12], [13].

In this work, we analyze the impact of an intelligent ad-
versary on a tactical, spread spectrum, CR system. In [3], the
presence of such an intelligent adversary disrupting the sensing
by spoofing with a noise signal in an additive white Gaussian
noise (AWGN) channel was discussed. This work was extended
in [4], to obtain spoofing performance bounds under Rayleigh
fading, when the adversary is aware of instantaneous channel
state information (CSI). In [5], the design of an adversary with
optimal power allocation for spoofing and jamming under an
AWGN channel was investigated. In this work, we extend the
analysis to a Rayleigh fading channel, and include forward
error correction (FEC) coding, which reduces the effectiveness
of jamming. Assuming knowledge of the SU system at the
adversary, we determine a worst-case optimal energy allocation
for spoofing and jamming. We further propose an optimization
method specific to this problem, to find the optimal power al-
location over subcarriers to minimize throughput. This enables
us to perform the optimization when a closed form expression
for the objective function is not available. In [12] and [13],
jamming attacks are analyzed as a dynamic game, where the
users and the adversary use the probability of successful jam-
ming as a predetermined parameter. In the jamming section of
this work, we analyze the probability of successful jamming by
the adversary, and optimize the adversary power allocation to
maximize the average probability of successful jamming.

In Section II, we present the system model, and derive
the performance metrics as functions of spoofing or jamming
powers under fast and slow Rayleigh fading. Sections III and IV
discuss the spoofing and jamming optimization, respectively,
where we prove that the performance metric functions derived
in Section II have the required properties that enable the opti-
mization method in Appendix A to be used, in almost all cases.
In Section V, we discuss the optimal energy allocation between
spoofing and jamming. Section VI contains system simulation
results and Section VII presents the conclusions.

II. SYSTEM MODEL

We investigate the impact of an adversary on a cluster
based SU network, as shown in Fig. 1. We denote the cluster
head serving the SUs by CHg, and A is the adversary. We
consider the downlinks from the cluster head to the users of
a multi-carrier direct sequence code division multiple access
(MC-DS-CDMA) system with N7 bands (or subcarriers). The
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Fig. 1. The system network model.

N bands are shared among PUs and SUs. Allowed bands are
ones unoccupied by PUs. The CHg periodically performs spec-
trum sensing, and uses a subset of allowed bands to transmit
data to the SUs. Busy bands are bands that the SU network
cannot use due to PU activity. An allowed band may appear
busy due to background noise and spoofing. This is called a
false detection. We ignore the effects of missed detections in
this analysis, as the adversary cannot do anything to increase
the probability of missed detections. The probability of missed
detections can only decrease with spoofing, which will not dis-
rupt the communications. The cluster head uses power control
to maintain constant average link signal-to-noise ratio (SNR)
for all SUs. We denote the length of the sensing interval by Tj
and the length of the data transmission interval by 77.

Let B={1,2,..., Nr} be the set of bands, and By,, C Bbe
the subset of bands used by the SU network for communication
in one transmission interval. The throughput (T') of the SU
network during the data transmission interval is given by

ZZLP(

1€EBg, u=1

P ) log, M, M

where €); is the number of SUs in the ¢-th band, L p is the packet

length in symbols, pe” =) is the probability of packet error of
the u-th user in the ¢-th band, and log, M; ,, is the number of
bits per symbol in the alphabet used by the u-th user in the i-th
band. The SUs use a single 4-QAM alphabet for fast fading, and
may use either a single alphabet or adaptive modulation at slow
fading. The adversary uses a Gaussian noise signal to attack

by spoofing or Jammmg Spoofing reduces | B, |, and jamming

increases pé in (1), thus reducing I

In Section II-A, we discuss the portion of the system involved
in sensing, and derive expressions for the probability of false
detection. The transmission and receiver structures of SUs,
i.e., the portion of the system involved in the transmission
interval, are presented in Section II-B, with the derivation of
the expressions for the packet error rate. The assumptions
regarding the knowledge available for the adversary are detailed
in Section II-C.

A. Sensing Subsystem

The CHg uses an energy detector for sensing (Fig. 2). Let
W be the bandwidth of one subcarrier. The energy detector
output Y( ), when there is no PU signal present is given by

= [ 7, (Vs (ti)ns(tr) +no(t1))? dtr, where a;(t) is

the galn of the channel from adversary to CHCHg, n(t) is the
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Fig. 2. Energy detector block diagram.

spoofing signal, and ng(t) is the noise after passing through the
bandpass filter. The signal n4(t) is Gaussian with double sided
PSD 7, /2 in the band, ng(¢) is Gaussian with PSD Ny /2 in the
band, and o (¢) is exponentially distributed with mean & ;. The
integrand can be expressed as

s (s (t) +no(t) = ( s (Bns i(t) + noﬂv(t)) cos wet
— ( ag(t)ns,q(t) + no’q(t)) Sin wet

where w. is the subcarrier frequency, ns;(t), nsq(t) are
Gaussian with PSD 1 in the frequency range (—(1//2), W/2),
and ng ;(t), no ¢ (t) are Gaussian with PSD Ny in the frequency
range (—(W/2),W/2).

From [14], we have

| oW
2w ;

V() = @

(afﬁk + aik)
=

where a; =/ (t — T + (k/W))nsi(t — To + (k/W)) +
’n,o,i(t — T+ (k/W)) and Qq.k = \/&J(t — T+ (k‘/W))
Ns,q(t —To + (k/W)) + ng,q(t — To + (k/WV)).

1) Fast Fading: Under fast fading, we assume the channel
coherence time is much smaller than the sensing duration 7j,
and the channel varies significantly during the sensing interval
so that the channel samples in time are mutually independent.
We have Ela?,] = an.W + NoW, Ela; ] = 6a5mW? +
60v1s NoW? + 3NgW? and Var(a? )= Ela} ] - Ela? ]* =
5a2n2W? + 4a,ns NoW? + 2NZW?2. Following the same ap-
proach we can show E[azk + a2 k] =2(amnsW + NoW) and
Var(a? ikt aq k) = 2(5()4]1721/[/2 +dansNoW? + 2NZW?2).
Since Var(a?, +aZ ) is finite, we can use the Lindeberg-
Lévy CLT to approx1mate Y(t) in (2). Therefore, for
large ToW, Y (t) ~ N (ToW (@ ns + No), ToW (5a?4n? +
4aymsNo +2N2)/2). A band is detected as occupied by
PUs if the energy detector output is greater than the threshold
K\/ToW. Let psq ¢(Ps,;) be the probability of false detection
under fast fading, as a function of the spoofing power in that
band Psg ;. Then,

pfa,f(Ps,i) = Pr (Y(t)

>K\/T0W)

_Q< EVIoW ~TyW (.(Ps.i/W)+No) )
VIoW (562 (Ps,i/W)2+4a (Ps,i/W)No+2NZ) /2

3)

2) Slow Fading: Under slow fading, we assume the
channel coherence time is larger than the sensing duration 7.
Therefore, the channel gain remains constant during the sensing
interval and we denote it by « ;. When conditioned on « s,
ai,k:\/@n&i(t — T+ (k/W)) + noﬂ'(t — T+ (k‘/W)) ~
N (0, aynsW + noW), and similarly, a, ; ~ N(0, aynsW +
noW). Therefore, Ela?, + a2 ,|as]=2(amsW+noW) and
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Fig. 3. Transmitter block diagram of a single subcarrier of MC-DS CDMA.

Var(aik + a37k|a,]) = 4(aynsW 4 noW). Using these results
in (2), for large TpW, we conclude, when conditioned on a7,
Y (t) ~ N(ToW (ayns + m0), ToW (ans +10)?).

The average probability of false detection under slow fading
(pfa,s), when the spoofing signal PSD is ng ;, is given by

Pr (Y(t) > Kmlns,i)

[o.¢]

/ Pr (Y(t)

0

> KVToWlas = y.ms:) fa, (9) dy - )

where f,,(y) is the probability density function of the channel
gain «vy. Since the channel has Rayleigh fading, f,,(y) =
(1/a;)e~ /@) Substituting this in (4) yields

Y(t) > K\/ToW|ns.)

1 K v
= — ( — T0W> e crdy. (5
ay / 1s,iY + Mo

Note that Ps; = ns,;W. Hence, the probability of false de-
tection in a band, as a function of the spoofing power allocated
for that band under slow fading can be obtained substituting
ns,; = Ps,;/W in (5), is given by

1 [ K
pfd,s(PS,i): 67]/0 Q (1%—
W

B. Transceiver Subsystem

T0W> e mrdy. (6)

The transmitter model is adapted from [5]. A block dia-
gram of the transmitter for a single user is given in Fig. 3.
Low density parity check (LDPC) codes are used for FEC.
The output bit sequence of the FEC block of the u-th user
is denoted by dfﬁ). This binary sequence is mapped to a

symbol sequence s,(cu) from an alphabet a;, based on the
O]

predicted instantaneous CSI. Note that s’ is generally com-
plex valued, and normalized to have unit average energy, i.e.,

E||sx|?] = 1. The {c } are the chips of a pseudo-random

spreading sequence, and there are N, chips per symbol. The

se (e modul impulse train. Af i
quence s, "¢, modulates an impulse train. After passing

through both the chip-wave shaping filter g(¢) and modula-
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(Ot fal (e ww u()

Jar | ™

n(t)

Fig. 4. Channel response and jamming.

tor, the transmitted signal takes the form xz(t) = %{22;1

By Wyt — nTy)eiwett e}, where B s
the energy per chip, T, is the chip duration, 2,, is the number of
users sharing the band, ¢,, is the carrier phase of the wu-th user,
k = |n/N.] and g(t) is a root raised cosine chip-wave shaping
filter, such that

G(w)G"(w)
T, if | < 577

j— . " 1— N 1—

= %(1+cos<”§ (\w|—2—T’f))>, 1f2—Tf<|w|§%
0, elsewhere

)

where G(w) is the Fourier transform of ¢(¢) and /3 is the roll-off
factor.

Fig. 4 shows the channel fading and jamming experienced
by the [-th user in one subcarrier. The transmitted signal x(¢)
is attenuated by Rayleigh fading, and corrupted by AWGN
and jamming. The jamming signal undergoes Rayleigh fading,
independent of the source-user channel.

The received signal of the u-th user (y(*)(t)) is given by

2E§u)oz5gu)( 01957 () Z Z s

u=1n=-o0

y™(t) = ER{
x g(t — nT,)e?tou 4n, (1) + /ol (t)nj(t)}

where ag“) (t) and qS(S“) (t) are the power gain and phase compo-
nents of the response of the channel from the source to the u-th
user. The power gain of the jammer to user channel is af;‘) (t).

We assume the channel gains o\ () and /") () are mutually
independent. The background noise n.,(t) is AWGN with a

double-sided PSD Ny/2 and af,“) (t)ns(t) is the received
jamming signal. The receiver block diagram is given in Fig. 5.
We assume the gains and phases of fading channels remain
constant during a symbol detection. We denote the gain and
phase components of the response of the channel from the
source to the u-th user during k-th symbol detection by a(s ,1
and gzﬁ Sk respectlvely The gain of the jammer to user channel
is denoted by a J - The complex output samples are given by

P 2,09 4

E<“>a(s“}€ oSl nes e ®)
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Fig. 5. w-th user receiver block diagram.

where Eé“) — EMWN,, is the symbol energy, ny is the
jamming signal, n,,  is the background noise and I, is the
interference from other users occupying the same band. Further,
nk ~ CN(0,7n,) and ny, , ~ CN(0, Ny), where k is the time
index and 77 /2 is the double sided PSD of the jamming signal.
We assume the users in the downlink are synchronized at the
transmitter, and hence the multiple access interference can be
removed by using mutually orthogonal spreading codes (e.g.,
Walsh-Hadamard codes). The received instantaneous signal-to-
interference-plus-noise ratio (SINR) at the k-th symbol detec-
tion can be written as

) E(“)
k N0
nJ
No

Vs

u) (u (
Bgagh oy
() ]z

nyoy . + No

- (u
al)
+1 6;Ik,y

Ve = €))

0‘5 +1

u) A (u u uw) A (u
where ’yé,z—ag,)v( ( )/N) and vglz—a(J,g(nJ/No)
Elvs.] :(( ("))/NO) and 7y = amJ/NO, where a( )
E[a(sul)c} and ay = E[a(J,i] We define ag , = (a(“) /@y and

(a'(;flz /@) to simplify the analysis, so that

1>

gk
as, ks
agrys+1

(10)

and &g, &g ~ Exp(1). Since Pj; is the jamming power
allocated for the subcarrier, we know Pj; = 1;W, so that

ajPy,;

N (11)

Vg =

1) Fast Fading: Under fast fading, we assume the channel

coherence time is significantly lower than the transmission

duration of one codeword, 7. The adversary models the

probability of packet error as a step function of the re-

ceived average SINR over a word, as shown in Fig. 6(a).
Therefore,

0,
L,

ity > 97
Pr(packet error) = (12)

ity <~rp

where 7 is the SINR at the receiver averaged over the duration
of the word, and ~p is a threshold parameter dependent on the
alphabet and the FEC used. Note that v is determined through

Probability of packet error

IN
T SINR

(@)
10 © ©

Average word error rate

L L L L L

1 1.5 2 25 3 35 4
Average SNR (7 dB)

(b)

10

Fig. 6. (a) Step function approximation for the probability of packet error 7.
(b) Average probability of word error of DVB-S2 LDPC code of rate 1/2 using
4-QAM vs. average SNR.

simulations, and in Fig. 6(b), the simulation results of the word
error rate of the DVB-S2 rate 1/2 LDPC code with 4-QAM
modulation under Rayleigh fading are presented.

In fast fading, as the channel coherence time is significantly
smaller than the duration of a codeword, we approximate the
average SINR over a codeword with the ensemble average over

Authorized licensed use limited to: Univ of Calif San Diego. Downloaded on November 13,2020 at 20:32:03 UTC from IEEE Xplore. Restrictions apply.
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the channel gains ¢g ;, and & s,.. The average SINR over a word
in this case can be calculated as follows:

YY) = e e Vdxd (13)
0 0
e T 1
= I8¢ g ( > [15, Eq. 4.2.6]  (14)
Vi Vi
where Ei(z) = — [* (e7"/t)dt is the exponential integral

function [16 Eq.5.1. 2]

Lemma 1: 7(7,;) is a monotonically decreasing function of
#..i» and the range of 7 is (0, ¥s].

Proof in Appendix D.

From Lemma Al in Appendix A, we know a unique 7% exists
v T € (07’75]’ such that :Y(:Yj}) =T and ’_}/J,i < ’_7‘*] ~ :)/ >
vr. Using (11), we define Pj = ((NoW#%) /). Since the
jamming power in the band Pj; < 44, Pji < P; & 75 <
5 < 4 > vyr. Using this result and (12), we can write the
packet error rate as a function of jamming power under fast
fading, ¢ r(Py;), as

0 if Py, < P3
res(Fi) = {1$g2 M, it Py, N P (13)
where log, M is the number of bits per symbol.

2) Slow Fading: In slow fading, we assume the coherence
time is larger than T}. Therefore, the channel gains &g ; and
v, and instantaneous SINR, 7, remain constant over a word.
The adversary again models the probability of word error with
a step function of the SINR.

Pr(packet error) = {0’ ity > 7 (16)

17 lf’Yk < T

where -, is the instantaneous SINR at the receiver, and yr is
a threshold parameter dependent on the alphabet and the FEC
used. Through simulations of word error rates of an ensemble of
LDPC rate 1/2 codes of code length L,, yr is estimated. There-
fore, from (12), the probability of packet error in a band jammed
with power Pj;, as a function of ¥,,; = (&yPy;/NoW) is

given by
s,
S,iYS < ’YT)

Pr(packet error|y;;) = Pr | ————————
(v ) = Pr (2208

Wy, + DY

00 Vs
-/ Jaon (@), () o dy
0 0
WYyt
oo AT
/ / Te Vdxdy
0
r
" (17)

YJiVT ’
(T + 1)
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Fig. 7. (a) The probability of word error given an alphabet a; (Pr(e|A;)).
The shaded area represents the region of SNR in which the alphabet a; is used.
(b) Average word error rate of DVB-S2 LDPC code of rate 1/2 for alphabets
4-QAM and 16-QAM vs. SNR.

The packet error rate per user per band, 7 s 1 (P Jﬂ') under
slow fading for a single alphabet size, as a function of the
jamming power allocated to the band Py ; is given by

ayPr;
=1 M
NoW ) 082

Tes1(Pyi) =Pr (packet error (18)

3) Slow Fading With Adaptive Modulation: 1f the SU net-
work is experiencing slow fading due to low mobility, the
system may use an adaptive modulation scheme to improve the
system throughput. Here, we analyze the jamming optimiza-
tion in an adaptive modulation system under slow fading. We
assume the SU network has a choice of N4 alphabets, which is
known to the adversary.

Let a; denote the i-th alphabet and A; denote the event that
a; is used for transmission. The probability of a received word
being in error for a given alphabet a; (Pr(e|A;)), is a step
function of the instantaneous SINR (v, Eq. (10)).

0, if > K
Pr(e|Ai,fyk){ e = T, (19)

1, ify <y
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As shown in Fig. 7(a), the alphabet (a;) is used if the SNR
(vs,k) € (0v7,5,07r,i+1)- Fig. 7(b) shows the word error rate
of the DVB-S2 rate 1/2 LDPC code for alphabets 4-QAM
and 16-QAM in an AWGN channel. Consider the probabil-
ity a word is received in error, when the alphabet a; is se-
lected (Pr(e N A;)). Since alphabet a; is selected when &g i, €
(0vr.i/7s,07T,i+1/7s), we have

E X Ovr,i O0vr,it1
Pr(Alasy) = ¢ 1 Hask € ( Is s )
0, otherwise.

(20)

A word is received in error when (&g x7s)/(GsrYs +1) <
~r.i, O that

Pr(en A;)

= //Pr(e n AZ'|ONZS’]€ = x,dlk = y)
0 0
X f~S,k (m>f&7,k(y) dz dy
0—1 9vT,it1
YJ s

= f&s,k (x)f&]k(y)
0 Ovr i

s

xPr(
Y

OTiti 1) oyp i
T 0 ) e

ys
yo+1

<Aril@sk =z, a5, = y) dzdy

faS,k (x)fa.l,k (y)

YJ ¥s

x Pr ( :T"/S
yys +1

<rilésk =x,a5 = y) dedy
9'YT 1+1
Jr / / faS k fa] k( )
(Q'YT‘iJri_ 1 ) eﬂ/Tl
IT,iYJ Vg
X Pr ( 79675
yys +1

__ mi
YiVT,i + s

—("TT*W@;) ,<%+97T@+u;)
x e s ) e s YT,iv7 Vg D)

< yril@se =, a5, = y) dr dy

The average packet error rate per user per band, re s 2(Pj;)
under slow fading with adaptive modulation, as a function of
Pj ; is given by

Ny
ZPT eNAj)logy M;

Jj=1

Tes2 PJ’L (22)

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 62, NO. 8, AUGUST 2014

where log, M, is the number of bits per symbol when using the
alphabet a;.

C. Adversary

The adversary uses Gaussian noise signals when it spoofs
or jams. The objective of the adversary is to disrupt the
communication, and we use the average throughput as the
performance metric. We assume, in accordance with [3]-[5],
that the adversary is aware of the basic characteristics of the
system, including the receiver structure, type of spreading,
bandwidth of the waveform, sensing and transmission times,
background noise power spectral density (PSD), that all links
undergo Rayleigh fading and whether it is slow or fast fading.
We also assume that the links from the adversary to the SUs
in the cluster have equal average gain in each band, which is
known by the adversary.

We assume that the adversary has knowledge of the system
false alarm probability, i.e., the probability of false detection
caused only due to background noise with no spoofing. The
adversary senses and detects the bands used for transmission
before jamming, and hence knows B, U B,,,, where B, C
{1,2,..., Nr} is the set of bands occupied by PUs. The aver-
age SNR of SUs maintained by the CHg through power control
is assumed to be known by the adversary. We further assume
that the adversary is aware of the type and rate of FEC, alphabet
sizes and thresholds used. However, the adversary is not aware
of instantaneous system parameters, such as the instantaneous
CSI, the instantaneous numbers of secondary users in the i-th
band (£2;), and which alphabet each user is using.

Because a practical adversary cannot have all the assumed
knowledge, including the average channel gain, the work done
here is a worst-case analysis, which gives a lower bound to the
throughput with jamming and spoofing.

III. SPOOFING POWER OPTIMIZATION

During the sensing interval, the adversary attacks the system
by spoofing to reduce the bandwidth available to the SUs. Let
B,; € B be the set of allowed bands in the current sensing
interval. The objective of the adversary when spoofing is to
minimize the number of allowed bands accessible to SUs.
Following the same approach as in [3, Eq. 1], we can show
that the expected number of allowed bands accessible to SUs
is > iep,, (1 p;d) where pf is the probability of false
detection of the i-th band, given that the ¢-th band is vacant.

At the start of the sensing interval the adversary does not
know which bands are allowed for SUs. Therefore, from the
adversary’s perspective, every band has an equal probability of
being vacant. Hence, the objective of the adversary is to

Nt
S.t. ZPSJ < Pg

i=1

(23)

NT )
Y1)
i=1

where Pg ; is the spoofing power allocated for the i-th band and
Pg is the total spoofing power available.
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A. Fast Fading
For fast fading, from (3), we have
PY) = pas(Psi)

K\ToW —=ToW (a5 (Ps,;/W)+ No) )

5on PS'L/W) +4OLJ(P51/W)N0+2N2)/2
(24)

(\/To

Therefore, the objective of the optimization in (23) is to maxi-
mize SN pra ¢ (Ps.;), under the constraint -7 Pg; < Ps.

Proposition 1: pgq, ¢ has properties PO, P1, and P2 stated in
Theorem 1 in Appendix A.

Proof in Appendix C.

Therefore, we can use Theorem 1 to solve this optimization
problem.

B. Slow Fading

For slow fading, p% = pfa,s(Ps,i), from (6).
Proposition 2: Pr(Y (t) > K+/TyW|ns,;) has properties
PO, P1, and P2 stated in Theorem 1.
Proofin Appendix C: Therefore, we can use Theorem 1 to
solve this optimization problem.

IV. JAMMING POWER OPTIMIZATION

In Section III, we analyzed the interference from the ad-
versary during the sensing period, and discussed optimizing
the adversary power allocation during the sensing period. In
this section, we look at the interference from the adversary
during the data transmission period, and the jamming power
optimization of the adversary.

From (1), to minimize the throughput of the network by
jamming, the adversary ideally aims to maximize ), p

su

Zu L pp(z ) log, M; ,,. However, the adversary is not aware
of instantaneous system parameters, such as the instantaneous
CSI, the instantaneous number of secondary users in the i-th
band (£2;), and which alphabet each user is using. Further,
the adversary cannot differentiate between the bands occupied
by PUs and SUs through observations during the transmis-
sion interval. Therefore, to minimize the average throughput
without this information, the objective function to maximize is
changed to be max} ;.5 up,, Te(Py:), under the constraint
ZieBquBpu P;; < Py, where Pj is the total power available
for jamming, Py, is the jamming power allocated for the i-th
band, 7. (Py,;) is the expected value of pe’ (6u) log, M, ,, and the
expectation is taken over the fading gains of the links from the
CHg to the SUs, and the adversary to the SUs.

A. Fast Fading

Under fast fading, the objective is to maximize ) ;. By
Te,f(Py,), under the constraint 3 ;.5 g  Pji < Pj. From
(15), we have

0, if PJJ; < Pj

re,f(Pri) = {log2 M, if P;; > Pj. =

2687

If the adversary has a total power P; for jamming, to max-
imize } .cp. up,, Te.f(P), according to (25), the adver-
sary aims to maximize the number of bands with Pj; >
Pj5. Therefore, the optimal number of bands to jam is n’; =
min( \_PJ/P}J 5 NT)

Since the first and second derivatives of 7. r(Py;) do not
exist, we cannot use Theorem 1 here. Fortunately, we do not
need Theorem 1, since the packet error rate as a function of
jamming power (7 ;(Pj;)) is a step function, as shown in (25),
so the optimal jamming strategy is trivial.

B. Slow Fading

Under slow fading with a single alphabet, the objective
is to maximize } ;.5 p , Te,s,1(Fri), under the constraint
ZieBquBpu Pji < Py.

Proposition 3: Pr(packet error|7, ;) satisfies the conditions
PO, PO, and PO of Theorem 1.

Proof:
1) PO is satisfied by definition.

2) (d/d¥,,)Pr(packet error|yy ;) = (d/dfyh)(l—(e‘(wT/fys)/

(ravr/As)+1) = ((vr/3s)eOT/7) [(F0v7 /As) +
1)%) > 0.
. P1 is satisfied.

3) (42/a52,) Pr(packet error{5..:) = (d/d9,,) ((2/4s)

e Onl5e) (asry f35) + 7 = (Or/1s)e /1)

((Vrivr/3s) + 1)*(=2)(vr/7s) <
. P2 is satisfied.

From (18), we have 7 s 1 (Py;) = Pr(packet error|(a; Py ;/
NoW))logy M. Since Pr(packet error|(a.;Py;/NoW)) satis-
fies PO, P1, and P2, . , 1(P;;) also satisfies PO, P1, and P2.
Therefore, we can use Theorem 1 to solve this optimization
problem.

C. Slow Fading With Adaptive Modulation

Under slow fading with adaptive modulation, the objective
is to maximize } ;cp g, Te,s,2(Pr:), under the constraint
Zz‘eBsuuBm Pri < Pj.

Proposition 4: 1. s2(Py;) satisfies the conditions P0, PO,
and PO of Theorem 1.

Proof:

1) By definition, we have 7¢2(Py;) < Z
Hence, PO is satisfied.

2) Define t; 2 (y7.;/7s). Note that § > 1 and ;4 > t; >
0 (. yr;s < 7yr,i4+1 by design). From (21),

_ Pz
res2PJ7, Zh <O;\;0V[?>

1 logy M;.

where h;(2)2 (t;zlog, M;/1+t) (e~ (Oti+(0-1/2) _
e~ (Otita+(tin10/t)=1/2))y From Appendix E, Eq. (51),
we show that A/(z) > 0. As a consequence, (d/dPj;)
TG’S,Q(PJ,Z') = (O_[J/NOW) Z Na h/(OéJPJZ/NOW) > 0.
Therefore, P1 is satisfied.
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3) From Appendix E, Eq. (63), we see that .4 h!/(z) <
0 < o> 2" and so

d2 ag 2 Na ayPy;
e,s P i) — - h” e L
arg, a0 = () £ (5w

ajPy;
NoW

<0& > z*. (26)

Therefore, P2 is satisfied.

Hence, we can use Theorem 1 to solve this optimization
problem.

V. JOINT SPOOFING AND JAMMING OPTIMIZATION

Suppose the adversary has an energy budget E for a single
sensing-plus-transmission duration 7 + 73. It can be shown
that the average throughput of the SUs is proportional to
sominNeNe=Nra)(py . (P);)), where Ty is the average
number of packets per user per band per transmission interval,
N, is the average number of bands required by SUs, N, is
the average number of allowed bands, and Ny, is the average
number of false detections per sensing interval. The average
number of bands occupied by PUs is Ny — N,. The objec-

. . . in(N,.,No— N
tive of the adversary is to minimize > It sy —

re(Pyi)), under the constraint TpPg + T1 Py = E. Let {E be
the amount of energy allocated for spoofing, where £ € [0, 1].
Therefore, Ps = {E /Ty and Py = (1 — £)E/T}. The optimal
energy allocation for spoofing (£*) is given by

& = argmin N, (&) — Nou(§) _

¢e[0,1] Ngu (&) + Np — N,

x F <7‘e, 7(1 ;f)E

where F' is defined in Appendix A, Eq. (32) and N, ()=
min(Nr, Na — (Na/NT)F(pfd, f._E/T(), le))

The adversary can estimate /N, and N, by detecting the
average number of occupied bands in the 7 and T} intervals,
using an energy detector before it starts spoofing or jamming.
From (28), in Appendix A, we know that the threshold x*
in F(f,X7p,N) does not depend on X, or N. Therefore,
the thresholds in F'(r., (1 — £)E/T1, Ngu(€) + N7 — N,) and
F(pra,$E/Ty, Nr) do not depend on £. Hence, (27) only in-
volves direct evaluations of r.(Pj;) and prq(Ps ;). Therefore,
the optimal fraction of energy allocation for spoofing, £*, can
be found from (27) using a single parameter search [17].

VI. SIMULATION RESULTS

We consider a cluster-based SU system, sharing Nz DS-
CDMA subcarriers with PUs. In the simulations, in each
transmission and sensing interval, the PUs occupy |Bp,|=
min(N,,, Np) bands at random, where N,, is a Poisson
random variable with mean parameter N,,. The number of
SUs (£24,) in each transmission interval is modeled as a
Poisson random variable with mean parameter Q4. The num-
ber of bands used by SUs in each transmission interval is
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Fig. 8. (pya,r(0) =107% N, =256,Ty = 128 Ts, Ny = 100, Qsr/
Q= 50, Npu = 50): (a) Average number of false detections under slow
fading (b) Percentage loss of throughput under fast fading.

|Bsw| = min([ Qs /Qs], |B — Bpul), where Qy; is the max-
imum number of SUs that can share a single band. We select
ay=1,58=0.2, N. =256, Qu =8, Ty = 1287 and T =
1024 T, where Ty is the symbol time. For FEC, we use rate
1/2 LDPC codes with block lengths varying from 1024 bits to
6144 bits. We assume the CHg uses power control to maintain
¥s =10 dB at each SU. We define the jamming-to-signal
power ratio (JSR) as the ratio of adversary-power-to-signal-
power per user. That is, the adversary power J is taken to be
the sum of the jamming and the spoofing power available in all
bands, and the signal power S is taken to be the transmission
power available for a single SU. When there is no knowledge
of the system other than its operating frequency range, the
adversary can perform equal power spoofing or jamming across
the total bandwidth. We use this equal power spoofing and
jamming strategy as a reference, to which the performance of
the optimized strategy is compared.

A. Spoofing

Fig. 8(a) shows the average number of false detections per
sensing interval versus the JSR under slow fading, when the
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Fig. 9. Average packet error rate vs. JSR per band. (N, = 64,75 =
12 dB,# = 2 dB).

adversary employs the optimal jamming and spoofing strategy
(solid curve). For comparison, the average number of false
detections if the adversary spoofed all bands at equal power
is also presented (dashed curve). The optimal spoofing power
allocation increases the average number of false detections by
more than 5 in JSR € (0,6) dB region, compared to equal
spoofing power allocation across bands without optimization.
As JSR is further increased, the optimal spoofing power allo-
cation strategy shifts from partial band spoofing to full band
spoofing, and hence the curves overlap at high JSR. Fig. 8(a)
shows the average throughput loss in the SU network due to
spoofing, under fast fading. At a JSR of 7 dB, the optimal
spoofing power allocation reduces the throughput by 35.1%,
while the equal power allocation reduces the throughput only
by 10.2%. For JSR >10 dB, the optimal spoofing strategy is
equal power allocation across all bands.

B. Jamming

In the simulations of the slow fading system, we use the
alphabets BPSK, 4-QAM, 16-QAM and 64-QAM for adap-
tive modulation. Fig. 9 shows the comparison of the average
PER versus JSR per band, calculated using the step-function
approximation and the simulations. We note that the values
of the PER calculated using the approximation are notably
different from the simulation results. The two vertical dotted
lines show the threshold JSR, on which the decision for partial
band jamming or full band jamming is made. We note that
using the approximation, the adversary would decide to move
to full band jamming at a lower JSR than the optimal value
given by the simulations. The gray shaded region represents
the reduction in the average PER, i.e., the performance loss of
the adversary due to the use of the step function approximation
when calculating the PER, to decide on the optimal jamming
strategy. The horizontal-striped region represents the increase
in the average BER using optimization based on the step
function approximation, over jamming all bands at every JSR.
Therefore, we note that, even though the average PER value
given by the approximation is different from the simulations,
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Fig. 10. Average packet error rate vs. JSR (g = 12 dB, N, = 64, Qs /
Qar = 10, Npy = 10, Np = 20): (a) under slow fading (b) under fast fading.

the optimization based on the approximation yields results
comparable to the optimal achievable with perfect information
of the FEC performance by the adversary.

Fig. 10(a) shows the average PER versus JSR, with total
power put into jamming by the adversary, under slow fading.
‘We note that the optimal jamming power allocation based on the
step function approximation performs very close to the optimal
power allocation with perfect FEC information. The average
PER of the system when all transmitting bands are jammed at
equal power without any attempt at optimizing is also presented
for comparison. The optimization significantly increases the
average PER at low JSR. Fig. 10(b) shows the average PER due
to jamming under fast fading. The optimal jamming power allo-
cation achieves a 10~2 average PER at a JSR more than 10 dB
below the JSR required for the same average PER with equal
jamming power allocation.

C. Joint Optimization of Spoofing and Jamming

Fig. 11(a) shows the SU throughput-per-transmission in-
terval versus JSR when the adversary jointly optimizes the
jamming and spoofing power allocation under slow fading.
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Fig. 11.  Throughput vs. JSR (Tp =128 T, T1 =1024 T%,

1 su/QJW_lO
Npu =10, Ny =100, N,

=256): (a) under slow fading (b) under fast fading.

It is compared with the throughput if the adversary spoofed
and jammed bands at equal power. Notice that for JSR in the
vicinity of 25 dB, the use of the optimization technique by the
adversary reduces the CR throughput by a factor of 4 to 5, rela-
tive to an adversary who divides power equally across all bands.
Atlow JSR, below about 18 dB under simulated system param-
eters, spoofing is ineffective, as the system is lightly loaded.
However, the optimized adversary is able to reduce the through-
put slightly through increased packet error rate by jamming.
Beyond 18 dB, the system throughput is significantly reduced,
predominantly due to successful spoofing. Fig. 11(b) shows the
SU throughput-per-transmission interval versus JSR under fast
fading. We note that the optimal power allocation can signifi-
cantly reduce the throughput of SUs at a JSR 10.5 dB lower than
constant power allocation, under simulated system parameters.

VII. CONCLUSION

In this paper, we analyze the optimal spoofing and jamming
power allocations across subcarriers, in a Rayleigh fading chan-
nel, with an optimization approach which enables simplified
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calculation of threshold JSRs, below which partial-band attacks
are optimal. We derive the optimal jamming power allocation
based on a simplified step-function approximation of the word
error rate of LDPC codes. Through comparisons of the through-
put with optimal spoofing and jamming power allocation with
the throughput for equal power spoofing and jamming, we
observe that the optimization has notable gains in the low and
medium JSR regions.

We learn that it is generally optimal to attack with both
spoofing and jamming, whereby the optimal energy allocation
between the two methods of attack is dependent on system
parameters and JSR. While successful spoofing has the most
noticeable impact on SU throughput, we observe that when the
system is not heavily loaded, spoofing is not effective at low
JSR, and the optimal method of attack is jamming. An increase
in the average number of subcarriers required by SUs, or a
decrease in the sensing duration relative to the transmission
duration, would lower the JSR, at which point the optimal
strategy shifts from jamming to spoofing.

APPENDIX A
OPTIMIZATION APPROACH

In this section we present the optimization approach we use
in this work.

Theorem I: Let f : RT™ — R be a function such that

PO: f is bounded above, i.e., AM < oo, s.t. f(z) < M Va €
0,0)

P1: f is an increasing function, i.e., f'(z) > 0, where f’(z)
is the first derivative of f(x),

P2: f”(z) = 0 has at most one root in z > 0, where f”(z)
is the second derivative of f(z). Also, define g: RT — R,
as g(z) 2 f(z) — £(0) — zf'(z). Then, if N | 2; < X7 and
x; >0,

N

Zf(x,)<{ (%)’
U LIV=nt) f(0) 40 f (

i=1

% >

28
Xy, if X<t (28)

where n* = X /2* and 2* is the largest root of g(z) = 0. Also,
the set of arguments, S, that correspond to the equality when
n* is an integer, is given by

Sy = arg max (Zf T )
N
Zi L Ti=X1,2;>0
ﬁ ﬁ if % > g*
N PR ] N b -
_ N elements (29)
X X .
L EE0,.,00, it X2 <,
n* N~ —r
—_———
(N—n~)
n* elements

When X1 /2" is not an integer, we use the approximation

n' =argmax, (| x, /z+|,[Xz/2-1} (N — 1) f(0) + nf(Xr/n),
to arrive at a suboptimal set .S,.
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In optimizing power allocation for spoofing, f(x) is the
probability of false detection in one band as a function of the
spoofing power allocated for that band. A false detection is
mistakenly detecting a vacant band as being occupied by the
PUs. In jamming, f(z) is the packet error rate per user in a
band, as a function of the jamming power allocated for that
band. Geometrically, g(z;) is the difference between f(0) and
the y-intercept of the tangent to f(x) at x;.

Proof of Theorem 1:

Case 1: (Xp/N) > z*: From Appendix B, (39), we know

(@) < F(Xr/N) + (& — (Xz/N) f(Xz/N).

() =2 (- 3) (%)
()

< (Xr/N) < «*: From Appendix B, Eq. (40), we
F(0) + (i/27) (f(x*) - £(0)).

<;<

(30)

Case 2:
have f(x)

|A°

(") = £(0)))

ﬁMz

=(N =n")f(0) +n"f(z") (31)
where n* = XT'/z*. From (30) and (31),
N
> fl@) <F(f,Xr,N)
i=1
a [Nf(52), itz >a" 5
(N =) f(0) + 0t f(zY), ifz<a”

Lemma Al: g(z) = 0 has at most one solution in z > 0.
Proof of Lemma Al: Taking the derivative of g(x) =
f(x) — f(0) —zf'(x) with respect to z, we have ¢'(z) =
—xzf"(x). From property P2, we know f”(z) <0 Vz > 0 or
Jdxo > 0 such that f”(z) < 0 for x € (x9,00) and f"(x) > 0
for z € (0, zo).

If Vo > 0 f"(z) <0, then ¢'(x) > 0 and g(x) > 0 because
9(0) = 0. Therefore, g(x) = 0 does not have any solutions in
x> 0and z* =0.If f’(x) > 0 for 0 < & < x, then for z €
(0,z0), ¢'(x) <0 and g(z)<0. But, limg, ,.g(x)=
lim g (f () — f(0) — & f7 (2) = lim g f(2) — £(0) —
0 >0, because f(x) is an increasing function (P1) and
lim, o 2 f'(2) = 0 (see (34) below). Therefore, g(z) = 0 for
some x € (xg,00). Since ¢'(x) > 0 for x € (g, 00), there is
only one root.

Since we defined z* is the largest root of g(z) = 0, from the
above analysis we have

F(z") < 0. 33)

Proof lim,_,~ zf'(x) = 0: We prove this by contradic-
tion. Suppose lim, .. zf'(z) # 0. Because zf'(z) > 0, we
have lim, . 2 f'(x) > 0. Since f’(z) is decreasing in x > o,
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we know z f’(z) does not have oscillations and 3L > 0,2, >
o, st.axf'(x) >LVax>uxp.
, L
:>f(:l:)>; Vo > xp,

Z1 Z1

f(z)dz > lim £d:z:
x

Tr1—00

= lim
T —00
rrL TrL

= lim (f(z1)— f(zr)) > lim L (In(z;)

T1—00 L1 —00

limg, oo (f(21) — f(zr))

limg, 00 (ln(zl) - ln(xL)) B

(. f(x) is finite, from property P0)

—In(zyp))

=L <

= L < 0, but this is a contradiction.
Therefore, we conclude that

lim xf'(z) = 0.

T—r00

(34)

APPENDIX B
PROOF OF UPPER BOUNDS TO f(z)

Define dy,(2) 2 f(zo) + (z — zo) f'(z0) — f(x). Taking
the derivative with respect to x, we obtain d), () = f'(x0) —

f/(x) and

dyo (x) = = f"(x).
From (33) and P2, we know f”(x) < 0 for z > z* and there-
fore, d; (x) > 0 for x > z*.

Let zg > x*. We have

(35)

dyo(x) > 0Vz > 20 (. day(w0) =0, d), (x0) = 0).

Further, from (35) and P2, we know d/, () = 0 has at most one
root in (0, o). Therefore, d/, () has at most one root in (0, z¢)
because d), (zo) = 0. Since d; (z¢) > 0, lim, - dy, (w0) =
07..,3z1 € [0,20) s.t.d}, (z) > 0Vax € (0,71) and d}, () <
0 Vx € (x1,20). From the definition of d,o(x), we have
dyy(0) = g(xp) and from Appendix A, we know g¢(zg) >
0Vxg > z*.

(36)

" dyy () > 0V € [0, 21]. 37

Further,
dyo () > 0Vz € (21, 20] (38)

because d, (x) <0V € (21, 20), dg, (20) =0. From (36)-(38),
we know when z9 > 2*, d,, () > 0 Vx > 0. Therefore, when
XT/NQ Z J}*, dXT/No ($) Z O, and

f(z) §f<)§fT) + (xff) f (JJ(VT)

Further, since dg«(z) >0, f(z) < .
From the definition of z*, g(z*) = f(z*) — f(0) — a* f'(z*) =
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(40)

APPENDIX C
PROOFS OF PROPOSITIONS 1 AND 2

Proposition 1: pyq, ¢ has properties P0, P1, and P2 stated in
Theorem 1.
Proof: Define

A
9r(y) =pya,r (

0 (Kﬂ/No — V2T, W - ¢2T0Wy>

WNOy
Qg

(5y? + 4y + 2)

b—ay
=Q| =—— (41)
Voy?+4y+2
where b = (Kv/2/Ny) — 2ToW and a = /2ToW. As long
as the detector threshold is selected so that the false alarm prob-
ability (false detection without spoofing) is less than 0.5, then

Pra,r(0) < 0.5 < g(0) < 0.5« b> 0. We now show that the
conditions of Theorem 1 are satisfied.

1) From the definition of psq (Ps,;), condition PO is obvi-
ously satisfied by prq, r(Ps;).
2) From the definition of g¢(y), we have

aJPSz
Pg;) = (42)
pra,r(Ps,i) ( WN, )
and from (41),
d b—ay
!/
9ry) = Q| ——————
1w =g, <\/5y2+4y+2)
:((2a+5b)y+2a+2b)€,%. 43)

(592 + 4y + 2)5/27

From (43), g} (y) >0 Vy >0, because a, b>0. From (42),
(d/dPs,i)pta,r(Ps,i) = (0 /W No)g}y(asPs,i/WNo) >
0 VPgs ; > 0. Therefore, condition P1 is satisfied.

3) From (43),

" d p(y)
gi(y)= dygf(y) Gt dy 25V

where p(y) =cay* +c3y® +cay® +e1y+co, co=—16a—
4b + 4a2b + 8ab® + 4b3, c3 = —250a — 400b — a(2a +
5b)2 < 0, ¢4 = —50(2a + 5b) < 0 and

(ay—b)?
e 205y2+4y+2) 44)

¢ = —100a — 88b — 4a® + 24ab® + 2063
=5¢y — 20a — 68b — 4a® — 20ab — 16ab> (45)
¢y = —216a — 270b — 8a® — 24a%b + 2563
5
= "¢ —9la — 160b — 3a® — 24a®b — 30ab®.  (46)

4
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According to Descartes’ rule of signs, the number of real
positive roots of the polynomial p(y) = 0 equals the number
of sign changes between nonzero c¢;s (ordered from cy4 to cg),
or is less than the number of sign changes by a multiple of 2.
Note that ¢4, c3 < 0. From (45), we see that ¢ < 0= ¢; <0,
and from (46), ¢c; < 0 = ¢ < 0. Therefore, if ¢y < 0, all non-
zero coefficients are negative and there are no sign changes, i.e.,
there are no positive roots.

Let us consider the case ¢y > 0. If ¢; < 0, then ¢5 < 0, and
there is only one sign change in the coefficients (*." ¢co > 0, ¢1,
o, 3, ¢4 < 0). If otherwise, i.e., ¢; > 0, there will be only one
sign change irrespective of the sign of ¢o (" ¢o,¢1 > 0, ¢3,¢4 <
0). Therefore, we can see that the number of sign changes
between coefficients is either 0 or 1. Hence, there will be at
most one positive root for p(y) = 0. Further, since ¢4 < 0,
limy o p(y) = —oo. We conclude that p(y) < 0 Vy > 0 or
Jyo > 0, s.t. ¢(y) < 0 Yy >y and p(y) > 0 Yy < yo. From
(44), we know ¢ (y) has the same sign as p(y). Therefore,
we conclude that g¢(y) satisfies the condition P2. From (42),
(2 / dP2 )psas(Ps.) = (a3 / W2N2)gh(@sPsi | WN).
Therefore, prq, r(Ps,;) satisfies the COIldlthIl P2.

Proposition 2: pgq s(Ps,;) has properties PO, P1, and P2
stated in Theorem 1.

Proof: Consider Pr(Y (t) > K~+/ToW|ns.,;).

1) Condition PO is obviously satisfied from (5).

2) We have, (d/dnS,i) PI"(Y(t) > K\/T()W‘?’]&i) = (K/dJ
A/ Qﬁ)fooo (y/(y/r]s Z.+NO)2)67(1/2)((K/(3/775’,i+NO))* \% TO W)2
e (w/a )dy > (. Therefore, condition P1 is satisfied.

3)

d2
—5 t) > K\/ToW|ns.:)

dnS,i
0 2

K /e 3 y”s TI5 NG 7\/%7W>

&J\/ﬂ )

yQ{K ynsﬁNo)\/%iW)_m}d
(yms.i + No)®

— Ozmsze ;(WKNO_\/W)Q}QUQ

om/ﬂ

2
} (K? —Km(y+No) - W)d _ I(ns.)
e,y + No)® "
47)

where In51 fO 6 (y/c‘wns,z‘)dy and L(y)é

(Ky*(K*—KVToW (y+N0)—2(y+No)2)/07JV 2m(y+
N0)5)e‘(1/2)(K/(y+N0)‘VT0W)2. Note that the sign of

t(y) depends only on the sign of the quadratic polynomial
— KToW (y + No) — 2(y + No)?. Further, «(y) >

0 K2 7K\/T0W(y+N0)72(y+No)2 >0 y+
No€ (—(K(VToW T8 + VToW)/4), K(VToW 8 —

VToW)/4). Define yq émax((K(\/ToVI/'—&—8—\/TOVV)/
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4)— Ny, 0). From the definition of yo, y>yo=t(y) <0

and 0 <y <yo= t(y)>0. Also,

A d 1 T ¥
Flns:) 2 55 1ns) = — o [ wly)e =y
0

dnS,z OKJUSJ
Yo 00
1 - o
= /yob(y)e 78,18 dy*/yoﬁ(y)e s dy
agng;
0 Yo
o0
Yo / -t
- ) = dy
a-fn.%',i
0
T(re:
ol (7s,
I'(ns,i) < ?{(77720 (48)
OLJnS)'L

From (48), we have I(ng;) < 0= I'(ns;) < 0. There-
fore, if Ing; >0 st I(7s;) <0, then I(ns;) <
0Vng,; > fs,;. Further, from (47), (d2/dn%7i) Pr(Y(t) >
KvVToW(ns,:) <0<« I(ns,:) <O0.

d? ~
A Pr(Y (1) > Kv/ToW |ns,i) (7is.i) < 0
S,i

= I(7s,:) <0 = 1(ns,i) <0Yns; > ns,

2
Pr(Y(t) > K\/ToW|ns,:) <0V ns; > s,

=
dné,i

Therefore, Pr(Y(t) > K+/TyW|ns,;) satisfies condi-
tion P2.

Note that pfd,s(PS,i) = PI‘(Y(t) > K\/T0W|PS7Z'/W) =
Pr(Y(t) > K/ToW|ns,;). Since Pr(Y (t) > K/ToWns,;)
satisfies the conditions PO, P1, and P2, p ;4 4(Ps ;) also satisfies
the conditions PO, P1, and P2.

APPENDIX D
PROOF OF LEMMA 1

Lemma 1: %(%,,) is a monotonically decreasing function of
7..i» and the range of 7 is (0, ¥s].

Proof: From (13), we can see ¥(7;;) is monotoni-
cally decreasing in 7;,. From (13), we further have 7(0) =
I J (@ys/(y.0+1))e e v dady = s. and from (14),
we have

_1
~Nae Vi 1
lim 5(7,,) = lim —25—Fi ( )

Y.J,i—00 .J,i—00 Y, Y,

x lim lim —

1 -1
— log (_ ) =0. (49
V00 Vi Vi

Note that lim, . Ei(x) o log z [16]. Hence, we have shown
7(%.,4) is a monotonically decreasing function in R, and the

range of (7.) is (0, ¥s].
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APPENDIX E
DERIVATIONS SUPPORTING THE
ANALYSIS IN SECTION V-D

Proof hly(xz) > 0:

hi(x) = W { ((tie — ;) (1 + 1) + 1)

e (00 (15)) (o (1425))

« ((ti+19 _t,) (1 + t;) + 1) } . (50)

Define ¢;(z) 2 (£:0 — t;)(1 + (1/t;2)) and qu(z) 2 (ti410 —
£:)(1 + (1/t;z)). Note go(z) > qi(z) > 0.

W () = tie” e @) (g (x) + 1) logy M;
i 1+ t2)?

)

_ tie” Ut ) (gy(a) + 1) log, M,
(1 + tﬂ?)Q

% (e(qv(x)—qt(-r)) _(1_4_(%(:5)_%(33)))) >0. (51)
Proof 3a* > 0s.t. N4 bl (z) < 0 &z > a*

hi (x)
x { ((t:0 — t:) (1 + t;x)qs (2)
~2tfa? (au(e) + 1)) )
— ((ti10 — t:) (1 + ti2) gy ()
—2t{2*(qu(2) + 1)) eq?’“)} (52)

tiz3elih!! ()
logy M;

= ((tla o ti)Qe*Qt(fb) o (ti+19 _ ti)Qequ(x))

2727 ¢ () e
- {( i +qt(x)+1>e e

2
- (B2 @) el oy

Substituting y = 1 + (1/¢;x), we can rewrite (53) as follows:

A tiz3elih!! (x)

9i(y) o, M,
2 [[kiy?
k2v 2
x e kY ( Uéy + ko, y + 1) ek”iy} (54)
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where kti =0 —t;, kvi = ti_Htg —t;andy =1+ (1/ti$) €
(1,00). We have k,,, — ki, = (tiy1 — t;)0 > 0. Further k;, =
t;(0 — 1) > 0. Therefore, We have k,, > k;, > 0. Further,

(y) = =k e kS e R 6y (k0 16)+ (k2 3
2) e,y -+ L)e ke — (K2, 3/6) +(k2,4%/2) + ko y+1)e Fiv).
We have

9i(y) + ke, 9:(y)
=k}, (ko, —ke,) €Y

i

1
i y“{ (k.0 + ki, y + 6] e e

— (6 + 4ky,y + ki y?) e kv
(34 2kr,y) (ky, — ki) 2
14 (ky, — ke ) y+ : : d
( i tz)y (6+4kt1y+kt21y2)

(kvi — kti)s y3
6+ 4oy + 12 67)
(6 + 4ky,y + k7 y?)e Foev

y4

ko — ki) 42
x {e(’“’f’“i)y - <1 ¥ (g, — by - el
(kvz

4+ _gti)3y3>}

because k,, > k;, > 0 and y > 1. Further,

>kgi(kvl—kt) R 4

>0 (55)

(1) = -2 (b + Db — (b 4 1) ]
= — —ky, (kui*kti) - M
2l (e <1+ 1+ ky, >)
st (e )
<0 (56)

because k,,, > k;, > 0, and

2
i) = Jim ket K
]@2 2 k2. 2
% |:( tL2y +ktly+1)ekf1y_(vl2y+kwy+l> ekq;iy:|

=0 (57)

Ry k2 e RV > 0y > (21n(ky, ki) / (Ko,

because kfie
ky,)) from (64).

We need to show that Zf\g‘l hY(x) has only one zero for x €
(0,00), and goes from positive to negative with increasing x.

From (54),

Z h//

N4 logy Mig; (1+ 5 )
)<0e ) —— 5

i=1

Z 9i(y:) logg M.
t;eti

<0

L <0 (58)
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where y; = 1+ (1/t;x). Define
2 : 9i(y:) logy M
tieti

(tl/ti)yl +1- (tl/tl) Therefore,
Y = tl/ti and kti = ((9 — 1)ti = (ti/tl)kt1~

(59)

where y; = 1 + (1/t;x) =
we have (d/dy;)

gi yz 10g2
yl dy Z t; eti

Z gi(yi) logy M; dy;
t eli dyl

_ Z gz(ylz I;)thM (2)
2> (i1>

i=1
gz Yi 10g2
— K
Z t €t1

= _ktiG( )

kt gi (yz) 10g2 M
t;eti

(60)

Further, because y; = 1 = y; = 1 and ¢;(1) < 0 from (56),
we have

Z gi(1)logy M,

t;eti
and because y; — 00 = y; — 0o and limy, , g;(y;) =07
from (57), we have

L <0 (61)

) logy M;
lim G(y;) = yhgnooz 791 Yi) 082 i

Y100 t;eti

_ Z limy,, o0 gi(y:) logs M;

—0nt
T oh =0*. (62

i=1

From (61) and (62), we know G(y;) = 0 has at least one
finite solution in y; € (1, 00). From (60) we know at a root of
G(y1) =0, G (y1) > 0, i.e., at the roots the function is increas-
ing, and therefore, must go from negative to positive. Hence,
there can be only one solution for G(y;) = 0. Define y3, s.t.
G(y7) = 0. From (61) it follows that, G(y1) < 0 < y1 < y5.

Define z* 2 1/t1(y; — 1). Therefore, y1 < yj < = > z* and
G(y) < 0 N4 B!(z) < 0 from (58).
Na
LY h(@) <0e x> at

i=1

(63)

Proof Jy* > 0 s.t. k,ﬁ_e’kfiy — k.
Define QS) R S R, QS)(y)
where 0 < k;, < k,, are constants. Note that Qn (0) =
ki —ky. <0, because ki, < k,,. Further, Qn (y) =0&
ke kY — g emkuit = 0 welhu )y = (k7 kD) <y =

eki¥ <0y <y

A ke —ke,y _ ke Ky,
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nln(ky, /ke,)/ ko, — ke, iee., ng)(y) =0 has exactly one
solution at y = nln(k,, /k,)/ky, — ki, € (0, 00). Therefore,

In ( Fu
n (kti )

ko, — Ky,

i

QW (y) <0ey< (64)

REFERENCES

[1] S.Haykin, “Cognitive radio: Brain-empowered wireless communications,”
IEEE J. Sel. Areas Commun., vol. 23, no. 2, pp. 201-220, Feb. 2005.

[2] T. X. Brown and A. Sethi, “Potential cognitive radio Denial-of-Service
vulnerabilities and protection countermeasures: A multi-dimensional
analysis and assessment,” in Proc. Int. Conf. Cogn. Radio Oriented Wire-
less Netw. Commun., Aug. 2007, pp. 456—464.

[3] Q. Peng, P. Cosman, and L. Milstein, “Optimal sensing disruption for
a cognitive radio adversary,” IEEE Trans. Veh. Technol., vol. 59, no. 4,
pp. 1801-1810, May 2010.

[4] Q. Peng, P. Cosman, and L. Milstein, “Analysis and simulation of sensing
deception in fading cognitive radio networks,” in Proc. Int. Conf. Wireless
Commun. Netw. Mobile Comput., Sep. 2010, pp. 1-4.

[5] Q. Peng, P. Cosman, and L. Milstein, “Spoofing or jamming: Perfor-

mance analysis of a tactical cognitive radio adversary,” IEEE J. Sel. Areas

Commun., vol. 29, no. 4, pp. 903-911, Apr. 2011.

S. Anand, Z. Jin, and K. Subbalakshmi, “An analytical model for primary

user emulation attacks in cognitive radio networks,” in Proc. IEEE Symp.

New Frontiers Dyn. Spectr. Access Netw., Oct. 2008, pp. 1-6.

H. Li and Z. Han, “Dogfight in spectrum: Combating primary user emu-

lation attacks in cognitive radio systems, Part I: Known channel statis-

tics,” IEEE Trans. Wireless Commun., vol. 9, no. 11, pp. 3566-3577,

Nov. 2010.

H. Li and Z. Han, “Dogfight in spectrum: Combating primary user em-

ulation attacks in cognitive radio systems, Part II: Unknown channel

statistics,” IEEE Trans. Wireless Commun., vol. 10, no. 1, pp. 274-283,

Jan. 2011.

[9] Z.Jin, S. Anand, and K. Subbalakshmi, “Impact of primary user emulation
attacks on dynamic spectrum access networks,” IEEE Trans. Commun.,
vol. 60, no. 9, pp. 2635-2643, Sep. 2012.

[10] C. Zhang, R. Yu, and Y. Zhang, “Performance analysis of primary user
emulation attack in cognitive radio networks,” in Proc. Int. Wireless
Commun. Mobile Comput. Conf., Aug. 2012, pp. 371-376.

[11] M. K. Simon, J. K. Omura, R. A. Scholtz, and B. K. Levitt, Spread Spec-
trum Communications, vol. 1. Rockville, MD, USA: Computer Science,
1985.

[12] B. Wang, Y. Wu, K. Liu, and T. Clancy, “An anti-jamming stochastic game
for cognitive radio networks,” IEEE J. Sel. Areas Commun., vol. 29, no. 4,
pp. 877-889, Apr. 2011.

[13] W. Conley and A. Miller, “Cognitive jamming game for dynamically
countering ad hoc cognitive radio networks,” in Proc. IEEE MILCOM
Conf., Nov. 2013, pp. 1176-1182.

[14] H. Urkowitz, “Energy detection of unknown deterministic signals,” Proc.
IEEE, vol. 55, no. 4, pp. 523-531, Apr. 1967.

[15] A. Erdelyi, W. Magnus, F. Oberhettinger, and F. G. Tricomi, Tables of
Integral Transforms, vol. 1. New York, NY, USA: McGraw-Hill, 1954,
ser. Bateman Manuscript Project, California Institute of Technology.

[16] M. Abramowitz and 1. Stegun, Handbook of Mathematical Functions.
New York, NY, USA: Dover, 1970.

[17] L. Rastrigin, “The convergence of the random search method in the ex-
tremal control of a many parameter system,” Autom. Remote Control,
vol. 24, no. 11, pp. 1337-1342, 1963.

[6

[t}

[7

—

[8

[t}

Madushanka Soysa (S’09) received the B.Sc. de-
gree in engineering (with first-class honor) from the
University of Moratuwa, Moratuwa, Sri Lanka, in
2009 and the M.Sc. degree in electrical and com-
puter engineering from the University of Alberta,
Edmonton, AB, Canada, in 2011. He is currently
working toward the Ph.D. degree in electrical
and computer engineering with the University of
California at San Diego, La Jolla, CA, USA.

From 2009 to 2011, he was with the University
of Alberta, working on cooperative communication
systems with channel outdates. In 2013, he was with the University of Oulu,
Oulu, Finland, working on filter bank multicarrier systems. His research
interests include cooperative communications, cognitive radio networks, and
image and video processing. He received a best paper award at the IEEE
ICC 2012.

2695

Pamela C. Cosman (S’88-M’93-SM’00-F’08) re-
ceived the B.S. degree in electrical engineering (with
honors) from the California Institute of Technology,
Pasadena, CA, USA, in 1987 and the Ph.D. degree
in electrical engineering from Stanford University,
Stanford, CA, in 1993.

During 1993-1995, she was an NSF Postdoc-
toral Fellow with Stanford University and a Vis-
iting Professor with the University of Minnesota,
Minneapolis, MN, USA. In 1995, she joined the Fac-
ulty of the Department of Electrical and Computer
Engineering at the University of California at San Diego, La Jolla, CA, where
she is currently a Professor and Associate Dean for Students of the Jacobs
School of Engineering. From 2006 to 2008, she was the Director of the Center
for Wireless Communications. Her research interests include image and video
compression and processing and wireless communications.

Dr. Cosman’s awards include the ECE Departmental Graduate Teaching
Award, a Career Award from the National Science Foundation, a Powell
Faculty Fellowship, the Globecom 2008 Best Paper Award, and the HISB
2012 Best Poster Award. She was a Guest Editor of the June 2000 Special
Issue of the IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS
on “Error-Resilient Image and Video Coding” and was the Technical Pro-
gram Chair of the 1998 Information Theory Workshop in San Diego. She
has been a member of the Technical Program Committee or the Organizing
Committee for numerous conferences, including ICIP 2008-2011, QOMEX
2010-2012, ICME 2011-2013, VCIP 2010, PacketVideo 2007-2013, WPMC
2006, ICISP 2003, ACIVS 2002-2012, ICC 2012, Asilomar Conference on
Signals, Systems and Computers 2003, and EUSIPCO 1998. She was an
Associate Editor of the IEEE COMMUNICATIONS LETTERS (1998-2001) and
the IEEE SIGNAL PROCESSING LETTERS (2001-2005). She was the Editor-
in-Chief (2006-2009) and a Senior Editor (2003-2005, 2010-2013) of the
IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS. She is a
member of Tau Beta Pi and Sigma Xi.

Laurence B. Milstein (S’66-M’68-SM’77-F’85)
received the B.E.E. degree from the City College
of New York, New York, NY, USA, in 1964 and
the M..S. and Ph.D. degrees in electrical engineering
from the Polytechnic Institute of Brooklyn, Brook-
lyn, NY, in 1966 and 1968, respectively.

From 1968 to 1974, he was with the Space and
Communications Group of Hughes Aircraft Com-
pany, and from 1974 to 1976, he was a member of the
Department of Electrical and Systems Engineering,
Rensselaer Polytechnic Institute, Troy, NY. Since
1976, he has been with the Department of Electrical and Computer Engineering,
University of California at San Diego, La Jolla, CA, USA, where he is a Dis-
tinguished Professor and the Ericsson Professor of Wireless Communications
Access Techniques. He is a former Department Chairman and works in the
area of digital communication theory with special emphasis on spread-spectrum
communication systems. He has been also a consultant to both government and
industry in the areas of radar and communications.

Dr. Milstein was an Associate Editor of Communication Theory for the
IEEE TRANSACTIONS ON COMMUNICATIONS, an Associate Editor of Book
Reviews for the IEEE TRANSACTIONS ON INFORMATION THEORY, an
Associate Technical Editor of the IEEE Communications Magazine, and the
Editor-in-Chief of the IEEE JOURNAL ON SELECTED AREAS IN COMMU-
NICATIONS. He has been a member of the Board of Governors of both the
IEEE Communications Society and the IEEE Information Theory Society
and was the Vice President for Technical Affairs in 1990 and 1991 of the
IEEE Communications Society. He is a former Chair of the IEEE Fellows
Selection Committee and was a recipient of the 1998 Military Communications
Conference Long Term Technical Achievement Award, an Academic Senate
1999 UCSD Distinguished Teaching Award, an IEEE Third Millennium
Medal in 2000, the 2000 IEEE Communications Society Armstrong Technical
Achievement Award, and various prize paper awards. He was also the recipient
of the IEEE Communications Theory Technical Committee (CTTC) Service
Award in 2009 and the CTTC Achievement Award in 2012.

Authorized licensed use limited to: Univ of Calif San Diego. Downloaded on November 13,2020 at 20:32:03 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues false
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




