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WHO GETS ACCESS TO RESEARCH DATA?
AND WHO GETS TO DECIDE?



Facebook Cambridge Analytica scandal:

Sheryl Sandberg apologises for 'big
mistakes'

Facebook

Alex Hern

¥ @alexhern

Tue 10 Apr 2018
07.52 EDT

How to check whether Facebook shared
your data with Cambridge Analytica

People who fear their information may have been used by
Cambridge Analytica can go to a new help page

Facebook to notify 4 million people about latest §
data leak
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Manipulation

It's not just about data protection,; it's about strategies designed to induce addictive

behavior, and thus to manipulate
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Anguish: Mother finds hospital has baby’s tissue samples

I'm grieving again
for my stillbom sonms

By Rebecca Hughes

A MOTHER discovered tis-
sue samples from her still-
born baby are being held at
a Gwent hospital more than
eight years after his death.

Rhosalyn Hawkins, 36, of
Heol Hamelin, Abergavenny,
gave birth to Ethan at Nevill
Hall Husp'ml Abergavenny, on

e 13, . He weighed 6lb
tlborn

ing to allow a
O examination  she
agresd, and it showed Ethan died of
naturnl causes.
"Ethan was buried with my
grandparents at Llanfoist ceme.
tery," she said.

“I was watching a television pro-
gramme about organ amxl tissue
metention recently and It made me
think. 1 always believed this sort of
thing would not happen at Nevill
Hall.

“But | decikded to ask, and | rang
the patient llalson officer at the
Royal Gwent Hospital, Newpoet.

“Three weeks later [ had a letter
from Martin Turner, the chief
executive of the Gwent Healt!
INHS Trust, contirming
small tissue \1Il\[)]l“~ we

Turner
[ Hissue samples
away for |.o_'('un|lnplu
for teaching or as part of a
h |-|n|u( or (n contribute

was back to s
WOIEVINg process

“1 was devastated when | fournd
s 1 thotght 1 hiad buried
him whole.
ke burying
W1 other par
e been in the

1

retaining tiss

A leafiet by ll‘

h»nnnw n
t

1 follow
ns the
reviewed
1 should be

ek, bt cory
i n retention

gl framework is be:
rify when mater
kept and for how long.

The leaflet wlds “Following a
hospital post martem, performed
with the agreement af relatives, it

pted that their consent
srwise to the retention of
ns o blocks and slides should

org
have been obtained at the time.”

A spokesman for the Gwent
Healthcare NHS Trust said: “The

DEVASTATED: Rhosalyn Hawking ho

a picture of her stil

feelin pressed by Ms Hawkins
on such emotionid and personal
matter are obvious and the trost
has endesvoured to provide as
much information and assistance
&s possi

1 S0, Eman James Jorge, Tissue sampies
from Ethan’s body are being held at Nevil Hall Hospital, Abergavenny

“But it is impor » underdine
that the trust acted within policies
and practices accepted throughout
the country. New gubdeilnes are
now being considered,”

@ Editorial comment; page 12




'This is just the beginning': Using DNA and
genealogy to crack years-old cold cases

Police are harnessing consumer DNA sites to solve old murders, which could spur a massive
clearing of unsolved crimes.

by Kate Snow and Jon Schuppe / Jul.18.2018 / 4:30 AM ET

SHARE POLICY FORUM GENETICS AND PRIVACY

Genealogy databases and the future of criminal
Investigation

o Natalie Ram', Christi J. GuerriniZ, Amy L. McGuire? o
+ See all authors and affiliations Cle I ce

Science 08 Jun 2018:
Vol. 360, Issue 6393, pp. 1078-1079
DOI: 10.1126/science.aau1083
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Modeling 3D Facial Shape from DNA
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More data, More Open, More
Troubles.



From To
HYPOTHESIS-DRIVEN HYPOTHESIS-FREE

RESEARCH DATASETS
Vetted research questions; e |dea of research data as
“Results data” shared with “fungible” goods;
publications; * “Raw data” made available
“Raw data” shared within on open repositories, for
trusted colleagues; reuse by the science
Use of traditional Informed community at large;
Consent;

Scientists control access Scientists DO NOT
and reuse of the raw, control access and reuse
individual-level data they of raw, individual-level

collect. data they collect.



Repurposing hypothesis-free open
data: Regulating Access as a
ITERATIVE PROCESS



HOW TO CONTROL ACCESS TO OPEN
HEALTH DATA?

Image source: NIH’s All of US website



1 — Do not control

— Benefits in exchange of unrestricted reuse of data
* Shared economic benefits with the patients;
* Or to provide access to treatments and health care.

— “Solidaristic” approaches

 Participants are willing to risk some harm for the
benefit of others.

— Do not control access, but tax secondary reuses of
the data



2 — Distributed control

— Keep the donors in the loop: inform participants
about research studies, including findings and
discoveries, that use the donated data.

— Provisionary reuse: give donors the option to pull
out their data from a repository if a misuse occurs.

— Distributed responsibility: Have an external and
independent party to supervise the moderation
process.



Questions for Discussion

Who gets to decide how and when to reuse open data?

— Who should be responsible for decisions about access
and reuse?

— What is the role of the data donors in regulating
access to data?

When should research data be shared within closed
collaborations, and when can these be made openly
available?

As data users, what kind of factors should we take into
consideration when reusing open data?

What are the technical challenges of moderating access
and reuse of bio open data?
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