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ABSTRACT OF THE DISSERTATION

Efficient and Secure Management of Warehouse-Scale Computers
by
Mohammad Atiqul Islam

Doctor of Philosophy, Graduate Program in Electrical Engineering
University of California, Riverside, December 2018
Dr. Shaolei Ren, Chairperson

Warehouse-scale computers or data centers are booming both in numbers and sizes.
Consequently, data centers have been receiving major research attention in the recent years.
However, prior literature primarily focuses on Google-type hyper-scale data centers and
overlook the important segment of the multi-tenant colocation data centers where multiple
tenants rent power and space for their physical servers while the data center operator
manages the non-IT infrastructure like the power and cooling. Multi-tenant data centers
are widely used across various industry sectors and hence efficient management of multi-
tenant data centers is crucial.

However, many existing efficient operation approaches cannot be applied in multi-
tenant data centers because the IT-equipment (e.g., servers) are owned by different tenants
and therefore the data center operator has no direct control over them. In this disserta-
tion research, I propose market-based techniques for coordination between the tenants and
the operator towards efficient data center operation. Specifically, I propose an incentive

framework that pays tenants for energy reduction such that the operator’s overall cost is

viii



minimized. I also propose a novel market design that allows tenants to temporarily acquire
additional capacity from other tenants’ unused capacity for performance boosts.

Further, the criticality of the hosted services makes data centers a prime target
for attacks. While data center cyber-security has been extensively studied, the equally
important security aspect - data center physical security - remained unchecked. In this
dissertation, I identify that an adversary disguised as a tenant in a multi-tenant data cen-
ter can launch power attacks to create overloads in the power infrastructure. However,
launching power attacks requires careful timing. Specifically, an attacker needs to estimate
other tenants’ power consumption to time its malicious load injection to create overloads. I
identify the existence of multiple side channels that can assist in attacker’s timing. I show
that there exists a thermal side channel due to server heat recirculation, an acoustic side
channel due to server fan noise, and a voltage side channel due to Ohm’s Law that can
reveal the benign tenants’ power consumption to an attacker. I also discuss the merits and

challenges of possible countermeasures against these attacks.
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Chapter 1

Introduction

Warehouse-scale computers or data centers have emerged as one of the most im-
portant cyber-physical systems in the wake of the age of the Internet. They are the physical
home to the cloud and host numerous mission-critical services. Power-hungry data centers
have been rapidly expanding in both number and scale, placing an increasing emphasis on
optimizing data center operation. In the U.S., electricity consumption by data centers in
2013 reached 91 billion kilo-watt hours (kWh) [120].

However, existing efforts have been predominantly concentrating on owner oper-
ated (Google type) data centers [97,173], missing out on the critical segment of colocation
or multi-tenant data centers. Unlike the owner-operated data centers where a single entity
(e.g., Google) has full control over the entire data center, in multi-tenant data centers, the
data center operator only manages the support infrastructure such as cooling and power

system (as shown in Fig. 1.1). The tenants rent space and power from the multi-tenant
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Figure 1.1: Multi-tenant colocation data center infrastructure.

data center and put their physical servers inside the data center (not like virtualized servers
hosted in the cloud).

Multi-tenant data centers constitute a critical segment of the data center industry.
Multi-tenants have a market share of nearly 40% in terms of energy consumption, that is
five times that of Google type data centers. It provides an alternative to building own data
centers to organizations who do not entirely rely on the public cloud (due to concerns with
privacy and/or lack of control over resources). Even large IT companies like Apple and
Microsoft use multi-tenant data centers to supplement their own data centers and bring
their services closer to the users [14,17]. Multi-tenants also play host to many public cloud
providers like Salesforce and Box [24,119]. For example, over 40 cloud providers (including
VMware) house their servers in a Las Vegas data center operated by Switch. Further, it
provides physical support for content delivery networks (CDNs) [119] which, according to

Cisco, will handle 55% internet traffic by 2018.



1.1 Efficiency of multi-tenant data centers

Multi-tenant data centers offer unique data center solutions to a wide range of
tenants and with its already high market share it is critical to make multi-tenant data
centers more energy-efficient. Data center operators aspire efficient operation for reasons
such as improved infrastructure utilization, lowered electricity bill, reduced carbon emission,
etc. However, in multi-tenant data centers, the tenants manage their own servers, and the
operator does not have any control over them. As a result, many existing techniques that
require a centralized operation and operator’s access to the servers cannot be used in the
multi-tenant data center [97,173]. For example, it has been commonly proposed in the
literature to slow down CPUs, put servers in low-power modes, or even temporarily shut
them down to reduce power consumption. They utilize the workload information to decide
which servers to be slowed down or turned off with minimum performance impact (e.g.,
a server/cluster with a low workload is a suitable candidate for power reduction). These
techniques cannot be applied to multi-tenant data centers because, first, the operator does
not have any information on tenants’ workload, and second, it also does not control the
tenants’ servers. In addition, due to subscription-based pricing, the tenants usually do not
get to reap the benefits of the efficient operation (e.g., reduced electricity bill). Hence,
there exists an “incentive gap” between the operator and tenants. In my research, I try
to bridge this gap. I propose market based frameworks that establish coordination and

communication between operator and tenants toward their mutual benefit.



1.1.1 Cost efficiency through rewards

Electricity bill takes a significant portion of the data center’s operation cost. How-
ever, due to the lack of control mentioned before, multi-tenant operators cannot coordinate
the server power consumption toward cost efficiency. As detailed in Chapter 2, we propose
an incentive framework called RECO (REward for COst reduction) that enables coordinated
power management of tenants’ servers. RECO pays (voluntarily participating) tenants for
energy reduction such that the colocation operator’s overall cost is minimized. In RECO,
the operator announces reward for power reduction and the participating tenants reduce
power to get financial compensation. The operator proactively learns tenants’ response to
optimize the offered reward. The proposed framework also incorporates time-varying oper-
ation environment (e.g., cooling efficiency, intermittent renewables) and addresses the peak

power demand charge.

1.1.2 Performance boosting using spot capacity

The aggregate power demand of data centers fluctuates over time, often leaving
large unused capacities resulting in a low average utilization of the power infrastructure.
As presented in Chapter 3, we propose to tap into the variable unused-capacity or “spot
capacity” to temporarily boost performance. There are tenants who would benefit from
these temporary speedups. Spot capacity even allows cost-conscious tenants to conserva-
tively purchase power capacity from the data center and relying on spot capacity during
their infrequent high workload periods. We propose a novel market called SpotDC (Spot

capacity management in Data Center) that allows tenants to bid for spot capacity using an



elastic demand function (unlike spot instance of Amazon and preemptible VMs from Google
without price-demand elasticity). SpotDC is win-win for operator and tenants, as the op-
erator makes extra profit by selling the unused capacity and the tenants get performance

boost (1.2x~1.8x) at a marginal cost increase.

1.2 Security of multi-tenant data centers

Due to the sheer volume of data and criticality of hosted services, data centers
are emerging as a prime target for malicious attacks. While securing data centers in the
cyber space has been widely studied, a complementary and equally important security
aspect — data center physical infrastructure security — has remained largely unchecked
and emerged to threaten the data center uptime. In my research, I make contribution to
data center security by enhancing the physical infrastructure security, with a particular
focus on mitigating the emerging threat of “power attacks” in multi-tenant data centers.

In multi-tenant data centers, operators oversubscribe the power infrastructure by
selling more capacity to tenants than available by exploiting the statistical multiplexing at
aggregate. Oversubscription is a commonly used technique to increase the utilization of the
expensive power infrastructure. We identify that it also makes the data center vulnerable to
“power attacks” that target the power infrastructure and intent to create capacity overloads
leading to data center outage. A malicious tenant or an attacker in the multi-tenant data
center can increase its own power consumption at times when the aggregate power is high
and push the power beyond the capacity to create overloads. While there are safeguards

in place to handle capacity overloads like infrastructure redundancy, I find that the outage



probability can increase by as much as 280 times during an overload. Hence, power attacks
can significantly increase the downtime of a data center and cause millions of dollars of
financial loss to both the tenants and the operator.

To launch successful power attacks that creates capacity overloads, an attacker
needs to recognize the attack opportunities, i.e., when the other tenants have high power.
But the attack opportunities are intermittent as they depend on different tenants’ power
consumption. There are no direct ways (e.g., access to power meter) for an attacker to know
the other tenants’ power. We identify that there exist side-channels in the multi-tenant data
centers that can leak the tenants’ power usage information to the attacker. My dissertation

work focuses on identification of such possible side channels.

1.2.1 A thermal side-channel due to heat recirculation

Heat recirculation is a universal phenomenon in data centers with commonly used
open airflow cooling. It refers to the recirculation of the hot exhaust air from one server to
the inlet of other servers. As server heat is proportional to its power usage, heat recirculation
constitutes a thermal side-channel that reveals the server’s power usage. In Chapter 4, we
show that an attacker in a multi-tenant can place temperature sensors in its servers/racks
and detect the temperature changes due to heat-recirculation. The attacker then can use
this information to estimate other tenants’ power consumption using a Kalman filter, and
hence identify the aforementioned attack opportunities. We find that using the thermal

side-channel an attacker can launch successful power attacks with a high accuracy.



1.2.2 An acoustic side-channel due to server noise

Physical computer servers in operation make acoustic noises. Among different
noise generating components in a server, the cooling fans are the dominant contributor.
Typical server fans create high pitched sound with frequency components that depends on
the fan speed. When servers generate a high heat due to high power consumption, the fans
also run faster to pass more air through the servers to carry away the heat. Hence, noise
is a good indicator of server power. In Chapter 5, we show that an attacker can listen
to server noises in the data center using microphones placed inside its servers/racks and
use blind-source-separation (BSS) techniques to detect other tenants’ high-power periods
(i.e., attack opportunities). Our experiments show that using the acoustic side channel the
attacker can create many capacity overloads and significantly increase data center outage

probability.

1.2.3 A voltage side-channel due to Ohm’s Law

Due to power infrastructure sharing in multi-tenant data centers, several tenants’
racks are typically connected to the same power equipment (e.g., PDU). Now according
to Ohm’s Law, there is a small voltage drop in the power cable connecting a PDU to the
higher level power equipment (e.g., UPS). This voltage drop is proportional to the PDU’s
total current which in turn depends on the tenants’ server currents. Therefore, an attacker
connected to the same PDU can measure the voltage and try to infer the PDU load (e.g.,
low voltage means high voltage drop due to high PDU load). However, due to random

voltage fluctuations caused by the power grid, the voltage drop due to PDU current/load is



practically undetectable. In Chapter 6, we identify that the power supply units in computer
servers generate high frequency (~60kHz) current ripples which can be detected in PDU
voltage without interference from the grid fluctuation. The current ripples vary with the
server’s power consumption, and hence form a voltage side channel that reveals the PDU
load to an attacker. The attacker then can use this information to precisely time its power

attacks.



Chapter 2

Paying to Save: Reducing Cost of
Colocation Data Center via

Rewards

2.1 Introduction

Power-hungry data centers have been quickly growing to satiate the exploding
information technology (IT) demands. In the U.S., electricity consumption by data centers
in 2013 reached 91 billion kilo-watt hours (kWh) [120]. The rising electricity price has
undeniably placed an urgent pressure on optimizing data center power management. The
existing efforts, despite numerous, have centered around owner-operated data centers (e.g.,
Google), leaving another data center segment — colocation data center (e.g., Equinix) —

much less explored.
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Figure 2.1: (a) Estimated electricity usage by U.S. data centers in 2011 (excluding small
server closets and rooms) [120]. (b) Colocation revenue by vertical market [30].

Colocation data center, simply called “colocation” or “colo”, rents out physical
space to multiple tenants for housing their own physical servers in a shared building, while
the colocation operator is mainly responsible for facility support (e.g., power, cooling).
Thus, colocation significantly differs from owner-operated data centers where operators
fully manage both IT resources and data center facilities.

Colocation offers a unique data center solution to a wide range of tenants (as shown
in Fig. 2.1), including financial industries, medium cloud providers (e.g., Salesforce) [24,119],
top-brand websites (e.g., Wikipedia) [1], content delivery providers (e.g., Akamai) [119], and
even gigantic firms such as Amazon [11]. The U.S. alone has over 1,200 colocations, and
many more are being constructed [27]. According to a Google study [17], “most large

data centers are built to host servers from multiple companies (often called colocation, or
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”

‘colos’).” The global colocation market, currently worth U.S.$25 billion, is projected to
U.S.$43 billion by 2018 [3]. Excluding tiny-scale server rooms/closets, colocation consumes
37% of the electricity by all data centers in the U.S. (see Fig. 2.1), much more than hyper-
scale cloud data centers (e.g., Amazon) which only take up less than 8%. Hence, it is at
a critical point to make colocations more energy-efficient and also reduce their electricity
costs. Towards this end, however, there is a barrier as identified below: “uncoordinated”
power management.

A vast majority of the existing power management techniques (e.g., [97,173]) re-
quire that data center operators have full control over IT computing resources. However,
colocation operator lacks control over tenants’ servers; instead, tenants individually man-
age their own servers and workloads, without coordination with others. Furthermore, the
current pricing models that colocation operator uses to charge tenants (e.g., based on power
subscription [31,123]) fail to align the tenants’ interests towards reducing the colocation’s
overall cost. We will provide more details in Section 2.2.2. Consequently, colocation oper-
ator incurs a high energy consumption as well as electricity cost.

In this paper, we study a problem that has been long neglected by the research
community: “how to reduce the colocation’s operational expense (OpEx)?” Throughout the
paper, we also use “cost” to refer to OpEx wherever applicable. Our work is distinctly differ-
ent from a majority of the prior research that concentrates on owner-operated data centers
(e.g., Google). We propose RECO (REward for COst reduction), using financial reward as a
lever to shift power management in a colocation from uncoordinated to coordinated. RECO

pays voluntarily participating tenants for energy saving at a time-varying reward rate ($
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per kWh reduction) such that the colocation operator’s overall cost (including electricity
cost and rewards to tenants) is minimized. Next, we highlight key challenges for optimizing
the reward rate offered to tenants.

Time-varying operation environment. Outside air temperature changes over time,
resulting in varying cooling efficiency. Further, on-site solar energy, if applicable, is also
highly intermittent, thus calling for a dynamic reward rate to best reflect the time-varying
operation environment.

Peak power demand charge. Peak power demand charge, varied widely across util-
ities (e.g., the maximum power demand measured over each 15-minute interval), may even
take over 40% of colocation operator’s total electricity bill [103,166,178]. Nonetheless, peak
power demand charge cannot be perfectly known until the end of a billing cycle, whereas
the colocation operator needs to dynamically optimize reward rate without complete offline
information.

Tenants’ unknown responses to rewards. Optimizing the reward rate offered to
incentivize tenants’ energy reduction requires the colocation operator to know how tenants
would respond. However, tenants’ response information is absent in practice and also time-
varying.

RECO addresses these challenges. It models time-varying cooling efficiency based
on outside ambient temperature and predicts solar energy generation at runtime. To tame
the peak power demand charge, RECO employs a feedback-based online optimization by
dynamically updating and keeping track of the maximum power demand as a runtime state

value. If the new (predicted) power demand exceeds the current state value, then additional
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peak power demand charge would be incurred, and the colocation operator may need to
offer a higher reward rate to incentivize more energy reduction by tenants. RECO also
encapsulates a learning module that uses a parametric learning method to dynamically
predict how tenants respond to colocation operator’s reward.

We evaluate RECO using both scaled-down prototype experiments and simula-
tions. Our prototype experiment demonstrates that RECO is “win-win” and reduces the
cost by over 10% compared to no-incentive baseline, while tenants receive financial rewards
for “free” without violating their respective Service Level Agreements (SLA). Complement-
ing the experiment, our simulation shows that RECO can reduce the colocation operator’s
overall cost by up to 27% compared to the no-incentive baseline case. Moreover, using
RECO, tenants can reduce their costs by up to 15%. We also subject RECO to a varying
environment, showing that RECO can robustly adapt to sheer changes in tenants’ responses.

To sum up, our key contribution is uniquely identifying and formulating the prob-
lem of reducing colocation’s operational cost, which has not been well addressed by prior
research. We also propose RECO as a lever to overcome uncoordinated power management
and effectively reduce colocation’s overall cost, as demonstrated using prototype experi-

ments and simulations.

2.2 Preliminaries

2.2.1 Peak power demand charge

As a large electricity customer, colocation operator is charged by power utilities

not only based on energy consumption, but also based on peak power demand during a
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Table 2.1: A 10MW data center’s electricity cost for selected locations (in U.S. dollars).

Data Center Power Utility | Demand | Energy | Demand Charge
Location (Rate Schedule) | Charge | Charge (% of total)
Phoneix, AZ APS (E-35) 186,400 253,325 42.39%

Ashburn, VA | Dominion (GS-4) 153,800 207,360 42.59%
Chicago, IL ComED (BESH) 110,000 276,480 28.46%

San Jose, CA PG&E (E-20) 138,100 332,398 29.35%

New York, NY | ConEd (SC9-R2) 314,400 | 1,099,008 22.24%

billing cycle, and such peak power demand charge is widely existing (e.g., all the states
in the U.S.) [103, 145,166, 178]. Peak power demand charge is imposed to help power
utilities recover their huge investment/costs to build and maintain enough grid capacities
for balancing supply and demand at any time instant. The specific charge for peak power
demand varies by power utilities. For example, some are based on the maximum power
measured over each 15-minute interval, while others are based on two “peak power demands”
(one during peak hours, and the other one during non-peak hours).

Next, we consider a data center with a peak power demand of 10MW and an almost
“flat” power usage pattern (by scaling UPS-level measurements at Verizon Terremark’s NAP
data center during September, 2013, shown in Fig. 2.2). Table 2.1 shows the data center’s
monthly cost for selected U.S. data center markets. It can be seen that, as corroborated by
prior studies [103,166, 178], peak power demand charge can take up over 40% of the total

energy bill, highlighting the importance of reducing the peak power demand for cost saving.

2.2.2 Limitations of colocation’s current pricing models

There are three major pricing models in colocations [31, 36], as shown below.

Pricing for bandwidths and other applicable add-on services is not included.
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Figure 2.2: Normalized power consumption of Verizon Terremark’s colocation in Miami,
FL, measured at UPS output from September 15-17, 2013.

Space-based. Some colocations charge tenants based on their occupied room space,
although space-based pricing is getting less popular due to increasing power costs [31,36].

Power-based. A widely-adopted pricing model is based on power subscription
regardless of actual energy usage (i.e., the amount of power reserved from the colocation
operator before tenants set up their server racks, not the actually metered peak power). In
the U.S., a fair market rate is around 150-200$/kW per month [19,36,163].

Energy-based. Energy-based pricing charges tenants based on their actual energy
usage and is indeed being adopted in some colocations [31,36]. This pricing model is
more common in “wholesale” colocations serving large tenants, typically each having a
power demand in the order of megawatts. In addition to energy usage, tenants are also
charged based on power subscription (but usually at a lower rate than pure power-based
pricing), because colocation operator needs to provision expensive facility support (e.g.,
cooling capacity, power distribution) based on tenants’ power reservation to ensure a high
reliability.

Clearly, under both space-based and power-based pricing, tenants have little in-

centive to save energy. We show in Fig. 2.2 the power consumption of Verizon Terremark’s
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colocation in Miami, FL, measured at the UPS output (excluding cooling energy) from
September 15-17, 2013, and further normalized with respect to the peak I'T power to mask
real values. Verizon Terremark adopts a power-based pricing [163]. It can be seen that
the measured power is rather flat, because of two reasons: (1) tenants’ servers are always
“on”, taking up to 60% of the peak power even when idle [17]; and (2) the average server
utilization is very low, only around 10-15%, as consistent with other studies [51,98,120].
Even under energy-based pricing, tenants still have no incentives to coordinate
their power management for reducing colocation operator’s electricity cost. For example,
with intermittent solar energy generation available on-site (which is becoming widely popu-
lar [13,38]), the colocation operator desires that tenants defer/schedule more workloads to
times with more solar energy (i.e., “follow the renewables”) for maximizing the utilization
of renewables and reducing the cost, but tenants have no incentives to do so. For illustration
purposes, we consider a hypothesis scenario by supposing that Verizon Terremark employs
energy-based pricing. We extract the variations in measured power usage, and then scale
the variations to demonstrate the situation that tenants are saving their energy costs via
energy reduction (e.g., “AutoScale” used in Facebook to dynamically scale computing re-
source provisioning [173]). Fig. 2.2 shows that the intermittent solar power may be wasted
(shown as shaded area), because of the mis-match between solar availability and tenants’
power demand. Further, tenants do not have incentives to avoid coinciding their own peak
power usage with others, potentially resulting in a high colocation-level peak power usage.
Note that it is not plausible to simply adopt a utility-type pricing model, i.e.,

tenants are charged based on “energy usage” and “metered peak power” (not the pre-
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determined power subscription). While this pricing model encourages certain tenants to
reduce energy and also flatten their own power consumption over time, some tenants (e.g.,
CDN provider Akamai) have time-varying delay-sensitive workloads that cannot be flat-
tened. Further, time-varying cooling efficiency and intermittent solar energy, if applicable,
desire a power consumption profile (e.g., “follow the renewables”) that may not be consistent
with this pricing model.

To sum up, to minimize colocation operator’s total cost, we need to overcome
the limitations associated with the current pricing models in colocations and dynamically

coordinate power management among individual tenants.

2.3 Mechanism and Problem Formulation

This section presents RECO, using reward as a lever for coordinating tenants’ power
consumption. We first describe the mechanism and then formalize the cost minimizing

problem.

2.3.1 Mechanism

Widely-studied dynamic pricing (e.g., in smart grid [113]) enforces all tenants to
accept time-varying prices and hence may not be suitable for colocations where tenants
sign long-term contracts [177,190]. Here, we advocate a reward-based mechanism: first,
colocation operator proactively offers a reward rate of r $/kWh for tenants’ energy reduc-

tion; then, tenants voluntarily decide whether or not to reduce energy; last, participating
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tenants receive rewards for energy reduction (upon verification using power meters), while
non-participating tenants are not affected.

When offered a reward, participating tenants can apply various energy saving
techniques as studied by prior research [46,97,173]. For example, a tenant can estimate
its incoming workloads and then dynamically switch on/off servers subject to delay perfor-
mance requirement. This technique has been implemented in real systems (e.g., Facebook’s

AutoScale [173]) and is readily available for tenants’ server power management.

2.3.2 Problem formulation

We consider a discrete-time model by dividing a billing cycle (e.g., one month)
into T" time slots, as indexed by t = {0,1,--- ,7"— 1}. We set the length of each time slot to
match the interval length that the power utility uses to calculate peak power demand (e.g.,
typically 15 minutes) [5,103,166,178]. At the beginning of each time slot, colocation operator
updates the reward rate r(t) for energy reduction (with a unit of dollars/kWh). Then,
tenants voluntarily decide if they would like to reduce energy for rewards. As discussed in
Section 2.4.3, the amount of energy reduction by a tenant during a time slot is measured
by comparing with a pre-set reference value for that tenant.

We consider a colocation data center with N tenants. At any time slot ¢, for a
reward rate of r(t), we denote the total energy reduction by tenants as AE(r(t),t), where the
parameter t in AF(-,t) indicates that the tenants’ response to offered reward is time-varying
(due to tenants’ changing workloads, etc.). We denote the reference energy consumption

by tenant ¢ as ef(t). Thus, the total energy consumption by tenants’ servers at time ¢ can
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be written as

E(r(t),t) = Z e’(t) — AE(r(t), ). (2.1)

Considering electricity price of u(t), power usage effectiveness of v(t) (PUE, ratio
of total data center energy to IT energy) and solar energy generation of s(t), colocation

operator’s electricity cost and reward cost at time slot t are

Cenergy(r(t),) = u(t) - [y(t) - B(r(t),t) = s(t)]", (2.2)
Creward(r(t),t) =r1r(t) - AE(r(t),t), (2.3)
where [ . |7 = max{ . ,0} indicates that no grid power will be drawn if solar energy is

already sufficient. Following the literature [103], we consider a zero-cost for generating
solar energy, but (2.2) is easily extensible to non-zero generation cost.

The colocation pays for its peak energy demand during a billing cycle. Power
utilities may impose multiple peak demand charges, depending on time of occurrence. For
J types of peak demand charges, we use A; for j = {1,2,---,J} to denote the set of time
slots during a day that falls under time intervals related to the j-th type of demand charge.
Utilities measure peak demand by taking the highest of the average power demand during
pre-defined intervals (usually 15 minutes) over the entire billing period. We write the peak

demand charge as follows

J
Cotomand = 3 dj - 14 (1) - E(r(t),t) — s(t)]*

< , (2.4)

j=1
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where E(r(t),t) is servers’ energy consumption given in (2.1), At is the duration of each
time slot, and d; is the charge for type-j peak demand (e.g., ~ 103 per kW [103,145,178]).
Next, we present the colocation operator’s cost minimizing problem (denoted as

P-1) as follows

T-1
min Z:O [Cenergy(r(t)a t) + CTeward(r(t)y t)] + Cdemand-
t—=

Solving P-1 and obtaining the optimal reward rate r(¢) faces unknown and uncertain offline
information. First, cooling efficiency (which significantly affects PUE) and solar energy
generation both vary with the outside environment. Second, the total cost contains demand
charge which is only determined after a billing cycle. Last but not least, tenants’ response
to reward (i.e., how much energy tenants reduce) is unknown. The next section will address

these challenges.

2.4 RECO: Reducing Cost via Rewards

This section presents how RECO copes with three major technical challenges in
optimizing the reward: time-varying environment, peak power demand charge that will not
be perfectly known until the end of a billing cycle, and tenants’ unknown responses. Then,

we show the algorithm for executing RECO at runtime.

2.4.1 Modeling cooling efficiency and solar energy

Now, we provide details for modeling time-varying cooling efficiency and predicting

on-site solar energy generation.

20



15 : : : 1.35 : : : _
1 4| | PPUE = 1.6576e-5 6% + 0.0018599 0 + 0.98795 | . — Winter pPUE
: j 13 ' = ==Summer pPUE
% 1.3r =" i LIDJ : [y l"\‘ Paty e R " T
[ g---" | P125f .
s 1.2 T L
12 et g " B Measurments 1.2k
st ‘ - = =Fitting
o 40 60 80 100 115 ‘ ‘ : ‘ : ;
1 24 48 72 96 120 144 168
Temerature (°F) Hour

(a) (b)

Figure 2.3: (a) pPUE variation with outside ambient temperature [35,176]. (b) Snapshot
of weekly pPUE during Summer and Winter in San Francisco, CA, in 2013.

Cooling efficiency. Cooling energy is a non-trivial part of data center’s total en-
ergy usage [176]. Data centers, including colocations, may improve cooling energy efficiency
using air-side economizer (i.e., outside cold air for cooling).

As a concrete example, we model the cooling energy efficiency based on a commercially-
available cooling system manufactured by Emerson Network Power [35,176]. This cooling
system operates in three different modes: pump, mized and compressor. Given a return air
temperature of 85°F, it runs in the pump mode for ambient temperature lower than 50°F.

It runs in the mixed mode for ambient temperature between 50°F and 60°F, and in the
compressor mode when ambient temperature exceeds 60°F'. Based on manufacture-reported

measurements, we model partial PUE (pPUE) as!

pPUE = 1.6576 x 10762 + 0.00185996 + 0.98795, (2.5)

where 6 is the ambient temperature in Fahrenheit [35,176]. Then, runtime overall PUE ~(¢)

can be calculated by including pPUE and the fraction of other non-IT power consumption

. Powerjp+Power i . . . .
1pPUE is defined as Powe”Tc""“”g , without including other non-IT power consumption such as

losses in power supply system.
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(e.g., energy loss in power supply). The measured data points and fitted model are shown
in Fig. 2.3(a), while the pPUE calculated using (2.5) is shown in Fig. 2.3(b) for a snapshot
of outside air temperature in San Francisco, CA.

Solar energy. On-site solar energy, a popular form of renewable energy, has been
increasingly adopted by colocations (e.g., Equinix). Here, we consider that the colocation
has photovoltaic (PV) panels to harvest solar energy on-site.

Solar energy generation is intermittent and depends on solar irradiance and weather
conditions. Recent literature [68] shows that autoregressive moving average (ARMA) model
based on historic data can predict solar generation with a reasonable accuracy.

We only require short-term solar energy prediction (as shown in Section 2.4.4).
Thus, as an example, we use ARMA-based prediction method because of its lightweight
implementation and good accuracy [68]. Specifically, our ARMA model is built with sum
of weighted auto-regressive (AR) and moving-average (MA) terms. The predicted solar

P q
generation at time slot ¢ using ARMA can be expressed as s'(t) = Y A;-s'(t—i)+ Y Bj-
i=1

Jj=1

€(t—j), where s'(t) is the predicted solar energy, €(t—j) is white noise with zero mean, p and
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q are the orders, and A; and Bj are the weight parameters learned a priori. In Fig. 2.4(a),
we show predicted and actual solar generation of 7 days based on solar energy data from
California ISO [4]. In the prediction, we have a Mean Absolute Error (MAE) of 18kW,
which is less than 2.5% of the considered peak generation of 750kW. More sophisticated
models, e.g., incorporating weather forecast [141], can improve prediction and be plugged

into RECO for areas where solar generation is not as regular as California.

2.4.2 Tracking peak power demand

The peak power demand is determined at the end of a billing cycle, and hence it
cannot be perfectly known at runtime. To address this, we propose to keep track of the
peak power demand value, denoted by Q;(t), which indicates the j-th type of peak power
demand up to the beginning of time slot ¢. Intuitively, if the new power demand in the
upcoming time slot is expected to exceed Q;(t), the colocation operator needs to offer a
higher reward rate to better encourage tenants’ energy saving for reducing demand charge.

The colocation operator updates @;(t) online, if time ¢ belongs to the time interval
for type-j peak power demand, as follows

(1) - B(r(t), t) — s(t)]"
At

Qj(t + 1) = max ,Qj(t) , (26)

where

Mt)*E(T(i)t’t)_s(t)ﬁ is the average power demand during time ¢. We initialize Q;(0)

using an estimated peak power demand for the upcoming billing cycle (e.g., based on the

peak demand of the previous cycle). The tracked peak power demand Q;(t) serves as a
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feedback value to determine whether it is necessary to offer a high reward rate to tame the

peak power demand.

2.4.3 Learning tenants’ response to reward

Naturally, optimizing the reward rate r(t) requires the colocation operator to ac-
curately predict how tenants would respond to the offered reward, but tenants’ response
information is absent in practice. To address this challenge, we propose a learning-based
approach that predicts how tenants respond to the offered reward based on history data.
We model the tenants’ aggregate response (i.e., aggregate energy reduction) using a pa-
rameterized response function AE(r): if offered a reward rate of r $/kWh, tenants will
aggregately reduce servers’ energy consumption by AFE(r). We will explain the choice of
AFE(r) for tenants’ response in Section 2.6.2.

Tenants’ energy reduction naturally depend on their SLA constraints, and thus
varies with workloads. However, I'T workload exhibits diurnal patterns, which can be lever-
aged to greatly reduce the learning complexity. To validate this point, in Fig. 2.4(b), we
show the periodogram of time-series data of four different real-life workload traces (also
used in our simulations) using Fast Fourier Transform (FFT). The peak at 24 hours in-
dicates that workloads have a strong correlation over each 24 hours (i.e., daily repetition
of workload). Thus, the colocation operator can just learn the diurnal response function:
assume that the response functions for the same time slot of two different days are the same,

and then update it incrementally at runtime. That is, if there are K time slots in a day, the
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Algorithm 1 RECO-LTR: Learning Tenants’ Response
1: Input: Set of previous I  observations X’ = {(rl,yh)
i and y; are reward and energy reduction in observation ¢} for ¢ = 1,2,---I (larger
index represents older data); new observation (r¢, yo)
2: Set X = {(ro,y0), (r},y}):i=1,2,--- ;I -1}
3: Update parameters for response function AE(r) to minimize Zi[;& (yi — AE(ry))?

colocation operator learns K different response functions, and we denote them as AFEj(r)
where k£ = {0,1,--- | K — 1}.

We employ non-linear curve fitting based on least square errors to learn the re-
sponse function. We use a sliding window with a predetermined number of previous obser-
vations (i.e., energy reduction and reward) to determine the unknown parameters in our
parameterized response function. At the end of a time slot, the new observation replaces the
oldest one, thus avoiding using too old information. RECO-LTR (RECO-Learning Tenants’
Response) in Algorithm 1 presents our curve fitting algorithm to update the response func-
tion online. In our simulation, Fig. 2.13(b) demonstrates that the proposed learning-based
method can reasonably accurately learn tenants’ response over time.

We next note that as in typical incentive-based approaches (e.g., utility incentive
programs [161]), a reference usage for the no-reward case needs to be chosen in order to
calculate each tenant’s energy reduction. Thus, when the colocation operator announces
reward rate r, it also notifies each participating tenant of its reference energy usage, such
that tenants can determine on their own whether and how much energy to reduce. In our
study, we can set reference usage based on tenants’ energy consumption history (when no
reward was offered) and/or calculate the diurnal reference energy usage based on the learnt

response function evaluated at zero reward.
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Algorithm 2 RECO
1: Initialize: For t = 0, Vj set Q;(0) = P?, where P? is the estimated type-j peak power
demand based on previous billing cycle or expectation.
while t <T —1 do
Input: Electricity price u(t) and predicted solar generation s'(t).
Optimize: Solve P-2 to find r(t).
Measurement: Measure energy reduction AE(r(t),t) (based on reference usage),
and solar generation s(t).
Update peak power demand: For all j € A;, update Q;(t) according (2.6).
: Update tenants’ response function: Using RECO-LTR (Algorithm 1), update
AFEy(r) with {r(t), AE(r(t),t)}, where k = ¢t mod K.
8: t=t+1

Y

2.4.4 Feedback-based online optimization

We break down the original offline problem P-1 into an online optimization prob-
lem (denoted as P-2). Specifically, we remove the total demand charge part and replace
it with the cost increase associated with increase in peak power demand (hence demand

charge). The new objective is to optimize reward rate r(t) for minimizing

P-2: Cenergy (T(t)a t) + Creward(T(t)v t)

. r — + (2'7)
+Zdj . |:7(t) E( (t)7t) (t) o Qg(t)] ']IteAja
J

At

where Cenergy(1(t),t) and Creyard(r(t),t) are the energy cost and reward cost given by (2.2)

’ +
(t)'E(T(Ati’t)fs ® _ Q;(t)| indicates whether the new (predicted)

and (2.3), respectively, [7
power demand during ¢ will exceed the currently tracked value of Q;(t) for type-j demand
charge, and ;e 4; is the indicator function equal to one if and only if time ¢ falls into the
time interval A; for type-j demand charge (defined by the power utility).

We formally describe the feedback-based online optimization in Algorithm 2. At

the beginning of each time slot, RECO takes the tracked peak power demand, electricity price
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Figure 2.5: System diagram of RECO.

u(t), predicted tenants’ response function and solar generation s'(¢) as inputs, and yields
the reward rate r(t) $/kW by solving P-2. At the end of each time slot, RECO updates the
peak demand queues (); using the actual power consumption. RECO also records the actual
response of the tenants to the reward AE(r,t), and updates the corresponding response
function using RECO-LTR with the new observation. The whole process is repeated until
the end of a billing cycle.

We show the system diagram of implementing RECO in Fig. 2.5. On the colocation
operator side, RECO can be implemented as a complementary/additional control module
alongside any existing control systems (e.g., cooling control). Tenants, on the other hand,
only need a very lightweight software to communicate with the operator for receiving the
reward rate online. Upon receiving the reward information, tenants can decide at their own

discretion whether and how to reduce energy subject to SLA for rewards.
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2.5 Experiment

This section presents a prototype to demonstrate that RECO can effectively reduce
colocation’s cost by more than 10%. We show that the tenants can save their colocation
rental cost without violating SLAs, while the colocation can save on both energy and demand

charges. We first describe our colocation test bed, and then present the experiment results.

2.5.1 Colocation test bed
Hardware.

We build a scaled-down test bed with five Dell PowerEdge R720 rack servers. Each
server has one Intel Xeon E5-2620 Processor with 6-cores, 32GB RAM and four 320 GB
hard drives in RAID 0 configuration. One server (called “I/O Server”) is equipped with a
second processor and four additional hard disks, and used to host the database VMs. We
use Xen Server 6 as the virtualization platform and Ubuntu Server 12.04.4 as the hosted
operating system in each VM. As a rule of thumb, we allocate at least one physical core
to each VM. We use a separate HP tower server to implement RECO and communicate
with tenants using Java sockets. WattsUp Pro power meters are used to monitor power

consumption of the tenants’ Dell PowerEdge servers.

Tenants.

We have two tenants in our prototype, one running delay-tolerant Hadoop jobs
and the other one processing key-value store (KVS) workload which resembles a realistic

multi-tiered website such as social networking. The Hadoop system is built on 12 VMs
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hosted on 2 servers. We configure 11 worker nodes and 1 master node for the Hadoop
system. A custom control module is used to consolidate and/or reconfigure the Hadoop
servers to trade performance for energy. For Hadoop workload, we perform sort benchmark
on randomly generated files of different sizes using Random Text Writer (Hadoop’s default).

Our implementation of KVS workloads has four tiers: front-end load balancer,
application, memory cache, and database. The load balancer receives jobs from the gener-
ator and routes the requests to the application servers. The application tier processes the
key and sends request to back-end database to get values. The back-end database is imple-
mented in two tiers: replicated memory cache and database. We use three Memcached VMs
and three database VMs, and put them in the I/O server. There are 15 application VMs in
total (12 on two application servers and the other three on the I/O server). There are 100
million key-value entries in the database, and each key-value request returns multiple keys
and the process repeats until the exit condition (e.g., number of iteration) is met. The KVS
tenant can reconfigure the cluster and switch off up to two application servers (hosting 12

application VMs) to reduce energy.

Other settings.

We use the workload traces from Microsoft Research (MSR) as Hadoop workloads,
and Gmail workload traces as KVS workloads [2,154]. Fig. 2.6 shows the workload traces
of the tenants normalized to their maximum processing capacity. Length of each time slot
in our experiment is 15 minutes, and we run the experiment for 192 time slots (48 hours).
We use the electricity price of PG&E [5]. Due to the relatively short experiment, we

consider that RECO has already learned the response function before the experiment starts,
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Figure 2.7: Processing capacity under different power states.

but we will examine the learning capability of RECO via simulations. Due to prototype’s
limitation, we do not consider cooling efficiency or availability of solar energy, which will

be incorporated in the simulation section.

2.5.2 Tenants’ response

We consider that the Hadoop tenant has a SLA on job’s maximum completion time
of 15 minutes, while the KVS tenant has a SLA of 500 ms on the 95% delay (as similarly
considered in prior research [46]). Each server is set to have three power states: high speed
(H), low speed (L), and deep sleep/shut-down (Z). High and low speed settings correspond

to all CPU cores running at 2 GHz and 1.2 GHz, respectively.
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Figure 2.8: Energy consumption under different power states.

There are five combinations of power states for the Hadoop tenant with two servers,
and we index the power states from 0 to 4: (serverH1, serverH2) ={(Z, %), (L, Z), (H, Z),
(L,L), (H,H)}. The KVS tenant with three servers also has five possible power states,
because we keep the database server hosting the Memcached and database VMs unchanged.
The server power state combinations are from the set (serverK1, server K2, serverK3) =
{(Z,Z,H),(Z,L,H), (Z,H,H), (L,L,H), (H,H, H)}. The first two servers are application
servers and the last one is the I/O server. Note that, power state 0 corresponds to lowest
speed and thus maximum energy reduction, while power state 4 means the system is running
at its maximum capacity. Fig. 2.7 shows tenants’ processing capacities subject to SLA
constraints under different power states. We see that power state 3 for both tenants has a
lower processing capacity but consumes more power.

In Fig. 2.8, we show the energy consumption associated with each power state for
different workload. If a certain workload cannot be processed given a power state, then its
energy consumption at that power state is omitted from the figure. Fig. 2.8(a) shows the
energy consumption of the Hadoop tenant during a time slot. We see that, the same file

consumes more energy when processed in a higher power state, indicating a waste of energy
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Figure 2.9: Response to reward under different workloads.

when the system has a low workload. We also see that large files (e.g., 4GB) cannot be
processed at low power states because of the SLA constraint. In Fig. 2.8(b), we show the
energy consumption by KVS tenant’s servers for different request rates. Similar to that of
Hadoop tenant, low request rates can be processed at a low power state with low energy
consumption, while high request rates (e.g., 60 requests/second) require the use of higher
power states and also more energy. The key observation in Fig. 2.8 is the energy saving
opportunity for processing workloads subject to SLA.

We consider the tenants’ response to rewards in such a way that it resembles the
response used in simulations (detailed in Section 2.6.2). Fig. 2.9 shows the tenants’ response
to different rewards under different workload conditions. Because of less capacity but more
power /energy at power state 3, tenants do not use this state. We also see that because of
SLAs, tenants cap their energy reduction given high incoming workloads and do not run
their systems in very low power states (thus low capacity). The KVS tenant can use power
state 0 for non-zero workloads, because it has three application VMs hosted on the 1/O

server that is always on.
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2.5.3 Benchmarks

We consider two benchmarks to compare RECO with.

BASELINE. This is the baseline case where the colocation adopts a power-based
pricing, without using any rewards. The tenants keep all their servers running.

EPR (Electricity Price-based Reward). In this case, the colocation directly offers
electricity price as reward, without accounting for time-varying cooling efficiency or solar

energy availability. This is equivalent to energy-based pricing.

2.5.4 Experiment result

We first compare the performance of the tenants’ workloads in Fig. 2.10. We see
that both tenants can reduce energy without SLA violation, showing the potential of RECO
in real-life systems. In Fig. 2.10(c), we show the energy consumption, demonstrating that
RECO and EPR have a significantly lower energy consumption compared to BASELINE.
In some time slots, EPR has lower energy consumption than RECO, because EPR provides
a higher reward equal to electricity price.

Throughout the evaluation, we focus on the comparison of colocation operator’s
cost (including energy cost, peak power demand cost, and reward cost if applicable).?
Fig. 2.11(a) shows the colocation’s total cost for different algorithms. As we run the ex-
periment for 48 hours, we scale down the monthly demand charge by PG&E to 48 hours
based on a pro-rated charge. We see that RECO has the lowest total cost. BASELINE does

not incur any reward cost, but has significantly higher energy and demand costs. EPR has

2We consider the commonly-used power-based pricing as the baseline case, and RECO is applied on top
of this baseline. Hence, the colocation’s revenue, i.e., tenants’ power-based rent (excluding power-irrelevant
bandwidth charges, etc.), is pre-determined and isolated from our study.
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Figure 2.10: Comparison of different algorithms.

the lowest energy and demand charges, but gives a significant portion of the cost saving as
reward, thus resulting a total cost higher than RECO.

In Fig. 2.11(b), we show the total cost savings of the colocation opeator and
tenants by using RECO and EPR compared to BASELINE. RECO has more than 10% cost

saving, and the Hadoop tenant and KVS tenant save 6.5% and 3.5% of their colocation
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rental cost3, respectively. EPR only saves less than 3% of the total cost for the colocation

operator, although both tenants save around 10% of their rental costs.

2.6 Simulation

In this section, we present a trace-based simulation, complementing the prototype
experiment. We show that using RECO, colocation operator can reduce the monthly cost

by up to 27%, while the tenants can get as much as 16% of their monthly rent as reward.

We first present our setup and then results.

2.6.1 Setup

We consider a colocation located in San Francisco, California (a major market serv-
ing Silicon Valley) [27]. The colocation has 15 tenants, each having 2,000 servers and a peak
power subscription of 500 kW. We collect the traces from Google, Microsoft, Wikipedia,

Verizon Teremark and University (FIU) as the tenants’ workload traces. In particular, we

3The rental cost is calculated based on pro-rated for 48 hours with a rental rate of 147$/kW per month

(a fair market rate for colocation service [19]), considering that Hadoop and KVS tenants have power
subscriptions of 240W and 340W, respectively.
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take the U.S. traffic data for Google services: Gmail, Search, Maps and Youtube from [2].
Microsoft traces are collected from [154], which consist of traces from Hotmail, Messenger
and MSR. The Wikipedia traces are from [160], and contain traffic for Wikipedia (English).
We collect the Verizon Teremark and University traces through our direct collaboration
with them. Verizon Teremark traces are collected from multiple flywheel UPS measure-
ments at one of their colocations, whereas the university trace contains HI'TP requests to
its website. The workloads are scaled to have a 15% average server utilization for each
tenant, which is consistent with public disclosure [51,120]. Note that tenants need to turn
on more servers than the minimum-required capacity, such that workloads do not overload
servers and can satisfy SLA. We predict the solar energy generation based on the traces
collected from [4] using ARMA, and scale it to have a peak solar generation of 750 kW
(10% of critical peak power of the colocation). The colocation is connected with PG&E,
and registers as a large commercial customer under PG&E’s electric schedule E-20 [5]. Be-
sides monthly service charges, the colocation is subject to peak power demand charge and
energy charge [5]. We collect the temperature data for San Francisco, CA, from [7] for 2013,
and use it to determine the colocation’s cooling efficiency using (2.5).

We use a discrete-time simulator, which is a common evaluation method for re-
search. It simulates the colocation operator’s decision and tenants’ responses at runtime.
The simulator for colocation operator takes renewable energy and temperature traces as
inputs, executes RECO, and communicates with the tenant simulator using function calls.

The tenant simulator uses workload traces and reward information as inputs, and outputs
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Figure 2.12: Tenant response and fitting.

the servers’ energy reduction. In each time slot, all the decisions (e.g., reward, tenants’

energy reduction) are logged.

2.6.2 Tenants’ response

Upon receiving the reward information, as shown in Fig. 2.5, tenants can voluntar-
ily choose their power management, depending on workloads and SLAs. Here, we consider
that tenants will dynamically switch off servers (a variant of AutoScale being used in Face-
book’s production system [173]) while ensuring that their active servers’ utilization will not

exceed 50% for satisfying SLA.

We use Sigmoid function f(r) = H;ﬁ for tenants’ response, which exhibits

two interesting properties: (1) given a low reward, tenants are reluctant to commit energy
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reduction; and (2) when the energy reduction approaches their maximum possible amount,
tenants become less willing to reduce resource provisioning and energy.

To justify our choice of Sigmoid function, we consider two different cases of tenants’
response to rewards, and show that the aggregate energy reductions can be approximated
using Sigmoid functions. In the first case, we consider tenants’ threshold-based binary
response, where a tenant turns off the maximum number of servers subject to SLA when
the reward rate is more than a cost threshold. Fig. 2.12(a) shows a sample of responses by
three tenants (out of 15) who have different cost thresholds and SLA constraints. In the
second case, we consider a profit-based response: turning off a server incurs a switching cost
and also performance cost (due to possible performance degradation), and with the reward
information, a tenant determines the optimal number of servers to turn off to maximize
its net profit following a similar approach in [97]. We show a sample of profit-maximizing
responses of three tenants in Fig. 2.12(c). In both cases, tenants try to maximize their
own net profits, consistent with prior studies that focus on energy cost saving [101]. From
Fig. 2.12(b) and 2.12(d), we see that in both cases, Sigmoid function can be used to estimate
the aggregate response (i.e., total energy reduction by all tenants) with a high accuracy.
Note that while we use Sigmoid function for evaluation, our methodology also applies to
alternative response functions.

The colocation operator constructs a set of diurnal response functions, each corre-
sponding to a different time slot of a day. Fig. 2.13(a) shows tenants’ response to different
reward rates for the first time slot of a day. The error bars represent the deviation of ac-

tual response from the learnt/predicted value. We consider that before simulation begins,
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the colocation operator already has the response functions based on one month’s learning,
which is sufficient as we will show later in Fig. 2.16 that the colocation can adapt to large

changes in tenants’ responses within one month.

2.6.3 Results

Below, we present our results based on the above settings. We examine the exe-
cution of RECO and show the performance comparison in terms of cost savings. Then, we
demonstrate the applicability of RECO in different scenarios. The simulations are done for
one year and each time slot is 15-minute, matching PG&E’s peak power demand account-

ing [5].

Performance comparison

The colocation operator minimizes the cost by optimally choosing the reward rate
based on the response function and using Algorithm 2. Because of prediction error (as
shown by error bar in Fig. 2.13(a)), the actual energy reduction may be different from the

predicted value. However, Fig. 2.13(b) shows the actual and predicted energy reduction
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Figure 2.14: Grid power and reward rate w/ different algorithms.

for a snapshot period, matching each other fairly well. The average deviation between the
actual and predicted energy reduction for the whole year is less than 1%.

Fig. 2.14 shows a snapshot of colocation’s grid power consumption and reward
rates. In Fig. 2.14(a), we see that BASELINE has the highest grid power consumption
because tenants are charged based on power subscription and have no incentives to reduce
any energy. RECO and EPR have much lower grid power consumption compared to BASE-
LINE, saving 41% and 54% of average power consumption, respectively. Fig. 2.14(b) shows
the reward rates provided to tenants. We see that RECO offers lower reward rates (average
7 ¢/kWh) compared to EPR (average 9.7 ¢/kWh), because RECO is optimizing the reward
rate to minimize the colocation’s cost and giving a higher reward will increase energy re-
duction but the corresponding reward cost will increase the overall cost. Because of the
lower reward rate offered by RECO, power consumption of RECO is higher than EPR, but
the overall cost is reduced, which is the metric that RECO focuses on.

We show the cost savings of EPR and RECO in Fig. 2.15, compared to BASELINE
that offers no reward. The error bars in Fig. 2.15(a) represent the range of tenants’ cost

savings. We see that RECO has a more than 19% cost saving compared to BASELINE,
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Figure 2.15: Monthly cost savings for colocation and tenants.

while reaching up to 27% during the summer months. The increased cost savings during
summer months are because PG&E has higher energy and demand charges during summer,
thus increasing the potential of cost saving via rewards. EPR has a cost saving of around
15% during winter and 20% during summer. While RECO saves more than EPR in terms
of colocation’s costs, it gives less reward to tenants and keeps some energy cost saving for

the colocation operator. Nonetheless, tenants can still get back an average of more than

15% of their colocation costs.*

Adaptation of RECO

To demonstrate that RECO can adapt to large changes in tenants’ power manage-
ment, we increase the value of b in Sigmoid function for all the tenants’ responses at the
start of May, making the tenants less willing to reduce energy. We change back b to its
initial value at the start of September. Fig. 2.16(a) shows the impact caused by the sudden
changes in tenants’ behaviors on the response function. We see the sudden spikes in energy
reduction prediction errors when the changes occur, and then the error gradually goes down,

showing the adaptability of RECO. The similar pattern occurs again when the response set-

“Based on a fair market rate of 147$/kW per month for colocation [19].
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Figure 2.16: Impact of changes in tenants’ behaviors.

ting is changed back to its initial value. Positive prediction error indicates over-prediction
of energy reduction, while negative prediction error indicates under-prediction. We also see
that higher reward rate is offered when the tenants become less willing to participate in
RECO. However, as shown in Fig. 2.16(b), the tenants also have lower savings when they
are less willing to reduce energy and correspondingly, cost saving for the colocation also
decreases. We take the liberty that tenants will become more willing to shed energy (for
rewards), as power management is being increasingly adopted and tenants (e.g., Apple and
Akamai) are pressured by the public for energy efficiency [9,13].

Finally, we show in Fig. 2.17 the cost savings by RECO and EPR, compared to
BASELINE, in different U.S. colocation markets. The error bar indicates the range of
different tenants’ savings. The results are consistent with our above findings: by using

RECO, colocation operator achieves the lowest cost, while tenants are also able to save some
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Figure 2.17: Cost savings in different locations.

costs. The variations in cost savings across locations are mainly because of the location-

specific electricity rates and colocation rental rates.

2.7 Related Work

Data center power management has been well explored by many prior studies.
Notably, power proportionality [59,94,97], has been well investigated and also applied in
large systems (e.g., Facebook’s AutoScale [173]). In geo-distributed data centers, several
studies explore spatio-temporal diversity, e.g., electricity price [101,130,132], carbon effi-
ciency [47,87], and renewable availability [186]. Power over-subscription [167], hardware
heterogeneity [60], and thermal energy storage [188] are also effective to reduce operator’s
total cost of ownership and improve performance. Recently, taming data center’s peak power
demand has been studied by using, e.g., workload scheduling [166], load shedding [178], and
jointly optimizing I'T and facility resources [103]. These studies, however, are applicable for
owner-operated data centers; they cannot be used directly and/or effectively for colocations

due to the operator’s lack of control over tenants’ servers.
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In the context of colocations, [138] investigates colocation demand response to
aid power grid stability, while [74] proposes a bidding-based mechanism to let tenants
“compete” for a limited budget for minimizing carbon footprint (rather than cost). These
studies, however, suffer from tenants’ untruthfulness, i.e., if tenants report falsified values
to gain benefits, the solutions will collapse. By contrast, in our study, the colocation
operator proactively learns tenants’ response without relying on tenants’ self-reporting,
thus avoiding tenants’ cheating. Further, our study focuses on cost minimization and also
differs from [74,138] in: (1) we capture peak power demand charge; (2) we incorporate
the effect of outside temperature and solar energy availability; and (3) we propose a new
feedback-based online algorithm to optimize reward rate for cost minimization, shifting

power management in a colocation from “uncoordinated” to “coordinated”.

2.8 Conclusion

This paper focused on reducing operational cost for colocation and addressed the
lack of coordination among tenants’ power consumption, which has been neglected by prior
research. We proposed RECO, which learns tenants’ response to rewards and dynamically
sets the reward rate to reduce colocation’s cost using feedback-based online optimization.
We evaluated RECO via a scaled-down prototype and also simulations, showing that RECO
can save up to 27% of the operational cost while the tenants may save up to 15% of their

colocation rent subject to SLA.
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Chapter 3

A Spot Capacity Market to
Increase Power Infrastructure
Utilization in Multi-Tenant Data

Centers

3.1 Introduction

Scaling up power infrastructures to accommodate growing data center demand is
one of the biggest challenges faced by data center operators today. To see why, consider
that the power infrastructure (e.g., uninterrupted power supply, or UPS), along with the
cooling system, incurs a capital expense of US$10-25 per watt of IT critical power delivered

to servers, amounting to a multi-million or even billion dollar project to add new data
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center capacities [42,167,174]. Further, other constraints, such as local grid capacity and
long time-to-market cycle, are also limiting the expansion of data center capacities.

Traditionally, when deciding the capacity, data center operators size the power
infrastructure in order to support the servers’ maximum power demand with a very high
availability (often nearly 100%). Nonetheless, this approach incurs a considerable cost,
since the power demands of servers rarely peak simultaneously. More recently, data cen-
ter operators have commonly used capacity oversubscription to improve utilization, i.e., by
deploying more servers than what the power and/or cooling capacity allows and apply-
ing power capping to handle emergencies (e.g., when the aggregate demand exceeds the
capacity) [45,107,174].

While oversubscription has proven to be effective at increasing capacity utilization,
data center power infrastructure is still largely under-utilized today, wasting more than
15% of the capacity on average, even in state-of-the-art data centers like Facebook [17,
169,174]. This is not due to the lack of capacity demand, as many new data centers are
being constructed. Instead, the reason this under-utilization remains is that, regardless
of oversubscription, the aggregate server power demand fluctuates and does not always
stay at high levels, whereas the infrastructure is provisioned to sustain a high demand in
order to avoid frequent emergencies that can compromise data center reliability [45,75,174].
Consequently, there exists a varying amount of unused power capacity, which we refer to as
spot (power) capacity and illustrate in Fig. 3.2(a) in Section 3.2.

Spot capacity is common and prominent in data centers, and has increasingly

received attention. For example, some studies have proposed to dynamically allocate spot
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capacity to servers/racks for performance boosting via power routing [126] and “soft fuse”
[55].

Importantly, all the prior research on exploiting spot capacity has focused on an
owner-operated data center, where the operator fully controls the servers. In contrast, our
goal is to develop an approach for exploiting spot capacity in multi-tenant data centers.

Multi-tenant data centers (also commonly called colocation) are a crucial but
under-explored type of data center that hosts physical servers owned by different tenants
in a shared facility. Unlike typical cloud providers that offer virtual machines (VMs),
the operator of a multi-tenant data center is only responsible for non-IT infrastructure
support (like power and cooling), and each tenant manages its own physical servers. Multi-
tenant data centers account for five times the energy consumed by Google-type owner-
operated data centers altogether [120]. Most tenants are medium/large companies with
advanced server management. For example, both Microsoft and Google have recently leased
capacities in several multi-tenant data centers for global service expansion, while Apple
houses approximately 25% of its servers in multi-tenant data centers [14].

In a multi-tenant data center, power capacity is typically leased to tenants in
advance without runtime flexibility. Traditionally, tenants reserve/subscribe a sufficiently
large capacity to meet their maximum demand, but this is very expensive (at US$120-
250/kW /month) and results in a low utilization of the reserved capacity. More recently, an
increasingly larger number of cost-conscious tenants have begun to reserve capacities that
are lower than their peak demand [123,158]. This is similar to the common practice of under-

provisioning power infrastructure (equivalently, oversubscribing a given infrastructure) for
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cost saving in owner-operated data centers [42,169]. In fact, even Facebook under-provisions
its power infrastructure [174]. Thus, when their demand is high, tenants with insufficient
capacity reservation need to cap power (e.g., scaling down CPU [45,71,174]), incurring a
performance degradation.

Spot capacity complements the traditionally fixed capacity reservation by intro-
ducing a runtime flexibility, which is aligned with the industrial trend of provisioning more
elastic and flexible power capacities. Concretely, spot capacity targets a growing class of
tenants — cost-conscious tenants with insufficient capacity reservation upfront — and, on
a best-effort basis, provides additional power capacities to help them mitigate performance
degradation (or equivalently improve performance) during their high demand periods. More
importantly, utilizing spot capacity incurs a negligible cost increase for participating ten-
ants (as low as 0.3%, shown by Fig. 3.12 in Section 3.5.2). In addition, without power
infrastructure expansion, the operator can make extra profit by offering spot capacity on
demand. However, exploiting spot capacity is more challenging and requires a significantly
different approach in multi-tenant data centers than in owner-operated data centers because
the operator has no control over tenants’ servers, let alone the knowledge of which tenants
need spot capacity and by how much.

Contributions of this work. In this paper, we propose a novel market approach,
called Spot Data Center capacity management (SpotDC), which leverages demand bidding
and dynamically allocates spot capacity to tenants to mitigate performance degradation.
Such flexible capacity provisioning complements the traditional offering of guaranteed ca-

pacity, and is aligned with the industrial trend.
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Our work is motivated by other spot markets (e.g., cognitive radio [64] and the
Amazon cloud [10]). However, market design for spot power capacity is quite different,
facing a variety of multifaceted challenges. First, the operator does not know when/which
racks need spot capacity and by how much. Even without changing workloads, tenants’
rack-level power can vary flexibly to achieve different performances [104], and extracting
elastic spot capacity demand at scale can be very challenging, especially in a large data
center with thousands of racks. In addition, practical constraints (e.g., multi-level power
capacity) mean that the operator needs a new way to set market prices. Finally, rather than
being restricted to only bid the total demand as considered elsewhere (like Amazon [10]),
tenants bid for spot capacity differently — bid a demand vector for their racks which need
spot capacity and can jointly affect the workload performance (Section 3.3.2).

Our design of SpotDC addresses each of these challenges. First, it has a low over-
head: only soliciting four bidding parameters for each rack that needs spot capacity. Second,
it quickly computes spot capacity allocation under practical constraints, without compro-
mising reliability. In addition, we provide a guideline for tenants’ spot capacity bidding to
avoid performance degradation (or improve their performance). Finally, as demonstrated by
experiments, SpotDC is “win-win”: tenants improve performance by 1.2-1.8x (on average)
at a marginal cost increase compared to the no spot capacity case, while the operator can
increase its profit by 9.7% with any capacity expansion.

The novelty of our work is that SpotDC is a lightweight market approach to dy-
namically exploit spot capacity in multi-tenant data centers, complementing fixed capacity

reservation. This is in stark contrast with the prior research that has focused on improv-
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Figure 3.1: Overview of a multi-tenant data center.

ing power infrastructure utilization in owner-operated data centers [55,99, 126, 167] and

maximizing IT resource utilization (e.g., CPU) [60].

3.2 Opportunities for Spot Capacity

This section highlights that spot capacity is a prominent “win-win” resource in a
multi-tenant data center: tenants can utilize spot capacity to mitigate performance degra-

dation on demand at a low cost, while the operator can make an extra profit.

3.2.1 Overview of Data Center Infrastructure

Multi-tenant data centers employ a tree-type power hierarchy. As illustrated in
Fig. 3.1, high-voltage grid power first enters the data center through an automatic transfer
switch (ATS), which selects between grid power (during normal operation) and standby
generation (during utility failures). Then, power is fed into the UPS, which outputs “pro-

tected” power to cluster-level power distribution units (PDUs). Each PDU has a IT power
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capacity of 200-300kW and supports roughly 50-80 racks/cabinets. At the rack level, there
is a power strip (also called rack PDU) that directly connects to servers. In a typical (retail)
multi-tenant data center, tenants each manage multiple racks and share PDUs.

The capacities at all levels must not be exceeded to ensure reliability. Typically,
the UPS and cluster PDUs handle power at a high or medium voltage and hence are very
expensive, costing US$10-25 per watt (along with the cooling system and backup generator)
[42,75]. Nonetheless, the rack-level PDU has a lower voltage and is very cheap (e.g., US¢20-
50 per watt) [12,126]. Thus, the capacity bottleneck is at the shared UPSes/PDUs, not at
individual tenants’ racks. In fact, 20% rack-level capacity margin is already in place [45],
and additional over-provisioning is increasingly more common for flexible power distribution

to racks (e.g., power routing [126]).

3.2.2 Spot Capacity v.s. Oversubscription

Like in owner-operated data centers, power capacity is under-utilized in multi-
tenant data centers. Fig. 3.2(b) plots the cumulative density function (CDF) of measured
power at a PDU serving five tenants in a commercial data center over three months. The
CDF is normalized to the maximum power and shown as the left-most curve. Suppose
that the PDU capacity is provisioned at the maximum power demand. Ideally, if the PDU
is always 100% utilized, the power usage CDF would become a vertical line, as shown in
Fig. 3.2(b), which highlights a large gap between the measured CDF and the ideal case.

To improve infrastructure utilization, data center operators commonly oversub-
scribe the capacity, as tenants typically do not have peak power at the same time. To

illustrate oversubscription, we keep the same PDU capacity and add another two tenants,
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resulting in a new CDF (dotted line in Fig. 3.2(b)) which is closer to the ideal case than
the original CDF. The improved capacity utilization is indicated by the area “A”. However,
oversubscription may occasionally trigger an emergency when power capacity is exceeded
(indicated by the area “B”). This has been well understood, and many power capping
solutions have been proposed to handle emergencies [45,75,167,174].

To avoid frequent emergencies, the shared UPS/PDUs must be sized to sustain
a high aggregate power demand [42,45,75,174]. Consequently, even when some tenants
have reached their capacities, other tenants may still have low power usage, possibly re-
sulting in spot capacity at the shared PDU/UPS. The existence of spot capacity is also

visualized by the gap (area “C”) between the actual and idealized CDFs in Fig. 3.2(b).
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Importantly, spot capacity can be allocated to those tenants to improve performances on
demand (Section 3.2.3).

Therefore, exploiting spot capacity and power oversubscription are complementary
to increasing data center infrastructure utilization: oversubscription is decided over a long
timescale and requires power shaving during emergencies [45,75,174], whereas spot capac-
ity is dynamically exploited based on the runtime availability to deliver additional power

budgets to tenants (with insufficient capacity reservation) for performance improvement.

3.2.3 Potential to Exploit Spot Capacity

Even with the same servers/workloads, a tenant’s power usage can be elastic and
can vary significantly depending on power control and/or workload scheduling [104]. Thus,
given a server deployment, a tenant’s power capacity subscription can vary widely.

Traditionally, each tenant reserves a sufficiently large capacity of the shared PDU
with a high availability guarantee (a.k.a. guaranteed capacity) to support its maximum
power demand, which is illustrated as “High Res” (high reservation) in Fig. 3.2(c). The
guaranteed capacity subscription, at US$120-250/kW /month, is a major fraction of tenants’
cost and can even exceed 1.5 times of the metered energy charge [58,75]. Furthermore,
tenants rarely fully utilize their large guaranteed capacities.

More recently, the shrinking IT budget has placed a growing cost pressure on
tenants. A 2016 survey shows that 40% of tenants end up paying more than what they
anticipate for their power subscription [158]. Thus, studies on reducing tenants’ power
costs have been proliferating [73,123,165]. Notably, cost-conscious tenants have commonly

reserved capacities lower than their maximum power demand to reduce costs [123]. This is
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illustrated by “Low Res” (low reservation) in Fig. 3.2(c), and similar to under-provisioning
power infrastructures in owner-operated data centers such as Facebook [169,174]. Then,
when their demand is high, tenants with insufficient capacity reservation need to apply
power capping, incurring a performance degradation; otherwise, heavy penalties will be
applied.

As illustrated in Fig. 3.2(c), spot capacity helps tenants with insufficient capacity
reservation mitigate performance degradation when their power demand is high. Specif-
ically, when a tenant with insufficient capacity reservation has high workloads, the oper-
ator can allocate spot capacity, if available, to this tenant’s racks as an additional power
budget to mitigate performance degradation. The rack-level PDU capacity is not a bottle-
neck [55,126], and the operator can dynamically adjust it at runtime, which is already a
built-in functionality in many of today’s rack-level PDUs [12]. More importantly, utilizing
spot capacity incurs a negligible cost for participating tenants (as low as 0.3% and much
lower than reserving additional guaranteed capacities, shown in Section 3.5.2).

Spot capacity v.s. guaranteed capacity. Spot capacity is dynamically al-
located based on demand function bidding (Section 3.3.2). But, once spot capacity is
allocated, it can be utilized over a pre-determined time slot (e.g., 1-5 minutes) in the same
way as guaranteed capacity,! with the exception that it may be unavailable in the next time
slot. This differs from the Amazon spot market where allocated VMs may be evicted at
any time.

In practice, tenants with insufficient capacity reservation often run delay-tolerant

workloads (e.g., batch processing), which exhibit large scheduling flexibilities and are run

1Section 3.3.3 discusses how to guarantee spot capacity for one slot.
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on 50+% servers (with roughly 50% power capacity) in data centers [17,169]. Note that,
for a tech-savvy tenant with advanced power control, insufficient capacity reservation can
even apply for delay-sensitive workloads (e.g., web service), as is being done by large com-
panies [42,169, 174]. In this paper, we use opportunistic and sprinting tenants to refer
to tenants which use spot capacity to mitigate slowing down of delay-tolerant and delay-
sensitive workloads, respectively. Thus, a tenant can be both opportunistic and sprinting.
In any case, with the help of spot capacity, a tenant with insufficient capacity reserva-
tion can temporarily process its workloads without power capping (or cap power less fre-
quently/aggressively than it would otherwise).

Importantly, spot capacity targets cost-conscious tenants with insufficient capacity
reservation and does not affect the revenue of guaranteed capacity. Even without cost-
effective spot capacity, these tenants already choose insufficient capacity reservation; they
would not pay the high cost and reserve a sufficiently large amount of guaranteed capacity
to meet their maximum power demand. On the other hand, tenants running mission-
critical workloads will likely continue reserving a sufficient guaranteed capacity without

using intermittent spot capacity.

3.3 The Design of SpotDC

Our main contribution is a new market approach for exploiting spot capacity,
SpotDC, which leverages a new demand function bidding approach to extract tenants’ rack-
level spot capacity demand elasticity at runtime and reconcile different objectives of tenants

and the operator: tenants first bid to express their spot capacity demand, and then the oper-
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ator sets a market price to allocate spot capacity and maximize its profit. With SpotDC, the
operator makes extra profit, while participating tenants mitigate performance degradation

(or improve performance) at a low cost.

3.3.1 Problem Formulation

To design SpotDC, we consider a time-slotted model, where each dynamic spot
capacity allocation decision is only effective for one time slot. The duration of each time
slot can be 1-5 minutes [126].

Model. Consider a data center with one UPS supporting M cluster PDUs indexed
by the set M ={m |m =1,---,M}. There are R racks indexed by the set R = {r | r =
1,---,R}, and N tenants indexed by the set N = {n | n =1,---,N}. Denote the set of
racks connected to PDU m as R,, C R. Note that racks are not shared among tenants in
a multi-tenant data center, while a tenant can have multiple racks.

The operator continuously monitors power usage at rack levels [45,126,174]. For
timeslot t = 1,2, - - -, the predicted available spot capacity at the upper-level UPS is denoted
by P,(t), and the available spot capacity at PDU m is denoted by P, (t), for m =1,2,---.
How to predict the available spot capacity is discussed in Section 3.3.3. At the rack level, the
physical capacity is over-provisioned beyond the guaranteed capacity to support additional
power budgets (i.e., spot capacity). The maximum spot capacity supported by rack r is
denoted as P,

The operator sells spot capacity at price ¢(t), with a unit of $/kW per time slot.
The set of racks that requests spot capacity is denoted by S(t) € R, and the actual spot

capacity allocated to rack r € S(t) is denoted by D, (q(t)).
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Objective. The operator incurs no extra operating costs for offering spot capacity,
since tenants pay for metered energy usage (and otherwise a reservation price can be set to
recoup energy costs). Thus, the operator’s profit maximization problem at time ¢ can be

formalized as:

maximize q(t)- Y Dr(q(t)). (3.1)
a(t) res(t)

Constraints. We list the most important power capacity constraints for spot

capacity allocation, from rack to UPS levels, as follows:

Rack : D, (q(t)) < PR, vr e S(t) (3.2)

PDU: Y D,(q(t)) < Pult), Ym e M (3.3)
reS{t)NRm

UPS: ) Dr(qt) < Polt) (3.4)
reS(t)

Other constraints, such as heat density (limiting the maximum cooling load, or server power,
over an area) and phase balance (ensuring that the power draw of each phase should be
similar in three-phase PDUs/UPSes), can also be incorporated into spot capacity allocation
following the model in [126], and are omitted for brevity.

In SpotDC, spot capacity allocation is at a rack-level granularity, since tenants
manage their own racks while the operator controls upstream infrastructures like PDU and
UPS. Note that with a tenant-level spot capacity allocation, the operator would have mo
knowledge of or control over how a tenant would distribute its received spot capacity among
its racks. This can create capacity overloading and/or local hot spots if multiple tenants

concentrate their received spot capacity over a few nearby racks served by a single PDU.
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Finally, rack-level spot capacity allocation does not require a homogeneous rack setup. Dif-
ferent tenants can have different racks with different configurations, and even a single tenant

can have diverse rack configurations.

3.3.2 Market Design

A key challenge for maximizing the operator’s profit is that, due to its lack of
control over tenants’ servers, the operator does not know tenants’ demand function: which
tenants need spot capacity and by how much. This is private information of individual ten-
ants. Prediction is a natural solution to the challenge — the operator first predicts tenants’
responses and then sets a profit-maximizing price for tenants to respond. However, due to
the capacity constraints at different levels in Eqns. (3.2), (3.3) and (3.4), prediction needs to
be done rack-wise and there can be hundreds or even thousands of racks with dynamic work-
loads. Most importantly, with prediction-based pricing, spot capacity allocation is decided
by the tenants (passively through their responses to the market price set by the operator).
This can lead to dangerous capacity overloads in the event of under-predicting tenants’
spot capacity demands (i.e., setting a too low price). Thus, prediction-based pricing is not
suitable for spot capacity allocation. In contrast, an alternative to prediction is to solicit
tenants’ demand through bidding, called demand function bidding: each participating ten-
ant first reports its own spot capacity demand to the operator through a bidding process,
and then the operator allocates spot capacity by setting a market price while meeting all

the capacity constraints.

58



Demand function

The core of demand function bidding is to extract users’ demand through a func-
tion (called demand function), which can capture how the demand varies as a function of
the price. In our context, there can be up to thousands of racks, and even without reducing
the workloads, server power can vary to achieve different performances (e.g., with a granu-
larity of watt by Intel’s RAPL) [104]. Thus, our goal is to design a demand function that
can extract tenants’ rack-level elastic spot capacity demand reasonably well yet at a low
complexity /overhead.

A straightforward approach is to solicit each tenant’s complete rack-level demand
curve under all possible prices. We illustrate in Fig. 3.3(a) an example demand curve
(labeled as “Reference,” and Section 3.4.3 explains how to derive it). The actual demand
curve can be even more complex and multi-dimensional (for multiple racks, as shown in
Fig. 3.4(a)), thus incurring a high overhead to extract. In addition, bidding the complete
demand curve is difficult for participating tenants, as they must evaluate their demand
under many prices. For these reasons, soliciting the complete demand curve is rarely used
in real markets [10,80].

In practice, parameterized demand function bidding is commonly applied when
the buyers’ demand is unknown to the seller a priori. For example, a step demand function
illustrated in the shaded area in Fig. 3.3(a) is used by Amazon spot VM market [10] and
means that a user is willing to pay up to a certain price for a fized amount of requested
VMs. We refer to this demand function as StepBid. While it has a low overhead, StepBid

can be very different from tenants’ actual demand curve (“Reference”) shown in Fig. 3.3(a).
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Moreover, with StepBid, the operator cannot flexibly allocate spot capacity: a tenant’s spot
capacity demand can only be either 100% or 0% satisfied. Thus, StepBid cannot capture a
tenant’s rack-level spot capacity demand elasticity. As illustrated in Fig. 3.3(b), even at the
shared PDU level, StepBid cannot extract the aggregate demand elasticity of multiple racks,
thus resulting in a lower profit for the operator (Section 3.5.3). The reason is that, although
StepBid can extract the aggregate demand elasticity over a large number of racks, spot
capacity allocation is subject to several localized constraints (e.g., shared PDU capacity)
that each cover only up to a few tens of racks. This is in sharp contrast with Amazon spot
market where the unused VMs are pooled together and allocated to a large number of users
without restricting one user’s demand to any particular rack.

Piece-wise linear demand function. We propose a new parameterized de-
mand function which, as illustrated by “Linear Bid” in Fig. 3.3(b), approzimates the actual
demand curve using three line segments: first, a horizonal segment: tenant specifies its

maximum spot capacity demand for a rack as well as the market price it is willing to
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pay; second, a linearly decreasing segment: the demand decreases linearly as the market
price increases; and third, a vertical segment: the last segment indicates tenant’s maximum
acceptable price and the corresponding minimum demand.

As shown in Fig. 3.3(a), our linear demand function for rack r is uniquely deter-

mined by four parameters:

br — {(Dmax,ra Qmin,r)a (Dmin,ra Qmax,r)} (3-5)

where Dpax » and Dyin - are the maximum and minimum spot capacity demand, and gmin »
and gmax, are corresponding prices, respectively. We also allow Dyax,r = Dmin,r O @mins =
@max,r, Which reduces to StepBid.

We choose our linear demand function for its simplicity and good extraction of
the demand elasticity. It also represents a midpoint between StepBid (which is even simpler
but cannot extract spot capacity demand elasticity) and soliciting the complete demand
curve (which is difficult to bid and rarely used in practice [80]). Moreover, the experiment
in Section 3.5.3 shows that, using our demand function, the operator’s profit is much higher
than that using StepBid and also fairly close to the optimal profit when the complete demand

curve is solicited, thus further justifying the choice of our demand function.

Spot capacity allocation

The following three steps describe the spot capacity allocation process, which is

also described in Algorithm 3.
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Algorithm 3 SpotDC— Spot Capacity Management

1: Continuously monitor rack power

2: fort=0,1,--- do

3: Each participating tenant analyzes workloads and submits bids

4: Collect bids b, and predict spot capacity

5 Decide price ¢(t+1), send market price and spot capacity allocation to participating
tenants, and re-set rack capacity via intelligent rack PDU

6: Each tenant manages its power subject to the allocated spot capacity effective for
time t 4+ 1

Step 1: Demand function bidding. Participating tenants, at their own discretion, decide
their rack-wise bidding parameters based on their anticipated workloads and needs of spot
capacity for the next time slot.

Step 2: Market clearing. Upon collecting the bids, the operator sets the market price ¢(t) to
maximize profit, i.e., solving (3.1) subject to multi-level capacity constraints (3.2)(3.3)(3.4).
This can be done very quickly through a simple search over the feasible price range.

Step 3: Actual spot capacity allocation. Given the market price ¢(t) plugged into the
demand function, each tenant knows its per-rack spot capacity and can use additional

power up to the allocated spot capacity during time ¢.

Tenant’s bidding for spot capacity

For a tenant, the power budgets for multiple racks jointly determine the appli-
cation performance (e.g., latency of a three-tier web service, with each tier housed in one
rack). Thus, a key difference from spot VM bidding in Amazon [10] is that, in our con-
text, each participating tenant needs to bid a bundled demand for all of its racks that need
spot capacity. Nonetheless, the bidding strategy is still at the discretion of tenants in our

context, like in Amazon spot market. It can follow a simple strategy for each rack: bid
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the needed extra power (i.e., total power needed minus the reserved capacity) as spot ca-
pacity demand with Dyaxr = Dmin,r, and set the amortized guaranteed capacity rate (at
US$120-250/kW /month) as maximum price. Tenants routinely evaluate server power under
different workloads prior to service deployment [167,169,174], and thus can determine their
needed power based on estimated workloads at runtime.

On the other hand, advanced tenants with detailed power-performance profiling
can also bid holistically for their racks in need of spot capacity. Below, we provide a
guideline for spot capacity bidding to highlight how advanced tenants may approach this
task, although our focus is on the operator’s side — setting up a market for spot capacity
allocation.

Given each price, there exists an optimal spot capacity demand vector for a ten-
ant’s racks. The optimality can be in the sense of maximizing the tenant’s net benefit (i.e.,
performance gain measured in dollars,? minus payment), maximizing performance gain (not
lower than payment), or others, which tenants can decide on their own. Consider web ser-
vice (as described in Section 3.4.2) on two racks as an example. As illustrated in Fig. 3.4(a),
tenant identifies its demand curve by first evaluating performance gains resulting from spot
capacity (Section 3.4.3) and then finding optimal demand vectors under different prices.

In general, the relation between rack-1 demand and rack-2 demand may be non-
linear, as shown in Fig. 3.4(b). Nonetheless, spot capacity allocated to both racks are
determined by the same price and may not follow the optimal demand curve. For example,

one rack’s spot capacity allocation may change linearly in the other’s. Consequently, the

“The monetary value for performance gain [47] is quantified by tenants as described in Section 3.4.3.
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Figure 3.4: Demand function bidding. (a) Optimal spot capacity demand and bidding
curve. (b) 2D view.

tenant needs to approrimate the optimal demand curve using, e.g., a line shown as “Bid” in
Fig. 3.4(a). We also present the top-down perspective of bidding curve in Fig. 3.4(b), which
indicates the relation between the two racks’ actual spot capacity demand. In Fig. 3.4(a),
the bidding demand curve includes all the needed parameters: the maximum and minimum
demand pairs for the two racks, as well as the corresponding bidding prices (the same guin
and gmax for the two racks).

A tenant can bid similarly if K of its racks need spot capacity: decide the maximum
and minimum bidding demand vectors (Dmax,1, * - » Dmax, k) and (Dmin,1, - - - » Dmin, k), Which
are joined in an affine manner to approximate the optimal K-dimensional demand, and then
decide the two corresponding bidding prices.

Finally, it is important to note that tenants can bid freely without their own
strategies. Thus, the resulting bidding profile and spot capacity allocation can be signifi-
cantly different from the theoretical equilibrium point at which each participating tenant’s
net benefit is maximized (given the other tenants’ bids) [80]. In fact, even under a set of

simplified assumptions (e.g., concave utility for each tenant, no tenant forecasts the market
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Figure 3.5: System diagram for SpotDC.

price, etc.), it is non-trivial to derive the theoretical equilibrium point [80], since a tenant’s
spot capacity demand involves multiple racks and hence is multi-dimensional. Further,
given tenants’ strategic behaviors and lack of information about each other, how to reach
an equilibrium is a theoretically challenging problem [80]. Thus, we focus on the operator’s
spot capacity market design and resort to case studies to show the benefit of exploiting
spot capacity (Section 3.5), while leaving the theoretical equilibrium bidding analysis as

our future work.

3.3.3 Implementation and Discussion

We now illustrate the implementation for SpotDC in Fig. 3.5, where the applica-
tion program interfaces (APIs), as highlighted in shaded boxes, facilitate communications
between the operator and tenants using a simple network management protocol. In our
time-slotted model, the data center operator and participating tenants are synchronized by

periodically exchanging HeartBeat (---) signals. As suggested by [126], each time slot can
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Figure 3.6: Timing of SpotDC for spot capacity allocation.

be 1-5 minutes in practice. To conclude the design of SpotDC, it is important to discuss a
few remaining practical issues.

Timing. We show in Fig. 3.6 the timing of different stages leading to and during
spot capacity allocation in time slot . For using spot capacity during time slot ¢, tenants
need to submit their demand bids (marked as “1”) during time slot ¢ — 1. The gradient
color is to emphasize that most bids are expected to be received closer to time slot ¢.
Then, the operator predicts the available spot capacity (marked as “2”) before clearing the
market. The market clearing time (marked as “3”) is very small (less than a second), and
the clearing price is broadcast to the tenants. Finally, from their demand functions, tenants
determine their rack-level spot capacity allocation and use it (marked as “4”) during time
slot t. Note that participating tenants have an entire time slot to decide and send their
bids to the operator for using spot capacity in the next time slot. Thus, the communication
delay (in the order of hundreds of milliseconds) is insignificant even when tenants submit
bids remotely.

Spot capacity prediction. The operator can predict spot capacity by taking the

current aggregate power usage as a reference and subtracting it from the physical PDU/UPS
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capacity. For racks that are currently using spot capacity or request it for the next time slot,
the guaranteed rack-level capacity will be used as their reference power usage. Collecting the
power readings can be done near instantaneously as a part of the routine power monitoring.
The key concern here is how accurate the prediction of spot capacity is. We note that, due
to statistical multiplexing, the cluster-level PDU power only changes marginally within a
few minutes (e.g., less than £2.5% within one minute for 99% of the times) [126,169,174]. In
Fig. 3.7(a), we show the statistics of PDU-level power variations in our experimental power
trace (Section 3.5) and see that it is consistent with the results in [169]: the PDU-level power
changes slowly across consecutive time slots. Moreover, in almost all cases, spot capacity
is not completely utilized due to the operator’s profit-maximizing pricing and multi-level
capacity constraints (as seen in Fig. 3.10). The operator can also conservatively predict (i.e.,
under-predict) the available spot capacity without noticeably affecting its profit or tenants’
performance (Fig. 3.17). Finally, any unexpected short-term power spike can be handled by
circuit breaker tolerance, let alone the power system redundancy in place. Therefore, even
with inaccurate spot capacity prediction, the availability of spot capacity can be guaranteed
for one time slot almost highly as the normal power capacity provisioning.

Applicability. SpotDC targets a growing class of tenants — cost-conscious ten-
ants with insufficient capacity reservation (even Facebook under-provisions power capacity
in its own data center [174]) — and helps them mitigate performance degradation on a
best-effort basis. Utilizing spot capacity is even easier than otherwise: with spot capacity,
a tenant caps power less frequently/aggressively than it would otherwise. Moreover, spot

capacity bidding is at the discretion of tenants: it can be either as simple as bidding the
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Figure 3.7: (a) PDU power variation in our simulation trace. (b) Market clearing time at
scale.

needed power at a fixed price, or as sophisticated as holistically bidding for multiple racks
in need of spot capacity (Section 3.3.2). There is no application/workload requirement for
tenants to participate in SpotDC, as long as they can control power subject to dynamic spot
capacity allocation.

Scalability. The design of SpotDC is highly scalable since only four parameters
are solicited for each rack in need of spot capacity; no bids are required for racks that do
not need extra power demand beyond the reserved capacity. Additionally, our proposed
uniform clearing price only requires a scan over feasible prices subject to the infrastructure
constraints. Therefore, the market clearing is very fast. We show in Fig. 3.7(b) the average
market clearing time for different numbers of server racks and different search step sizes
in our large-scale simulation (Section 3.5.4) on a typical desktop computer. We see that
even with 15000 racks, the average clearing time is less than a second for a step size of 0.1
cents/kW. For a step size of 1 cent/kW, the average clearing time is below 100ms. Further,
it takes almost no time for the operator to reset rack-level power budgets (e.g., 20+ times

per second for our PDU [12] without any timeouts).
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Table 3.1: Testbed Configuration.

PDU | Tenant Type Alias | Workload | Subscription
Search-1 Sprinting S-1 Search 145W
#1 Web Sprinting S-2 | Web Serving 115W
Count-1 | Opportunistic | O-1 | Word Count 125W
Graph-1 | Opportunistic | O-2 | Graph Anal. 115W
Other — — — 250W
Search-2 Sprinting S-3 Search 145W
49 Count-2 | Opportunistic | O-3 | Word Count 125W
Sort Opportunistic | O-4 TeraSort 125W
Graph-2 | Opportunistic | O-5 | Graph Anal. 115W
Other — — — 250W

Market power and collusion. Tenants with a dominant position may have the
power to alter the market price. In theory, tenants might also collude to lower prices. But,

this is unlikely in practice, because tenants have no knowledge of the other tenants they are

sharing the PDU with, let alone when and where those tenants need spot capacity.

Handling exceptions. In case of any communications losses, SpotDC resume
to the default case of “no spot capacity” for affected tenants/racks. In addition, power
monitoring at the rack (and even server) level is already implemented for reliability and/or
billing purposes [12,126,174]. If certain tenants exceed their own assigned power capacity

(including spot capacity if applicable), they may be warned and/or face involuntary power

cut.

3.4 Evaluation Methodology

To evaluate SpotDC we use a combination of testbed and simulation experiments,

which we describe below.
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3.4.1 Testbed Configuration

Like in the literature [75,167], we build a scaled-down testbed with Dell Pow-
erEdge servers connected to two PDUs, labeled as PDU#1 and PDU#2, respectively. In
our scaled-down system, each server is considered as a “rack”. We show our testbed config-
uration in Table 3.1, where the subscription amounts (i.e., guaranteed capacity) are based
on corresponding tenant’s power usage in our experiment. We use two off-the-shelf PDUs
(AP8632 from APC [12]) with per-outlet metering capabilities. Each PDU has four par-
ticipating tenants and one group of “other” tenants representing non-participating tenants.
The total leased capacities of PDU#1 and PDU#2 are 750W and 760W, respectively. We
assume that the two PDUs have a capacity of 715W and 724W, respectively, to achieve 5%
oversubscription (e.g., 750W=715W*105%) [75]. We also consider a common oversubscrip-

tion by 5% at the upper UPS, and hence the total power usage need to be capped at 1370W

(_ 715W+724W)
- 105% !

3.4.2 Workloads

We consider a mixture of workloads in our experiments. Each workload is repre-
sentative of a particular class of tenants in multi-tenant data centers, and they are typical
choices in the prior studies [75,167,169].

Search. We implement the web search benchmark from CloudSuite [44] in two
servers, each virtualized into three VMs. It is based on a Nutch search engine which
benchmarks the indexing process. Our implementation uses one front-end and five index

serving VMs.
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Figure 3.8: Power-performance relation at different workload levels.

Web serving. We use the web serving benchmark from CloudSuite [44] that
implements a Web 2.0 social-event application using PHP. The front-end is implemented
using a Nginx web sever, while the back-end is implemented using MySQL database on a
separate server.

Word count and TeraSort. We implement both WordCount and TeraSort
benchmarks based on Hadoop 2.6.4 with one master node and seven data nodes, hosted
on eight VMs. In our experiment, WordCount processes a 15GB input file, while TeraSort
sorts 5GB of data.

Graph analytics. We implement PowerGraph [105] on two servers (16GB mem-
ory each). A Twitter data set consisting of 11 million nodes from [182] is used as the

input.

3.4.3 Power and Performance Model

To participate in SpotDC, a tenant needs to assess the the performance improve-
ment resulting from spot capacity. Towards this end, we first run the workloads at different

power levels and workload intensities. Fig. 3.8 shows the power-performance relation of
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Search-1, Web and Count-1 for selected workload intensities. The other workloads also
exhibit similar power-performance relations and are omitted for brevity.

The power-performance relation gives the potential performance improvement
from spot capacity. To determine the bidding parameters, performance improvement needs
to be converted into a monetary value. A tenant participating in SpotDC can decide the
monetary value at its own discretion without affecting our SpotDC framework. For eval-
uation purposes, we convert the performance into monetary values following the prior re-
search [47,75]. Specifically, for sprinting tenants (Search and Web), we consider the following
model: Cenant = @ - d if d < diy,, and Cenant = a - d + b - (d — dip)? otherwise, where Ctenant
measures the equivalent monetary cost per job, a and b are modeling parameters, and d
is the actual performance (e.g., 99-percentile, or p99, latency for Search and p90 latency
for Web) and dyy, is the service level objective (SLO, 100ms for all sprinting tenants). The
model indicates that the cost increases linearly with latency below the SLO threshold, and
quadratically when latency is greater than the SLO to account for penalties of SLO viola-
tion. For opportunistic tenants running Hadoop and graph analytics, we use throughput
(inverse of job completion time) as the performance metric and employ a linear cost model
Ctenant = P * Ljob, Where p is a scaling parameter and T}y, is the job completion time.

Tenants can first estimate their performance “costs” with and without spot ca-
pacity, respectively, and then the difference is the performance gain (in dollars) brought by
spot capacity. In our experiments, the cost parameters are chosen such that spot capacity
will not cost more than directly subscribing guaranteed capacity. Further, we assume that

Search tenants bid the highest price, Web tenants bid a medium price, and opportunistic
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Figure 3.9: Performance gain versus spot capacity allocation.

tenants bid the lowest price. Fig. 3.9 shows an example of performance gain in terms of
dollars (for using spot capacity per hour) under different spot capacity allocation for the
Search-1, Web, and Count-1 tenants, respectively. The monetary values are small due to
our scaled-down experimental setup. While tenants can decide bids freely, we consider the

guideline in Section 3.3.2 as the tenants’ default bidding approach.

3.4.4 Performance Metrics

For the operator, the key metric is the profit obtained through selling spot capacity.
For tenants, performance improvement and extra cost for using spot capacity (compared to
the no spot capacity case) are the two key metrics.

Specifically, for sprinting tenants running interactive workloads, we consider tail
latency: p99 latency for the two search tenants, and p90 latency for the web tenant (as
p90 latency is the only metric reported by our load generator). For opportunistic tenants
running delay-tolerant workloads, throughput is used as the performance metric: data

processing rate for WordCount and TeraSort tenants, and node processing rate for the

GraphAnalytics tenant.

3There is no extra server cost for using spot capacity (Section 3.2.3).
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Figure 3.10: A 20-minute trace of power (at PDU#1) and price. The market price increases
when sprinting tenants participate (e.g., starting at 240 and 720 seconds), and decreases
when more spot capacity is available (e.g., starting at 360 seconds).

3.5 Evaluation Results

In this section, we present the evaluation results based on our testbed and sim-
ulations. Our results highlight that spot capacity can greatly benefit both the operator
and tenants: compared to the no spot capacity case, the operator can earn an extra profit
by 9.7%, and tenants can improve performance by 1.2-1.8x (on average) while keeping the

additional costs low (as low as 0.5%).

3.5.1 Execution of SpotDC

For our first experiment, we execute SpotDC in our testbed for 20 minutes divided
evenly into 10 time slots. For clarity, we only show the results for tenants served by PDU#1.
To show variations of spot capacity availability over the 10 time slots, we create a synthetic
trace with a higher volatility for the non-participating tenants’ power. Sprinting tenants bid
for spot capacity when they would otherwise have SLO violations due to high workloads,
while opportunistic tenants process data continuously and would like spot capacity to speed

up processing.
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Spot capacity allocation and market price

Fig. 3.10 shows the traces of spot capacity allocation (top figure) and market
price (bottom figure). As the synthetic power trace is more volatile than the actual usage
[169, 174], spot capacity prediction is assumed to be perfect. Later, we will predict spot
capacity as presented in Section 3.3.3.

We see that, whenever sprinting tenants participate, they receive most of their
requested spot capacity, while opportunistic tenants may be priced out. The reason is that
spring tenants need spot capacity more urgently to meet their SLOs and hence bid a higher
price. This is also reflected in the market price trace, from which we see that the sprinting
tenants’ participation drives up the price given the same spot capacity availability (e.g., 120—
240 seconds versus 240-360 seconds). In addition, the market price decreases when more
spot capacity is available (e.g., 0-120 seconds versus 120-240 seconds). Lastly, we notice
that the actual spot capacity allocation is less than the available capacity due to multi-level
capacity constraints. This also confirms that, even without conservative prediction, using

spot capacity does not introduce additional power emergencies.

Tenant performance

We show the performance trace in Fig. 3.11. We see that the Search-1 and Web
tenants can successfully avoid SLO (i.e., 100ms in our experiment) violations by receiving
additional power budgets from the spot capacity market. Meanwhile, Count-1 and Graph-1

tenants can also opportunistically improve their throughput (by up to 1.5x).
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Figure 3.11: Tenants’ performance. Search-1 and Web meet SLO of 100ms, while Count-1
and Graph-1 increase throughput.

3.5.2 Evaluation over Extended Experiments

Our next set of experiments seek to assess the long-term cost and performance. To
do this, we extend our 20-minute experiment to one year via simulations. We use the scaled
power trace collected from a large multi-tenant data center as the non-participating tenants’
power usage. We also collect and scale the request arrival trace from Google services [53] for
sprinting tenants, and back-end data processing trace collected from a university data center
for opportunistic tenants (anonymized for review). We consider that the sprinting tenants
need spot capacity during high traffic periods for around 15% of the times. Opportunistic
tenants only lease guaranteed capacity to keep minimum processing rates, and need spot
capacity for speed-up for around 30% of the time slots. We keep an average of approximately
15% of the total guaranteed capacity subscription as spot capacity, while we will vary the
settings later. To evaluate SpotDC, we consider comparisons to the following two baselines.

PowerCapped: No spot capacity is provisioned, and tenants cap their power below
the guaranteed capacity at all times. This is the status quo, and we use it as a reference to

normalize cost, profit, and performance.
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Figure 3.12: Comparison with baselines. Tenants’ performance is close to MaxPerf with a
marginal cost increase.

MaxPerf: In this case, the data center operator fully controls all the servers as
if in an owner-operated data center, and allocates spot capacity to maximize the total
performance gain (as in [126]). There is no payment between the tenants and operator in

MaxPerf.

Cost and performance

We show in Fig. 3.12(a) the total cost for tenants (baseline cost under PowerCapped
plus extra spot capacity cost), while Fig. 3.12(b) shows the resulting performance of using
spot capacity normalized to that with PowerCapped. Tenants’ cost includes spot capacity
payment and the increased energy bill. We use inverse of tail latency/job completion time
to indicate tenants’ performance. The performance is averaged over all the time slots

whenever tenants need spot capacity. We see that by using SpotDC, tenants can achieve a
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performance very close to MaxPerf while the cost increase is only marginal (no more than
than 0.5% for sprinting tenants). Opportunistic tenants have a higher percentage of cost
increase, because they demand more spot capacity and bid more frequently (30% of the
times).

Fig. 3.12(c) shows each tenant’s maximum and average spot capacity usage, in
percentage of their guaranteed capacity subscriptions (Table 3.1). In general, sprinting ten-
ants receive less spot capacity (in percentage), because they are more performance-sensitive
and hence do not oversubscribe their guaranteed capacity as aggressively as opportunistic
tenants. However, if PowerCapped is used without spot capacity, tenants’ capacity sub-
scription costs will increase by 10-40% in order to maintain the same performance, because
tenants have to reserve enough capacity to support their maximum power usage (e.g., 10%
more capacity for Search-1).

Finally, we note that spot capacity is provisioned at no additional cost for the
data center operator, except for the negligible capital expense for over-provisioning rack-
level capacity to support additional power budgets. In our calculation, we set US$0.4 per
watt for rack capacity and amortize it over 15 years [12,126]. We find that, by using SpotDC,

the operator’s net profit increases by 9.7% compared to the PowerCapped baseline.

Market price and power utilization

Fig. 3.13(a) shows the CDF of market prices for participating tenants in PDU#1.
As expected, opportunistic tenants bid and have lower prices than sprinting tenants, al-

though both types of tenants can avoid high costs of leasing additional guaranteed capacity.
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Figure 3.13: CDF's of market price and aggregate power. (a) Sprinting tenants bid and also
pay higher prices than opportunistic tenants. (b) SpotDC improves power infrastructure
utilization.

In our setting, opportunistic tenants will not bid higher than the amortized cost of guaran-
teed capacity (around US$0.2/kW /hour), while sprinting tenants are willing to pay more
to avoid SLO violations.

In Fig. 3.13(b), we show the CDF of UPS-level power consumption normalized to
the designed UPS capacity. SpotDC can greatly increase the power infrastructure utilization
compared to PowerCapped. Since both the PDUs and UPS are oversubscribed in our setting,
there exist occasional power emergencies (i.e., exceeding the UPS capacity), but these are
handled through separate mechanisms [75] beyond our scope. In any case, spot capacity
does not introduce additional emergencies, because it is offered only when there is unused

capacity at the shared PDUs and UPS.

3.5.3 Other Demand Functions

An important design choice in SpotDC is the demand function. To understand

its impact, we consider two alternatives: StepBid, where tenants bid a step function for
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Figure 3.14: Comparison with other demand functions under different spot capacity avail-
abilities.

each participating rack, and FullBid, which solicits the complete demand curve for each
participating rack. We perform the comparisons using the same setup as in Section 3.5.2,
and we also vary the average amount of available spot capacity (measured in percentage of
total guaranteed capacity), by keeping the tenants’ workloads unchanged and adjusting the
shared PDU capacity.

We see from Fig. 3.14 that SpotDC outperforms StepBid (especially when spot
capacity is scarce) and meanwhile is close to FullBid in terms of the operator’s profit, jus-
tifying the choice of our demand function. The extra profit saturates when the average
amount of spot capacity exceeds 15%, because tenants’ demands are (almost) all met. By
using SpotDC, tenants also receive a better performance than using StepBid, because the
operator can partially satisfy their demands whereas StepBid only allows a binary outcome

(i.e., either all or zero demand is satisfied). This result is omitted due to space limitations.

3.5.4 Sensitivity Study

We now investigate how sensitive SpotDC is against: available spot capacity, ten-

ants’ bidding, spot capacity prediction, and system scale.
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Figure 3.15: Impact of spot capacity availability. With spot capacity, the market price goes
down, the operator’s profit increases, and tenants have a better performance.

Available spot power

In Fig. 3.15 we study the impact of amount of available spot capacity. For this, we
keep the tenants’ setup unchanged, and vary the operator’s oversubscription at the PDUs to
alter the available spot capacity. The spot capacity availability is measured in percentage
of the total subscribed capacity. In Fig. 3.15(a), we show that the operator’s extra profit
increases with spot capacity availability, as the operator can get more money by selling

more spot capacity. Fig. 3.15(b) shows tenants’ performance increases with spot capacity

availability.

Tenants’ bidding strategy

Tenants can bid for spot capacity on demand differently. For example, tenants may
predict the price and set their bids accordingly. As illustrated in Fig. 3.16(a), we assume
that sprinting tenants bid with a perfect knowledge of market price. The way opportunistic

tenants bid remain the same. We see from Figs. 3.16(b) and 3.16(c) that through a more
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Figure 3.16: Impact of bidding strategies. With price prediction, sprinting tenants get more
spot capacity and better performance.

strategic bidding, sprinting tenants gain more spot capacity and increase their performance
(without additional costs). Nonetheless, the operator’s profit is not considerably affected
(within 0.05%), since spot capacity is offered with no extra operating expenses at all. There

can be many alternative bidding strategies for tenants, which are beyond our focus.

Spot capacity prediction

Perfectly predicting spot capacity is challenging. To avoid power emergencies, the
operator can conservatively estimate the available spot capacity (i.e., under-prediction). In
Fig. 3.17, we study the impact of spot capacity under-prediction, by multiplying the spot
capacity (at both PDU/UPS levels) with an under-prediction factor. For example, 15%
under-prediction means that the operator multiplies the originally predicted spot capacity
by 0.85. We see that under-prediction has nearly no impact on the operator’s extra profit
and tenants’ performance. The reason is that even without under-prediction, not all spot
capacity is used up under a profit-maximizing price, as shown in Fig. 3.10, due to practical

constraints (e.g., multi-level power capacity).
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Figure 3.17: Impact of spot capacity under-prediction.

Larger-scale simulation.

We now extend our evaluation to a larger-scale simulation by increasing the number
of tenants to up to 1,000 (a hyper-scale data center). We keep the same tenant composition
as shown in Table 3.1. Tenants’ power subscriptions and the PDU/UPS capacity are both
scaled up proportionally to those listed in Table 3.1. For the newly added tenants, we
randomly scale up/down workloads and performance cost models by up to 20% to reflect
tenant diversity.

The results are normalized to those obtained using PowerCapped (without offering
spot capacity) and shown in Fig. 3.18. For clarity, we only show the results averaged
over all the participating tenants. We see that as the number of tenants increases, the
normalized results are fairly stabilized and consistent with our scaled-down evaluation:
compared to PowerCapped, SpotDC increases the operator’s profit by 9.7%, while tenants

improve performance (by 1.4x on average) at a marginal cost.
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3.6 Related Work

Data center energy management has received considerable attention in the last
decade. For example, numerous techniques have been proposed to improve server energy
proportionality [97,109], to jointly manage IT and non-IT systems [107,143], and to ex-
ploit spatial diversities [91,101,130]. In addition, renewable-powered data centers are also
emerging to cut carbon footprint [52,92].

Maximizing data center infrastructure utilization is another focal point of research.
The prior work focuses on power oversubscription e.g., [99,168,169,174]. Other work looks
at handling cooling emergencies through geographic load balancing [107] and phase changing
materials [143]. Further, recent work also seeks to improve infrastructure utilization through
dynamic power routing [126], soft fuse [55], among others.

Additionally, computational sprinting is emerging to boost performance. Initially
proposed for processors [131], it is also studied at a data center level [189]. More recently,

sprinting is extended to a shared rack to coordinate sprinting activities using game theory
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[41]. Tt allows the aggregate power demand to temporarily exceed the shared capacity (area
“B” in Fig. 3.2(b)), whereas we exploit spot capacity (area “C” in Fig. 3.2(b)) based on
demand function bidding.

Our work focuses on multi-tenant data centers and significantly differs from the
work above. In particular, the key challenge our work addresses is to coordinate spot
capacity allocation at scale, leading to a new market approach.

Market-based resource allocation has been studied in other contexts, such as pro-
cessor design [60,170], power markets [80], wireless spectrum sharing [63,64], among others.
These studies focus on different contexts with different design goals/constraints than our
work (e.g., fairness for server/processor sharing [60,170]).

Much of the research on multi-tenant data centers focuses on incentive mechanisms
for energy cost saving [73,165], demand response [185], and power capping [75]. In all these
works, tenants are incentivized to cut tenant-level power and hence incur a performance

loss, whereas we focus on improving performance by exploiting spot capacity.

3.7 Conclusion

In this paper, we show how to exploit spot capacity in multi-tenant data centers to
complement guaranteed capacity and improve power infrastructure utilization. We propose
a novel market, called SpotDC, that leverages demand function bidding to extract tenants’
demand elasticity for spot capacity allocation. We evaluate spot capacity based on both

testbed experiments and simulations: compared to the no spot capacity case, the operator
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increases its profit (by 9.7%), while tenants improve performance (by 1.2-1.8x on average,

yet at a marginal cost).
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Chapter 4

Exploiting a Thermal Side Channel
for Power Attacks in Multi-Tenant

Data Centers

4.1 Introduction

The explosion of cloud computing and the Internet of Things has generated a
huge demand for multi-tenant data centers (also called “colocation”), resulting in a double-
digit annual growth rate [3]. There are already nearly 2,000 multi-tenant data centers in the
U.S. alone, accounting for five times energy of Google-type data centers combined altogether
[73,120]. Unlike a multi-tenant cloud platform that offers virtual machines (VMs), a multi-
tenant data center is a shared facility where multiple tenants co-locate their own physical

servers and the data center operator only manages the non-IT infrastructure (e.g., power
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and cooling). It serves almost all industry sectors, including top-brand IT companies (e.g.,
Apple houses 25% of its servers in multi-tenant data centers [14]).

The growing demand for multi-tenant data centers has created an increasingly high
pressure on their power infrastructure (e.g., uninterrupted power supply, or UPS), which is
very costly to scale up due to the high availability requirement (e.g., 99.9+%) and already
approaches the capacity limit in many cases [146]. The capital expense for data center
infrastructure is around U.S.$10-25 for each watt delivered to the IT equipment, exceeding
1.5 times of the total energy cost over its lifespan [42,58,174].

As a result, maximizing the utilization of the existing infrastructure in order to
defer and/or reduce the need for expansion is a key goal for data center operators. To
accomplish this, operators of multi-tenant data centers typically oversubscribe their power
infrastructure by selling power capacity to more tenants than can be supported, counting
on tenants not to have peaks in their power consumption simultaneously [83]. The industry
standard is to oversubscribe the power capacity by 120% (yielding 20% more revenue for the
operator at no extra cost) [66,88]. This is also a common practice in owner-operated data
centers (e.g., Facebook [174]) for improving power capacity utilization, and recent research
has begun to suggest even more aggressive oversubscription [57,93].

Power oversubscription is a powerful tool for increasing utilization and reducing
capital cost, but it can potentially create dangerous infrastructure vulnerabilities. In partic-
ular, the designed power capacity can be overloaded (a.k.a. power emergency) when the
power demand of multiple tenants peaks simultaneously. While data center infrastructure

can tolerate short-term spikes, prolonged overloads over several minutes will make circuit
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breakers trip and result in power outages that are costly and may take hours or days to
recover from [75,127,167,169]. For example, Delta Airlines incurs a US$150 million loss
due to a 5-hour power outage in its data center [22].

Although infrastructure redundancy is common in data centers and can absorb
some overloads, they are not as reliable as desired. In fact, power equipment failures have
now topped cyber attacks and become the most common reason for data center outages
[127]. More importantly, such redundancy protection is lost during power emergencies,
which is extremely dangerous and increases the outage risk by 280+ times compared to a
fully-redundant case [23]. In fact, according to the data center tier classification (a higher
tier means a better availability and hence higher construction cost) [23,159], even though
power emergencies only occur and compromise redundancy protection for 5% of the time,
the expected downtime for a Tier-IV data center can increase by nearly 14 times to a similar
level as a Tier-IT data center, effectively resulting in a capital loss of 50% for the data center
operator (Sec. 4.2.3).

Given the danger of power emergencies, an owner-operated data center operator
can apply various power capping techniques (e.g., throttling CPU as done by Facebook [174])
to eliminate power emergencies. However, a multi-tenant data center operator cannot follow
stmilar approaches since it does not have the ability to control tenants’ servers. In particular,
a power emergency may occur while all tenants are operating within their own subscribed
power capacities due to the operator’s power oversubscription. In such cases, the data

center operator cannot forcibly cut power supplies to tenants’ servers without violating the
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contract; thus multi-tenant data centers are more vulnerable to power emergencies than
owner-operated data centers [75].
As a consequence, multi-tenant data center operators have taken alternative pre-

’ “normal” power

cautions. They typically impose contractual terms to restrict tenants
usage to be below a certain fraction of their subscribed capacities (e.g., 80%), only allowing
tenants to make limited use of the full subscribed capacities. Non-compliant tenants may
face involuntary power cuts and/or eviction [8,72]. This effectively avoids most, if not all,
severe power emergencies, enabling the operator to safely oversubscribe its power capacity
with a reasonably low risk of (usually mild) emergencies [66,156]. As such, despite the
common power oversubscription, power supply to tenants’ servers has long been considered
as safe in a multi-tenant data center [157].

Contributions of this paper. This paper focuses on an emerging threat to
data center availability — maliciously timed high power loads (i.e., power attacks) — and
highlights that multi-tenant data centers are vulnerable to power attacks that create power
emergencies if power infrastructure oversubscription is exploited. In particular, we demon-
strate that, through observation of a thermal side channel, a malicious tenant (i.e., attacker)
can launch well-timed power attacks with a high chance of successfully creating power emer-
gencies that can potentially bring down the data center facility.

More specifically, although power emergencies are almost nonexistent under typical
operation due to statistical multiplexing of the servers’ power usage across benign tenants,

a malicious tenant (which can be a competitor of the target multi-tenant data center) can

invalidate the anticipated multiplexing effects by intentionally increasing its own power load
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up to its subscribed capacity at moments that coincide with high aggregate power demand
of the benign tenants. This can greatly increase the chance of overloading the shared power
capacity, thus threatening the data center uptime and damaging the operator’s business
image.

In order to create severe power emergencies, the attacker must precisely time its
power attacks. This may seem impossible because the attacker cannot use its full subscribed
capacity continuously or too frequently, which would lead the attacker to be easily discovered
and evicted due to contractual violations. Further, the attacker does not have access to the
operator’s power meters and does not know the aggregate power usage of benign tenants
at runtime.

The key idea we exploit is that the physical co-location of tenants’ servers in a
shared facility means the existence of an important side channel — a thermal side channel
due to heat recirculation.

Concretely, almost all server power is converted into heat, and some of the hot air
exiting the servers may recirculate and travel a few meters to other server racks, (due to
the lack of heat containment [157] in many data centers as shown in Section 4.3.3), which
impacts the inlet temperature of those other racks [81,115]. Heat recirculation constitutes
an important side channel that the attacker can exploit to estimate the power of nearby
tenants sharing the same power infrastructure. Nonetheless, since servers housed in different
racks have different impacts on the attacker’s server inlet temperature, detection of a high

temperature does not necessarily mean a high aggregate power usage of benign tenants.

91



To exploit the thermal side channel for timing power attacks, we propose a novel
model-based approach: the attacker can build an estimated model for heat recirculation
and then leverage a state-augmented Kalman filter to extract the hidden information about
benign tenants’ power usage from the observed temperatures at its server inlets. By doing so,
the attacker can control the timing of its power attacks without blindly or continuously using
its maximum power: attacks are only launched when the aggregate power of benign tenants
is also high. Qur trace-based experiments demonstrate that, with the aid of our proposed
Kalman filter, an attacker can successfully capture 54% of all the attack opportunities with a
precision rate of 53%, which significantly outperforms random attacks and represents state-
of-the-art timing accuracy. We also discuss possible defense strategies to safeguard the
data center infrastructure, e.g., randomizing cooling system operation and early detection
of malicious tenants (Sec. 5.6).

In conclusion, the key novelty of this paper is that it is the first study on power
attacks in multi-tenant data centers by exploiting a thermal side channel. Our work is
different from the existing data center security research that has mostly focused on cyber
space, such as exhausting the IT resources (e.g., bandwidth via distributed denial of ser-
vice, or DDoS, attacks [111,181]) and co-residency attacks in the cyber domain (e.g., VM
co-residency attacks [114,187]). Moreover, in sharp contrast with the small but quickly
expanding set of papers [48,93,180] that attempt to create power emergencies in an owner-
operated data center, our work focuses on a multi-tenant setting and exploits a unique
co-residency physical side channel — the thermal side channel due to heat recirculation —

to launch well-timed power attacks.
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Figure 4.1: Tier-IV data center power infrastructure with 2N redundancy and dual-corded
IT equipment.

4.2 Identifying Power Infrastructure Vulnerabilities

This section highlights why and how power oversubscription happens in multi-
tenant data centers. Additionally, it shows that if exploited by a malicious tenant through
well-timed power attacks, power oversubscription can lead to emergencies, significantly

compromising the data center availability.

4.2.1 Multi-tenant Power Infrastructure

A multi-tenant data center typically delivers protected power to tenants’ servers
through multiple stages following a hierarchical topology. First, a UPS system takes utility
power as its input and then outputs conditioned power to one or more power distribution
units (PDUs). Next, each PDU steps down its input voltage and delivers power to a few tens
of server racks at a suitable voltage. Finally, each rack has a power strip (also called rack
PDU) that supports a whole rack of servers. All the power equipment have circuit breakers,

which will trip to prevent more serious consequences in case of a prolonged overload.
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The attacker meets its subscribed capacity constraint. The shaded part illustrates how the

attacker can remain stealthy by reshaping its power demand when anticipating an attack
opportunity.

The power delivered to the IT equipment is also called critical power. Additionally,
cooling system is needed to remove server heat, and its capacity is sized based on the critical
power (i.e., cooling load). Thus, although data center capacity includes both power and
cooling infrastructure capacities, it is often measured in the amount of total designed power
capacity — total critical power supported by the power infrastructure subject to a certain
availability requirement. In this paper, we follow this convention and use “(designed) power
capacity” to refer to data center capacity. That is, overloading the designed power capacity
also implies overloading and stressing the designed cooling capacity. Note that cooling
system is connected to the utility substation through a separate path different from the

Servers.
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To ensure a high infrastructure availability, redundancy is common in multi-tenant
data centers. For example, Fig. 4.1 illustrates a fully-redundant Tier-IV facility, where the
actually provisioned infrastructure capacity is twice as much as the designed power capacity
to ensure an availability of 99.995+% [23,152].

Data center capacity is leased to tenants on a per-rack basis according to the
designed power capacity. Each tenant has multiple racks and needs to satisfy a per-rack
power capacity constraint, while the operator is responsible for managing UPS/PDU units
as well as the cooling system. While traditionally each centralized UPS unit has a capacity in
the order of megawatt, many multi-tenant data centers have adopted modular construction
by installing smaller UPS units (e.g., 100-200kW), each supporting one or a small number of
PDUs. Thus, in a megawatt Tier-IV multi-tenant data center, there can exist several sets of
2N redundant infrastructures, each with a smaller designed capacity. Likewise, data center
capacity is leased in a modular manner: only when the existing designed power capacity is

fully leased will new capacity be built.

4.2.2 Vulnerability to Power Attacks

Due to its high capital expense (CapEx), power capacity is commonly oversub-
scribed by the data center operator, with an industry average oversubscription ratio of
120% [156,174]. That is, the total power capacity leased to tenants is 120% of the capacity
that is actually designed by the operator.

Oversubscribing the designed power capacity might result in power emergencies:
the designed power capacity is overloaded when all the supported racks have their peak

power usage simultaneously. Thus, the operator monitors each tenant’s power and typically

95



imposes contractual terms to limit its normal usage to a fraction of the subscribed power
capacity (e.g., 80%), while only allowing occasional and temporary usage of the full capacity
[8,72]. The contractual constraint can effectively make the tenants’ aggregate power demand
stay well below the designed power capacity, thus achieving a high availability.

To illustrate this point, we show a 24-hour trace of power usage by four tenants in
Fig. 4.2(a). The total designed power capacity is 200kW, but sold as 240kW because of the
120% oversubscription.! When all four tenants are benign, we see in Fig. 4.2(a) that power
emergencies are almost nonexistent: there is no overload for the designed power capacity in
our 24-hour snapshot. Indeed, even when a power emergency occurs due to coincident peak
power usage of benign tenants, the overload is typically transient (because of the operator’s
contractual constraint) and can be well absorbed by the power infrastructure itself [133].

In contrast, if a tenant is malicious, well-timed power attacks can successfully
create prolonged power emergencies (e.g., overloading the designed capacity for several
minutes). To see this point, we consider the same power trace as in Fig. 4.2(a), but inject
power attacks by increasing the power usage of one tenant (i.e., attacker, which subscribes
a total of 30kW power capacity) to its full capacity for 10 minutes whenever the designed
capacity can be overloaded. The aggregate power demand and attacker’s power usage
are shown in Fig. 4.2(b) and Fig. 4.2(c), respectively. In contrast to the benign case in
Fig. 4.2(a), we see that five overloads of the designed power capacity occur over a 24-hour
period in the presence of an attacker, while the attacker only uses its full power occasionally
without continuously peaking its power or violating the operator’s contract [8]. In fact, even

a benign tenant may have such usage patterns, but unlike malicious attacks, such benign

More details of the power trace are provided in Section 4.4.1.
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Table 4.1: Estimated impact of power emergencies (5% of the time) on a 1IMW-10,000sqft
data center.

Outage Outage Increased Capital Total
Classification Specification (t /g;/ ) w/ Attack Outage Cost Loss Cost
1OUIS/ EE (hours/Yr) (mill. $/Yr) | (mill. $/Yr) | (mill. $/Yr)
Tier-1 e 165.36 - -
(Availability: 99.671%) No redundacy 282 | (Availability: 94.688%) 8.57 NA 8.57
Tier-11 N+1 redundancy 366.36 o
(Availability: 99.741%) | (generator/UPS/chiller) 22.69 (Availability: 95.818%) 2211 0-1 (9+%1) 22.22
Tier-II1 N+1 redundancy . 25.46 . “no .
(Availability: 99.982%) | (all non-IT equipment) 1.58 (Availability: 99.709%) 1115 1.0 (50%1) 12.15
Tier-1V 2N redundancy ) 6.59 o e “no -
(Availability: 99.995%) | (all non-IT equipment) 044 (Availability: 99.925%) 342 11 (50%1) 452

peak power usage is not intentionally timed to create power emergencies and hence is much
less harmful than malicious attacks (see Fig. 4.18 for a comparison between malicious attacks
and random peaks).

The previous examples illustrate that the way that today’s multi-tenant data cen-
ters are managed is highly vulnerable: a malicious tenant can intentionally time its high
power usage when the demand of benign tenants is also high, thus overloading the designed

power capacity (shared by multiple tenants) much more often than otherwise would be.

4.2.3 Impact of Power Attacks

Data centers are classified into four tiers based on the degree of infrastructure
redundancy in accordance with TIA-942 standard and the Uptime Institute certification
[152,159]. Next, we highlight that power emergencies created by malicious power attacks
are very dangerous and significantly compromise the data center availability.

Tier-I. A basic Tier-I data center has no infrastructure redundancy: the actual
provisioned capacity is the same as the designed capacity. Thus, it is cheaper to build
($10/Watt capacity), but only has an availability of 99.671% which translates into an ex-

pected outage time of 28.80 hours per year [23,155]. While power infrastructure can tolerate
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Figure 4.3: Circuit breaker trip delay [133].

short-term spikes, prolonged overloads over a few minutes will alert the system and make
the circuit breakers trip in order to prevent more catastrophic consequences (e.g., fire) [133].
Fig. 4.3 shows the tripping time for a standard circuit breaker. Therefore, an overload of
the designed capacity created by a successful power attack can easily bring down a Tier-I
data center.

Tier-II/-III. A Tier-1I/-11T data center has “N+1” redundancy: if N primary
non-IT units are needed for the designed capacity, then 1 additional redundant unit is also
provisioned [23,155]. Thus, overloading the designed capacity may not cause a data center
outage, but will compromise the desired redundancy protection. For example, when any of
the N 4+ 1 units fails, overloading the designed capacity will bring down the remaining N
infrastructure.

Tier-IV. A Tier-IV data center is fully 2N redundant: duplicating each needed
non-IT unit, as illustrated in Fig. 4.1 [23,155]. The redundant infrastructure may equally
share the IT power loads with the primary infrastructure (“sharing” mode), or stand by

and take over the loads when the primary infrastructure is overloaded or fails (“standby”
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mode) [134]. In either case, during an emergency that overloads the designed power capacity,
such redundancy protection is lost: if with an emergency, a power outage can occur when
either the primary or secondary infrastructure fails, but otherwise, it only occurs when both
the primary and secondary infrastructures fail.

We now summarize the impact of power attacks in Table 4.1, by assuming that
malicious power attacks result in emergencies (each lasting for 10 minutes) for 5% of the
time. We first show the data center availability and corresponding expected outage time
per year for each tier [23]. The outage time only includes unplanned infrastructure failures,
while other types of outages, e.g., caused by human errors and cyber/network attacks, are
excluded. While best operational practices may further improve availability, the availability
value in Table 4.1 is representative for each tier based on real-world site measurement
[23,155].

Naturally, with power attacks, the expected outage time increases due to overloads
of the designed capacity. For a Tier-1 data center, an overload of a few minutes will cause
an outage as the circuit breakers will trip to prevent more serious consequences [133]. For
a Tier-II/-I1I data center, we calculate the expected outage probability as “95% - (1 — p,) +
5% - ps”, where p, is the availability without overloads and p; is the failure rate of the

redundant system. As redundancy increases the availability from p, s to p, (when there

l_pa
l_pa,I

is no overload), we estimate p; = , where p, 1 is primary system availability (using
Tier-1 availability value). For a fully-redundant Tier-IV data center, we assume that the

primary and redundant systems are completely independent [23], each having a failure rate

of /1 — p, without overloads. Thus, with emergencies occurring for 5% of the time, the
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outage probability can be estimated as “95% - (1 —pa) + 5% [2¢/T — pa — (1 — pa)]”. Then,
we show the expected outage time with attacks per year, as well as the new availability
values. A higher-tier data center is more costly to build, e.g., the capital expense for each
watt of critical power for a Tier-IV data center is twice as much as a Tier-II data center [155].
Nonetheless, due to the increased outage time exceeding the tier standard, the intended tier
classification may not apply anymore. Such tier downgrading essentially means a capital
loss for the operator (i.e., higher cost for a lower tier), which is also shown in Table 4.1
based on the power capacity cost data in [155]. It will also damage the operator’s business
image in the long term and result in a customer turnover.

In addition, power attacks also lead to increased outage costs borne by affected
tenants (compared to the no-attack case). For example, even a power outage in a single
data center can cost millions of dollars, as exemplified by the recent British Airways data
center outage [139]. Although application-level redundancy across geo-distributed data
centers may retain service continuity during outages in a single location, the workload
performance of affected tenants can be significantly degraded due to traffic re-routing and
migration [128,175]. We estimate the average outage cost per sqft per minute based on [127],
excluding service losses due to recovery after an outage. The outage costs are 0.033, 0.1073,
0.7783 and 0.93 (all in “$/sqft/min”), for Tier-I to Tier-IV data centers, respectively. The
total outage cost increase is shown in Table 4.1, which is even higher than the operator’s

amortized capital loss.
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In conclusion, even if emergencies only occur for 5% of the time due to power
attacks, data center availability is significantly compromised, resulting in a huge financial

loss for both the operator and benign tenants.

4.3 Exploiting a Thermal Side Channel

The previous section highlighted the danger of maliciously timed power attacks
that can compromise long-term data center availability. In this section, we exploit a thermal
side channel to estimate the aggregate power usage of benign tenants and, thus, guide an

attacker to time its attacks against the shared power infrastructure.

4.3.1 Threat Model

We consider an oversubscribed multi-tenant data center where a malicious tenant,
i.e., attacker, houses physical servers and shares a designed power capacity of C' with several
other benign tenants. The attacker’s servers can be divided into groups and deployed under
multiple accounts in different locations inside the target data center (to better estimate
the power consumption of nearby benign tenants as shown in Sec. 4.3.4). While it may be
possible that the attacker hides advanced weapons/bombs in its modified servers to phys-
ically damage the facility, such attacks are orthogonal to our work. Instead, we focus on
an unexplored threat model: an attacker aims to compromise the data center infrastruc-
ture availability by maliciously timing its peak power usage. That is, the attacker behaves

normally as other benign tenants, except for that it launches power attacks to create power
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emergencies by intentionally using its full subscribed power capacity when it anticipates a
high aggregate power of benign tenants.

We consider an attack successful if “p,+pp > C” is satisfied over a continuous time
window of at least L minutes (L = 5 in our default case and is enough to trip an overloaded
circuit breaker [133]), where p, is the attacker’s power and p, is the aggregate power of
benign tenants. Accordingly, we say that there is an attack opportunity if a successful
attack can be possibly launched by the attacker, regardless of whether an attack actually
occurs.

e What the attacker can do. We assume that the attacker knows the shared
power capacity (as advertised by the operator) and can subscribe to a certain amount of
capacity at a fairly low price (e.g., monthly rate of U.S.$150/kW [19]). Then, when an
attack opportunity arises, the attacker can generate malicious power loads almost instantly
by running simple CPU-intensive workloads.? As servers are merely used to launch power
attacks, the attacker does not need to run any useful workloads and can install any low-cost
(even second-hand) high-power servers in its racks. In order to stay stealthy, the attacker
can gradually increase power and also reshape its power demand when it anticipates a power
attack opportunity, as illustrated in solid color in Fig. 4.2(c). Further, we assume that the
attacker conceals temperature sensors at its server inlets and can perform computational
fluid dynamics (CFD) analysis, which is a standard tool for modeling data center heat
recirculation and easy to use for anyone with a good knowledge of data center operation

(see Autodesk tutorial [15]).

2If some benign tenants offer web-based services open to the public, the attacker may also remotely send
more requests to these benign tenants’ servers to increase their power consumption when it detects an attack
opportunity.
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¢ What the attacker cannot do. In our model, the attacker cannot hide
destructive weapons inside its servers for attacks, which may not even pass the move-in
inspection by the operator and can be held legally liable. Neither can the attacker mod-
ify its off-the-shelf servers to, for example, generate transient power spikes/pulses. These
spikes/pulses may trip the attacker’s own rack circuit breaker and/or be detected by the
operator’s power monitoring system.

Given the attacker’s access to the target data center, there may exist other attack
opportunities to bring down a data center, such as congesting the shared bandwidth, which
are complementary to our focus on attacking the shared non-IT infrastructure and compro-
mising its designed availability. Moreover, we do not consider remotely hacking the data
center infrastructures or manually tampering with the power infrastructures (all tenants’
visits to a multi-tenant data center are closely monitored and escorted). These may be
possible, but are orthogonal to our study.

e Who can be the attacker? The attacker’s cost (i.e., server cost plus data cen-
ter leasing cost) is only a small fraction of the benign tenants’ financial loss or operator’s
capital loss (between between 1.44% and 15.88%, Sec. 4.4.2), thus providing a sufficient
motivation for the attacker. For example, the attacker can be a competitor of the target
multi-tenant data center, which not only results in the victim’s capital loss but also signif-
icantly damages its business image. Note that power outages result in power cut for both
benign tenants and the attacker (which does not run useful workloads), and these are what

the attacker is aiming to create.
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To summarize, we focus on malicious power attacks to overload the shared power
infrastructure in a multi-tenant data center and compromise its availability. Towards this
end, an attacker intentionally creates power emergencies by using its peak power when
the benign tenants’ aggregate power demand is high. Meanwhile, the attacker’s power

consumption still meets the operator’s contractual constraint.

4.3.2 The Need for a Side Channel

As illustrated in Fig. 4.2(b), attack opportunities exist intermittently due to the
fluctuation of benign tenants’ power usage. Thus, a key question is: how does the attacker
detect an attack opportunity?

Naturally, an attack opportunity arises when the aggregate power of benign tenants
is sufficiently high. But, the benign tenants’ power usage is only known to themselves and
to the data center operator (through power meters) — not to the malicious tenant.

A naive attacker may try to always use the maximum power allowed by its sub-
scribed capacity in order to capture all attack opportunities. But, this is not realistic since
the attacker may face power supply cut (due to violation of contractual terms) and be
evicted [8,72]. Similarly, blindly or randomly launching attacks at random times is not
likely to be successful (Fig. 4.18 in Sec. 4.4.2).

Another naive strategy for the attacker would be to simply select a coarse op-
portunity window to launch attacks. For example, the attacker may choose peak hours.
Nonetheless, the multiplexing of independent tenants that run diverse workloads means
that the aggregate peak power usage can occur more randomly and outside of expected

peak hours. Alternatively, with dual power supply in a Tier-IV data center illustrated in

104



Fig. 4.1, the attacker can detect the loss of infrastructure redundancy protection when see-
ing that only one cord is supplying power (which may take several hours to correct); then,
it can launch power attacks in order to bring down the data center. But, such dual power
supply may not be available in all data centers (especially lower-tier data centers [23]).
Even though a coarse opportunity window exists (e.g., peak hours occur regularly
or failure of the secondary infrastructure is detected) and helps the attacker locate the attack
opportunities within a smaller time frame, the actual attack opportunity is intermittent
and may not last throughout the entire coarse window, as shown in Fig. 4.2(b). Thus, the
attacker needs a precise timing in order to launch successful attacks with a higher chance.
For this reason, side channels that leak (even noisy) information about the benign tenants’

power usage at runtime are crucial for the attacker.

4.3.3 A Thermal Side Channel

An important observation is that the co-residency of the attacker and benign
tenants in a shared physical space means that a thermal side channel exists. To see why,

let us look at how the cooling system works in a typical multi-tenant data center.

Cooling System Overview

A cooling system is essential for conditioning the server inlet temperature (between
65 and 81 [144]) and maintaining data center uptime [116]. Most multi-tenant data centers,
especially medium and large ones, adopt a raised-floor design and use computer room

air handlers (CRAHs) in conjunction with outdoor chillers to deliver cold air to server
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Figure 4.5: Adoption of heat containment techniques [157].

racks [39,125]. Smaller data centers often rely on computer room air conditioning (CRAC)
units, which use compressors to produce cold air. For both types of systems, the indoor
part is similar and illustrated in Fig. 4.4.

Cold air is first delivered by the CRAHs to the underfloor plenum at a regulated
pressure greater than the room air pressure [172]. The air pressure difference pushes the
cold air upwards through perforated tiles. After entering the servers through server inlets,
the cold air absorbs the server heat and then exits the servers.

The CRAH controls the volume of its air supply to maintain a target air pressure
at select sensor locations underneath the floor. Further, the opening area of perforated

tiles is often manually set and changed only when server rack layout/power density is
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Figure 4.6: CFD simulation result. (a) Temperature distribution after 10 seconds of a
10-second 60kW power spike at the circled racks. (b) Temperature trace at select sensors.

changed [82,116]. As such, there is not much frequent variation in the flow rate of cold air
entering the data center room.

For delivering cold air dynamically to accommodate variable demands and im-
proving efficiency, heat containment (e.g., seal cold/hot aisles to decrease heat recircula-
tion) is needed [135]. Nonetheless, heat containment needs a high level of homogeneity in
server rack layout, and some tenants may be concerned with the potential risks (e.g., fire
safety) [108,119]. Thus, as illustrated in Fig. 4.4, many multi-tenant data centers rely on an
open airflow path to serve multiple tenants. This is also confirmed by a recent Uptime Insti-
tute survey covering 1,000+ large/medium data centers [157] which, as plotted in Fig. 4.5,
shows that nearly 80% data centers have at least 25% of racks without heat containment
and that 20% data centers do not have any heat containment at all.

In our experiment (Fig. 4.19(c)), we will investigate how different levels of heat

containment will affect the timing accuracy of power attacks.
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Heat Recirculation

Although most hot air directly returns to the CRAHs to be cooled down, some
hot air can travel a few meters to other server racks in the shared open space and impact
their inlet air temperature [81,95,115]. To better illustrate this phenomenon (called heat
recirculation), we run industry-grade CFD simulations to model the data center airflow [16].
With all the servers at deep sleep states consuming nearly zero power, we generate a 10-
second 60kW power load evenly distributed among 12 server racks (marked with circles)
in Fig. 4.6(a). Ten seconds after the power spike, the data center temperature distribution
is shown in Fig. 4.6(a), where blue and red surfaces represent low and high temperatures,
respectively. It can be clearly seen that the temperature of nearby racks is affected by the
power spike. The detailed temperature changes at two select sensor locations are also shown
in Fig. 4.6(b). We also show the breakdown of temperature readings monitored at sensor
#1 in Fig. 4.7.Note that the breakdown is for demonstrating the impact of benign tenants’
power usage on the attacker’s server inlet temperature, while it is not accurately known to
the attacker in practice. We see that the benign tenants’ servers have a noticeable impact
on the attacker’s server inlet temperature, potentially leaking the benign tenants’ power
usage information to the attacker at runtime.

Heat recirculation is generally undesirable for efficiency reasons [81,95]; our work
shows that it is undesirable for security reasons too, since it constitutes a thermal side
channel that an attacker can use to launch well-timed power attacks. Concretely, the

attacker’s server inlet temperature contains some, albeit not accurate, information of benign

108



=)
ul

(=)

(=]

O N N ©®
o

Sensor
Reading(°F)

u

| Attacker Other Tenants i Noise|

9 12 15 18 21 24
Time (H)

o
==
w
o

Figure 4.7: Breakdown of readings at sensor #1 (Fig. 4.6(a)).

tenants’ power usage: if a server of a benign tenant consumes more power, it will result in

a higher temperature increase at the attacker’ server inlets.

4.3.4 Estimating Benign Tenants’ Power from a Thermal Side Channel

Given the impact of the benign tenants’ power usage at the attacker’s server in-
let temperature, the attacker may use this information to obtain (noisy) estimates of the
aggregate power usage and launch well-timed power attacks.

An intuitive, but naive, approach is to launch power attacks based on a tempera-
ture threshold (which we call temperature-based power attack): attack when the tempera-
ture reading is higher than a threshold. Nonetheless, temperature-based power attacks are
hardly better than launching attacks at random times.

To illustrate this point, we run CFD analysis (details in Section 4.4.1) and present
a snapshot in Fig. 4.8.In our experiment, the attacker launches a 10-minute attack whenever
its average temperature reading exceeds 76.3 for at least 1 minute, but the snapshot shows
that all attacks are unsuccessful. We further vary the temperature threshold for power

attacks and show the result in Fig. 4.9(a). As expected, with a lower temperature threshold,
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Figure 4.8: Temperature-based power attack. All attacks are unsuccessful.

the attacker attacks more frequently (e.g., 45+% of the times given a temperature threshold
of 74) and can capture more attack opportunities, but the precision (i.e., the percentage of
successful attacks among all the launched attacks) still remains very low. In practice, the
attacker cannot use its full capacity too frequently due to contractual constraints. Thus,
for practical cases of interest (e.g., launching attacks for no more than 10% of the times),
the attacker can hardly capture any attack opportunities. We also consider power attacks
based on the maximum temperature reading, and similar results are shown in Fig. 4.9(b).

The reason temperature-based power attacks have a poor detection of attack op-
portunities is that heat recirculation is spatially non-uniform (i.e., more significant among
racks closer to each other), and hence different servers can result in drastically different
temperature impacts on the attacker’s temperature sensors. Moreover, the attacker’s own
power usage (as well as noise) also greatly impacts the temperature readings. Thus, tem-
perature does not accurately reflect the benign tenants’ aggregate power usage, motivating
us to study alternative approaches to making a better use of the prominent thermal side

channel.
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Modeling Heat Recirculation

As heat recirculation is spatially non-uniform, the same server, if placed in different
racks, can have very different impacts on the attacker’s server inlet temperature. Thus, to
better estimate the benign tenants’ power usage, the attacker needs to further attribute its
server inlet temperature increase to different servers. Such information can be extracted by
the attacker with the help of a heat recirculation model, which relates a server’s power usage
to the inlet temperature increase at the attacker’s servers. In what follows, as proposed
in [81,151], we present a simple yet accurate linear model of heat recirculation and quantify
how an individual server’s power usage affects the attacker’s server inlet temperature.

Note that the actual heat recirculation model is unknown to the attacker; instead,
the attacker only has limited and imprecise knowledge of how heat recirculates in the data
center, which can deviate significantly from the actual process (Sec. 4.3.4 and Fig. 4.13).
But, our experiments in Sec. 4.4.2 show that even imprecise knowledge of the heat recircu-
lation model can assist the attacker time its power attacks with a high accuracy.

We consider a discrete time-slotted model, where the attacker has M sensors (in-
dexed by m = 1,2,---, M) and reads its temperature sensors once every time slot (e.g.,
every 10 seconds). There are N servers (indexed by n = 1,2,--- ,N) owned by benign
tenants. Meanwhile, the attacker owns J servers indexed by n=N+1,N+2,--- ,N + J.
We denote the (average) power consumption of server n during time slot ¢ as py,(t).

The attacker’s temperature sensor reading can be affected by a server’s power over
the previous K time slots, because it takes time for hot air generated by a server to travel

to the attacker’s server inlet (e.g., up to 100 seconds in our CFD simulations) [81]. Prior
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Figure 4.9: Summary of temperature-based power attacks. The line “Launched Attacks”
represents the fraction of time power attacks are launched.

research [81,151] has shown that, given a particular airflow pattern, the heat recirculation
process can be modeled as a finite-response linear time-invariant system whose inputs and
outputs are a server’s power usage and the temperature increase at a sensor, respectively.

Concretely, the cumulative temperature increase at sensor m caused by server n
at time ¢ can be expressed as ATy, (1) = pn(t) * by n(t) = Zf:_ol Pn(t —7) - hymn(7), where
“x” is the convolution operator and hy, ,(t) is the system impulse response function (i.e.,
hmn(t) denotes the temperature increase at sensor m at time ¢ if server n consumes a unit
power at time 0). Note that hy,,,(t) = 0 for t < 0 (due to system causality) and ¢t > K
(since the hot air generated at a server only contributes to the sensor temperature increase
for up to K time slots).

Next, we sum up the temperature impact caused by all the servers in the data

center and express the m-th temperature sensor reading at time ¢ as

N+J K-1

Ton(t) = Taup(t) + > > pu(t = 7) - b (7) + 7 (1), (4.1)

n=1 7=0
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where T,,(t) is the supply air temperature and ry,(t) is the noise capturing random dis-
turbances. For notational convenience we use py; = {p1(t), -+ ,pn(t)} to denote the vector
of the power usage for benign tenants’ N servers at time ¢. We also use a column vector
Tt = [Pot, Dot—1," " aﬁbﬂf—K—i—l]T, where “T” denotes the transpose, to include all the benign
tenants’ power usage values over the past K time slots. Similarly, for the attacker, we
denote put = {pn+1(t), -~ ,pN4s(t)} and use vy = [Pat, Pajt—1,- - 7ﬁa,t7K+1]T-

Next, we rewrite the model in (4.1) as follows

2= Ti = Top(t) - T~ Hayy = Hyzy + 74, (4.2)
where T; = [Ty (t),- -+, Tar(t)]" is the vector of temperature readings, I = [1,1,---,1]T is an
N x 1 identity vector, ry = [r1(t), -~ ,rar(t)]T, and H, and Hy, are heat recirculation matrices

containing all the system impulse functions that relate server power of the attacker and the
benign tenants to the temperature increase at the attacker’s sensors, respectively. In particu-
lar, the m-th row of Hy, is [hm,N-i-l(O)y R ,hm7N+J(0), e ,hm7N+1(K—1), oo ,hm7N+J<K—

1)], while the m-th row of Hy, is [l,,1(0), -+, A N(0), - -+ s A1 (K — 1), -+, Ay N (K — 1)].

A State-Augmented Kalman Filter

Kalman filters are a classic tool to estimate hidden states from noisy observations
in many applications, such as power grid state estimation and aircraft control [65]. Here,
we apply a Kalman filter to estimate benign tenants’ runtime power usage, which is not

directly observable but is contained in the thermal side channel.
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Design of a Kalman filter. The observation model can be specified using the
heat recirculation model in (4.2). As the current temperature reading is affected by the
servers’ power usage over the past K time slots, we use x; = [Ph+, Db t—1," - - ,ﬁb,t_KH]T as
the augmented state. We also view z; = T} — Tiyp(t) - I—Hgy; as the equivalent observation
(or measurement), because the Tg,,(t) is known (e.g., by placing an additional sensor at
the perforated tile) and H,y; is the temperature increase due to the attacker’s own power
usage that is known to itself.

In addition, the attacker needs a process model to characterize the dynamics of
benign tenants’ power usage (i.e., state) over time, which is unknown to the attacker. Thus,
for simplicity, the attacker assumes that the benign tenant’s server power is driven by a
noise process, i.e., pp(t+1) = pp(t) + gn.t, where g, is the random noise. Thus, the process

model can be written as

Ti41 = FfEt + q. (43)

In the model, ¢ = [q1¢,92¢, - ,qnt,0,---,0] is a NK x 1 column vector with Q being
its covariance matrix, and F = [ Inxn, Onxn(x—1); In(k—1)xN(K-1), On(k—1)xn ] 1S @
NK x NK matrix governing the state transition, where I,,x, is an n X n diagonal matrix
with 1 along the diagonal and O in all other entries and 0,,x, is an m X n zero matrix.
The thermal side channel is then fully characterized by combining the observation
model in (4.2) and process model in (4.3). Thus, the attacker can apply a Kalman filter to

estimate x;, which includes the benign tenants’ power pp; = {p1(t),--- ,pn(t)} at time ¢.
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Denoting &y;_1 as an estimate of z at time ¢ given observations up to time ¢ — 1
and R as the covariance matrix of measurement noise, we show the key steps in a Kalman

filter [65] as follows.

Predict: )A(t‘t_]_ = F)A(t_”t_]_

Pij1 = FPt71|t71FT +Q

Update: Ut =zt — HpXyp 1
S: =HP,; H +R
G: =Py HjS;
X = Xge—1 T Grug

Pt|t = (I - GtHb)Pt|t71

Even if the supply temperature T,,(t) is unknown, we can append it after the
power state and update the estimation procedure accordingly.

Practical considerations. Applying the Kalman filter above to estimate benign
tenants’ server-level power usage has two main challenges. First, it can be highly inaccurate
as well as computationally expensive to estimate a large number of N hidden states, each
representing the power usage of one server. Second, to estimate hundreds of hidden states
based on the model in (4.1), the attacker needs to know a large heat recirculation matrix
H,, i.e., M - N system impulse response functions hy, (t).

To address these challenges, we propose to estimate benign tenants’ power usage on

a virtual zonal basis. Specifically, the attacker divides the target data center into multiple
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virtual zones (each containing one or more tenants) and estimates the power for each zone of
racks as a single entity, rather than for each individual server. In fact, estimating zone-level
power usage already suffices, because the attacker only needs to know the aggregate power
usage of benign tenants.

To construct the zone-level heat recirculation matrix, the attacker can visit the
data center (as any tenant can) and visually inspect its layout. Then, following the indus-
try practice and as described in Section 4.4.1, the attacker can perform CFD analysis to
construct a zone-level heat recirculation model with the assumption that all the servers in
one zone yield the same temperature increase impact on the attacker’s sensors.

Naturally, the zone-level heat recirculation model only approrimates the detailed
server-level model (4.1), and the attacker cannot exactly know the data center layout from
a visual inspection. Thus, the attacker only has an estimate of the actual heat recirculation
model. Despite this limitation, we show in Section 4.4.2 that the attacker can still estimate
the benign tenants’ aggregate power usage with high accuracy (e.g., only 3% error on

average), capturing 54% of the attack opportunities.

4.3.5 Attack Strategy

In a typical multi-tenant data center, a tenant is allowed to use power up to « - C}
continuously, where C} is the power capacity subscribed by the tenant and o < 1 is the
threshold (usually 80%) set by the operator [8,72]. A tenant can also use its full capacity C;
occasionally, but continuously using it can result in an involuntary power cut and eviction.
We now discuss how the attacker can make use of the estimation procedure above in order

to time its attacks while meeting the operator’s contractual constraint.
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Figure 4.10: Finite state machine of our attack strategy. P.s is the attacker’s estimated
aggregate power demand (including its own), and Py, is the attack triggering threshold.

We consider a simple strategy where the attacker keeps on using its maximum
power for a fixed time of Tyack, When it anticipates a high aggregate power usage of
P.s > Py, (called triggering threshold). The triggering threshold Py, is an important choice
parameter for the attacker: the smaller Py, the more attacks. Before launching an attack,
the attacker should wait for its estimate of benign tenants’ usage to stay high for some time
Tiwait, in order to reduce unsuccessful attacks when the estimate of benign tenants’ power
is only transiently high. Depending on the operator’s contractual constraint, we also set a
hold time of Tj,q before the attacker launches its next attack and impose a constraint on
its triggering threshold Py, > P,. In our experiments (Sec. 4.4.2), we will vary how long
and how frequently the attacker is allowed to fully use its subscribed capacity.

We illustrate our attack strategy using a finite state machine in Fig. 4.10. More

advanced strategies are left as future work, as the current one is already quite effective.
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4.4 Experimental Evaluation

To demonstrate the danger of power attacks by malicious tenants, we evaluate
how well the attacker can detect attack opportunities based on the thermal side channel.
Our experimental results highlight that, with the aid of a Kalman filter and by launching
attacks no more than 10% of the time, the attacker can successfully detect 54% of all attack
opportunities (i.e., true positive rate) with a precision of 53%.

Although these values may vary depending on the specific settings, our results offer
an important support to the broad implication: the attacker can extract useful information
about benign tenants’ runtime power usage from the thermal side channel and launch well-

timed successful power attacks against the power infrastructure.

4.4.1 Methodology

Because of the destructive nature of power attacks and the practical difficulty in
accessing mission-critical data center facilities, we use an industry-grade simulator, Au-
todesk CFD [16], to perform CFD analysis and simulate heat recirculations driven by a
real-world workload trace. The accuracy of CFD analysis has been well validated [81,151],
and many data centers, including Google [54], use CFD analysis to predict temperature
distributions [81,151,172]. Thus, before any demonstration in industrial multi-tenant data
centers is planned, the CFD-based simulation provides us with an important understanding
of the possibility and danger of power attacks timed through a thermal side channel. Our

default settings are described below.
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Figure 4.11: Data center layout.

Data center layout. We consider a modular infrastructure design where a large
data center is constructed using multiple independent sets of non-IT infrastructures, each
having a smaller designed capacity. Specifically, the total designed capacity under consider-
ation is 200kW and, according to the industry average [156], oversubscribed by 120%. We
follow the design by HP Labs [172] and show the indoor part of our considered data center
space in Fig. 4.11.To get an idea of the heat recirculation process, the attacker divides the
shared data center space into four different virtual zones (three for benign tenants and one
for the attacker), while we note that the attacker’s zone division is not unique. Zones 1 and
2 have 12 server racks each. Zone 3 has 18 server racks, while the attacker occupies the 4th
zone with 6 racks. Each rack has 20 servers and a power capacity of 5kW. There are four

CRAH units that supply cold air to servers through perforated tiles.
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CFD analysis. We port our data center layout shown in Fig. 4.11 into Autodesk
CFD to quantify the heat recirculation process [16]. The physical components, such as
servers, racks, raised floor and CRAH, are designed in Autodesk Inventor based on its data
center simulation guideline [15]. Nonetheless, as CFD is computationally prohibitive, it can-
not be used for simulations with month-long power traces. Thus, to calculate the attacker’s
temperature, we follow the literature [81,151] and use the server-level heat recirculation
model in (4.1), where the system impulse response function Ay, (t) is derived by generating
a power spike over one time slot (10 seconds) for server n and getting the temperature at
sensor m through the CFD analysis on Autodesk. This process is repeated for all the servers
and sensors. The accuracy of the linear model in (4.1) has been extensively validated against
real system implementations [81,95,151,172]. Thus, the model has been widely applied to
guide temperature-constrained runtime resource management [81,95,151]. Here, we use it
for a new purpose — assisting the attacker with timing its power attacks.

Power trace. We collect a representative composition of four different power
traces for the four virtual zones (Fig. 4.11), following the practice of prior studies [75,93].
Specifically, two power traces are collected from Facebook and Baidu production clusters
[169,174] and used for virtual zones 1 and 2, respectively. We also collect two request-level
batch workload traces (SHARCNET and RICC logs) from [43,124], and, based on the power
model validated against real systems [42], convert them into the power usage of the third
virtual zone and the attacker. All the power usage are scaled to have an average utilization

of 75% (for the 3 virtual zones) and 60% (for the attacker), normalized with respect to the
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tenant’s subscribed capacity. Fig. 4.15 shows a 24-hour snapshot of the synthetic aggregate
power trace, which has a consistent pattern with real measurements [169,174].

Attacker. The attacker has 6 racks in one row as illustrated in Fig. 4.11. It
has six sensors placed evenly along the top of its six racks, and reads the sensors once
every 10 seconds (one time slot). The attacker’s sensor noise includes two parts: random
disturbance/random noise following a Gaussian distribution N (0,0.5) with a unit of , and
additional noise modeled as a variable that has a mean of 0.5 and scales proportionally
with the power trace in [169] (capturing the impact of servers that are served by other
infrastructures but housed in the same room). Following the strategy in Sec. 4.3.5, after
detecting an attack opportunity and waiting for T,,;; = 1 minute, the attacker increases
its power to the full capacity for T,;qc = 10 minutes. By default, the attacker does not
attack consecutively or more than 10% of the time each day, and sets T},,q = 10 minutes.

Note that if available, a coarse timing (e.g., daily peak hours, see Sec. 5.3.2) may
help the attacker focus on a narrower time frame for attacks, but it is still inadequate due
to the short duration of intermittent attack opportunities. In contrast, we focus on fine-
grained precise timing by exploiting a thermal side channel, on top of the complementary

coarse timing.

4.4.2 FEvaluation Results

Our evaluation results highlight that our proposed Kalman filter can extract rea-
sonably accurate information about benign tenants’ power usage and guide the attacker to

launch successful attacks.
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Kalman Filter Performance

The attacker constructs a zone-level heat recirculation matrix for its Kalman filter

(Section 4.3.4) and hence, only has an inaccurate knowledge of the actual heat recirculation

matrix Hy in (4.2). Given this limitation, let us first examine the Kalman filter performance.

In our experiment, we consider three zones for the benign tenants as illustrated in

Fig. 5.11. We show the attacker’s estimate of zone-based temperature increase impact at

one of its sensors in Fig. 4.12. Further, we show in Fig. 4.13 the attacker’s error normalized
. . . . . B (£)—himn (1)
with respect to the true heat recirculation matrix Hp, i.e., the values of —22—~——m.ni

honn®)
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Figure 4.14: Robustness of Kalman filter performance. (a) The Kalman filter response to
large power spikes. (b) Power estimation error versus error in the attacker’s knowledge of
heat recirculation matrix.
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Figure 4.15: A snapshot of the actual and estimated power.

where an(t) is the value generated by the attacker’s zone-based model. Each heat map
indicates the normalized errors for one time slot. It has six rows and 840 columns, cor-
responding to the attacker’s 6 sensors and benign tenants’ 840 servers, respectively. The
average normalized error is 20%, while the maximum error is +£75%.

Next, we show a 24-hour snapshot of the actual and estimated aggregate power
in Fig. 4.15. While estimation errors can be large at certain times, the attacker’s estimate

generally follows the same pattern of the actual power.
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We now examine the Kalman filter robustness. The process model (4.3) assumes
that the benign tenants’ power is driven by a noise, but this may not hold in practice.
Thus, we create an artificial large power spike (unlikely in practice) and see how the filter
responds. It can be observed from Fig. 4.14(a) that the filter can fairly quickly detect the
sudden power spike (within 15 minutes) and then produce good estimates again. Next, we
investigate the filter performance by varying the average error in the attacker’s knowledge
of the actual heat recirculation matrix. Specifically, we scale the errors in our default case
(20% average error, as shown in Fig. 4.13) and show the average error, maximum error,
and standard deviation in the attacker’s power estimation in Fig. 4.14(b). We see that if
the attacker’s assumed heat recirculation matrix does not deviate too much from the actual
one, its power estimation is quite accurate (e.g., only 5% average power estimation error,
given 30% average error in the attacker’s knowledge of Hy). The low estimation error is
partly because the benign tenants’ power has a large fixed portion, while the attacker only
needs to detect temporal variations for timing attacks.

To conclude, despite the attacker’s imperfect observation and process models, the

Kalman filter can estimate the benign tenants’ power at runtime reasonably well.

Power Attacks

Next, we present our experimental result on how well the Kalman filter can help
the attacker time its attacks.
True positive and precision rates. As the attacker cannot launch attacks too

frequently (no more than 10% of the time in our default case), true positive and precision
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Figure 4.16: (a) Frequency of power attacks versus the attack triggering threshold. (b) True
positive and precision rates versus the attack triggering threshold.

rates are important metrics to consider. True positive rate is defined as the percentage
of available attack opportunities captured by the attacker, while precision is the percentage
of successful attacks among all the launched attacks. By default, we consider an attack
successful if the designed power capacity is overloaded for at least 5 minutes.

We first show the frequency of power attacks in Fig. 4.16(a) by varying the at-
tacker’s triggering threshold. When the attacker sets a lower triggering threshold, it will
attack more frequently, detecting more attack opportunities and meanwhile launching more
unsuccessful attacks. Thus, as shown in Fig. 4.16(b), this results in a higher true positive
rate but a lower precision rate. To keep the power attacks under 10% of the total time,
the attacker can set its triggering threshold at 101% of the designed capacity shared with
benign tenants, resulting in a true positive rate of 54% and precision rate of 53%. This
represents a significant improvement, compared to the temperature-based attack that only

captures 3.9% of the attack opportunities with a precision of 2.1% (Fig. 4.9(a)).
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Figure 4.17: Attack success rates for different timer values.

Impact of T, and Ty,q values. The operator’s power contracts vary by
data centers, and thus the attacker can adjust its attack strategy parameters (Sec. 4.3.5).
Here, we study the effect of varying T, tqcr and Thq on the attack success rates in Fig. 4.17.
Specifically, we vary one value while keeping the other as default, and set the triggering
threshold to launch attacks for no more than 10% of the time. With an increased T tqck,
the attacker will peak its power for a longer time and intuitively should yield better attack
success rates. This holds for Tyieer < 25 minutes. However, the true positive and precision
rates may decrease as Tyuqcr continuously increases, because the attacker may keep on
attacking even though the attack opportunity is gone. On the other hand, with an increased
Thoid, the attacker will wait longer before re-launching an attack, even though an attack
opportunity may appear sooner. Hence, we see in Fig. 4.17(b) that the attack success rates
decrease as Ty, Increases.

Comparison with random attacks. Without a (thermal) side channel, the at-
tacker may launch random attacks, possibly within a narrower time frame if coarse timing

is available (Sec. 5.3.2). Random attacks can also capture a benign tenant which uninten-
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Figure 4.18: Comparison with random attacks.

tionally peaks its power usage. We now compare our timed attack with random attack
on a yearly trace in Fig. 4.18. Intuitively, randomly attacking for X% of the time should
capture X% of the available attack opportunities, with a fixed precision rate that is the
same as the probability of attack opportunities. This can be seen from Fig. 4.18, where the
small disturbances are due to empirical evaluations. Nonetheless, our timed attack signifi-
cantly outperforms random attacks, especially for limited attacking time less than 10% of
the time. This highlights the necessity of a (thermal) side channel as well as the danger of
maliciously timed power attacks. Note that after an initial increase, the true positive rate of
our timed attacks remains saturated even when the attacker attacks more frequently (which
also means a lower precision rate). This is because the total available attack opportunities
are the same and some of them can span a relatively longer (e.g., 20 minutes), but we do
not allow the attacker to attack consecutively (Sec. 4.3.5).

Impact of the attacker size. Naturally, a larger attacker with a higher capac-

ity subscription can launch more successful attacks and make the power infrastructure less
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designed capacity oversubscribed by 120%). (c) Even with heat containment, the thermal
side channel can still assist the attacker with timing power attacks.

reliable. In Fig. 4.19(a), we show the impact of attacker size on the available attack oppor-
tunities and its attack success rates. We keep the benign tenants’ total capacity fixed and
scale up the attacker’s capacity to the different percentages of total subscribed capacity. We
also keep the total attacking time at the default 10%. Naturally, the number of attack op-
portunities increases with the attacker size, as the attacker can create higher power spikes.
We also see that as the attacker has more servers, the true positive rate can go down while
the precision increases. This is because, although there are more attack opportunities, the
total attacking time remains the same, thus possibly resulting in a lower true positive rate.

At the same time, as there are more opportunities, the precision rate goes up.
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Next, in Fig 4.19(b), we show the annual cost impact (following Sec. 4.2.3) with
varying sizes of the attacker. The attacker needs to pay more as rent when its subscribed
capacity is larger, with an annual cost of $48.8k at 5% size up to $308.9k at 25% size
(assuming a capacity leasing cost of $150/kW /month, energy cost of 10 cents/kWh, and
server cost of $1500 per 250W server amortized over 3 years). But these costs are just a
fraction (varying between 1.44% and 15.88% depending on the attacker size and data center
tier) of the total cost borne by the operator and affected tenants due to the compromised
data center availability. On the other hand, a larger attacker can create more emergencies
and cause more damages to the data center. We see that, by spending in the order of 100
thousand dollars per year, the attacker can cost the target data center an annual loss in the
order of millions of dollars.

Impact of heat containment. While full heat containment is rare in multi-
tenant data centers, it may be partially implemented (see Fig. 4.5). Here, we study the im-
pact of different degrees of heat containment on the timing accuracy of attacks. We consider
three different cases, where one, two and three zones have heat containment, respectively.
As heat containment can reduce, but not completely eliminate, heat recirculation [125], we
consider that the corresponding heat recirculation impact is reduced by 90% when a zone
has heat containment. We see in Fig. 4.19(c) that heat containment reduces both the true
positive rate and precision. Nonetheless, this is still higher than random attacks.

Illustration of different attack scenarios. Finally, we show a snapshot of the
power attack trace in Fig. 4.20 to illustrate what would happen had attacks been launched

based on the strategy described in Sec. 4.3.5. We see some successful attacks that can
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Figure 4.20: Hlustration of different attack scenarios.

create prolonged overloads of the shared capacity. Note that an actual outage may not
always occur after a capacity overload due to infrastructure redundancy, but if it does
occur, the power trace will differ after the outage incident. There are also unsuccessful
attacks in Fig. 4.20 due to overestimates of the benign tenants’ aggregate power demand,
which fails to overload the designed capacity. In addition, there are missed opportunities

around the 19-th hour.

4.5 Defense Strategy

Given the danger of power attacks, a natural question follows: how can a multi-
tenant data center operator better secure its power infrastructure against power attacks? In

this section, we discuss a few possible defense strategies.

4.5.1 Degrading Thermal Side Channel

Since the thermal side channel resulting from heat recirculation is instrumental to
time power attacks, the first natural defense strategy would be degrading the side channel.

This can make the attacker estimate the benign tenants’ power usage with more errors,
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Figure 4.21: Degrading the thermal side channel.

thus misguiding the attacker’s power attacks. Towards this end, the data center can either
randomize the cooling system set point or reduce heat recirculation through heat contain-
ment.

Randomizing supply air temperature. Supply air temperature T,,(t) is an
important parameter for the attacker’s observation model in (4.2), and its randomization
might confuse the attacker. However, the attacker can easily set Tg,,(t) as a new state
to estimate along with the states of benign tenants’ power consumption in the Kalman
filter, and estimate it fairly accurately. Thus, randomizing T,y (t) does not offer a good
protection against power attacks. Further, it can decrease the cooling efficiency (due to,
e.g., unnecessarily low temperature settings).

Randomizing supply airflow. Another approach is to make the actual heat
recirculation process more uncertain to the attacker. In particular, randomizing the supply
airflow can make the attacker’s knowledge of the heat recirculation matrix more erroneous.
This requires the data center operator install adaptive vent tiles and carefully adjust their

opening without server overheating, incurring a high control complexity [172]. Moreover, as
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the attacker only needs to know the benign tenants’ aggregate power rather than individual
power, the Kalman filter performance is still reasonably good in the presence of supply
airflow randomization, making this strategy only moderately effective.

Heat Containment. While container-based design (e.g., enclosing tenants’ servers
in a shipping container) can isolate thermal recirculation across tenants [129], it is costly to
implement and rarely used in multi-tenant data centers [148]. Instead, the data center oper-
ator typically decreases heat recirculation by sealing the cold or hot aisles [40,116]. Cold/hot
aisle containment has a reasonably low capital expense but, due to tenants’ heterogeneous
racks, only has limited adoption in multi-tenant data centers (especially existing ones) as
shown in Fig. 4.5 [157]. Nonetheless, once heat containment is successfully installed, only
very little hot air can recirculate and there is no control needed at runtime. Thus, heat
containment can be effective with a low capital expense.

We illustrate the aforementioned defense strategies in Fig. 4.21. We also quan-
tify the effectiveness of different defense strategies by investigating their impacts on the
attacker’s true positive and precision rates of successful attacks. The results are shown in
Fig. 4.22, where “Baseline” is the current status quo without our discussed defenses. For
all the defenses, the attacker uses the same attack strategy as discussed in Section 4.3.5.
We see that heat containment is the most effective strategy, while randomizing the supply
air temperature has little effect in preventing power attacks. In particular, with 99% heat
containment (i.e., only 1% hot air recirculates), the attacker’s timing accuracy through the

thermal side channel is only marginally better than random attacks.
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Figure 4.22: True positive and precision rates of different defense strategies. “Low” /“high”
indicates the amount of randomness in supply airflows. “x%” heat containment means x%
of the hot air now returns to the CRAH unit directly.

We recommend heat containment as the “best” defense strategy due to its high
effectiveness, low cost and zero management at runtime. Thus, besides efficiency [116],
securing the power infrastructure against power attacks now becomes another compelling

reason for multi-tenant data centers to adopt heat containment.

4.5.2 Other Countermeasures

There also exist other countermeasures to secure a multi-tenant data center against
power attacks. A straightforward approach is to not oversubscribe the power infrastructure,
thus eliminating the vulnerabilities and attack opportunities. But, this comes at a signif-
icant revenue loss for multi-tenant data center operators and installing extra capacity can
be particularly challenging in existing data centers. Another approach is to increase the
level of redundancy. Nonetheless, the attacker can still compromise the long-term designed
availability, which essentially translates into a capital loss for the operator (Table 4.1).

It is also important to detect the malicious attacker as early as possible and then
evict it. While the power usage illustrated in Fig. 4.2(c) does not violate the operator’s

contract and can be a benign tenant’s power pattern, continuously having such a usage
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pattern may be suspicious. Concretely, the operator may pay special attention to the high
aggregate power periods and closely monitor which tenant has the highest contribution to
those periods.

Finally, the operator can take other measures or implement a combination of the
above strategies to secure its infrastructure against power attacks. This is an interesting

research direction for our future study.

4.6 Related Work

Power oversubscription is economically compelling but can result in occasional
emergencies that require power capping to handle [42]. For example, well-known power
capping techniques include throttling CPU frequencies [95,174], reducing workloads [169],
among others. Unfortunately, these approaches cannot be applied by a multi-tenant data
center operator due to the operator’s lack of control over tenants’ servers.

There have been many studies on making the cyber part of a data center more
secure. For example, defending data center networks against DDoS attacks [111,181] and
protecting user privacy against side channel attacks [61,84, 114, 187] have both received
much attention.

In parallel, data center physical security has been gaining attention quickly in
recent years. For example, [150] studies defending servers against human intrusion and
attacks. More recently, [93, 180] attempt to intentionally create power emergencies in an

owner-operated data center through VMs. Nonetheless, malicious VM workloads may not
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all be placed together to create high and prolonged spikes, and the operator can use server
power and VM placement control knobs in place to safeguard the power infrastructure [114].

In contrast, we consider a multi-tenant data center where a malicious tenant can
subscribe enough power capacity to create extended and severe power emergencies. Further,
the data center operator has no control of tenants’ servers and thus, cannot apply power
capping to mitigate power attacks. More importantly, unlike [48,93, 180], we exploit a
co-residency thermal side channel resulting from the unique heat recirculation to launch
well-timed power attacks. Thus, our work represents the first effort to defend multi-tenant
power infrastructures against power attacks.

Our work also makes contributions to the literature on multi-tenant data center
power management. Concretely, the existing studies have all been efficiency-driven, such as
reducing energy costs [73], increasing power utilization [75] and minimizing social cost for
demand response [21]. In contrast, our work focuses on the power infrastructure security, a
neglected but very important issue in multi-tenant data centers.

Finally, we discuss if the attacker can alternatively exploit other side channels. In
general, when workload increases, the server power also increases and so does the latency
[17]. Thus, request response time might be a cyber side channel: a higher response time
might indicate that the tenant is having a higher workload and hence, power usage, too.
Nonetheless, many tenants do not even have any services open to the public [17,30]. Thus,
the measured response time contains little, if any, information about the aggregate power
usage of multiple benign tenants. Further, the attacker might infer the benign tenants’

power usage based on its detected voltage/current changes. However, a multi-tenant data
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center delivers highly conditioned power to tenants’ servers, and the internal wiring topology
(e.g., Fig. 4.1) may not be known to the attacker. In any case, we make the first effort to
study power attacks in multi-tenant data centers by exploiting a thermal side channel, which
can complement other side channels (if any) and assist the attacker with timing its attacks

more accurately.

4.7 Concluding Remarks

In this paper, we study a new attack — maliciously timing peak power usage
to create emergencies and compromise the availability of a multi-tenant data center. We
demonstrate that an oversubscribed multi-tenant data center is highly vulnerable to mali-
ciously timed high power loads. We identify a thermal side channel due to heat recirculation
that contains information about the benign tenants’ power usage and design a Kalman filter
guiding the attacker to precisely time its attacks for creating power emergencies. Our exper-
iments show that the attacker can capture 54% of all attack opportunities with a precision

rate of 53%, highlighting a high success rate and danger of well-timed power attacks.
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Chapter 5

Timing Power Attacks in
Multi-tenant Data Centers Using

an Acoustic Side Channel

5.1 Introduction

The exploding demand for cloud services and ubiquitous computing at the Inter-
net edge has spurred a significant growth of multi-tenant data centers (also referred to as
“colocation”). The U.S. alone has nearly 2,000 multi-tenant data centers, which are expe-
riencing a double-digit annual growth rate and account for about 40% of all data center
energy consumption [3,73,120]. Unlike a multi-tenant cloud platform where users rent vir-
tual machines (VMs) on shared servers owned by the cloud provider, a multi-tenant data

center offers shared non-IT infrastructures (e.g., power and cooling) for multiple tenants to
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house their own physical servers. It serves as a cost-effective data center solution to almost
all industry sectors, including large IT companies (e.g., 25% of Apple’s servers are housed
in multi-tenant data centers [14]).

Naturally, it is extremely important to provide a highly reliable power supply to
tenants’ servers in a multi-tenant data center. To accomplish this, data center operators
have typically employed backup power and infrastructure redundancy (e.g., duplicating
each power supply equipment, or 2N redundancy, as illustrated in Fig. 5.1), safeguarding
multi-tenant data centers against random power equipment faults and utility power out-
ages. For example, power availability in a multi-tenant data center with state-of-the-art 2N
redundancy can exceed 99.995% [23,152,155].

The high availability of data center power infrastructures comes at a huge cost: the
capital expense (CapEx) is around U.S.$10-25 for delivering each watt of power capacity to
the IT equipment, taking up 60+% of a data center operator’s total cost of ownership over
a 10-year lifespan [58,75,126,174]. Thus, in order to reduce and/or defer the need for infras-
tructure expansion, a common technique is power oversubscription: similarly as in other
industries (e.g., airline), a multi-tenant data center operator sells its available data center
infrastructure capacity to more tenants than can be supported. The rationale of power
oversubscription is that different tenants typically do not have peak power consumption at
the same time. The current industry average is to have a 120% oversubscription (yielding
20% extra revenue without constructing new capacities) [66,156]. Moreover, power over-
subscription is also commonly found in owner-operated data centers (e.g., Facebook [174]),

and more aggressive oversubscription [56,93] has been advocated.
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Despite the compelling economic benefit, power oversubscription is not risk-free
and can potentially create dangerous situations. Concretely, although generally uncom-
mon, tenants’ aggregate power demand can exceed the design power capacity (a.k.a. power
emergency) when their power consumption peaks simultaneously. Power emergencies com-
promise infrastructure redundancy protection (illustrated in Fig. 5.1) and can increase the
outage risk by 280+ times compared to a fully-redundant case [23]. Moreover, data center
power infrastructures are not as reliable as desired. In fact, compared to cyber attacks,
power equipment failures are even more common reasons for data center outages, for which
overloading the design power capacity is a primary root cause [34,127]. For example, de-
spite backup power equipment and redundancy, a power outage recently occurred in British
Airways’s data center and cost over U.S.$100 million [139].

As a consequence, the significant outage risk associated with power emergencies
has prompted active precautions. Concretely, due to the lack of control over tenants’ servers,
a multi-tenant data center operator typically restricts tenants’ “normal” power usage to be
below a fraction (usually 80%) of their subscribed capacities as stipulated by contractual
terms. That is, tenants may only use their full subscribed capacities in limited occasions,
and non-compliant tenants may face power cuts and/or eviction [8,72]. Thus, this can
effectively eliminate most, if not all, severe power emergencies, thus achieving the designed
availability.

While power oversubscription has been regarded as safe due to safeguard mecha-
nisms, recent studies [76,77,93,180] have demonstrated an emerging threat — power attacks,

i.e., malicious power loads that aim at overloading the shared capacity — which could cre-
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ate frequent power emergencies and compromise data center availability. Although there
are only limited attack opportunities as illustrated in Fig. 5.2, the impact of power attacks
is devastating. As shown in Table 5.2, even if power attacks can create power emergencies
for only 3.5% of the time, multi-million-dollar losses are incurred by both the operator and
affected tenants.

In a multi-tenant data center, a malicious tenant (i.e., attacker) must precisely
time its peak power usage in order to create successful power attacks without violating
the operator’s contract: the attacker only uses its full subscribed capacity when the power
demand of other benign tenants’ is high. In the existing research [76], such precise timing
is achieved through the help of a thermal side channel resulting from heat recirculation —
benign tenants’ server heat, which can recirculate to the attacker’s temperature sensors,
is a good indicator of their power usage. Nonetheless, exploiting the thermal side channel
has several key limitations. First, heat containment techniques are increasingly common
in modern data centers to improve cooling efficiency and thus can effectively mitigate, or
even eliminate, the thermal side channel. Second, in order to time its power attacks, the
attacker must be able to construct a data center heat recirculation model, which can deviate
significantly from the actual environment and lower the timing accuracy. Last but not least,
it may take a long time (> 1 minute) for the heat generated by distant servers to affect
the attacker’s temperature sensor, rendering the estimation possibly outdated. All these
factors would contribute to the limited applicability of the thermal side channel in practice.

Contributions of this paper. This paper focuses on the emerging threat of

power attacks in multi-tenant data centers and exploits a novel side channel — acoustic
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side channel resulting from servers’ noise generated by cooling fans — which assists an
attacker with timing its power attacks. Concretely, the key idea we exploit is that the
energy of noise generated by a server’s cooling fans increases with its fan speed measured in
revolutions per minute (RPM), which is well correlated with the server power (Section 5.4.1).
Thus, through measurement of the received noise energy using microphones, an attacker
can possibly infer the benign tenants’ power usage and launch well-timed power attacks,
which significantly threaten the data center availability. Nonetheless, there are three key
challenges to exploit the acoustic side channel.

e How to filter out the computer room air conditioner’s (CRAC’s) fan noise? In
a data center, the volume of CRAC’s fan noise is often significantly greater than that of
servers’ fan noise, thus making the servers’ fan noise undetectable.

e How to relate the received aggregate noise energy with benign tenants’ aggregate
power consumption? There are many noise sources (e.g., servers) in a data center, all
arriving at the attacker’s microphones through different attenuation paths. Thus, the mixed
noise energy measured by the attacker has a rather poor correlation with benign tenants’
aggregate power usage.

e How to detect real attack opportunities? As various types of disturbances can
create spikes in the attacker’s received noise energy, the attacker must be able to avoid these
fake attack opportunities and launch attacks at the right moments.

In this paper, we address all these challenges (Section 5.4). First, we investigate
differences between servers’ fan noise and the CRAC’s fan noise in terms of frequency

characteristics, and then propose a high-pass filter that can filter out most of the CRAC’s
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fan noise while preserving the acoustic side channel. Second, we propose an affine non-
negative matrix factorization (NMF) technique with sparsity constraint, which helps the
attacker demix its received aggregate noise energy into multiple consolidated sources, each
corresponding to a group of benign tenant’s server racks that tend to have correlated fan
noise energy. Thus, when all or most of the consolidated sources have a relatively higher
level of noise energy, it is more likely to have an attack opportunity. More importantly,
noise energy demixing is achieved in a model-free manner: the attacker does not need to
know any model of noise propagation. Third, we propose an attack strategy based on a
finite state machine, which guides the attacker to enter the “attack” state upon detecting
a prolonged high noise energy.

We run experiments in a real data center environment to evaluate the effectiveness
of our proposed acoustic side channel in terms of timing accuracy. In addition, we com-
plement the experiments with simulation studies over a longer timescale. Our results show
that the attacker can successfully capture 54% of the attack opportunities with a precision
rate of 48%, potentially creating a million-dollar financial loss yet spending a small fraction
(between 3% and 23%) of the created loss. Moreover, our achieved timing accuracy is com-
parable to the best-known result reported by the existing research [76]. Finally, we discuss
a possible set of common defense strategies to safeguard the data center infrastructure,
such as increasing infrastructure resilience, mitigating the acoustic side channel, and early

detecting malicious tenants (Section 5.6).
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Figure 5.1: Loss of redundancy protection due to power attacks in a Tier-IV data center.

To facilitate future research on data center acoustic side channels by other re-
searchers, we have also made our noise recordings along with server measurements, such as

power and fan speeds, publicly available at [112].

5.2 Opportunities for Power Attacks

We here discuss the multi-tenant data center power infrastructure vulnerability,
and show opportunities for well-timed power attacks.
5.2.1 Multi-tenant Power Infrastructure

As illustrated in Fig. 5.1, a multi-tenant data center typically has a hierarchical
power infrastructure with the uninterrupted power supply (UPS) sitting at the top. The

UPS acts as a buffer between the grid electricity and downstream equipment, providing
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conditioned power and facilitating seamless switch-over to backup generators during grid
failures. Each UPS is connected to one or multiple power distribution units (PDUs) which
supply power to the server racks. Each rack also has its own power strip (often called rack
PDU) to connect the servers. All the power equipment have circuit breakers to protect
against power surges as well as to isolate faulty equipment from the rest.

An important notion in data centers is “design capacity” (also called critical power
budget /capacity), indicating the capacity of conditioned power supplied to IT equipment
(e.g., servers). The cooling system taking away the heat from servers is also sized based on
the designed power capacity. Data center capacity, therefore, is often measured based on
the total designed power capacity, while it also includes the matching cooling capacity.

Most data centers have some levels of redundancy to handle random equipment
failures. Specifically, data centers are classified into four tiers [152,159]: a Tier-I data
center does not have any redundancy, a Tier-II data center has N+1 redundancy only for
the UPS and backup generators, while Tier-III and Tier-IV data centers have N+1 and 2N
redundancy for the entire power infrastructure, respectively. Fig. 5.1 shows a Tier-IV data
center with 2N redundancy.

A multi-tenant data center leases rack-wise power capacity to tenants based on its
design capacity, and all tenants are required to meet per-rack capacity constraints. While
megawatt UPSes are not uncommon, data centers often install multiple smaller UPSes
(~200-300kW), each serving one or two PDUs. For example, a large Tier-IV data center

may have multiple independent sets of 2N redundant infrastructures. In addition, power
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capacity is also deployed on an as-needed basis: new capacity is added only when existing

capacity is exhausted.

5.2.2 Opportunities

Vulnerability to power attacks. While power oversubscription is common
[93, 156, 180], multi-tenant data center operators use contractual restrictions to prohibit
tenants from using their full capacities all the time (e.g., a tenant’s normal power usage
cannot exceed 80% of its subscribed capacity) [8,72]; involuntary power cuts and/or eviction
may apply to non-compliant tenants. Thus, this can keep the typical aggregate power
demand well below the designed capacity, achieving the designed availability.

We illustrate this point in Fig. 5.2, where we show aggregate power trace of four
tenants subscribing a total capacity of 15.6 kW while the designed capacity is 13 kW
with a 120% oversubscription.! In normal situations, the total power remains below the
design capacity throughout our 12-hour trace. Note that our power trace includes common
workloads such as data processing and web services housed in a multi-tenant data center
[75,100,169].

The safeguards, however, are ineffective and vulnerable to well-timed malicious
power attacks. As shown in Fig. 5.2, an attacker can intentionally inject malicious loads by
increasing power to its maximum subscribed capacity when the other benign tenants also
have a high power demand. Consequently, in contrast to the benign case, we see two power
emergencies in the 12-hour trace. Here, the attacker’s peak power only lasts for 10 minutes

at a time, thereby not violating the contract yet enough to trip the circuit breaker. Note

!The capacity setting is based on our experimental setup in Section 5.5.1.
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Figure 5.2: Infrastructure vulnerability to attacks. An attacker injects timed malicious
loads to create overloads.

that, even a benign tenant may occasionally reach its full subscribed capacity, but unlike in
the malicious case, these random peaks do not necessarily coincide with the peak of other
tenants.

Impact of power attacks. The immediate impact of power attacks is overloading
the design capacity and compromising the infrastructure redundancy, which is extremely
dangerous. We use a state-of-the-art Tier-IV data center with 2N redundancy to illustrate
this point in Fig. 5.1. Specifically, Fig. 5.1(a) shows a design capacity of 200kW and,
because of the 2N redundancy design, there are two independent power paths each having
a capacity of 200kW. The total IT load is equally shared by the two independent paths.
Without a power attack, even though one of the power paths fails, the load is switched to
the alternate path without outage. Hence, random single path failures are handled by the
redundancy design. Now, suppose that a power attack overloads the design capacity by
10% and that the total IT load is 220kW. As shown in Fig. 5.1(b), with a power attack, an
actual outage occurs followed by a single power path failure.

Thus, we see that the data center loses its redundancy protection when it is under

successful power attacks, which can increase the outage risk by 280 times compared to the
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Table 5.1: Data center outage with power attacks.

R, Availibilit Outage
Classification Availibility Outage w/ Attaclz’ w/ Attgack
(%) (hours/Yr.) (%) (hours /Yr.)
Tier-I 99.671 28.82 96.182 334.41
Tier-I1 99.741 22.69 96.995 263.26
Tier-111 99.982 1.58 99.791 18.3
Tier-IV 99.995 0.44 99.946 4.74
Table 5.2: Cost impact of power attack 3.5% of the time on a IMW-10,000 sqft data center.
Outage Increased Capital Total
Classification Cost Outage Cost Loss Cost
($/hour/sqft) | (mill. $/Yr.) | (mill. $/Yr.) | (mill. $/Yr.)
Tier-1 1.98 6 n/a 6
Tier-11 6.4 15.5 0.1 15.6
Tier-111 46.7 7.8 0.9 8.7
Tier-IV 55.6 2.4 1.1 3.5

redundant case [23,159]. We can draw similar conclusions for Tier-II and Tier-III data
centers with N+1 redundancy, although the degree of redundancy loss is even worse than
a Tier-IV data center. For Tier-1 data center without redundancy protection, a successful
prolonged power attack (e.g., 10 minutes) can lead to an outage.

As shown in Table 5.2, even if redundancy protection is compromised by power
attacks for only 3.5% of the time, multi-million-dollar losses are incurred, let alone the loss
of customers for the victim data center operator.

In summary, despite the infrastructure redundancy and contractual safeguards in
place, a multi-tenant data center with power oversubscription opens up abundant opportu-

nities for well-timed power attacks that can result in significant financial losses.
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5.3 Threat Model and Challenges

We now introduce the threat model and show challenges faced by an attacker for

successful attacks.

5.3.1 Threat Model

Tenants typically sign yearly leases in multi-tenant data centers. Our threat model
consists of a malicious tenant (i.e., attacker) that has its servers housed in a multi-tenant
data center with oversubscribed power infrastructure. The target data center includes
one or more sets of modular “UPS—PDU” power paths (possibly with redundancies). The
attacker leases a certain amount of power capacity (e.g., at a monthly rate of U.S.150%/kW)
and shares one such power path with several other benign tenants. It also installs several
microphones on its server covers and/or rack assemblies.

Liberties and limitations of the attacker. We now discuss what the attacker
can and cannot do in our threat model. For power attacks, the attacker can peak its
power usage quickly by launching CPU intensive tasks. More importantly, the attacker
launches power attacks by maliciously timing its peak power usage within the operator’s
contractual constraint: the attacker poses as a normal tenant, but it intentionally creates
power emergencies by peaking its power usage when benign tenants’ power usage is also high.

There may exist other types of attacks, such as igniting explosive devices, phys-
ically tampering with the data center infrastructures, and modifying server power supply
units to create power surges beyond the attacker’s leased capacity (which will first trip the

attacker’s rack-level circuit breakers and isolate the attacker from other tenants). These
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are all beyond our scope. Moreover, attacking the (possibly shared) network infrastructures
are well-studied threats [111,181] and also orthogonal to our study.

Finally, the attacker may create multiple tenant accounts (i.e., sub-attackers),
each exploiting an acoustic side channel (Section 4.1) within a local range of a few meters
to infer power usage of corresponding benign tenants. Nonetheless, we do not consider
multiple attackers that belong to different and possibly competing entities, which is left as
interesting future work.

Successful attack. We consider a power attack successful when p, + pp > PP
is satisfied for a continuous time window of at least L minutes (L = 5 minutes in our
evaluation and enough for a circuit breaker to trip [133]), where p, is the attacker’s power,
pp is the aggregate power of the benign tenants, and PP is the capacity of the shared
power infrastructure under attacks. Accordingly, an attack opportunity is said to arise if
there could be a successful power attack (i.e., the attacker’s peak power can result in a
capacity overload for L+ minutes), regardless of whether the attacker actually launches an
attack. Fig. 5.2 illustrates the attack opportunities in solid bars.

Note that a successful power attack may not always cause an outage; instead, it
compromises the data center availability and, over a long term, the outage time in a multi-
tenant data center significantly increases, resulting in million-dollar losses (Table 5.2).

Motivations for attacker. Although geo-redundancy techniques may prevent
certain advanced tenants’ service dis-continuity, a successful power attack, even in a single
data center, can still lead to service outages for affected tenants and cost them million-dollar

losses (see the recent example of JetBlue [149]). Meanwhile, tier classification is downgraded
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(e.g., a Tier-IV data center becomes a Tier-II one) due to infrastructure redundancy pro-
tection loss, effectively wasting the data center operator’s huge CapEx for achieving a high
availability. Additionally, power outages significantly damage the operator’s business rep-
utation. On the other hand, the attacker can create such severe impacts by spending only
a fraction of the resulting loss (3~23%) borne by the tenants and the operator. Thus, the
attacker can be a competitor of the tenant(s) and/or the data center operator, or just any

criminal organization creating havoc.

5.3.2 Challenges for Power Attacks

While multi-tenant data centers are vulnerable to power attacks, the actual attack
opportunities are intermittent due to fluctuation of benign tenants’ power usage.

Naturally, attack opportunities depend on benign tenants’ aggregate power de-
mand at runtime, which is unknown to the attacker. Additionally, the attacker does not
have access to the operator’s power meters to monitor tenants’ power usage for billing pur-
poses. The attacker might hack into the operator’s power monitoring system to gain the
power usage information, but this is safeguarded in the cyber space and orthogonal to our
study.

A naive attacker may try to attack the data center without any knowledge of other
tenants’ power usage by simply maintaining its maximum power all the time. Nonetheless,
this kind of power usage violates the operator’s contractual requirement, leading to invol-
untary power cut and/or eviction. Alternatively, the attacker may try to launch random

power attacks in hopes of capturing some attack opportunities. This, however, is also not
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effective and has a poor success rate (Fig. 5.17 in Section 5.5.2), since attack opportunities
are intermittent.

The attacker may also refine its strategy by choosing a smaller window (e.g.,
anticipated peak hours) to launch attacks. Nonetheless, a successful power attack needs a
precise timing due to the intermittency of attack opportunities, which cannot be located by
simply zooming into a smaller time window in the order of hours. Alternatively, the attacker
may launch attacks whenever it sees one of the power paths is down (due to equipment fault
or maintenance shut-down). Again, intermittency of attack opportunities mandates precise
timing for an attack to be successful. Moreover, detecting the loss of a power path requires
a dual-corded connection, which may not apply in all data centers (e.g., a Tier-II data
center) [152].

Limitation of the thermal side channel. In order to achieve a precise timing
for power attacks, a recent study [76,77] has proposed to use a thermal side channel resulting
from heat recirculation to estimate benign tenants’ power. However, heat containment
techniques that reduce (even eliminate) the thermal side channel are expected to be adopted
widely in the modern data centers. In addition, exploiting the thermal side channel in [76]
requires modeling the heat recirculation in the target data center. Although a low sensitivity
to model errors is reported in [76], the attacker needs to know the data center layout to
build the model and any changes in the layout (e.g., new tenants move in) will require
remodeling. Last but not least, it may take >1 minute for the heat generated by distant

servers to reach the attacker’s temperature sensor, rendering the estimated benign tenants’
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power usage information possibly outdated. Thus, the thermal side channel may not be as
widely applicable as desired by the attacker.
In summary, a key challenge faced by the attacker is how to precisely time its power

attacks at the moments when the benign tenants’ aggregate power demand is also high.

5.4 Exploiting An Acoustic Side Channel

A key observation we make in this paper is that there exists an acoustic side channel
which results from servers’ cooling fan noise and carries information of benign tenants’ power
usage at runtime. In this section, we first show through experiments on commercial servers
how the noise is generated and its relation to server power. Then, we present our approaches
to address the following three challenges in order to exploit the acoustic side channel for
timing power attacks in a practical multi-tenant data center environment.

e How to filter out the air conditioner noise?

e How to estimate benign tenants’ power from the mixed noise?

e How to detect real attack opportunities?
5.4.1 Discovering an Acoustic Side Channel

Theoretical Support

The main sources of noise in data center servers are cooling fans, hard drives
with spinning disks, and electrical components such as capacitors and transformers [28].

However, the dominant noise comes from the cooling fans, which draw cold air from
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Figure 5.3: Noise tones created by rotating fan blades [28].

the data center room into servers.2

The rotating blades in a server’s cooling fans cre-
ate pulsating variations in air pressure levels, thus generating high-pitched noise with fre-
quency components that depends on the fan speed. The relationship between the noise
major tone frequency and fan speed in RPM (revolutions per minute) is governed by:
Frequency (Hz) = % x Fan RPM x Number of Blades. Fig. 5.3 illustrates how the rotating
blades creates the noise tones [28]. The fans also generate broadband white noise due to
the friction of airflow with the electrical components inside the server. Among other less
significant noise sources, hard disks create low-pitched humming noise, while the transform-
ers and capacitors create tapping noise due to mechanical stress caused by the alternating
current.

More importantly, a server’s fan speed increases with its power consumption, serv-

ing as a good indicator of the server power. In a server, most of the power consumption

converts into heat, which needs to be removed through cold air flowing through the server

2 Air cooling is dominant in multi-tenant data centers. Liquid cooling, i.e., using liquid inside a server to
remove heat, is typically used in high-performance computing centers (a different type of data center [120])
due to their ultra-high power density.
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to maintain the temperature of internal components below a safe operating temperature
threshold. As data center rooms operate in a conditioned temperature with little to no
variation [107,116], the amount of heat carried away from a server is directly proportional
to the cold air flow rate which, according to the fan law [153], is directly proportional to
the fan speed for a given server. Hence, the relationship between server power consumption
p and fan speed r can be approximated as follows r ~ ki - p, where ki is a proportionality
constant that depends on the server’s airflow impedance, data center air density, operating
temperature, among others. In addition, following the empirical formula presented in [106]
for a two-dimensional passage (e.g., a server case), the noise signal energy resulting from fan
rotations is proportional to the fifth power of the air-flow rate, which in turn is proportional
to the fan speed as well as the server power. This gives us the following relation between
the noise signal energy L and the server power (electricity) consumption p: L ~ ks - p°,
where ks is a server-specific proportionality constant. Therefore, this relation provides us
with a theoretical support that the server fan noise energy serves as a good side channel that

can reveal the server power usage information.

Experimental Validation

We now run experiments on a set of four Dell PowerEdge 1U rack servers (a
popular model used in data centers) to validate the relation between the server noise and
power consumption. To minimize the disturbances from external sources, we put our servers
in a quiet lab environment with the room temperature conditioned at 72°F. We vary the

power consumption of the servers by running CPU intensive loads at different levels. We
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Figure 5.4: Inside of a Dell PowerEdge server and a cooling fan. The server’s cooling fan is
a major noise source.

record the server noise using a Samson Meteor studio microphone (with a sampling rate of
8k/sec) placed in front of the server inlet. We also monitor the servers’ power consumption,
fan speeds, inlet and exhaust air temperatures. Fig. 5.4 shows the picture of internal
components of the server with a close-up picture of one cooling fan and the noise recording
setup.

The first thing to notice is that there is an array of cooling fans in the server
spanning the entire width. This type of fan placement facilitates cold airflow through all
the components in the server and is widely used in today’s servers. By default, these fans
are dynamically controlled by the server based on the temperature sensor readings from
different internal components (e.g., CPU). In our servers, there are seven fans, which are

regulated individually by Dell’s built-in fan control algorithm based on the need of the fan’s
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Figure 5.5: The relation between a server’s cooling fan noise and its power consumption in
the quiet lab environment. (a) Server power and cooling fan speed. (b) Noise spectrum.
(c) Noise tones with two different server power levels.

designated cooling zone inside the server to achieve an exhaust hot air temperature below
a safety threshold [29].

Fig. 5.5(a) shows the server power consumption and one server’s cooling fan speed.
Both individual fan speeds and the mean fan speed are shown. It can be seen that the mean
fan speed closely matches the server power consumption, thereby corroborating that the
server fan speed is a good side channel for server power consumption. Next, in Fig. 5.5(b)
we show the recorded noise frequency spectrum based on FFT (Fast Fourier Transform)
each having a 10-second window. We see that the effect of changes in server’s power is
clearly visible: with a high power, the noise frequency components also increase and there
are more high-frequency components. The lower frequency components are mainly due

to the background noise in the lab. We further take two sample points in time from the
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Figure 5.6: (a) Sharp power change creates noise energy spike. (b) Relation between noise
energy and server power.

frequency spectrum, representing high and low server power respectively, and show them
in Fig. 5.5(c). We confirm that a high server power generates higher-intensity noise across
the entire frequency spectrum (especially for high-frequency spectrum). Additionally, in
the zoomed-in figure, we see that there are additional frequency components in the server
noise between 400Hz and 500Hz. These frequency components clearly show the impact of
changed fan speeds in the noise tone. Note that, because there are multiple fans that are
separately controlled to run at different fan speeds (Fig. 5.5(a)), we do not see one single
prominent tone in the server noise spectrum.

Relation between noise energy and server power. To quantify the volume of
the server’s cooling fan noise, we use the notion of “noise energy” (or noise signal energy),
which is the sum of the square of each frequency component after performing FFT on the
recorded noise signal over a 10-second window. Equivalently, noise energy is also the same
as the square of time-domain noise signal amplitudes over the same 10-second window due
to the Parseval’s theorem. Note the difference between “noise energy” and ”server power”

that are frequently used in this paper: noise energy means the recorded noise signal energy
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over a certain time window (not the real energy and hence a scaler without units), whereas
server power is the real power in our conventional notion.

In Fig. 5.6(a), we show that a sudden change in server power creates a noise energy
spike, which then gradually slows down to a stable value as the server power stabilizes. This
is due to the internal fan control algorithm used by the Dell serversfor reacting to a sudden
change in power and heat: the fans try to bring down the suddenly increased temperature to
a safe range as quickly as possible, thus running at an exceedingly high speed and generating
a noise energy spike. Note that such noise energy spikes may not represent a real attack
opportunity and needs to be detected by the attacker in order to improve its timing accuracy
(Section 5.5.2).

We also see from Fig. 5.6(a) that there is a time lag in the fan speed response. It is
mainly because the fan control algorithm directly reacts to the server’s internal temperature
change, rather than the server power change. Hence, the time lag is due to the temperature
build-up time plus the fan reaction time (for increasing fan speed). The temperature build-
up time depends on the magnitude of server power change, and a higher power change
results in a quicker temperature increase. In our experiment, the time lag is about 60
seconds for the maximum power change from 230W to 845W, while in practice the time lag
is shorter since server power often varies within a smaller range. Moreover, the generated
fan noise almost instantly reaches the attacker’s servers due to the high speed of sound. In
contrast, using the thermal side channel reported in [76], it can take around 100 seconds

for the heat generated by the benign tenants’ servers to travel to the attacker’s server inlet.
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Thus, the acoustic side channel can reveal benign tenants’ server power consumption in a
more timely manner than the thermal side channel.

In Fig. 5.6(b), we show the relationship between the noise energy and server power
consumption. For this figure, we run the server at different power levels, each for 20 minutes
to reach the steady state. We see that the noise energy increases exponentially with the
increasing server power consumption, following the approximated relation: noise-energy =
10723 . (server-power)%8. Tt deviates slightly from the theoretical relationship because the
server also has other weaker noise sources like capacitors.

To sum up, our experiment corroborates the theoretical investigation that a server’s
cooling fan noise energy serves as a good side channel to indicate the server power consump-
tion: a server’s cooling fan noise energy increases with its speed, which in turn increases
with the server power consumption. Nonetheless, there exist multifaceted challenges to
exploit the prominent acoustic side channel in a practical data center environment, thus

motivating our studies in the subsequent sections.

5.4.2 Filtering Out CRAC’s Noise

We have yet to show the existence of our discovered acoustic side channel in a
practical data center environment. For this purpose, we run the same experiment inside
our school data center with our server rack consisting of 20 Dell PowerEdge servers. The
details of our data center are provided in Section 5.5.1. We run the same stress in all the
servers such that they all have the same power consumption (and hence similar fan speeds),

and record the noise in front of the server inlet in the middle of the rack. In Fig. 5.7(a),
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Figure 5.7: Server noise and power consumption in our noisy data center. (a) Noise spec-

trum. (b) Cutoff frequency of high-pass filter. The ratio is based on the noise of 4kW and
2.8kW server power. (c) Noise energy and server power.

we apply 10-second FFT on the recorded noise signal and show the frequency spectrum,
from which we see that unlike in a quiet lab environment, the low-frequency background
noise inside the data center overwhelms the sound spectrum and changes in servers’ cooling
fan noise are hardly visible. We have also varied the blower setpoint of computer room air
conditioner (CRAC), and found the same result. In fact, as shown in Fig. 5.7(b), if we do
not filter out the low-frequency components, the recorded noise energy is nearly the same
(i.e., with a ratio close to 1) even though we vary the server power significantly (2.8kW
versus 4kW); nonetheless, even for fewer servers, the distinction in noise energy at two
different power levels is very clear in a quiet lab environment (Fig. 5.6(b)).

While some low-frequency components of the background noise come from servers

owned by others, their impact is relatively insignificant since most of the servers in our
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experimental data center are idle with minimum fan speeds; instead, most of the low-
frequency noise comes from the CRAC that provides cold air to the servers through large
blowers (e.g., fans). Fortunately, the CRAC fan noise has different frequency tones from
servers: a majority of the CRAC noise is within a lower frequency range compared to servers’
cooling fan noise, because the blower fan speed in a CRAC is often smaller than a server’s
cooling fan. Therefore, if we apply a high-pass filter to remove low-frequency components in
the recorded noise, the CRAC’s noise impact may be mitigated.

We validate the idea of using a high-pass filter for recovering the acoustic side
channel and investigate the effect of the cutoff frequency of the high-pass filter in Fig. 5.7(b).
We specifically look at the ratio of noise energy given a high server power (4kW) to that
given a low server power (2.8kW). A higher ratio means that the noise energies between
high server power and low server power are more different and hence more distinguishable
(i.e., a better acoustic side channel). We also show the absolute noise energy recorded in the
high server power case. We see that the ratio sharply rises up to 200Hz and remains around
1.7, while the absolute sound energy decreases significantly. While a high ratio is desirable
to have a larger variation in the noise energy as the server power changes, a too low absolute
noise energy is not effective since we need to have a detectable noise trace. Here, we choose
200Hz as the cutoff frequency for the high-pass filter, which gives a high ratio of noise
energy given different server power levels and also a moderately high absolute noise energy.
In general, the choice of “optimal” cutoff frequency that yields the best timing accuracy
may vary with data centers and CRACs. However, in our experiments in Section 5.5.2,

we find that the timing accuracy is not significantly affected over a wide range of cutoff
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frequencies (200Hz—600Hz), demonstrating a good robustness of our filtering approach. In
Fig. 5.7(c), we further show the server power and filtered noise energy in the data center.
We see that after filtering out the low-frequency components (mostly due to the CRAC
noise), the recorded noise energy closely follows the changes in server power consumption,
although the noise energy variation is not as sharp as in a quiet lab environment (shown in
Fig. 5.6(b)) and there are more random disturbances (addressed in Section 5.4.4).

To conclude, in a practical data center environment, the acoustic side channel can
be recovered using a high-pass filter. In later sections, all noise signals will pass through the

high-pass filter unless otherwise stated.

5.4.3 Demixing Received Noise Energy

Up to this point, we have demonstrated an acoustic side channel resulting from
servers’ cooling fan noise in a set of servers that have the same power consumption. This can
be viewed as a set of correlated noise sources. Although the attacker may create multiple
tenants throughout the data center room, it is not possible for the attacker to monitor each
single noise source by placing a microphone near every rack. Thus, the noise recorded by
the attacker’s microphones will have multiple nearby server racks’ noises mixed together
(plus the CRAC noise which, as shown in Section 5.4.2, can be largely filtered out via a
high-pass filter).

In the time domain, amplitudes of noise signals from different tenants vary rapidly
and get constructed /destructed over time at the attacker’s microphones. Nonetheless, statis-
tically, there is little correlation between each other. Therefore, the noise energies generated

by different tenants are additive at the attacker’s microphones and can be captured using a
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Figure 5.8: Noise energy mixing process.

linear mixing model. In what follows, we directly work on the energy of noise signals (with

low-frequency components filtered out by a high-pass filter).

Noise Energy Mixing Model

We consider a time-slotted model where each time slot lasts for 10 seconds. The
generated noise energy (after a high-pass filter) over one time slot is considered as one
sample of noise energy signal in our mixing model. There are M microphones and N noise
sources. Fig. 5.8 illustrates the noise energy mixing process. Each server/rack can be a noise
source, and the attenuation matrix A = [am, ] € ]Ri/[ *N includes the attenuation coefficient

of each path from a source n to a microphone m.> The matrix X = [v,;] € RY*K

3The attacker’s own noise energy can be excluded, as it is known to the attacker itself.
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represents the noise energy generated by the sources over K time slots. Y = [yni] €
R% *K g corresponding received noise energy in the microphones over K time slots, and

E = lemk € ]Rﬂ‘f *K denotes random disturbing energy. Next, the noise energy mixing

process can be expressed as Y = AX + F.

Noise Energy Demixing

The mixing model in Section 5.4.3 helps us understand how different noise sources
impact the attacker’s microphones, but the model is blind to the attacker. Concretely,
obtaining the attenuation matrix A is very challenging, if not impossible, because of the
complex nature of acoustic transmission channels (e.g., reverberation effects) as well as
equipment /obstacles in between. Moreover, even the number of noise sources (i.e., N) is
unknown to the attacker.

In a blind environment, a naive strategy would be to simply look at the noise
energy received at the attacker’s microphones and then launch attacks upon detecting a high
received noise energy. We refer to this strategy as microphone-based attack. Nonetheless,
this strategy is ineffective and would lead to a poor timing, because of the “near-far”
effect: a noise source closer to the microphone will have a bigger impact on the noise energy
received by the attacker than a more distant source, whereas under the microphone-based
attack strategy, the attacker simply considers the entire data center environment as a single
noise source without accounting for location differences of different servers/racks. We will
further study the microphone-based attack and show its ineffectiveness in our evaluation

section (Fig. 5.17).
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Figure 5.9: Illustration: NMF converts the 15 noise sources into 3 consolidated sources.

To mitigate near-far effects, the attacker can demiz its received noise energy into
multiple sub-components, each representing a consolidated noise source (e.g., a set of servers
generating correlated noise energies). While near-far effects can still exist within each
consolidated noise source demixed by NMF, they tend to be less significant in general
compared to those when viewing all the benign servers as a single source, which is attested
to by our evaluation results under various settings. Hence, if a consolidated noise source has
a high noise energy, then we see based on the acoustic side channel that the corresponding
servers are likely to have a high power usage. Therefore, if all or most of the consolidated
noise sources have a high noise energy level, then it is likely that the aggregate power of
benign tenants is also high and an attack opportunity arises.

Our proposed noise energy demixing falls into the problem of blind source separa-
tion (BSS), which decomposes the received signals in a model-free manner [183]. Concretely,
in our context, BSS can separate the mixed noise energy signals into multiple less-correlated
components, each representing a consolidated noise source. We illustrate the key idea of

BSS in Fig. 5.9, where the actual noise sources on the left side, mixed together in the data
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center, are demixed into several consolidated sources. Note that demixing is in general
non-deterministic and hence, there is no “wrong” demixing.

Among various BSS techniques, we choose to use affine NMF (non-negative matrix
factorization) with sparsity constraint [33,86]. NMF was introduced as a low-rank factor-
ization technique and utilized in unsupervised learning of hidden features [89,90,122]. Note
that the goal of our proposed NMF-based approach is not to group servers in such a way
that matches exactly with the actual physical layout; instead, it is to mitigate the “near-
far” effect, which would otherwise be more significant and lead to a bad timing accuracy
for power attacks when viewing all the benign servers as a single source.

Concretely, the attacker obtains at time ¢ the noise energy signals y; = [y1+,
Yo 3/M¢]T through its M microphones (as before, all the noise signals have passed through
a high-pass filter to filter out the CRAC noise), where T is the transpose operator. We
use L to denote the number of consolidated noise energy signals z; = [z14, 22+ - zLyt}T,
each representing the sum of a group of servers’ noise energy. The value of L is chosen
by the attacker (e.g., usually L < M). The attenuation matrix for these L consolidated
noise sources are B = [by, ] € RMXL To apply NMF, the attacker has to collect enough
signal samples in order to exploit the statistical attributes. Here, the attacker applies
NMF over the past K samples, and we use the notations Y; = [yy— g1, Y—K -, Yt)s Lt =
[2t—rt1, 2t—K -+ 2t), and By = [e;— k41, €k - -+ ,et] with e; = [e14, €24+ epr]T being the
random disturbances.

Formally, the problem at hand can be stated as: given Y; and Y, = BZ; + Ei,

the attacker blindly estimates Z; without knowing the attenuation matrix B. For a better
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estimation, we impose a sparsity constraint on Z;, i.e., Z; becomes very sparse with non-zero
elements only when the noise energy of consolidated sources is sufficiently high. This is good
for our purpose, because the attacker only needs a good estimation for the high power (hence,
high noise energy) periods. Thus, we rewrite Y; = BZ;+ E; as Y; & BZt +B,IT + Ey, where
B, € RM*1 is the static part in the received noise energy signals, I is a K x 1 unit vector, and
Z, is the sparse version of the consolidated noise energies Z;. With the disturbing matrix
E; modeled as having i.i.d. white Gaussian entries, estimating Z, and B can be formulated
as a minimization problem with a Euclidean cost plus a sparsity target/regularization as

follows:

- 1 _ .
F(B,Z,B0) = 5 | Y = BZ — BoI" [ +AD "z (5.1)
I,k

subject to all entries in B, Z;, By being non-negative. In (5.1), note that || - ||p is the

Frobenius norm, B = [ B , By ... BL_| in which B; is the [-th column of B, and A > 0 is
[1B1]]” || B2]| [1BLll

a weight parameter that controls the degree of sparsity. Note that the column normalization
of B is to make sure the sparsity constraint does not become irrelevant in the cost function:
since the sparsity part of the cost function (5.1) is strictly increasing, B needs to normalized
after every update; otherwise, the solution can lead to very high values of B and small values
of Z; [67].

The objective function in (5.1) is not jointly convex in B, Zi, and By. Thus, we use

alternating least squares (ALS) with gradient descent and derive the following multiplicative
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Figure 5.10: State machine showing the attack strategy.

update rules in a compact matrix form based on [33, 86]:

. - BT(Y - B,IY)
Zy — 240 mme— L 5.2
! tOTBTY At (5:2)
_ (Y -BJINHZTF
BefB@LﬁﬁLlL (5.3)
BZ,ZF + €
Iy
Bo < Bo@ (54)

1Y(BZ; + B,IT)

where € is a small positive number added to the denominator to avoid division by zero, and ®
is the Hadamard (components-wise) product. The above update rules yield fast convergence
to a (possibly local) optimum [33]. Note that reaching a unique global optimum is not
guaranteed for NMF (due to number of unknown variables greater than the observations)

and remains an open problem, which is beyond our scope.
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5.4.4 Detecting Attack Opportunities

To detect periods of benign tenants’ high power usage based on estimates of noise
energy generated by different (consolidated) sources, we propose an online estimation pro-

cess as well as a state machine to guide its attacks, as explained below.

Online Noise Energy Dimixing

At each time t, the attacker performs NMF once over its received noise energies
over the past K time slots. While the sparse version of noise energy Z; throughout the
entire look-back window with K samples gets demixed (as shown in (5.1)), only the latest
demixed value Z; is useful and employed by the attacker for detecting attack opportunities.
Since the attacker does not know which set of racks correspond to which consolidated noise
source and the scale of Z; is not preserved in NMF [33,86], we need re-scaling to make use
of Z;. In our study, re-scaling is done to ensure that, for each consolidated source n, the
sparse version of demixed noise energy has a normalized average value of 0.5 throughout
the entire look-back window: % Z’;:FKH Z =05, foralll=1,2---L.

Finally, we note that the NMF itself converges very quickly due to its matrix-based
update rules and hence produces a fast online estimation for the attacker. In our evaluation,
demixing noise energy over a 12-hour look-back window takes less than a second in Matlab

run on a typical desktop computer.

Launching Attacks

Although demixed noise energy is re-scaled (to have the same average for all con-

solidated sources), an attack opportunity is more likely to arise if the latest demixed noise
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energy is high for all consolidated sources. Thus, we propose a threshold-based attack
strategy in which the noise energy demixed online is continuously fed to the attacker for
detecting attack opportunities. Specifically, at time slot ¢, the attacker considers there is an
attack opportunity when E.g > Eyp,, where Eeg = ZZL: 1 21,4 is the aggregate estimated noise
energy (i.e., sum of the latest normalized demixed noise energy of all consolidated sources,
after re-scaling as discussed in Section 5.4.4) and FEy, is the attack triggering threshold. The
attacker may tune the threshold Fy;, at runtime based on how often it can launch attacks
(e.g., lower Ey, to launch more attacks and vice versa).

In addition, to avoid attacking transient noise energy spikes caused by a sudden
change in server power (Fig. 5.6(a)), the attacker waits for T4 minutes before launching
an attack if the rate of change in E.g across two consecutive time slots is higher than a
preset threshold Ayy,.

As per the operator’s contract, the attacker can keep its power high for only T ¢tqck
minutes each time. If E.q falls below Ey, during an attack (i.e., before Tysqck €xpires),
instead of reducing power immediately, the attacker waits for T,essume minutes to see if
E.s becomes high again. After each attack, the attacker waits for Tj.q minutes before
re-launching an attack.

We further illustrate the attack strategy using a state machine in Fig. 5.10, where
the shaded boxes are the attack states (i.e., the attacker uses its full power). Using this
strategy, the attacker can already achieve a reasonably high attack success rate (~50%,
comparable to the best-known value [77]), although more sophisticated attack strategies

can be interesting future work.
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5.5 Evaluation

We run experiments in a real data center environment and conduct simulations,
in order to evaluate the effectiveness of our discovered acoustic channel and study how well
it can assist an attacker with timing power attacks in a multi-tenant data center. The
evaluation results show that, by using the NMF-based noise energy demixing and attack
strategy proposed in Section 5.4.4, the attacker can detect 54% of all attack opportunities

with a 48% precision, representing state-of-the-art timing accuracy.

5.5.1 Methodology

We conduct experiments in a real data center located on our university campus.
The data center has 14 server racks mainly for archive and research purposes. These servers
are owned by different research groups and idle nearly all of the time (as shown by the PDU
reading). As we do not control these server racks except for our own, these racks are
excluded from our experiment and they mainly generate background noises to provide us
with a real data center environment (e.g., some servers housed together with the attacker
may have almost no power variations). Note that the effective range of an acoustic side
channel is only a few meters in practice and that the noise generated by servers far away
from the attacker’s microphones is mostly viewed as background noise. Thus, if it tries to
launch power attacks in a large data center room, the attacker may create multiple tenant
accounts (i.e., sub-attackers), each exploiting a local acoustic side channel.

In our experiment, we consider three benign tenants and one attacker sharing the

same “UPS-PDU” power distribution path as illustrated in Fig. 5.1. Due to limited server
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Figure 5.11: Layout of our data center and experiment setup.

racks under our control, we use speakers that can reliably reproduce the server noise as
two of the benign tenants’ server noise sources (#2 and #3). Our own server rack is used
as another benign tenant (#1), while we consider another rack as the attacker and place
four microphones to record the noise. Using the same setup as in Section 5.4.1, we record
two 24-hour server noise traces in our quiet lab space and use them to emulate two benign
tenants. We place the two speakers playing the two noise traces inside the data center,
along with our server rack. The speaker locations mimic tenants’ location inside a real data
center. We show the data center layout with the locations of the speakers, our server rack,
and the attacker’s microphones in Fig. 5.11. While scaled-down, our data center captures
the acoustic environment of a real data center. Even in a large multi-tenant data center,
since the acoustic side channel typically spans up to 104 meters, the attacker needs to create
multiple tenant accounts, each exploiting the side channel to detect high power usage of
benign tenants within a local range. Moreover, our experimental data center has a similar

size with edge multi-tenant data centers that are quickly emerging to accommodate the
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growing demand of Internet of Things applications [32]. Finally, we also test our timing
approach in larger data centers by using online sources of data center noise and simulating
a different data center layout.

For each noise energy demixing (Section 5.4.4), we use the past 12-hour noise
recording. Thus, although we run the experiment for 24 hours, there is no noise energy
demixing or attack opportunity detection within the first 12 hours, and our figures only
show results for the second 12 hours.

Tenant sizes. Due to equipment constraints, we perform scaled-down experi-
ments as in prior studies [75,100]. Our own server rack (i.e., the first tenant in our ex-
periment) consists of 20 servers and has a maximum total power of 4.4 kW. We amplify
the server noise played in the speakers to have a noise level comparable to an actual rack.
With a maximum amplification of the speakers’ volume, we get roughly five times the noise
energy of the original recording inside our office space. With this scaling factor of five, ten-
ants #2 and #3 each have an equivalent size of 4.5 kW (similar as our server rack or tenant
#1), while the attacker’s size is 2.2 kW. The total capacity of the power infrastructure with
the three benign tenants and one attacker is 13kW, while the total subscribed capacity is
15.6kW due to 120% oversubscription. Thus, the three benign tenants under consideration
and the attacker occupy about 86% and 14% of total subscribed capacities, respectively.

Power trace. We use four different power traces for the three benign tenants
and the attacker. Two of the benign tenants’ traces are taken from Facebook and Baidu
production clusters [169,174]. For the other two traces, we use the request-level logs of

two batch workloads (SHARCNET and RICC logs) from [43,124] and convert them into
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power consumption traces using real power models [42]. All the benign tenants’ and the
attacker’s power traces are scaled to have 75% and 65% average power capacity utilization,
respectively. Fig. 5.12 shows the aggregate power trace of all four tenants. Instead of
considering that the attacker only consumes power during attacks, we use a real-world
power trace for the attacker since an actual attacker would like to have a power consumption
pattern similar to the benign tenants in order to stay stealthy.

Extended simulation. To evaluate the effectiveness of our discovered acoustic
side channel and proposed attack strategies under different scenarios, we perform a year-
long simulation by extending the 24-hour experiment in the data center. The key point in
the extended simulation is to preserve the noise mixing process of different sources inside
the data center. For this, we divide the 24-hour microphone recordings into 48 half-hour
pieces. We then create the 1-year microphone trace by combining the 48 pieces in a random
order. Overall, there exist attack opportunities for 6.7% of the times.

Other settings. The recording mode of the microphones is set to 16-bit mono
with a sampling rate of 8kHz. We do not use higher sampling rates for the recording since
most of the frequency components of interest are well below 4kHz. The attacker uses the
attack strategy described in Section 5.4.4 with T4+ = 2 minutes, Tyiecr = 10 minutes,
Thoig = 10 minutes and Tressume = 2 minutes. In the default case, the attacker does not

attack more than 7.5% of the time.
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Figure 5.12: Illustration of power attacks.

5.5.2 Results

We first show the results from our experiment inside the data center, and then
present statistics of timing accuracy based on the acoustic side channel over a 1-year ex-
tended simulation. Our results highlight that the acoustic side channel is prominent for the
attacker to launch well-timed attacks.

Demonstration of power attacks. The microphone recordings inside the data
centers are converted to noise energy traces after filtering out frequencies lower than 200Hz. These
noise energy traces are applied in NMF to demix the noise energy traces, based on which
the attacker detects the periods of benign tenant’s high power usage and launches power
attacks. Fig. 5.12 shows the timing of power attacks by exploiting the acoustic side channel.
We see that there are two attack opportunity windows, one between hours 6 and 7, and
the other between hours 9 and 10. The attacker launches two successful attacks in the
attack windows. However, it also launches unsuccessful attacks due to false alarms when
the benign tenants’ actual power consumption is low. Further, there is one short-duration
overload around hour 9, but this is deemed unsuccessful because it does not last long enough

to reach our threshold of 5 minutes (to consider an attack successful).
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Figure 5.13: Impact of attack triggering threshold Fy,. The legend “Attack Opportunity”
means the percentage of times an attack opportunity exists.

Detection statistics. We look into two important metrics to evaluate the timing
accuracy: true positive rate and precision. The true positive rate measures the percentage of
attack opportunities that are successfully detected by the attacker, while precision measures
the percentage of successful attacks among all the launched attacks. The attacker would
seek to have both high true positive rate and high precision. Naturally, how often the
attacker would launch attacks depends on the attack triggering threshold. Fig. 5.13(a)
shows that, with a lower threshold, the attacker launches more attacks but many of them are
unsuccessful, while with a higher triggering threshold, the attacker launches fewer attacks
but with a better precision (since it launches attacks only when it is quite certain about an
attack opportunity).

Fig. 5.13(b) shows the resulting true positive rate and precision with different
triggering levels. We see that the precision goes up as the triggering threshold increases,
while the true positive rate slightly goes down (because the attacker launches attacks less
frequently). In our default setting, we use a triggering threshold Ej;;, = 2, which results in
attacks for a little over 7% of times with 54% true positive rate and 48% precision. An

attacker would decide its triggering threshold mostly based on how often it is allowed to
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Figure 5.14: Impact of high-pass filter cutoff frequency.

use its full capacity (i.e., launch attacks). Attacking too frequently can result in contract
violation/eviction.

Impact of high-pass filter cutoff frequencies. Applying a high-pass filter
is crucial to filter out undesired CRAC noise while preserving the desired server noise.
Thus, an important parameter to set is the cutoff frequency, below which the frequency
components will be eliminated from the recorded noise. We vary the cutoff frequency and
show the corresponding detection statistics in Fig. 5.14, while using the default settings for
other parameters as specified in Section 5.5.1. The results show that the true positive and
precision rates are relatively insensitive to the choice of cutoff frequencies within a fairly
wide range of interest.

Impact of attacker size. The attacker launches power attacks by increasing
its power to the maximum subscribed capacity. Hence, the subscription amount (i.e., the
size of the attacker) plays an important role. Specifically, a larger attacker is more capable
of launching a harmful attack, as it can cause a larger increase in the aggregate power.
In Fig. 6.16(a), we study the impact of attacker size on available attack opportunity, true

positive rate, and precision. Here, we increase the attacker’s capacity while keeping the
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Figure 5.15: Impact of attacker size. “x%” in the legend means the attacker subscribes x%
of the total subscribed capacity.

benign tenants’ capacities fixed. We also scale the infrastructure capacity to have a default
120% oversubscription. While we vary the attacker size, we keep the attack percentage at
our default 7.5%.

As expected, we see that a larger attacker results in more attack opportunities.
The precision for a larger attacker is also higher, while the true positive rate goes down.
This is because we keep the percentage of attacking time fixed at 7.5% while increasing the
attacker size to have more attack opportunities, effectively reducing the true positive rate.

While a larger attacker can launch power attacks with a better precision, it also
incurs a higher cost due to its increased footprint in the data center. Thus, we are interested
in looking into the impact of different attacker sizes on the corresponding cost for data cen-
ters with different tiers. In Fig. 6.16(b), we show the cost impact of the power attacks with
different attacker sizes in a IMW 10,000 sqft data center, assuming the same detection statis-
tics as in Fig. 6.16(a). The attacker’s cost includes the data center rent (150$/month/kW),

server purchase ($1500/server/3-years), and electricity bill ($0.1/kWh). We see that an
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Figure 5.16: Without energy noise spike detection, the attacker launches many unsuccessful
attacks.

attacker can create million-dollar losses, by spending only a fraction (between 3% and 23%)
of the total cost borne by the data center and affected tenants.

Impact of noise energy spike detection. Here, we test the effectiveness of the
noise energy spike detection mechanism in our attack strategy in Section 5.4.4. Concretely,
we show in Fig. 5.16 that without the spike detection mechanism, the attacker launches
power attacks (unsuccessful) upon detecting short-duration energy spikes (e.g., around hours
1, 6, 10 and 11) that possibly result from a fan RPM spike in case of a rapid server power
change (Fig. 5.6(a)). In contrast, as shown in Fig. 5.12, the attacker can effectively avoid
such unsuccessful attacks by waiting for the demixed energy noise to become stable.

Comparison with other attack strategies. We examine two alternatives:
the simple microphone-based power attack (Section 5.4.3) and peak-aware random power
attacks (Random-P). In microphone-based power attacks, we take the average of the noise
energy recorded by the four microphones (also with a high-pass filter applied) and compare
it against an attack triggering threshold: if higher than the threshold, then attack. In
Random-P, the attacker is assumed to have the knowledge of the probability of attack

opportunities during different hours of a day, although this information is rarely available
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Figure 5.17: Detection statistics for different attack strategies.

in practice. Then, the attacker distributes its total number of attacks (i.e., total amount of
time it attacks) to each hour in proportion to the probability of attack opportunities during
that hour.

Fig. 5.17(a) shows the true positive rate at different percentages of attack times.
We see that our proposed strategy significantly outperforms both microphone-based and
random attack strategies. In Fig. 5.17(b), we see similar results for the precision of power at-
tacks. Note that, while significantly worse than our proposed attack strategy, the microphone-
based attack still has a reasonable true positive rate and precision. This is mainly because
our experiment only has three benign tenants and hence the attenuation coefficients between
different noise sources and the microphones do not differ very significantly.

Finally, we note that the prior research [76] discovers a thermal side channel result-
ing from heat recirculation in data centers with raised-floor designs where benign tenants’
server heat can recirculate to the attacker’s temperature sensors. It proposes a model-based
estimation algorithm based on Kalman filter to infer benign tenants’ runtime power usage
and time power attacks, achieving a timing precision of about 50%. Nonetheless, our uni-

versity data center does not use perforated tiles and has a completely different setup than
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the one considered in [76]; we cannot place a large number of heat sources to emulate heat
recirculation in our university data center either. Thus, we do not provide a side-by-side
comparison with [76] in terms of timing accuracy, although our model-free approach achieves

a comparable accuracy with the reported values in [76].

5.6 Defense Strategies

Given the danger of power attacks timed using the acoustic side channel, we briefly
discuss possible defense strategies.

Power infrastructure resilience. Naturally, attack opportunities can be de-
creased by lessening the oversubscription ratio, but this comes at a significant revenue loss
for the operator. Another approach is to increase power infrastructure resilience against
power attacks. This, however, requires expensive infrastructure installation and/or up-
grades, and more so for multi-tenant data center operators whose entire investment is the
data center infrastructure. Additionally, tapping into stored energy (e.g., battery) during an
attack may not mitigate cooling overloads, since the actual cooling load (i.e., server power)
is not reduced (Section 5.2.1). In any case, an attacker can still launch timed attacks to
compromise data center availability, albeit to a less severe extent.

Acoustic side channel. Power attacks can be potentially mitigated by weakening
the acoustic side channel. Towards this end, low noise servers and/or noise-proof server racks
can be used [118]. However, these are developed mainly to operate in small-scale (e.g.,
one/two racks) placed inside or in close proximity to office spaces, not for multi-tenant data

centers. In addition, because of foam-sealed doors, special cooling arrangements are required
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for noise canceling server racks which are difficult to retrofit in multi-tenant data centers.
Another approach is to destroy the correlation between server noise energy and server power
consumption by running the cooling fans at maximum speed all the time. But, this results
in a huge energy/cost wastage [96,171], and is not decided by the data center operator
due to its lack of control over tenants’ servers. Finally, the data center operator may
place noise-generating speakers, mimicking server noise to decrease the attacker’s timing
accuracy. However, it is still difficult to completely eliminate the acoustic side channel and
de-correlate the attacker’s received noise energy from the benign tenants’ power usage by
adding speaker-generated noise, because the attacker is stealthy and its microphone location
is unknown to the data center operator.

Attack detection. A more proactive approach would be to find the malicious
tenant(s). The data center operator can increase vigilance in its power monitoring to detect
suspicious power usage patterns and pay close attention to that tenant. Then, the operator
may take additional safety measures. Alternatively, the operator may revise its contract
terms to prohibit certain power usage patterns that are likely malicious power attacks.

Server inspection. The attacker can conceal very small-sized or even invisible
microphones (e.g., spying microphone) on its servers or racks that cannot be easily detected
via visual inspection. Thus, on top of today’s routine visual inspection, the data center
operator may need to use advanced microphone detection devices to protect the data center
facility against unauthorized listening devices.

Note that installing per-server circuit breakers (which are already available in

some data centers) is not very helpful for defending against power attacks. The reason
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is that the attacker does not violate the operator’s contractual constraint and hence, the
operator cannot forcibly/arbitrarily cut power supply to any particular tenant (including
the attacker) when power emergencies occur due to either coincident peaks or well-timed
power attacks. While the data center operator may sign some contracts with certain tenants
in advance for guaranteed power reduction in case of an emergency, it would have to pay a
high reward to involved tenants.

In conclusion, the above defense strategies (or a combination) may improve data
center infrastructure security in multi-tenant data centers. A more comprehensive investi-

gation and evaluation of different defense strategies are warranted as future work.

5.7 Related Work

Although common in data centers, oversubscription of power infrastructure re-
quires power capping techniques to avoid outages, including CPU speed throttling [95,174],
workload migration [169], energy storage discharging [56, 123, 168], among others. These
techniques, however, are inapplicable for multi-tenant data center operators due to their
lack of control over tenants’ servers or workloads.

While cyber security has long been a focus of research (e.g., mitigating distributed
denial of service attacks [111,181], and stealing private information through covert side
channels [62]), power attacks to compromise data center physical security have also been
recently demonstrated [77,93,180]. In particular, [93,180] propose to use virtual machines
(VMs) to create capacity overloads in cloud platforms. Nonetheless, VM-based attacks

require co-residence of many malicious VMs to create prolonged harmful power spikes.
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Additionally, attackers do not directly control the power consumption of their launched
VMs; instead, the cloud operator has many control knobs to migrate and/or throttle the
VM power consumption across the cloud data center [114], safeguarding against VM-based
power attacks. Our work, in contrast, focuses on multi-tenant data centers where a malicious
attacker has its own physical servers, controls its server power consumption, and has the
capacity to directly overload the shared power infrastructures.

Another recent study [77] exploits a thermal side channel for timing power attacks
in a multi-tenant data center, whose limitations are discussed in Section 5.3.2. Compared
to [77], we exploit a novel acoustic side channel which is more universally applicable, utilized
using a model-free approach, and still produces a comparable (even better) timing accuracy.

Finally, our work adds to the recent literature on energy/power management
in multi-tenant data centers and multi-tenant clouds. The recent works predominantly
have been efficiency-driven, such as electricity cost reduction [73,117,165], improving in-
frastructure utilization [75], and reducing the cost of participation in utility demand re-
sponse [21,102]. In contrast, our work studies an under-explored adversarial setting in

multi-tenant data centers.

5.8 Concluding Remarks

This paper studies power attacks in a multi-tenant data center. We discover a
novel acoustic side channel that results from servers’ cooling fans and helps the attacker
precisely time its power attacks at the moments when benign tenants’ power usage is high.

In order to exploit the acoustic side channel, we propose to: (1) employ a high-pass filter to
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filter out the air conditioner’s noise; (2) apply NMF to demix the received aggregate noise
and detect periods of high power usage by benign tenants; and (3) design a state machine to
guide power attacks. Our results show that the attacker can detect more than 50% attack

opportunities, representing state-of-the-art timing accuracy.
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Chapter 6

Ohm’s Law in Data Centers: A
Voltage Side Channel for Timing

Power Attacks

6.1 Introduction

In the age of cloud computing and Internet of Things, data centers have experi-
enced an exponential growth at all scales and undeniably become mission-critical infrastruc-
tures without which our society cannot function. In fact, even a single data center outage
can egregiously affect our day-to-day life. For example, an outage in Delta Airlines’ data
center in 2016 stranded tens of thousands of passengers in transit, costing more than 150

million U.S. dollars [22]. Moreover, a recent survey shows that unplanned data center-wide
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outages caused by malicious attacks have increased by 11 times from 2010 to 2016 [127].
Thus, securing data centers against attacks has been of paramount importance.

While data center’s cyber security has been extensively investigated [111,181,187],
a much less studied security aspect — power infrastructure security — has also emerged as
an equally, if not more, important concern. Even worse, besides being afflicted with random
system failures, data center power infrastructures are also increasingly becoming a target
for malicious attacks due to the criticality of their hosted services [85,127]. Concretely,
recent studies [49,76,79,93,180] have found and successfully demonstrated that an attacker
can inject malicious power loads (referred to as power attacks) to overload the data center
power infrastructure capacity, thus creating more frequent data center outages. Such power
attacks are achieved by increasing the attacker’s own server power usage [76,79] and/or
sending more workloads to the target data center [93,180].

The primary reason for data centers’ vulnerability to power attacks stems from
the common practice of power capacity oversubscription. Data center power infrastruc-
tures are very expensive (and sometimes impossible because of local grid capacity or other
constraints) to build to accommodate the growing demand, costing 10 ~ 25 dollars per
watt of power capacity delivered to servers and taking up 25 ~ 60% of an operator’s total
cost of ownership over a 15-year lifespan [17,75,167,174]. As a consequence, to maximize
utilization of existing power infrastructures, data centers (even Facebook and Google data
centers [42,174]) commonly oversubscribe their power capacity by housing more servers
than can be supported. The current industry average is to oversubscribe the infrastructure

by 120% (i.e., provisioning 100kW power capacity to servers whose total power can reach
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120kW) [76,88], and recent research [93,167,174] has suggested even more aggressive over-
subscription. The rationale for oversubscription is statistical multiplexing: not all servers
peak their power usage simultaneously. Additionally, various techniques (e.g., throttling
CPU and halting services [45,71,75,174]) have been proposed to handle the very rare,
albeit possible, power capacity overload resulting from oversubscription.

Nonetheless, power attacks, especially maliciously timed attacks [49, 76, 79], can
alter the servers’ total power usage and create frequent power capacity overloads. Despite
safeguards (e.g., infrastructure redundancy), power attacks at best invoke power capping
more often than otherwise, significantly degrading application performances (due to, e.g.,
CPU throttling [93,174]). More importantly, they significantly compromise the data center
availability and create more frequent outages, which can lead to catastrophic consequences
(see Delta Airlines’ example [22]).

In this paper, we focus on the emerging threat of power attacks in a multi-tenant
colocation data center (also called colocation or multi-tenant data center), an important
but less studied type of data centers [120]. A multi-tenant data center is a shared data
center facility, in which multiple companies/organizations (each as a tenant) houses their
own physical servers and the data center operator is responsible for providing reliable power
and cooling to tenants’ servers. Even large companies, like Google and Apple [14,147], lease
multi-tenant data center capacities to complement their own data centers.

Compared to an owner-operated data center whose operator can perform power
capping/throttling to mitigate power attacks, a multi-tenant data center is more vulnerable

to power attacks, because the data center operator has no control over tenants’ power usage.

188



Alternatively, the operator of a multi-tenant data center sets contractual constraints: each
tenant can continuously use a certain fraction (usually 80%) of its subscribed power capacity,
but can only use its full subscribed power capacity on an occasional basis; non-compliance
can result in forcible power cuts [72,76]. Therefore, to launch successful power attacks
while meeting the contractual constraint in a multi-tenant data center, a malicious tenant
(attacker) must precisely time its power attacks: it needs to increase its server power to the
full capacity only at moments when the benign tenants are also using a high power [76,79].
Nonetheless, a key challenge for the attacker to precisely time its power attacks is that it
does not know benign tenants’ power usage at runtime. Importantly, attack opportunities
(i.e., benign tenants’ high power usage moments) are highly intermittent, making random
attacks unlikely to be successful (Fig. 6.17 in Section 6.5.2).

In order to achieve a good timing of power attacks, we discover a novel physical
side channel — voltage side channel — which leaks information about benign tenants’ power
usage at runtime. Concretely, we find that a power factor correction (PFC) circuit is almost
universally built in today’s server power supply units to shape server’s current draw follow-
ing the sinusoidal voltage signal wave and hence improve the power factor (i.e., reducing
reactive power that performs no real work) [121]. The PFC circuit includes a pulse-width
modulation (PWM) that switches on and off at a high frequency (40 ~ 100kHz) to regulate
the current. This switching operation creates high-frequency current ripples which, due to
the Ohm’s Law (i.e., voltage is proportional to current given a resistance) [18], generate
voltage ripples along the power line from which the server draws current. Importantly, the

high-frequency voltage ripple becomes more prominent as a server consumes more power

189



and can be transmitted over the data center power line network without interferences from
the nominal grid voltage frequency (50/60Hz). As a consequence, the attacker can easily
sense its supplied voltage signal and extract benign tenants’ power usage information from
the voltage ripples.

We build a prototype that represents an edge multi-tenant data center [32] to
demonstrate the effectiveness of our discovered voltage side channel in terms of timing at-
tacks. Our results show even though the attacker restricts itself from launching continuous
attacks to meet the data center operator’s contractual limit, it can still successfully utilize
more than 64% of the available attack opportunities with a precision rate of 50%. If attacks
can be launched consecutively, the attacker can even detect 80+% of attack opportunities.
Importantly, the attacker’s total cost is just a small fraction (3% ~ 16% in our study) of
the resulting financial loss. Next, we extend our study to a three-phase power distribution
system used in large multi-tenant data centers. Finally, we highlight a few defense strate-
gies (including direct current power distribution, jamming signals, power infrastructure

resilience, and attacker identification) and discuss their limitations in practice.

6.2 Preliminaries on Power Attacks

In this section, we provide preliminaries on power attacks, highlighting the im-
portance of multi-tenant data center, the vulnerability and impact of power attacks, and

limitations of the prior work.
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6.2.1 Overview of Multi-Tenant Data Centers

Importance of multi-tenant data centers

Multi-tenant colocation data centers, also commonly called multi-tenant data cen-
ters or colocations, are a critical segment of the data center industry, accounting for as
much as five times the energy consumption by Google-type owner-operated data centers
combined altogether [120].

A multi-tenant data center significantly differs from a multi-tenant cloud: in a
multi-tenant cloud (e.g., Amazon), the cloud operator owns the physical servers while rent-
ing out virtualized resources (e.g., virtual machines) to cloud users; in a multi-tenant
data center, the data center operator only owns the data center facility and physical
power /cooling infrastructures, whereas tenants manage their own physical servers in shared
spaces.

There are more than 2,000 large multi-tenant data centers in the U.S. alone, serving
almost all industry sectors that even include large IT companies (e.g., Apple, which houses
25% of its servers in leased multi-tenant data centers) [14,27]. Importantly, the multi-tenant
data center industry is experiencing a double-digit growth to meet the surging demand [6].

Moreover, many emerging Internet of Things workloads, such as augmented re-
ality and assisted driving, are hosted in geo-distributed edge multi-tenant data centers in
proximity of the data sources for latency minimization. For example, Vapor 10, a data
center operator, plans to build thousands of edge multi-tenant data centers in wireless

towers [26, 162].

191



Utility,?. PDU
—M ® Tenants

ATS &

Generator

m Attacker

Figure 6.1: Data center power infrastructure with an attacker.
Data center power infrastructure

Typically, data centers employ a tiered power infrastructure as illustrated in
Fig. 6.1. An uninterrupted power supply (UPS) takes the grid voltage as input and outputs
voltage to the lower-tier power distribution unit (PDU). The PDU acts as a local power
distribution hub and delivers power to server/racks. Each infrastructure has a power ca-
pacity protected by a circuit breaker. An automatic transfer switch (ATS) will switch to
the backup generator (if any) during grid outages.

The power infrastructure shown in Fig. 6.1 represents an edge multi-tenant data
center where the total power capacity is small (usually in the order of 10+kW or less) and
each tenant houses a few servers in a shared server rack. In Section 6.6, we also show (three-
phase) power infrastructures used in large multi-tenant data centers where an individual
tenant houses at least one dedicated server rack and the data center operator oversubscribes

its more expensive upper-level PDUs each with 40 ~ 200kW capacity.
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6.2.2 Vulnerability and Impact of Power Attacks

As stated in Section 6.1, the common practice of power capacity oversubscription
improves the utilization of power infrastructures, but meanwhile also leaves data centers

vulnerable to malicious power attacks that result in more frequent and costly power outages.

Current safeguards

First of all, a data center operator leverages infrastructure redundancy to handle
random system failures [152]. Depending on the level of redundancy, data centers are
classified into four tiers, from Tier-I that has no redundancy to Tier-IV that duplicates all
power /cooling systems (so-called “2N” redundancy) [23,152]. While a power attack may
not lead to an actual power outage due to infrastructure redundancies, such redundancy
protection is compromised due to malicious power loads, exposing the impacted data center
in a very dangerous situation. For instance, with power attacks, the outage risk for a
fully-redundant Tier-IV data center increases by 280+ times than otherwise [76,152].

Moreover, since multi-tenant data center operators cannot control or arbitrarily cut
tenants’ power usage (unless a tenant is found in violation of the contract), they typically
impose contractual constraints on each tenant’s continuous power usage (limited to 80%
of a tenant’s subscribed power capacity), while only allowing tenants to use up their full
power capacity occasionally [72,76]. By doing so, the tenants’ aggregate power usage can
stay below the actual power infrastructure capacity at almost all times. Nonetheless, these
safeguards are highly vulnerable to well-timed power attacks that are launched at moments

when tenants’ power usage is also high (see Fig. 5.12 for illustration) [76,79].
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In addition, tenants themselves may employ software-based fault tolerance to with-
stand power outages. Nonetheless, power outages can induce correlated server failures that
are challenging to survive through [140]. For example, even a power outage in a single
facility cost Delta Airlines over 150 million U.S. dollars [22].

The above discussion highlights that, despite several safeguards, multi-tenant data

centers are still highly vulnerable to (well-timed) power attacks [76,79].

Cost impact of power attacks

While not every power attack can lead to an actual outage, power attacks result
in more frequent capacity overloads and hence significantly compromise the data center
availability over a long term. For example, the outage risk for a fully-redundant Tier-IV
data center increases by 280+ times than otherwise [76,152]. Based on a conservative
estimate [79], even for a medium-size IMW data center experiencing power attacks for only
3.5% of the time, a total financial loss of 3.5 ~ 15.6 million U.S. dollars can be incurred per
year. The financial loss is incurred not only by tenants which experience service outages,
but also by the data center operator which loses its capital expense in strengthening the
infrastructure resilience (let alone the reputation damage and high customer churn rate).

More importantly, the attacker only needs to spend a tiny fraction (as low as 3%)
of the total loss, thus providing strong motivations for malicious tenants (e.g., organized
crime groups that try to bring down services and create societal chaos, the victim data
center’s competitor, etc.) [79]. Interested readers are referred to [76,79] for a detailed cost

analysis of power attacks.
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6.2.3 Recent Works on Timing Power Attacks

In a multi-tenant data center, a key challenge for an attacker is that the actual
attack opportunity lasts intermittently (Fig. 5.12 in Section 6.5.2). For timing power attacks
in a multi-tenant data center, the prior research has considered a thermal side channel (due
to the heat recirculation resulting from servers’ heat) [76] and an acoustic side channel (due
to noise propagation from servers’ cooling fan noise) [79]. Nonetheless, as confirmed by our
discussion with a large data center operator, they suffer from the following limitations.

First, both the thermal and acoustic side channels utilize air as the medium.
Hence, they have only a limited range (e.g., 5 ~ 10 meters) and are highly sensitive to
disturbances (e.g., supply cold air temperature and human voice disturbances). Moreover,
because it takes time (1 minute or even longer) for server heat to reach the attacker’s tem-
perature sensor and for server’s cooling fans to react to server power changes, these side
channels cannot provide real-time information about benign tenants’ power usage. In addi-
tion, exploiting a thermal side channel requires an accurate modeling of heat recirculation,
whereas the acoustic side channel needs complex signal processing techniques to mitigate
near-far effects (i.e., the attacker’s received noise level is dominate by its neighbors) [79].
Last but not least, the thermal side channel requires a raised-floor data center layout with-
out heat containment, whereas the acoustic side channel requires servers have conventional
fan speed controls.

In sharp contrast, a distinguishing feature of our discovered voltage side channel
(Section 6.4.3) is that it is insensitive to external disturbances (because of the wired power

line transmission) and can carry benign tenants’ power usage information throughout the
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power network. The voltage side channel also provides real-time information about benign
tenants’ power usage (with a delay of 1 second for frequency analysis). More importantly,
the voltage side channel is based on the high-frequency voltage ripples generated by PFC
circuits that are universally built in servers’ power supply units, and can be exploited
without any specific models about the data center power network. Finally, while the settings
for our experiments and [76,79] are different, our results show that given 10% attack time,
the voltage side channel can achieve 80+% true positive for detecting attack opportunities
(Fig. 6.18(a)) whereas [76,79] only achieve around or below 50%. This translates into ~2x
successful attacks by using our voltage side channel. Therefore, our voltage side channel

presents a more significant threat in real systems.

6.3 Threat Model

As illustrated in Fig. 6.1, we consider a malicious tenant (i.e., attacker) that houses
its own physical servers in a multi-tenant data center, sharing the power infrastructure with
benign tenants.

Attacker’s capability. The attacker subscribes a fixed amount of power capac-
ity from the data center operator. It behaves normally as benign tenants, except for its
malicious intention to overload the shared power infrastructure and create more power out-
ages. Thus, for stealthiness, the attacker only occasionally uses power up to its capacity,
which is allowed by the operator’s power usage contract [72]. Physically tampering with
the shared power infrastructure or placing explosive devices can be easily found/detected

and is orthogonal to our work.
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The attacker launches power attacks by running power-hungry applications (e.g.,
computation to maximize CPU utilization) at moments when the aggregate power usage of
benign tenants is sufficiently high. Note that the attacker may also remotely send additional
requests to benign tenants’ servers during power attacks if benign tenants offer public
services (e.g., video streaming). This complementary attack method can further increase
the aggregate server power consumption. In this paper, we focus on attacks by using the
attacker’s own server power as in [76, 79].

To exploit a voltage side channel for timing power attacks, the attacker acquires the
supplied voltage by placing an analog-to-digital converter (ADC) circuit inside the power
supply unit (Fig. 6.4) in one of its servers.! The ADC samples the incoming continuous-time
voltage signals at a rate of 200kHz or above, and the sampled voltage signals are stored for
further processing (Section 6.4). Note that in a multi-tenant data center, the attacker owns
its physical servers, instead of renting them from the data center operator. Furthermore,
while a multi-tenant data center has a more rigorous inspection for tenants than a public
cloud platform, the data center operator will not disassemble tenant servers’ power supply
units during the routine inspection due to intrusiveness. Thus, a coin-size or even smaller
voltage ADC can be easily placed inside the power supply unit before the attacker moves
its servers into the target multi-tenant data center. In modern power supply units, a high-
speed voltage ADC is already in place as part of the PFC design, and in this case, the

attacker can simply read the ADC’s output without placing an additional ADC circuit.

ADC circuits often operate over a low voltage range (e.g., 5V) and hence, a voltage divider may be
necessary to scale down the incoming voltage to an appropriate range.
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Successful attack. Power attacks compromise the data center availability over
a long term. Thus, we consider a power attack successful as long as the combined power
usage of the attacker and benign tenants continuously exceeds the power infrastructure
capacity for at least L minutes (e.g., L = 5 is enough to trip a circuit [79,142]), even though
an actual outage does not occur due to infrastructure redundancy. Instead of targeting a
specific tenant, power attacks compromise the availability of shared power infrastructures
and hence significantly affect the normal operation of both data center operator and benign
tenants.

Other threat models for power attacks. Next, we highlight the differences
between our threat model and other relevant models for power attacks.

e Power attacks in public clouds. Some studies [49,93,180] propose to use malicious
virtual machines (VMs) to create power overloads in public clouds like Amazon. For tripping
the circuit breaker and successful attacks, the attacker needs to launch a large number of
VMs co-residing in the same PDU. Nonetheless, this is nontrivial and can be difficult to
accomplish in practice, because the cloud operator frequently randomizes its VM placement
(to prevent co-residency side channel attacks [114,187]). In addition, the cloud operator has
numerous knobs (e.g., CPU scaling) to throttle the VM power consumption for defending
its power infrastructure against a power attack. More recently, [50] considers a related
attack model but aims at using VMs to generate excessive heat for overloading the cooling
capacity.

In contrast, our model focuses on a multi-tenant data center where an attacker

can house its own physical servers to inject large power loads, tripping the circuit breaker of
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a shared PDU more easily. The data center operator, as discussed in Section 6.2.2, cannot
control or forcibly cut a tenant’s power usage unless a tenant violates its power contract.

Compared to using VMs for power attacks in a public cloud [93,180], an attacker
in a multi-tenant data center can incur more costs (e.g., for purchasing servers). At the
same time, however, power attacks in our model are also more devastating due to the
attacker’s capability of injecting large power loads on a single PDU. Importantly, in our
model, the attacker’s total cost is just a small fraction (3% ~ 16% in Section 6.5.2) of the
resulting financial loss. Moreover, while VMs can be launched remotely without revealing
the attacker’s identity [93,180], it is also difficult to identify and/or prosecute the attacker in
our attack scenario, because: (1) data center outages are caused by the operator’s capacity
oversubscription as well as the aggregate high power of multiple tenants; and (2) the attacker
does not violate any contractual constraints. Even though its servers are detected, the
attacker’s loss is minimum (e.g., only a few servers) because it likely uses fake/counterfeit
identities when moving into the target data center. Finally, we focus on precise timing of
power attacks for stealthiness, while the crucial timing issue is neglected in [93, 180].

e Power attacks in multi-tenant data centers. Our model builds upon those consid-
ered in two recent studies [76,79]. In these studies, the attacker needs to install temperature
sensors and microphones in order to exploit a thermal side channel [76] and an acoustic side
channel [79], respectively, for timing power attacks. Both thermal sensors and microphones
are exposed to the outside of the servers and hence may be detected more easily. In con-
trast, our model is more stealthy as the attacker only places a small ADC circuit (if not

available yet) inside its server’s power supply unit, without exposing any hardware to the
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outside. More comparisons (e.g., practical limitations and timing accuracy) are provided in

Section 6.2.3.

6.4 Exploiting A Voltage side channel

The key novelty of our work is to exploit a voltage side channel to track benign
tenants’ aggregate power usage at runtime for timing power attacks in a multi-tenant data
center.

Concretely, we discover that the PFC circuit inside each server’s power supply unit
is controlled by a switch to regulate the server’s current draw for improving power factor.
Because of the Ohm’s Law, this design creates high-frequency voltage ripples which, without
interference from the nominal 50/60Hz frequency of the gird voltage, exist along the power
lines supplying voltage to servers. Thus, by sensing the supplied voltage and extracting the
frequency components associated with the ripples, the attacker can track benign tenants’

power usage and launch well-timed power attacks.

6.4.1 Overview of the Power Network

Before presenting our voltage side channel, we show in Fig. 6.2 an overview of
the equivalent electrical circuit of a data center power network, where one PDU delivers
power to N servers. For better understanding, we focus on a single-phase system that each

serves a few tens of servers and best represents an edge multi-tenant data center (hosting
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Figure 6.2: Circuit of data center power distribution.

workloads such as augmented reality and assisted driving) [25,26]. In Section 6.6, we will
extend to more complex three-phase systems used in large multi-tenant data centers.

As shown in Fig. 6.2, the PDU distributes alternating current (AC) to servers
using a parallel circuit. We denote the UPS output voltage and the PDU voltage by Virpg
and Vppy, respectively. The power line connecting the UPS to the PDU has a resistance
of R, and the total current flowing from UPS to PDU is denoted by I = Zﬁle I,,, where
I, is the current of server n. Without loss of generality, we let server N be the one with
attacker’s ADC circuit, while the attacker can own multiple other servers. Thus, the voltage
measured by the attacker is denoted by Vi .

Constraint on current measurement. Power is the product of voltage and
current, and servers operate at a relatively stable voltage. Thus, had the attacker been able

to sense the total current I = Zi:/:l I,,, it would know the aggregate power usage of all
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tenants and easily time its power attacks. Due to the power line constraint, however, the
attacker can only measure the current flowing into its own servers.

Line voltage drop. We observe that the voltage supplied to each individual
server is affected by all the servers. Concretely, the current flowing from the UPS to PDU
results in a voltage drop AV along the power line. The phenomenon of voltage drop is
also common in our daily life, e.g., dimming of a light when starting a power-consuming
appliance in the same house. Then, following the Ohm’s Law, the voltage measured by the
attacker is expressed as Vy = Vyps — I - R— Iy - Ry = Viyps — I - R = Vppy, which can

be rewritten as

N
VN =Vppuy =Vups — R- Z I, (6.1)

n=1

where, for better presentation, we replace the approximation with equality given the fact
that the voltage drop In - Ry between the PDU and attacker’s server is negligible due to
the much smaller current Iy compared to I = Zﬁlzl I,, and small line resistance Ry. Even
when Iy - Ry is non-negligible, the attacker can lower its server’s power (i.e., decrease I)

to make Iy - Ry sufficiently small.

6.4.2 AV-based attack

We now present an intuitive strategy — AV-based attack — that times power
attacks directly based on the attacker’s voltage measurement V. Importantly, we will

show that this seemingly effective strategy results in a rather poor timing of power attacks.
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N

The tenants’ aggregate power usage is proportional to the total current I =%~ |

and hence also to the voltage drop AV = |I- R| = |Vyps — Vn| between the UPS and PDU,
where | - | denotes the absolute value operation and the resistance R is a constant (unknown
to the attacker) due to the well-conditioned data center temperature [72].

One may think that Viypg is equal to the nominal voltage Vnominas (€.g., 120V in
North America) since it is the UPS output [164]. Consequently, the attacker can simply
check its own voltage measurement Vy to time power attacks: a low Vy means a high
voltage drop AV between the UPS and the PDU, which indicates a high aggregate power
usage and hence a good opportunity for power attacks. We refer to this timing strategy as
AV-based attack.

Nonetheless, the voltage Viypg output by the UPS can vary considerably over time,
e.g., up and down by as much as 5V (Fig. 6.3(a)). The reason is that even state-of-the-art
UPS can only regulate its output voltage within 3% of its nominal voltage [164]. The large

temporal variation in Vyypg is also driven by external factors, such as the grid generator and
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other loads sharing the same grid. More importantly, the attacker cannot measure Vypg to
calculate AV = |I - R| = |Vyps — Viv| because it cannot place its ADC circuit at the output
of the UPS which is owned by the data center operator. On the other hand, compared to
the Vyypg variation, the variation in voltage drop AV = |I - R| caused by tenants’ power
usage is much smaller (in the order of a few millivolts) because of the small line resistance.

In Fig. 6.3(a), we show a 12-hour trace of the voltage output by our CyberPower
UPS and PDU voltage supplied to servers. The voltage drop between the UPS an PDU is
negligible compared to the UPS voltage variation itself. In Fig. 6.3(b), we show the cumula-
tive distribution function of the UPS output voltage at different timescales, demonstrating
that the UPS output voltage can vary much more significantly than the line voltage drop
due to server load.

To conclude, the change of Vi is predominantly driven by the variation in the
UPS voltage Viypg, rather than the actual line voltage drop AV = |I - R| caused by the
tenants’ power usage. Thus, without knowing time-varying Vypg, the AV -based strategy

cannot precisely time power attacks (Fig. 6.17 in Section 6.5.2).

6.4.3 Exploiting High-Frequency Voltage Ripples

Given the ineffectiveness of the AV -based attack, we present our key idea: the PFC
circuit inside each server’s power supply unit generates high-frequency voltage ripples that
have a strong correlation with the servers’ power, which can reveal the aggregate power usage
information at runtime. Next, we will first show the root cause of why the PFC generates

high-frequency voltage ripples, and then validate the ripples through experiments.
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Figure 6.4: A server with an AC power supply unit [17]. An attacker uses an analog-to-
digital converter to acquire the voltage signal.

Overview of server’s power supply unit

We first provide an overview of server’s power supply unit to facilitate the readers’
understanding. All the internal components of a server/computer, such as CPU, run on
DC power at a regulated voltage (usually 12V), provided by an internal power supply unit.
Fig. 6.4 shows a block diagram of a server.

In the first step, the sinusoidal AC voltage supplied by the PDU is passed through
an AC to DC full-bridge rectifier which inverts the negative part of the sine wave and
outputs a pulsating DC (half-sine waves). Then, a power factor correction (PFC) circuit
outputs an elevated voltage at 380V which is then fed to a DC to DC converter to lower
it to 12V supplied to server’s internal components. An important concept is power factor,
which is a scalar value between 0 and 1 measuring the fraction of total delivered power
that is actually used. The power factor goes down when the voltage or current becomes

non-sinusoidal, which creates power waste and other detrimental effects [121]. Thus, to
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Figure 6.5: Building blocks of PFC circuit in server’s power supply unit.

improve server’s power factor, a PFC circuit is required and also mandated by international

regulations [37,69].

Voltage ripples generated by PFC circuit

The purpose of the PFC circuit is to improve power factor by shaping the current
drawn by the power supply unit to match the sinusoidal source voltage.? The working
principle is to draw more current when the input voltage (pulsating AC at the rectifier
output) is high and draw less current when the input voltage is low. Fig. 6.5 shows the
basic block diagram of the most commonly-used boost-type PFC with an inductor, a diode,
a switch (MOSFET), and the pulse width modulation (PWM) control circuit [70,110,121].
The PWM control circuit repeatedly closes and opens the switch at a high frequency to
control the current through the inductor to shape it like a sine wave while also maintaining
a stable DC voltage at the output. The current wave shapes of the inductor controlled by

a server’s PFC circuit are illustrated in Fig. 6.6(a).

2The voltage signal coming from the PDU is not perfectly sinusoidal; instead, it has voltage ripples due
to current ripples along the UPS-PDU line (Fig. 6.7).
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A prominent side effect of the PWM circuit’s rapid switching is the rapid change
in the current (i.e., high-frequency ripple) drawn from the source. Hence, the PFC circuit
in the power supply unit creates high-frequency current ripples flowing through the power
line between the UPS and PDU, which in turn result in voltage ripples along the line due
to the Ohm’s Law.

Importantly, a key observation is that the voltage ripples are at a much higher
frequency (40 ~ 100kHz) than the 50/60Hz nominal grid frequency as well as the UPS
output voltage frequency. Thus, the voltage ripple signal and UPS output voltage Vypg
signal are orthogonal in the frequency domain. In fact, this is also the fundamental principle
for power line communications that leverage power networks as the transmission medium
(e.g., recent studies [20] have proposed to install special transmitters and leverage data
center power lines to send control command signals for server network management).

In summary, while the PFC circuit is mandated for improving the power factor [37],

its usage of PWM-based switching design creates high-frequency ripple voltage signal that
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is transmitted over the data center power lines without interference from the UPS output

voltage.

Impact of server’s power usage on voltage ripples

A natural follow-up question is: do the wvoltage ripples carry information about
server’s power usage?

Note first that if we apply a band-pass filter to keep frequency components within a
certain range around the PFC switching frequency (e.g., ~70kHz), the UPS output voltage

Vups signal becomes approximately zero and the voltage relation in Eqn. (6.1) reduces to

N
VN = VPDU ~—R- Z jn (62)

n=1

where T represents a filtered version of x that only keeps frequency components around the
PFC switching frequency. Thus, the attacker’s filtered voltage measurement Vy essentially
only contains the voltage ripple signal. It is possible that the UPS output voltage Vips
itself also has some high-frequency components (due to, e.g., grid input), but these frequency
components are rather weak because of fading over a long distance and hence can be viewed
as background noise (Fig. 6.8(a)).

There are three basic conduction modes for PFC designs: continuous, discontin-
uous and critical conduction modes [121]. In both discontinuous and critical conduction
modes, the current ripple decreases to zero during each switching cycle and the hence peak
current can be exceedingly high (twice as much as the average current). Thus, they are

mostly designed for low-power devices. In today’s servers, power supply units are most
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commonly designed with a fixed-frequency PFC operating under the continuous conduc-
tion mode where the current ripple does not decrease to zero during each PWM-controlled
switching cycle (as shown in Fig. 6.6(a)). We take a closer look at the PFC current ramps
in Fig. 6.6(b). The current goes up when the switch is “ON” (i.e., the MOSFET is turned
on), and goes down when the switch is “OFF”. The “ON” and “OFF” times are designated

as Tpp, and T,¢r in Fig. 6.6(b), where the period is T' = T,,, + Tof and the duty cycle is

D= T:‘;". The duty cycle is regulated within each cycle to ensure that the average current
follows the reference current shown in dashed line in Fig. 6.6(b). The reference current is
set based on the sampled input voltage to make the resulting current follow the voltage
shape (i.e., improve the power factor to close to 1).

To accommodate the server power change, the current changes and there is a
multiplier applied to the current reference sampled from the input voltage. Consequently,
as shown in Fig. 6.6(a), we have a taller current wave when the power is higher and vice
versa. Intuitively, the current waves we show in Fig. 6.6(b) need to rise faster when the
server consumes more power, as the current ramp needs to reach higher values. It also
needs to drop faster from a higher current to follow the sinusoidal voltage wave. On the
other hand, the PFC switching frequency is relatively fixed with a small temporal variation
shown in Fig. 6.9(d). Therefore, when a server consumes more power, the current ripple
needs to change faster (i.e., increasing/decreasing faster) within one switching period, and
vice versa. Correspondingly, based on the Ohm’s Law in Eqn. (6.2), we expect to see a

more prominent high-frequency voltage ripple.
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Figure 6.7: High-frequency voltage ripples at the PDU caused by switching in the server
power supply unit.

To quantify the intensity of the voltage ripple, we use aggregate power spectral
density (PSD), i.e., the sum of PSD components over a 1kHz band centered around the
PFC switching frequency. We choose 1kHz as our default frequency band, and we will later
vary the frequency band (Fig. 6.12(d)).

In summary, the high-frequency voltage ripple created by a server is expected to be

more significant when it consumes more power.

6.4.4 Experimental validation

We now seek experimental validation on real servers to corroborate our discussion
in Section 6.4.3. Here, we only present the results, while the experimental setup is described
in Section 6.5.1.

Single server. We first run only one server with a 495W-rating power supply
unit. Fig. 6.7 shows two zoom-in oscilloscope screenshots that reveal the voltage ripples

caused by the server’s power supply unit. We further run frequency analysis on the collected
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Figure 6.8: High-frequency PSD spikes in PDU voltage caused by the server power supply
unit.

voltage signals over each one-second segment. We show the resulting power spectral density
(PSD) with and without the server, in Figs. 6.8(a) and 6.8(b), respectively. We see that
the server produces a PSD spike around 70kHz, presenting a concrete proof of the voltage
ripples observable in the power line network.

We then run the server at different power levels and show the PSD around the
server’'s PFC switching frequency in Fig. 6.9(a). We see that the PSD is higher when
the server power consumption is higher, matching with our expectation. We next show the
server power vs. aggregate PSD in Fig. 6.9(b), by summing up all the frequency components
within a 1kHz band (69.8 ~ 70.8kHz). In Section 6.4.5, we provide an algorithm to identify
the frequency band over which the PSD is aggregated. We see that the aggregate PSD
monotonically increases with the server power. We also conduct similar experiments with a
350W power supply unit and show the results in Fig. 6.9(c). We note that given a certain

server power, the resulting aggregate PSD varies little, because of the high-frequency ripple
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Figure 6.9: (a) PSD at different server powers. (b) Server power vs. PSD aggregated within
the bandwidth of 69.5 ~ 70.5kHz for the 495W power supply unit. (c) (b) Server power vs.

PSD aggregated within the bandwidth of 63 ~ 64kHz for the 350W PSU. (d) PMF shows
the PFC switching frequency only fluctuates slightly.

signal transmission over power lines without much interference. Finally, we also identify
that the switching frequency remains relatively fixed as shown in Fig. 6.9(d).

Multiple servers with identical power supply units. Next, we run four
servers, each with a 495W power supply unit. We turn on the servers one by one, record the
voltage readings for three different power levels, and calculate the aggregate PSD. Instead
of using the absolute value, we show in Fig. 6.10(a) the relative aggregate PSD normalized

with respect to the lowest value when only one server is running. It can be seen that the
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Figure 6.10: (a) The aggregate PSD for different numbers of servers. The aggregate PSDs
are normalized to that of the single server at low power. (b) Power spectral density of all
servers in our testbed showing three distinct PSD groups, each corresponding to a certain
type of power supply unit.

aggregate PSD becomes greater as we run more servers and/or increase their power usage,
which is consistent with our discussion in Section 6.4.3.

Multiple servers with different power supply units. We run all of our 13
servers that have different configurations and power supply units. Table 6.1 shows the
server configuration. We show the PSD of the resulting voltage in Fig. 6.10(b). We observe
three distinct groups of PSD spikes, each corresponding to one type of power supply unit.
Based on our individual server experiments, we identify that the PSD spikes around 64kHz
are caused by 350W power supply units. The PSD spikes around 66kHz and 70kHz are
both created by servers with the 495W power supply units. Despite the same capacity,
the two types of 495W power supply units are from different generations and hence have
distinct switching frequencies. In addition, each group consists of several spikes because dif-
ferent power supply units of the same model and generation may still have slightly different

switching frequencies.
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In summary, our experiments have found and validated that: (1) the power supply
unit designs of today’s servers create high-frequency voltage ripples in the data center power
line network; and (2) these ripples carry information about servers’ power usage at runtime.
Note that, like in today’s mainstream systems [121], the PFC circuits in our servers operate
under the continuous conduction mode which, as shown in Fig. 6.10(b), causes line voltage
ripples with narrow spikes in the frequency domain. For certain high-power servers (close
to 1kW or even higher), two PFC circuits may be connected in tandem (a.k.a. interleaving
PFC) to meet the demand of large current flows while reducing voltage ripples. Compared
to a single-stage PFC, the two individual PFC circuits in an interleaving PFC design operate
with a certain time delay between each other and result in line voltage ripples with shorter
but wider spikes in the frequency domain [121,184]. Albeit over a wider range, the high-
frequency components in line voltage ripples resulting from PWM switching still become
more prominent as a server consumes more power [184]. Therefore, our finding holds broadly

regardless of a single-stage or interleaving PFC design.

6.4.5 Tracking Aggregate Power Usage

Now, we study how the attacker can track the tenants’ aggregate power usage

based on its measured voltage signal.

Calculating group-wise aggregate PSD

In a multi-tenant data center with servers from different manufacturers, we shall

expect to see several groups of PSD spikes in the voltage signal, each group consisting of
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Algorithm 4 Calculating Group-wise Aggregate PSD
1: Input: PSD data P(f), frequency band F' (e.g., 1kHz), frequency scanning lower /upper
bounds Fy,/Fp

2: Output: Group-wise aggregate PSD Py, Ps,--- , Pyy.

3: Find grid frequency F;, <— maxusp.<f<e5m- P(f)

4: for f from Fj, to F, do

5 Cf « P(f*Fo);P(f+Fo)

6: Keep C spikes and discard others (i.e., power line noise)
7. Generate bands B[i] = [f — g, f+ g] for each Cy spike
8: Merge B with overlapping frequency bands

9: Number of groups M < number of separate bands in B
10: for each item B[i] € B do

11: Py pepp P(f)

12: Return group-wise aggregate PSD P; fort=1,2,--- , M.

the PSD spikes from similar power supply units (and likely from servers owned by the same
tenant). Likewise, we can also divide servers into different groups according to their PFC
switching frequencies.

In general, within each group, the aggregate PSD increases when the servers in
that group consume more power (Fig. 6.10(a)). Nonetheless, even given the same aggregate
PSD, servers in one group may have very different power usage than those in the other
group because they have different power supply units and are also likely to have different
configurations (e.g., different CPUs). Thus, the total PSD over all the groups may not
be a good indicator of the servers’ total power consumption; instead, we should consider
group-wise aggregate PSD.

We leverage the frequency domain segregation and use Algorithm 4 to identify
PSD groups. We use the insight from our experiment that each server creates a pair of PSD

spikes separated by twice the nominal power line frequency (i.e., 60Hz in the U.S.) and
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centered around its PFC switching frequency. Further, the spikes are significantly greater

than the power line background noise.

Tracking tenants’ aggregate power usage

To launch successful power attacks, the attacker only needs to identify the moments
when the tenants’ aggregate power is sufficiently high. Thus, knowing the shape of the
aggregate power usage is enough.

Given the group-wise aggregate PSD Py, P, --- , Py at runtime, the attacker can
track the total power usage of servers in each group (i.e., a high aggregate PSD means a high
power in that group). Nonetheless, the attacker does not know the corresponding absolute
server power given a certain aggregate PSD value. Intuitively, however, if all or most group-
wise aggregate PSDs are sufficiently high, then it is likely that the tenants’ aggregate power
usage is also high (i.e., an attack opportunity). Thus, based on this intuition, we first
normalize each group-wise aggregate PSD (with respect to its own maximum over a long
window size, e.g., 24 hours) and denote the normalized values by Py, Py, -+, Py. Then,
we sum them up P = Z%Zl P,, and use it as an approximate indicator of the tenants’

aggregate power usage.

6.4.6 Timing Power Attacks

To time power attacks based on the voltage side channel, we propose a threshold-
based strategy based on the sum of normalized group-wise aggregate PSDs P. Specifically,

we set four different states — Idle, Wait, Attack, and Hold — and the attacker transitions
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Algorithm 5 Timing Power Attacks Using Voltage Side Channel
1: Input: attack threshold P, timer thresholds for Tyait, Tattack, and Thoid
2: Initiation: current state S. < idle, next state S, < idle Tyait < 0, Tuttacr — 0, and
Thotd < 0
loop at regular intervals (e.g., every 10 seconds)
Use Algorithm 4 to get the aggregate PSDs

3:

4

5: Use historical data to get normalized PSD, P, Py, Py
6: P« E%:l Pm

7 if S. = idle then

8 if P < Py, then

9

: Sy < idle
10: else S,, « wait, start Tyq:t
11: else if S, = wait then
12: if P > Py, then
13: if Tiqst is expired then
14: Sn « attack, start Tyiack, stop and reset Toyqit
15: else S,, + wait
16: else S, < idle, stop and reset Tqit
17: else if S, = attack then
18: if Tyiacr is expired then
19: Sn < hold, start Tjq, stop and reset Tyirack
20: else S,, + attack
21: else
22: if Tho1q is expired then
23: if P > Py, then
24: Sn  attack, start Tyirack, stop and reset Thoq
25: else S,, < idle, stop and reset Thq4
26: else S,, + hold

27: S. + S,

from one state to another by periodically (e.g., every 10 seconds) comparing P against a
threshold Pjy,.

eldle : This is the default state. If P > Py, is met, the attacker moves to Wait
and starts a Tyyq timer.

eWait : To avoid attacking during transient spikes of P, the attacker stays in
Wait until Tp,.;¢ expires. Then, if P > P, still holds, the attacker moves to Attack and,

otherwise, back to Idle.
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eAttack : In this state, the attacker uses its maximum power consumption for
attacks. The attacker stays in Attack for T,;14c1 time, after which it starts a Tjq timer
and moves to Hold.

eHold : To avoid suspiciously consecutive attacks, the attacker stays in this state
until T},;q expires. Then, if P> Py, is still met, it moves back to Attack and otherwise to
Idle.

Finally, we present the formal algorithm description in Algorithm 5.

6.5 Evaluation

This section presents our evaluation results of exploiting the voltage side channel
for timing power attacks in a scaled-down multi-tenant data center. We focus on how well
the attacker can track tenants’ aggregate power usage at runtime and how well it can time
its power attacks. Our experimental results demonstrate that, by launching non-consecutive
attacks no more than 10% of the time, the attacker can successfully detect 64% of all attack

opportunities (i.e., true positive rate) with a precision of 50%.

6.5.1 Methodology

As shown in Fig. 6.11, we set up 13 Dell PowerEdge servers connected to a single-
phase 120V APC8632 rack PDU for our experiments. This setup represents an edge colo-
cation data center, an emerging type of data center located in distributed locations (e.g.,

wireless towers) [26].
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Figure 6.11: A prototype of edge multi-tenant data center.

The server configuration is shown in Table 6.1. The PDU is powered by a Cyber-
Power UPS that is plugged into a power outlet in our university server room. We use a Rigol
10747 oscilloscope to measure the voltage at a sampling rate of 200kHz. The oscilloscope
probe is connected to the PDU through a power cable with polarized NEMA 1-15 plug.
While we use an oscilloscope to collect the voltage signal (as we cannot open the power
supply unit for lab safety), the attacker can place a small ADC circuit inside its power
supply unit to achieve the same purpose in practice.

Tenants. As shown in Table 6.1, we divide the 13 servers among the four tenants.
There are three benign tenants and one attacker (tenant #4). The total capacity of the

three benign tenants is 1,300W and the capacity of the attacker is 200W (i.e., 13% of
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Table 6.1: Server configuration of our experiments.

Power PFC Number Subscribed
Tenant | CPU/Memory | Supply | Switching of
. Power
Rating | Frequency | Servers
#1 Xeon/32GB 350W ~63kHz 4 360W
#2 Dual Xeon/32GB | 495W ~66kHz 2 460W
#3 Xeon/32GB 495W ~T70kHz 4 480W
#4 Pentium/32GB 350W ~63kHz 3 200W

the total capacity subscription). The data center power capacity is 1,250W with 120%
oversubscription (i.e., sold as 1,500W) [76, 88].

Workload traces. Like in the prior research [76,79], the four tenants’ server
power usage follows four different power traces. Traces for two of the benign tenants are
collected from Facebook and Baidu workloads [169,174], while the other two power traces are
generated offline using workload traces (SHARCNET and RICC logs) from [43,124]. These
power traces are scaled to have 75% utilization for the benign tenants and 65% utilization
for the attacker. We assign a real workload trace to the attacker so that it behaves normally
as benign tenants and stays stealthy. The tenants’ total power consumption is shown in
Fig. 6.14. While we use these power traces to reflect the temporal variation in tenants’
power usage for our evaluation, our approach to timing power attacks also applies for any
other power traces.

Duration. We run the experiment for 12 hours and record the power consumption
and voltage readings. We also run simulation studies by extending our 12-hour experiment
into one year. Specifically, we split the 12-hour data into 10-minute pieces and randomly
order them into yearly voltage signals and corresponding power readings. In our yearly trace,
the attack opportunities take up 7.5% of the time, consistent with the settings in [76, 79].

Note that, because they are transmitted over power lines, the voltage ripples do not vary
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Figure 6.12: Detection of power shape of different server groups.

significantly over time given a certain power level. Thus, our extended trace still preserves
the voltage signal patterns that we would otherwise see in real experiments and hence
suffices for our purpose of evaluating the timing accuracy.

Others. By default, in Algorithm 5, we set the frequency band as F' = 1kHz,
and the scanning lower and upper bounds as Fj, =55kHz and F,;, =80kHz, respectively.
We set Tqit=2 minutes, T tqc:=10 minutes, and T},,;q=10 minutes. We perform frequency

analysis of the voltage signal over each one-second segment.
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Figure 6.13: Power vs. PSD plot of different server groups.

6.5.2 Results

We first focus on how well the attacker can track tenants’ aggregate power usage
at runtime based on the voltage side channel, and then turn to how well the attacker can
time its power attacks.

Tracking tenants’ power usage. We apply Algorithm 4 to detect groups of
PSD spikes (i.e., different tenants in our case) and see how well the per-group aggregate
PSD represents the corresponding servers’ power consumption. As the attacker knows its
own power usage, we separate its own spikes from the PSD scanning process. Fig. 6.12
shows the three benign tenants’ power usage and the corresponding group-wise aggregate
PSD from our 12-hour experiment. We see that the aggregate PSDs and the power usage
have a strong correlation for all tenants (with correlation coefficient ranging from 0.9 to
0.98), demonstrating the effectiveness of the voltage side channel in extracting the power
usage of benign tenants.

Fig. 6.13 shows the power vs. aggregate PSD plot for the three benign tenants

from our 12-hour experiment. This figure is based on the same results of Fig. 6.12. Instead
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Figure 6.14: Ilustration of power attack.

of plotting all data points from the 12-hour trace, we randomly choose 500 data points for
this figure. It reveals that for the same power level, tenant #1’s servers have a smaller
aggregate PSD than the other two tenants. This supports our choice of treating each group
of spikes separately.

Next, we study the impact of the choice of frequency band F' in Algorithm 4 on
the power-PSD relation. We see from Fig. 6.12(d) that the correlation between the power
usage and the resulting aggregate PSD is not quite sensitive to the choice of F', provided
that it is higher than 0.5kHz (to include all the PSD spikes).

Illustration of power attacks. Section 6.4.6 and Algorithm 5 guide the attacker
to time power attacks based on the sum of group-wise aggregate PSD of its measured voltage
signal. We now illustrate in Fig. 6.14 a 12-hour trace in our experiment. Concretely,
Fig. 6.14 includes the aggregate power usage (without power attacks), sum of group-wise
aggregate PSD, malicious power loads injected by the attacker, and attack opportunities.
There are three attack opportunities in 12 hours, each lasting less than 30 minutes and

emphasizing the need for precisely timing attacks. We see that two successful attacks are
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Figure 6.15: Impact of attack triggering threshold P,,. The legend “Attack Opportunity”
means the percentage of times an attack opportunity exists.

launched during the attack opportunity windows around the 4th and 8th hour. The attacker
also launches unsuccessful attacks around the 4th hour and 10th hour. Note that Fig. 6.14
is to illustrate what would happen if there are power attacks; if an actual outage occurs due
to a power attack, then the power trace following the outage would be changed as servers
are out of power.

Timing statistics. We now look into the timing accuracy of our proposed
threshold-based attack strategy described in Algorithm 5. Fig. 6.15(a) shows the impact of
the threshold value P;,. Naturally, with a lower threshold, the attacker will attack more
frequently, but there will be more unsuccessful attacks because the total available attack
opportunities remain unchanged.

We consider two metrics for timing accuracy: True positive rate: the percentage
of attack opportunity captured by the attacker to launch successful attacks. Precision: the

percentage of power attacks that are successful.
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Figure 6.16: Cost and impact of attacker size. % in the legend indicates the “%” capacity
subscribed by the attacker. The tiers specify the infrastructure redundancies, from Tier-1
with no redundancy up to Tier-IV with 2N full redundancy.

Fig. 6.15(b) shows the evaluation results under different attack thresholds P.
We see that the true positive rate is high when the attacker sets a lower threshold and
launches more attacks, consequently capturing more attack opportunities. Nonetheless, the
true positive rate may not always increase by lowering the threshold. This is because of
the attack strategy in Algorithm 5: with a low triggering threshold, the attacker sometimes
launches an attack prematurely and hence misses on actual attack opportunity that follows
immediately, due to the holding time Tjyq (to meet contractual terms and stay stealthy)
before launching another attack. When the triggering threshold is higher, the attacker is
more conservative and launches attacks only when it anticipates a sufficiently high aggregate
power by benign tenants. Thus, the precision rate increases as the threshold increases.

Impact of attacker size. For stealthiness, the attacker behaves as a benign
tenant and launches attacks by increasing its power only to its subscribed capacity (i.e.,
allowed power limit). Now, we show the impact of the attacker’s size (i.e., its subscribed

power capacity) on the detection statistics in Fig. 6.16(a). For this, we keep the benign
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tenants’ capacity fixed and increase both the attacker and data center capacity while we also
limit the total attacks under 10% of the time. Naturally, there are more attack opportunities
if the attacker has a larger power capacity as it can more easily elevate the aggregate power
by itself to create capacity overloads. We also see that true positive rate goes down while
the precision goes up when the attacker’s power capacity becomes larger. This is because
we keep the attack time percentage fixed at 10%. As a result, even with more attack
opportunities, the attacker cannot launch more frequent attacks and hence misses more
attack opportunities (i.e., lower true positive rate) while its chance of capturing an actual
attack opportunity increases (i.e., higher precision).

Although increasing the attacker’s power capacity allows the attacker to launch
successful power attacks more easily, the attacker also needs to spend more money for its
power capacity subscription and equipment. We now study the cost impact of power attacks.
All the costs are normalized with respect to the attacker’s own cost when it subscribes 5%
of the total subscribed power capacity. We estimate the cost based on the method provided
in [76]. The results are shown in Fig. 6.16(b), demonstrating that the attacker only needs
to spend a tiny fraction (3% ~ 16% in our study) of the total resulting losses for the data
center operator and other benign tenants. Our findings are similar to those in [76,79]. In
practice, these normalized values correspond to tens of million dollars even for a relatively
small data center with only IMW power capacity [76].

Comparison with other attack strategies. We now compare the timing the

power attacks with two other attack strategies.
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Figure 6.17: Detection statistics for different attack strategies.

e Peak-aware random attack: This strategy is an improved version of purely ran-
dom attacks and assumes that the attacker knows the probability of when attack oppor-
tunities arise per hour and allocate its total attack times to maximize its overall success
rate.

o AV -based attack: As described in Section 6.4.2, the attacker simply checks its
voltage reading (in RMS) for attacks.

We compare these different attack strategies in terms of their true positive rates
and precisions and show the results in Fig. 6.17. We see that our proposed approach
to timing attacks significantly outperforms the peak-aware random attack and AV-based
attack under our default total attack time of 10%, demonstrating the need of a precise timing
for attacks. Importantly, the voltage reading in RMS can be misleading for indicating attack
opportunities, since it is predominantly affected by the UPS output voltage Vypgs rather
than the line voltage drop. Note that if the attacker attacks more frequently, the peak-aware

random attack and our approach come closer to each other in terms of the timing accuracy.
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Figure 6.18: (a) Impact of the attack strategy (e.g., Thoiq) On true positive rate. (b) ROC
curves showing the accuracy of detection of attack opportunities.

Nonetheless, frequent attacks are not only prohibited by contracts [72], but also will likely
be detected as suspicious behavior.

Detection accuracy. Finally, we show the effectiveness of our voltage side chan-
nel in detecting attack opportunities when the attacker can attack consecutively without
any restriction (e.g., Thoig). Fig. 6.18(a) shows the true positive rates for the cases with
and without consecutive attack restrictions. The gap between the two lines indicates that
although the voltage side channel can identify attack opportunities, the holding time before
launching a new attack for stealthiness and contract constraints can result in a few miss-
ing opportunities. Fig. 6.18(b) shows that our voltage side channel can identify most of
the attack opportunities with a low false positive rate. By comparison, the random attack
strategy performs rather poorly, and the A-based attack is even worse because the mea-
sured voltage Vi is mostly affected by the grid and UPS operations rather than tenants’

aggregate power (Section 6.4.2).
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6.6 Extension to Three-Phase System

Our previous sections focus on a single-phase power distribution that is mostly
used in edge multi-tenant data centers. Next, we extend our study to a three-phase system

that is commonly used in large-scale multi-tenant data centers [136].

6.6.1 Three-Phase Power Distribution System

All large data centers use three-phase AC distributions to deliver power at high
efficiency [137]. Each PDU supports 40 ~ 200kW of server power (10 ~ 50 server racks)
and is oversubscribed by the data center operator, and each tenant typically houses at least
one full dedicated server rack. Here, we consider an attacker with multiple server racks
sharing one oversubscribed PDU with benign tenants.

There are a few different ways to connect servers in a three-phase system. We show
in Fig. 6.19 the most widely-used three-phase systems, where the servers are connected to
two of the phases with a supply voltage at 208V [137]. This is also the most complicated
case since each server/server rack is connected to and hence also affected by two different

phases.

Voltage equations in a three-phase system

As illustrated in Fig. 6.19, all the server racks connected to the same two phases
are considered as one cluster. We represent the total load of each server cluster using their

combined current Iy, Ip., and I.,, respectively. Like in Section 6.4, because the voltage
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Figure 6.19: 3-phase power distribution with 2-phase racks.

levels are relatively fixed (apart from some temporal variations around the nominal levels),
the current flowing into each server cluster are a good indicator of the cluster’s power usage.

A distinguishing feature of the three-phase connection is that each server rack is
connected to two phases. For each phase, the line voltage drop is affected by the current

flowing from the UPS output to the PDU. As shown in the current flow equations in

Fig. 6.19, the line current for each phase jointly depends on two server clusters.

Next, by ignoring the practically negligible line voltage drop between the PDU

and servers, we write the voltage V,;, which is supplied by the PDU to the server cluster

connected to phase A and phase B, as follows:

Vab

:Va_%

=Va—14-R,— (Vg —1Ip-Ryp)
=Vap—Rr-(Ia—Ip)

=Vap — Rr - (2Lap — Ipc — 1ca),
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where the last step follows from I4 = I, — I, and Ip = Ip. — I4p. Similarly we can also

write

%c = VBC’ - RL ' (_Iab + 2Ibc - Ica)

Vea = VCA — Rp - (_Iab - Ibc + 2Ica)-

Exploiting the voltage side channel in a three-phase system

Like in the single-phase system (Section 6.4.3), we apply a high-pass filter to keep
the high-frequency voltage ripples introduced by servers’ PFC circuits, while removing the
nominal UPS output voltage frequencies and harmonics. Thus, with a high-pass filter, the
line voltage components Vag, Vac, and Vo4 becomes almost zero. Next, by using Z to
represent the filtered version of x that only keeps frequency components around the servers’

PFC switching frequencies, we get the following relations:

Vab ~ _RL ) (2I~ab - ibc - ica)
f/bc ~ _RL ' (_jab + ijc - jca)

Vca ~ _RL : (_fab - fbc + 2I~ca)‘

Thus, by collecting the Vy, Vie and V,, signals using its voltage probes, the attacker can
easily solve the above equation set and extract the high-frequency voltage ripple signals

ie., Rr - Iy, R - Ipe, and Ry, - Iy) resulting from the server clusters’ power usage.
g
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Consequently, based on the approach proposed in Section 6.4, the total power usage
of each server cluster at runtime can be tracked and, when combined together, provides the
attacker with an estimate of the total PDU-level power usage for timing its attacks.

In summary, even in the most complicated three-phase power distribution system,
the benign tenants’ aggregate power usage can be extracted by the attacker through our

discovered voltage side channel for precisely timing its attacks.?

6.6.2 Evaluation Results

In Section 6.6.1, we have provided a theoretical foundation for timing power attacks
based on a voltage side channel in three-phase data centers. Next, we evaluate the timing

accuracy of the voltage side channel.

Methodology

We only have a limited access to a large multi-tenant data center with three-
phase power distribution and cannot perform experiments due to the destructing nature
of our research. Hence, we re-use the experimental results from our servers that have
three different types of power supply units. Concretely, we generate three different sets
of server power and voltage signal traces based on experiments done on our single-phase
server setup with 13 servers. To simulate a large three-phase system, we make 50 copies for
each set of trace and add 10% randomness in the power load and PFC switching frequency

for each copy. The randomness accounts for the heterogeneity in servers’ power supply

3To exploit the voltage side channel in the three-phase system illustrated in Fig. 6.19, the attacker needs
to house at least one server rack in each of the three server clusters (e.g., by pretending to be three tenants)
to measure cluster-wise voltage signals.
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Figure 6.20: Performance of voltage side channel for a three-phase 180kW system.

units and PFC switching frequencies in large systems. Hence, each set of server power and
voltage signal traces obtained through our experiments are essentially scaled up by 50 times,
and represent the power loads and voltage signals of one server cluster in the three-phase
system. Therefore, the three-phase system under consideration has 650 servers (50 times of
our single-phase experiment) in each of the three clusters.

In our simulation, the attacker has at least one server rack in each cluster and can
measure the phase-to-phase voltages (Vyp, Vie, and V,,). Since each server rack is connected
to two different phases and the phase voltages are affected by multiple server clusters (hence,
multiple power-voltage traces), we use the three-phase voltage equations in Section 6.6.1
to generate the attacker’s voltage measurements (Vp, Vi, and V). Note that, while we
consider the UPS supplies a balanced three-phase voltage (i.e., Vap = Vpc = Vo, with a
120° phase difference), the supplied voltage is eliminated from the filtered voltages (f/ab, Vies
and f/ca) which the attacker uses for extracting the server clusters’ power usage. The benign
tenants and attacker are scaled proportionally according to the composition in Table 6.1.

The resulting attack opportunities take up 7.5% of the time.
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Results

Due to the space limitation, we only show the most important results — timing
accuracy. Specifically, Fig. 6.20 shows the true positive and precision rates under different
triggering thresholds. We see that, compared to the results in Fig. 6.15, the timing accuracy
is still reasonably good although it becomes a bit worse in the three-phase system. This is
mainly due to the randomness added in the power and PSD data when scaling up our edge
data center to a large multi-tenant data center, and also due to the fact the attacker needs
to track the power usage of three server clusters rather in a three-phase system.

Our results demonstrate the effectiveness of the voltage side channel in terms of
timing power attacks in a three-phase system. This matches with our expectation, because
the high-frequency voltage ripples generated by servers’ PFC circuits exist both in single-
phase and three-phase systems and these voltage ripple signals can be transmitted over the

data center power line network.

6.7 Defense Strategy

To mitigate the threat of well-timed power attacks, we highlight a few possible
defense strategies to degrade the voltage side channel and, more generally, against power
attacks.

DC power distribution. The PFC circuit universally built in today’s server
power supply units is the root cause for high-frequency voltage ripple signals that leak
server power usage information through the power lines (i.e., voltage side channel). Thus,

the voltage side channel may be eliminated by adopting DC power distributions where the
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AC to DC conversion is done at the UPS rather than at the server end, as illustrated in
Fig. 6.21. Naturally, given DC power distributions, the PFC circuit is no longer needed in
a server power supply unit. While this is effective for containing the voltage side channel, it
requires a holistic industry-wide change, including an entirely new set of power distribution
system as well as new power supply units for every server. Thus, we do not anticipate this
change will happen any time soon.

Modifying power supply unit. Another approach to getting rid of the voltage
side channel is to modify /update the power supply unit design for removing current/voltage
ripples. However, it could be challenging to find a suitable substitute for existing mature
design. Further, it also requires an industry-wide swap of power supply units, which is
highly unlikely in practice.

Jamming signal and filtering. Inspired by jamming attack in communications
[179], an inexpensive alternative to the above DC power distribution is to add PSD noise to
the PDU and UPS distribution buses around the servers’ PFC switching frequency range
(e.g., 40kHz to 100kHz). Also, using advanced signal processing techniques and detection,

antiphase voltage signal can be injected at the PDU to cancel out the PSD spikes due
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to server loads. Nonetheless, this may require modification/upgrade of the existing power
distribution equipment. In addition, adding jamming signals may reduce the overall power
factor of the data center and incur more power losses. Another approach is to install low-pass
filters to prevent high-frequency voltage ripple signals from entering the data center power
network but, if improperly chosen, the filters may also block legitimate communications
(e.g., for network management [20]). Moreover, in practice, filters can reduce the strengths
of high-frequency voltage ripples but not completely eliminate them.

Infrastructure reinforcement. Since power attacks target to exploit the data
center power infrastructure vulnerability (due to the common practice of oversubscription
[75,88,174]), another natural approach is to strengthen the infrastructure against power
attacks. Toward this end, additional investment can be made to increase the infrastructure
redundancy (e.g., installing extra UPSes), but this comes at a great capital expense and
can be especially challenging for existing data centers. Moreover, it is a passive defense:
attackers can still launch attacks to compromise the desired data center availability, though
actual outages may occur less frequently.

Attacker identification. A more proactive approach is to identify attackers
inside the data center and evict them in the first place. For example, high-granularity
monitoring and rigorous analysis of tenants’ power usage can expose a tenant’s malicious
intention. The main challenge here is to distinguish an attacker from benign tenants because
the attacker also follows all contractual limits and can behave like a benign tenant in terms
of power usage. In addition, it is even more difficult to identify an attacker if the attacker

houses its servers in different racks (pretending to be multiple different benign tenants)
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and/or launches well-timed power attacks by increasing benign tenants’ power usage through
request flooding (instead of only relying on the attacker’s own power capacity).

To conclude, it is non-trivial to defend data center power infrastructures against
power attacks timed through a voltage side channel. Thus, effective and inexpensive defense
strategies are one of the future research directions in data center power security [49,76,79,

93,180].

6.8 Related work

Power capping. Power infrastructure oversubscription has been extensively ap-
plied for increasing capacity utilization. To handle the ensuing possible capacity over-
loads, power capping has been proposed, such as throttling CPU [45,174], rerouting work-
loads [169], and partially offloading power demand to energy storages [56,123,168]. However,
these techniques cannot be applied in multi-tenant data centers due to the operator’s lack of
control over tenants’ servers. While [75] proposes a market approach for handling capacity
overloads in multi-tenant data centers, the market assumes that all tenants are benign and,
more crucially, broadcasts the data center’s high-power periods (i.e., attack opportunities)
unsuspectingly to all tenants including possibly an attacker.

Data center security. Securing data centers in the cyber domain has been widely
studied to defend against attacks such as DDoS [111,181], and data stealing and privacy
breach [61,84,114,187]. Meanwhile, an emerging attack vector has been malicious power
loads that target the oversubscribed data center power infrastructures to create outages.

Studies [49,50,93,180] investigate how VMs can be used to create power overloads in cloud
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data centers. Another two recent works [76,79] exploit physical side channels in multi-
tenant data centers to time power attacks. In contrast, we propose a novel voltage side
channel that is not sensitive to external disturbances, does not require any offline modeling,
does not suffer from time lag, and can accurately track power shapes of multiple tenants. A
detailed comparison between our work and these related studies is provided in Sections 6.2.3
and 6.3.

Power management in multi-tenant data centers. Finally, our work furthers
the growing literature on power management in multi-tenant data centers. While the recent
studies have predominantly focused on improving power/energy efficiency and reducing
cost [73,75,78,117,165], we focus on the complementary aspect of its physical security

against devastating power attacks.

6.9 Conclusion

In this paper, we consider the emerging threat of power attacks in multi-tenant
data centers. We discover a novel voltage side channel resulting from the high-frequency
switching operation in the PFC circuit of a server’s power supply unit. The voltage side
channel can accurately track benign tenants’ power usage and helps the attacker precisely
time its power attacks. Our experiment results on a prototype edge data center show that
an attacker can effectively use the voltage side channel to utilize 64% of the power attack
opportunities. We also highlight a few defense strategies and extend to more complex

three-phase power distribution systems.
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Chapter 7

Conclusions

This dissertation summarizes the major novel contributions made toward the ef-
ficient and secure operation of multi-tenant colocation data centers. Multi-tenant data
centers are very important yet underexplored segment of the data center industry. In this
dissertation, I presented my work on the two important expect of data center operation -
efficiency and security.

The key challenge addressed here toward the efficient operation of multi-tenant
data centers is the lack of coordination between the operator and tenants. Since the operator
does not have any control or knowledge of workload running in the tenants’ servers, many
efficient operation techniques that require a centralized control cannot be applied directly
to multi-tenant data centers. Further, due to the predominant flat-rate pricing structure,
the tenants do not have any incentive for efficient operation. In my research, I bridged
the coordination gap by proposing markets where the operator passes the incentive to the

tenants as rewards for their efficient server management. I also proposed a spot capacity
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market where the operator sells unused infrastructure capacity to tenants for a temporary
performance boost. Using this market the operator can increase the utilization of the
expensive infrastructure while cost-conscious tenants can conservatively subscribe capacity
and rely on the spot market to acquire additional capacity in the rare time when its capacity
is exhausted.

On the secure data center operation, I focused on data center physical security. 1
showed that the widely used oversubscription of infrastructure capacity makes data center
vulnerable to power attacks. A power attack on data center aims at creating overload by
injecting malicious power load leading to data center outage. However, exploring the power
attack vulnerability due to oversubscription is not trivial and require careful timing since the
attack opportunities (i.e., when an overload can be created) are intermittent. Specifically,
an attacker needs to estimate the data center power consumption (i.e., the benign tenants’
power consumption). However, no tenants (and hence the attacker) have no access power
meters in the data center. Nonetheless, I identified the existence of physical side channels
in multi-tenant data centers that leak other tenants’ server power consumption. I showed
that there exists a thermal side channel due to server heat recirculation, an acoustic side
channel due to server fan noise, and a voltage side channel due to Ohm’s Law. I showed
that an attacker can launch stealthy power attacks using these side channels and cause huge
financial loss to data center operator and tenants. I also identified and presented possible

countermeasures against such power attacks.
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