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Xylem: An Energy-Efficient, Globally-Redistributive,
Financial Infrastructure using Proof-by-Location

DONALD ). PATTERSON?, Westmont College, USA
BILL TOMLINSON?, University of California, Irvine, USA

The Proof-of-Work algorithm that underlies Bitcoin, Ethereumy,! and many other cryptocurrencies is well
known for its energy-intensive requirements. The Proof-of-Stake algorithm that underlies Ethereum and
various other cryptocurrencies is less impactful environmentally, but it has a second, looming issue: the
problem of wealth inequality. We have developed an alternative to Proof-of-Work and Proof-of-Stake, called
Proof-by-Location, that has the potential to address both of these issues. This paper describes Proof-by-
Location and a financial platform called Xylem that is based on it. This platform seeks to distribute transaction
fees to billions of cryptocurrency “Notaries” around the world (essentially, anyone with a smartphone), who
work together to establish a distributed consensus about financial transactions. In this paper, we demonstrate
that this platform can scale to more than 3.9 trillion transactions per year (more than triple the number of
digital payments per year currently occurring). We show a reduction of electricity usage per transaction of
99.9999914% compared to Bitcoin, 99.999905% compared to Ethereumy,, 99.83% compared to Ethereum, and
95.9% compared to the Visa financial services company. We demonstrate that this platform would have a
redistributive rather than consolidatory effect on wealth compared to any of these platforms, leading to a
source of income for more than 1 billion people around the world, including more than 110 million in the
bottom 10-20th percentile by income, with income for that group equivalent to 8.8 million full-time jobs.
Finally, this currency provides a positive, non-compulsory mechanism for shaping human habitation patterns
in ways that can slow global biodiversity loss and enable ecological restoration. Using Xylem as a global
financial infrastructure could lead to significantly better social and environmental outcomes than existing
financial platforms.?
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cash; - Networks — Location based services.
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2 Donald J. Patterson and Bill Tomlinson

1 INTRODUCTION

Broad adoption of state-of-the-art blockchains that employ Proof-of-Work consensus algorithms
cause those blockchains to consume large amounts of energy. Critics have noted this issue in
academic publications (e.g. [54]) and in news articles (e.g. [35]).

In platforms based on the main alternative to Proof-of-Work, Proof-of-Stake, instead of consuming
large amounts of energy, transaction fees reward wealthier individuals in exchange for leveraging
their currency holdings. As such, Proof-of-Stake-based platforms may be seen as rich-get-richer
schemes where wealthy participants are more likely to benefit from financial incentives and also
to influence the ecosystem. Critics have flagged the substantial wealth inequality that exists in
cryptocurrencies [71-73], with Bitcoin having a Gini index of 88 [72] and Ethereum having a Gini
index of 76-91 [71], compared to an average across the world’s nations of 37.6 [102] (with a higher
Gini index indicating greater wealth inequality, on a scale from 0 to 100).

This paper proposes a novel alternative strategy, called Proof-by-Location, that confirms blocks
by communicating among agents at particular geographic locations. The core hypothesis explored
by this paper is that the speed of light, rather than mathematics, can function as an incontrovertible
mechanism for a distributed consensus to emerge in a cryptocurrency. The paper also describes a
model implementation of a platform, called Xylem, that uses Proof-by-Location to create a global
payment system. By redistributing transaction fees to anyone with a smartphone around the world,
the platform may provide a valuable source of income for large numbers of people.

While computational currency systems do not share the intrinsic value that commodities such
as copper or grain carry, humans have a long history of working with currencies based on trust in
a system (fiat currencies based on trust in a government [70], cryptocurrencies based on trust in a
computational system [59]) rather than on intrinsic value. There are already contexts around the
world where mobile phones provide the underpinnings for the exchange of value [52]. We imagine
that Xylem may have an easier time gaining broad global acceptance because it creates a context in
which billions of people have an opportunity to earn income through it, differentiated from most
human financial systems where billions of people are excluded from it [43].

We propose that Xylem and Proof-by-Location could address key concerns that have been
expressed about cryptocurrencies, and could form the basis for a global-scale, environmentally-
friendly, economically-redistributive financial platform. This paper describes the details of this
platform and reports the results of calculations that support our claims.

2 RELATED WORK

This section describes existing platforms that Xylem and Proof-by-Location seek to complement or
replace, and also details previous research that relates to the technological underpinnings of the
proposed platform.

2.1 General blockchain principles

The fundamental architecture of cryptocurrencies are encapsulated in their blockchain technology,
a decentralized and distributed digital ledger employed to record transactions across numerous
computers in a way that ensures the security and integrity of the data. Most public blockchains (e.g.,
Bitcoin and Ethereum) operate on a peer-to-peer network, utilizing cryptographic principles to
ensure the authenticity and immutability of the transaction data. Although each system varies in the
exact details, frequently the blocks that comprise the chain contain a list of transactions, a reference
to the previous block (hence “chain”), and a unique identifier known as a cryptographic hash.
Ethereum additionally includes information to define, execute, and validate smart contracts. [14]
The decentralized nature of public blockchains is instrumental in eliminating the need for a central
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Xylem 3

authority, thereby fostering a system where trust is established through consensus algorithms such
as Proof-of-Work and Proof-of-Stake.

The operational mechanics of the Bitcoin blockchain are underpinned by the process of “mining”,
which entails the validation and verification of transactions by network nodes through solving
complex, albeit randomized, mathematical problems. [56] A crucial component of this process
is the nonce—a random value that miners adjust to find a hash value below a target number set
by the network. The Proof-of-Work process, which involves varying the nonce and computing
the hash of the block’s contents, is resource-intensive. The first miner to find a hash value below
the target broadcasts the new block to the network (using a strategy known as “gossiping"), and
upon verification, the block is appended to the blockchain in a linear, chronological order, and the
transactions within the block are considered confirmed. The miners are then rewarded with newly
created Bitcoins and transaction fees, incentivizing the maintenance and security of the network.
The inherent design of the blockchain ensures that once a block has been added to the blockchain,
the information it contains is resistant to modification.

A different kind of cryptocurrency and cryptopayment system called Central Bank Digital
Currencies (CBDCs) are created and managed by government entities. These CBDCs are similar to
fiat currencies but include the audit trail of blockchain-based systems. Decentralization is rarely
a feature that CBDCs consider important and alternatively are often implemented as non-public
and permissioned systems. This changes the calculus of energy consumption and eliminates the
expectation of earning fees for closing blocks. These properties place CBDCs outside the scope of
this article. Other complimentary research has examined the impact of CBDCs on the citizens who
would be using them [57] Examples of CBDCs include the Bank of Canada’s digital dollar [58],
and the Brazilian “DREX" [69]. Similar initiatives which are not strictly CBDCs include a French
prototype that examined tracking securities via the Hyperledger system [25] and El Salvador’s
official adoption of Bitcoin as legal tender. [2]

2.2 Proof-of-Work

The core functionality of the blockchain underlying Bitcoin [56] relies on computers conducting an
enormous number of calculations, called “hashes”. Bitcoin “miners” pick unconfirmed transactions
that have high transaction fees to pack into a space-constrained block. The miner adds random
nonces to the block until its hash matches a cryptographic signature in exchange for a reward. This
mining process is a computationally-expensive and energy-intensive task.

Among the costs to the miners are electricity, hardware, real estate, and network bandwidth.
Competition among miners incentivizes faster mining, mining in parallel, and mining with less
energy per hash. The algorithm responds to more efficiency by increasing the difficulty of the
cryptographic signature. Electricity now dominates the mining cost, entailing the consumption of
very large amounts of energy and the emission of large amounts of CO, [34].

2.3 Proof-of-Stake

Ethereum’s Proof-of-Stake [14] reduces energy consumption compared to Bitcoin by allowing
only entities with existing wealth to determine which transactions are valid (and thereby earn
transaction fees). This platform greatly reduces the number of hashes that need to be calculated,
and thus the energy footprint of the platform. The Ethereum Foundation’s blog claims that the
transition from Proof-of-Work (Ethereum,,) to Proof-of-Stake (Ethereum) has reduced energy
usage by 99.95% [5]. As such, it goes a very long way toward addressing the problematic energy
consumption often discussed as a key shortcoming of cryptocurrencies.

However, Proof-of-Stake has a different problem. The only way to earn transaction fees on a
Proof-of-Stake platform is to have existing wealth that one “stakes”. Stakers are incentivized to
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4 Donald J. Patterson and Bill Tomlinson

maintain the integrity of the system because falsifying a block can cause a stake to be forfeited and
also reduce general confidence in the currency in which the staker has invested. However, it also
means that Proof-of-Stake-based platforms tend to increase wealth inequality. Wealth inequality
leads to negative outcomes, such as food insecurity [81] and lowered population health [20].
Inequality also tends to “go hand in hand with increased ecological degradation.” [65]

2.4 Other Block Validation Mechanisms

Numerous alternatives to Proof-of-Work and Proof-of-Stake have been proposed, including FOAM’s
similarly-named-but-conceptually-different Proof of Location [29], Proof of Authority [10], Proof
of Weight, [10], Delegated Proof of Stake [10], and Proof of Burn [40]. Xylem’s Proof-by-Location
draws on various aspects of several of these systems, in particular geolocation (similar to FOAM), the
selection of a subcommittee (similar to the Pool in Delegated Proof of Stake), and the requirement
to have registered as a Notary on the blockchain (similar to an aspect of Proof of Authority). To
distinguish our work from FOAM’s Proof of Location, we note that FOAM’s “Zone Anchors” (radio
beacons) require triangulation via custom hardware to enact geolocation, thus creating a significant
barrier to wide-scale adoption. In addition, FOAM’s primary goal is to verify location, rather than to
use location to validate blocks of financial transactions. Proof by Location was discussed by Oppliger
[60], but our identification of speed of light as a mechanism by which to enact location verification,
and our connection to the cryptocurrency domain were not included in Oppliger’s discussion.
There here have been other efforts to provide computational location verification, e.g., [46, 100]; we
build on elements of several of these systems in the Proof-by-Location mechanism described below.
Our system intentionally does not attempt to prove the location of participants, but more simply to
prove that self-reported locations are not inaccurate given the timing of network communications.
We therefore intentionally adopt the terminology Proof-by-Location vs. Proof-of -Location. An
overview of many of the complexities of and adversarial attacks against using network timing to
ascertain and prove location can by found in Md Mamunur Rashid Akand’s thesis. [1]

2.5 Sustainability Impacts of Blockchain Systems

The sustainability impacts of blockchain systems have been studied extensively over the past
years, with a range of concerns having been raised, including energy usage, CO2 emissions, and
electronic waste. For a review of such concerns, please see [6, 94]. Blockchain systems have been
used to address sustainability concerns in a variety of domains, including agriculture [51], supply-
chain management [7], power distribution [41], smart contracts [84], and vehicular networks [93].
There is also recent evidence that some blockchain-based business models may support global
sustainability. [32]

Most relevant to this work, the carbon footprint of existing blockchain systems is often very
high. [5, 77] Additionally, cryptocurrencies appear to exacerbate wealth inequality, a substantial
issue in terms of social sustainability. [71-73] In the work described below, we seek to demonstrate
a new model of a blockchain system that provides substantial advantages for both environmental
and social sustainability compared to the state of the art.

3 METHODS AND SYSTEM DESIGN

In the process described below, we engaged in an iterative design, prototyping, and evaluation
process to produce a software system. Through this process, we converged on the design of a
platform, with Proof-by-Location at its center, that enables the speed of light to serve as the core
mechanism through which a distributed consensus may emerge. This research unfolded across the
course of 16 months from April 2021 through August 2022.
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Fig. 1. In the Xylem transaction process, a sender, Anna, initiates a transaction (1) by contacting a Transac-
tionMaker (TM), who confirms that the recipient, Bob, wants to receive it (2). (see Figure 2 for detail.) TM
sends it to a BlockChecker (BC) (3) who gossips it out to other BCs (4). A BC works with Notaries (5, see
Figure 3) to create a location-based proof for a block of transactions. This proven block becomes part of that
BC’s representation of the blockchain (6), and is gossiped out to the rest of the Keepers (TransactionMakers
and BlockCheckers) (7).

To assess these prototypes, we conducted a series of numerical calculations and agent-based
simulations to confirm the viability and likely impacts of Xylem if deployed at scale. We re-
searched the associated academic literature, independent analyses, news reports, and whitepa-
pers to determine the relevant parameters for the calculations of the prototypes and several
existing financial platforms. Our calculations for the final prototype can be seen in detail here:
https://docs.google.com/spreadsheets/d/1NuzAro7FSX-xRFWpyi7ePsGUleFqva88ur3XB]J3jTeU.?

Our approach necessarily is limited in its generalizability because it is, at its core, a model-based
approached. Any system that is implemented as a real-deployment will encounter unexpected
design challenges that weren’t accurately assessed in the modelling process, weren’t considered
at all, or more perniciously, didn’t exist until a deployed system is deployed (e.g., any range of
potential adversarial technologies like the Bitcoin Dust attack?). Nevertheless, before proceeding
with a real-world deployment of this system, it is prudent to analyze the parameters of the design
as we do in this article.

Here, we present a description of the core operation of Xylem and Proof-by-Location. See Figure
1 for a summary of the process.

In Xylem, there are three main “roles” for computational entities that coordinate the movement
of funds. The base role is the “Notary”, a low-computing-requirement entity meant to be operated

3the source code is available on request.
4A dust attack sends many small quantities of cryptocurrency to an address in an attempt to break anonymity or decrease
system efficiency in various ways.
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6 Donald J. Patterson and Bill Tomlinson

on billions of smartphones and other devices, managed by (and producing income for) billions of
individuals. A subset of Notaries are “Keepers” (an abbreviation of “bookkeepers”); this role serves
a similar function to Miners in Proof-of-Work or Proof-of-Stake, but with different responsibilities.
There are two types of Keepers: TransactionMakers (who coordinate the connection between sender
and recipient) and BlockCheckers (who assemble transactions into blocks and work with Notaries
to validate the blocks).

3.1 Making a Transaction

When a person, Anna, (see Figures 1 and 2) wishes to send Xyla (a Xylem coin) to another person,
Bob, she first sends information about the recipient and amount to a TransactionMaker, TM,
who will coordinate the transaction. Anna creates a transaction, T, by verifying that she has
cryptographic rights to unspent transaction outputs (UTXOs) from previous transactions by using
her private key. Additionally she signs T to validate that it originates from her and sends the
transaction to TM who confirms the transaction’s integrity.

Xylem uses a two-part transaction-signing process, in which transactions are signed by both
senders and recipients. This process reduces accidental loss of currency (compare to Bitcoin, for
which there are thousands of Google hits for “Bitcoin sent to wrong address”), and also requires that
recipients accept responsibility for currency sent to them (which supports “Know Your Customer”
(KYC) laws [22] and reduces implicating recipients in a financial exchange without their consent).

signed O,
— signed O, -
encrypted O, A Priv
Bl Priv Bl
T3 T pub
Miner M Bob, decrypts w/ B,l,m, pub
decrypts encrypted O,
with B2 signed O, signed O,
encrypted ]\/1/ i pub ’ A i
ypie priv B , B2 A, [ prev
transaction - ob, decrypts W/ 3 ,..5; priv B2
" My, encrypted O, pub
nna )
n
submits B ub d O,
N pub - signe I:I
transaction Bob, decrypts w/ Bnriv\ signed O, A " I !

4 | priv
Acceptance Pool Fee Apriv )
Location Proof Fee pub) Location proof fee \

Fig. 2. How a Xylem transaction receives approval from recipients.

Xylem has a transaction size of 1KB. Each transaction shares the characteristics of a Bitcoin
transaction (sender signature, recipient public key, inputs, and outputs, typically 300-400 bytes in
total), with additional space for recipient signature, TransactionMaker signature, and a note field.

3.2 Approval Pool

The approval pool consists of the set of transactions that a TransactionMaker is holding while it
waits for the recipient(s) of a transaction to approve the exchange.

When Anna creates her transaction, she signs each element of her output set with her private key.
Then she encrypts each element of her output set with the public key of the recipient(s), embeds it
in the transaction, T, and then encrypts T with the public key of the TransactionMaker TM. See
Figure 2.

The result is a transaction that must first be received and decrypted by TM. TM validates the
inputs and still partially encrypted structure of the transaction and returns to Anna a set of URLs
that she can provide to the output recipient(s). The TM then adds the transaction to its approval
pool.
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The output recipient(s), By . .. Bs_1 use the URLs to receive their encrypted output, O;, from TM.
Each recipient decrypts the output and returns it to TM. TM replaces O; with the decrypted output.
Because the decrypted output originated with Anna and was encrypted by her, it can be digitally
signed by her as well, ensuring that the decrypted output is what Anna intended.

Once all recipients have provided the decrypted output, TM can then completely validate the
transaction to ensure that the inputs are unspent, and that the sum of the inputs is greater than the
sum of the transaction outputs (with the remainder providing a later Block Fee).

3.3 Transaction Pool

After receiving approvals from each of the recipients, TM sends the signed transaction to a
BlockChecker, BC. BC stores the transaction in a “transaction pool". The transaction pool consists of
the set of transactions that are waiting to be assembled into blocks by BlockCheckers and notarized
by Notaries.

BC then gossips the transaction to other BlockCheckers, who store it in their own transaction
pools.

3.4 Block Notarization

Each BlockChecker takes the hashes from the previous blocks in the blockchain and converts them
into a set of latitude and longitude locations at various targets points around Earth, Tj . .. Tj4n—1
(see Section 3.11).

The n BlockCheckers closest to targets 0 through n — 1, and the m Notaries closest to targets
n through n + m — 1 form a “subcommittee” that is responsible for notarizing the next block.
BlockChecker BCy who is closest to target Ty is the “lead BlockChecker” for the next block. Hereafter,
we call this BlockChecker Ty BCy, meaning the BlockChecker closest to Tp. Similarly, the closest BC
to target Ty will be called Ty BCy, the BC second-closest to target T, will be TyBCy, etc.

Having a shared, comprehensive model of which BlockCheckers and Notaries are available to
validate blocks (based on which were previously registered on the blockchain) allows for only a
single optimal notarization pipeline to exist, thus removing the need for competition (as there is
in the Proof-of-Work process underlying Bitcoin) that might otherwise lead to a proliferation of
energy use. See Section 3.6 below for how the platform recovers if To BCy is unavailable or dishonest.

All BlockCheckers in the subcommittee perform speed-of-light confirmation on the locations of
all other entities in the subcommittee. The BlockChecker sends a network message to each member
of the subcommittee and expects a reply within 1.25-3.33 times the time it would take light to travel
to that entity and back. (This range was established based on typical network latencies between
major cities of the world [99] and was also supported by [49], which claimed most transmission
media peak at %c. We designed the algorithm to calculate time inclusive of digital signing but
exclusive of block verification execution, which slightly impacts the latency.) All BlockCheckers
then exchange location confirmation information and, based on the communicated results, they
then calculate “EigenTrust" values for all members of the subcommittee [39].

ToBC, then decides on a proposed allocation of block fees among the subcommittee members,
proportional to their EigenTrust scores, and creates a transaction with no inputs and one output
per subcommittee member. This payment process provides an incentive for all entities to report
their location correctly on the blockchain (see Section 3.7); if they misrepresent themselves, they
will fail in the location validation process, and will not get paid. A zero fee output is given to any
entity below an agreed-upon EigenTrust threshold (i.e., an entity that was non-responsive or at the
wrong spot), equivalent to being mistrusted by at least 30% of the subcommittee BlockCheckers. If
an entity is the recipient of three zero-value outputs in Block Fee transactions in the blockchain
(“three strikes”), it is excluded from future block notarization efforts.
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8 Donald J. Patterson and Bill Tomlinson

3.5 Notarization Chain

To produce a notarized block for the blockchain, the lead BlockChecker (TyBCy) determines an
order of the subcommittee members to query and sends the block out to each of the BlockCheckers;
(i € {1: n—1}) in the subcommittee. Each BlockChecker; signs it and sends it out to the Notaries
nearest to them, who in turn sign the block and then return it to BlockChecker;. BlockChecker;
then sends it to BlockChecker;.;. The block is returned to a BlockChecker between every Notary
signature to avoid firewall restrictions under the assumption that BlockCheckers are globally
accessible on the Internet. The lead BlockChecker must accumulate signatures from at least half
of the subcommittee members. Since these subcommittee members are located all over the world,
this step creates a delay that functions to prevent competing blockchain forks from being viable
alternatives in the blockchain history. This delay is similar to the one in Bitcoin that prevents
double-spending attacks.

ToBCy’s incentivized strategy for choosing subcommittee members is to optimize for receiving
signatures in as short a time as possible. Signatures are cumulative to prevent the process from
being conducted in parallel — bypassing the intended delay.

Each of these BlockCheckers decides if ToBCy’s allocation of fees is close enough to their own
EigenTrust calculations. If they support it, they sign the block and forward it to the next entity in
the notarization chain as described above. If they oppose it, they send a message to Ty BCy, who is
next in line to be the lead BlockChecker, to let that BlockChecker know that they could potentially
support an alternative block proposed by T; BCy.

1. Block Process: Subcommittee Selection 2. Block Process: Geolocation and EigenTrust 3. Block Process: Notarization Chain
P-P-P-
Blockchain |
@ B @;Zn)i
g , /3
s
g o

Subcommittee

Fig. 3. In Step 1, all Notaries perform a Geographic Hash Function to identify agreed-upon Targets
(To... Tn+m—1) located around the world. The closest BlockCheckers (“BC" in diagram) to each of the first n
targets, and the closest Notaries (“N" in diagram) to each of the later m targets, all become members of the
subcommittee. In Step 2, the BCs in the subcommittee perform location verification on all other members of
the subcommittee, and use the EigenTrust algorithm to determine if any subcommittee members are lying
about their location. In Step 3, the subcommittee BCs work together to have a block of transactions signed by
each non-lying subcommittee member in turn. Thereafter, the closed block is gossiped to all other Keepers
(TMs and BCs).
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3.6 Recovery Modes

If ToBC, fails at any aspect of the above (for example, due to network delay, device failure, etc.),
T1BCy may also run its own notarization process. The process is identical to the above, but T;BCy’s
timestamp must include a 0.5s lag (which will be checked by other Keepers in the gossip process).
Since T; BCy has real-time information about whether Ty BCy’s notarization is likely to succeed (since
it’s part of the EigenTrust process and gets messages from non-supporters of ToBCy’s notarization
sequence), it can decide whether or not to spend its time on a competing block, thus reducing the
frequency of redundant computational activity. Continuing this premise, any TyyBC, may start
notarizing a competing block, as long as they include a lag of length N /2 seconds. ToBC; may start
a chain as well, involving Ty BC;...Ty BCy, but it must include a 1 second lag. Similarly, Ty BCy may
begin a chain with delay = (N/2 + M). And if TyBC, was not able to assemble a 50% quorum from
among the subcommittee, it may also proceed with a 40% quorum and a 1 second lag. These various
possible pathways ensure that there is a single preferred notarization chain (TyBCy + 50% quorum),
and hence there is minimal competition and easy agreement in the gossip process, but that there are
nevertheless a very large number of possible ways for the system to recover if one or more entities
are missing or lying. While the multiple alternatives for notarization allow for temporary forking
of the blockchain, the blockchain consensus mechanism would allow the overarching system to
converge on a single winner based on the positive-feedback nature of that process, as is the case
with Bitcoin. Also, we recognize that this process for dealing with delays and missing nodes will
increase the latency of the verification process somewhat; however, given that exact location is not
needed for the verification process to proceed, we do not anticipate that this increased latency will
compromise the functioning of the system.

3.7 Platform setup

When a node (Notary, TransactionMaker, or BlockChecker) wants to join Xylem, it sends itself
a transaction (see 3.1) of 0 Xyla, including in the notes field its GPS coordinates, mobile phone
number’, public key, and whether it is just a Notary, or a TransactionMaker or BlockChecker as
well. The Notary’s device does not need to have GPS capabilities; they may simply look up their
coordinates on a map, or ask someone with a GPS-enabled device, and enter their coordinates based
on that information. To preserve a degree of privacy for the Notaries, the GPS coordinates include
only one decimal place (11.1km accuracy). In the notarization process, if there are multiple people
in the same GPS location, one will be chosen pseudorandomly based on the numerical closeness of
their public key to the hash of the previous block, with the most similar being selected first.

To bootstrap the system and transition from a no-cost transaction model to a 1.7% cost transaction
model (born by the user), a gradual subsidy is put in place as follows: it starts at 2% and transitions
linearly to 0.3% over the first 1,000,000 blocks. At which point, each transaction will entail a 1.7%
fee to the user and a 0.3% subsidy to the nodes that participate in forming and validating the block.
(See Section 3.10 for more discussion of this ongoing stable subsidy.) This process is analogous to
the reward halving algorithm in Bitcoin, where we use the term “subsidy" instead of “reward".

If a Notary changes its location significantly (e.g., moves to a different country), it may send
itself a new 0-value transaction with its new location. Only the most recent location registration is
used in the block notarization process.

The amount of fees that nodes receive varies based on the number of participation nodes. The
fees are fixed and arranged in such a way that the expected cost of running a node and the fees

5The mobile phone number may be replaced by some other non-free real-world communication mechanism in futures
where mobile phones are no longer readily available; see 3.12.2 for more detail on the role of mobile phones in reducing
pseudospoofing
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the nodes receive would be equal when there are approximately four orders of magnitude more
Notaries than Keepers.

iction Maker (0.67%) ]

- (0-67%) I

Fig. 4. A Sankey diagram showing how the transaction originator, Anna, sends money to the recipient,
Bob, a portion of which combines with a subsidy to fund the fees that go to the TransactionMaker, the
BlockCheckers, and the Notaries. The TransactionMaker fee goes to one entity, the BlockChecker fee is split
across the 10 BlockCheckers on the subcommittee, and the Notary fee is split across the 40 Notaries on the
subcommittee. This diagram shows the post-bootstrapping stable subsidization rate. There are additional
subsidies during the bootstrapping phase.

Since Notaries do not have a copy of the full blockchain, they can’t validate that the transactions
that they sign appropriately generated income for themselves without additional support. On
the one hand, BlockCheckers are expected to make sure that fees are appropriately awarded to
Notaries that sign transactions, because they may find their blocks rejected in the gossip process
if they have not done so. While Notaries can, in principle, check the blockchain to see if they
were appropriately paid and thereafter refuse to notarize future blocks from those BlockCheckers,
this by itself does not prevent BlockCheckers from colluding against Notaries. Notaries can also
develop simple techniques for gossiping information about fraudulent BlockCheckers in order to
collectively refuse their work and further incentivize good behavior, akin to digital unionization
processes such as Turkopticon [37].

3.8 Transaction Fees

The transaction fee for the platform will be set at 2% of the value of the transaction. Senders may
add additional transaction fees to ensure completion of their transaction (for example for low-value
transactions that might otherwise be ignored by Keepers).

This rate is well below the average rates for Bitcoin (1.04 USD to 62.79 USD, which would amount
to 12.9% to 781% on an 8.04 USD transaction®) [76] and Ethereum (1.65 USD to 196.68 USD, which
would amount to 20.5% to 2446% on an 8.04 USD transaction) [9]. It is on par with Visa fees (1.15%
+0.05 USD to 2.40% + 0.10 USD) [47]. While the percentage fee rather than a flat fee runs the risk
of prioritizing high-value transactions over low-value transactions, the high throughput of the

®We estimate that the average value per digital payment is 8.04 USD (based on 839.5B payments [19] in 2021 with a total
value of 6.75 trillion USD [68]).

Distrib. Ledger Technol., Vol. 1, No. 1, Article . Publication date: March 2022.



Xylem 11

platform makes it likely that all transactions will be processed quickly regardless of their value,
since BlockCheckers will typically be able to add all available transactions to each block (since
the system can handle 3.9 trillion transactions per year, and the annual demand for transactions is
projected to be 1.09 trillion trillion in 2023[19], less than 1/3 the capacity that Xylem can handle).

3.9 Baseline Transactions

Xylem also includes a novel piece of functionality to enable the system to scale across long periods of
time. Currently, blockchain systems typically rely on miners having a full copy of every transaction
since the platform’s beginning. As such, the total size of the blockchain scales in proportion to
the number of transactions (which, under ongoing usage, is a multiple of both users and time).
In Xylem, there is an ongoing process through which the total size of the necessary chunk of
blockchain that each Keeper needs to manage is constrained to scale only based on the number
of users rather than either time or number of transactions. Every 1 minute, all transactions for
1/65536 of all users (based on the first four hexadecimal digits of their public keys) are reconciled
and embedded into a set of “Baseline Transactions,” one per user. This process consolidates all
previous UTXO’s into one UTXO with an equivalent amount of Xyla. These transactions produce
a baseline for each user that means that all of their past UTXOs are no longer relevant to future
transactions (even though they may still be stored if a Keeper is so inclined). Over a period of
approximately 46 days (65,536 minutes), all users go through this process. By the time all users
have undergone the process, all transactions prior to each user’s last Baseline Transaction are no
longer necessary to produce a full representation of all funds on the platform. In essence, the same
consensus mechanism that allows for universal agreement among many distributed Keepers will
also enable the Baseline Transactions to obviate the need for most Keepers to keep track of all
transactions that have ever existed, but rather just tracking those transactions since a user’s most
recent Baseline Transaction.

For example, imagine a Xylem deployment with 5 billion users. To process Baseline Transactions
for all users, approximately 76,000 users must be processed every minute. Since the platform can
process 125,000 transactions per second, the reconciliation process would take 0.61 second per
minute. This delay of less than a second would not significantly effect most users’ experience
using the platform. But it would mean that the total size of the blockchain would not become
untenably larger over time. Imagining these 5 billion users produced 1.09 trillion transactions per
year (one transaction per user every 1.8 days), the total size of the Xylem blockchain at steady state
would be 137 TB. While currently a 100 TB SSD drive costs 40,000 USD [4], SSD price per TB is
projected to fall to 6 USD by 2030 [28] (the soonest we could reasonably expect to achieve >1 trillion
transactions), for a total cost of 822 USD for disk space (411 USD/year, assuming replacement every
other year), well within the 2000 USD in income slated for each Keeper.

3.10 Inflation

Xylem will have a low, consistent rate of inflation, enacted through transaction and block subsidies
that are added to transaction fees to incentivize Keepers and Notaries. This rate of inflation will
mirror the low, consistent rate of inflation that is the explicit policy goal of the US Federal Reserve
and similar organizations in other governments around the world [26]. It will be enacted in two
ways: as a gap between the transaction fee rate charged to the sender and the transaction fee rate
received by the nodes, and also to pay for the fees for the Baseline Transactions described above.

With the velocity of money in the US varying between 4.4 and 8.8 annually [27], we project that
the velocity of money in the Xylem ecosystem will be ~6.6 annually. With a 2% rate of inflation being
desirable [26], we propose that each transaction should be subsidized by 0.3% (2/6.6). Therefore,
the 2% transaction fee will be composed of 1.7% provided by the sender and 0.3% provided by an
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ongoing subsidy.Since Notaries are selected randomly and widely distributed, it is unlikely that a
group would be able to “game the system” to take advantage of the 0.3% subsidy.

The amount needed to fund Baseline Transaction fees will be smaller than the amount needed
for the subsidizing of regular transaction fees; at 0.05 Xyla for each Baseline Transaction, these
fees will amount to 17% of the total annual subsidies.

In addition to mirroring the best practices of global governments, Xylem’s inflation will also
address a concern about cryptocurrencies with a capped amount of total money: money is gradually
lost but never created. For example, because of lost passwords (including user error, hardware
failure, or even death) all Bitcoin will eventually disappear.

3.11 The Geographic Hash Function

An important part of Proof-by-Location is the ability to randomly choose a point on the Earth.
To achieve this goal we use a one-way hash function that resolves to geographic locations. This
“geographic hash function” takes a set of bytes as input and outputs a latitude and longitude pair.
Our hash function has the following properties: All decentralized participants algorithmically agree
on a choice of inputs so that the outputs will be consistent; in order to prevent precomputing,
the inputs are unknowable before the completion of the previous block; and the hash function
deterministically selects i € N different locations.

3.11.1 Hash Input. Our input is derived directly from the blockchain. When block,, is being
confirmed, the algorithm relies on a SHA256 double hash of block,—, concatenated with a 16-bit
integer index, i, and finally concatenated with a SHA256 double hash of block,,_;. The resulting
bytes are together double-hashed and the result is interpreted as a 256-bit integer’. We then create
a uniformly distributed random number on (—90°,90°) by scaling it by INTMAXs.

a; = SHA256(SHA256(blocky,_3))

b; = SHA256(SHA256(block,,_1))

¢; = SHA256(SHA256(a; - i - b;))

lat; = (¢;/INTMAX,56 — 0.5) * 2 % 90°

In a similar way we can obtain a longitude that varies between (—180°, 180°). We reverse the block
order for this quantity.

di = SHA256(SHA256(I),‘ S ai))
longi = (dl/INTMAX256 — 05) % 2 % 180°

This result is a one-way hash function that produces the same outputs given the same inputs.

Using Archimedes’ Hat-Box Theorem we can then use these two random numbers to choose a
location coordinate randomly on a sphere. Those coordinates can be mapped to a physical location
using the WGS-1984 projection model.

Since ~71% of the planet is ocean, choosing a random location on the planet would frequently
end up in the ocean, and the nearest Notary to such a position would be on the coast of the nearest
land mass, thus heavily biasing the algorithm in favor of coastal locations. Therefore, in practice
passing this location through a kernel function that remaps the uniform spherical location to a
human-centric distribution is necessary. In addition, the kernel may also remap target locations for
environmental purposes (e.g., preventing targets from appearing in locations with low population
densities (determined by the density of Notaries), which would align with ecological restoration

"Like Bitcoin we use double SHA-256 hashes, but recognize that the rationale for the choice of double hashes is not clearly
settled.
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goals [98]). Without loss of generality, however, such a function serves to randomly choose locations
on the Earth.

3.12 Attacks

Xylem builds on many properties of existing cryptocurrencies: decentralization, SHA256 hashes,
public/private key encryption, etc, that help to resist attacks on the integrity of the system. Nev-
ertheless, any platform passing around large amounts of money is going to be threatened. Here
we detail a selection of common attacks and misbehavior that may occur in a large-scale Xylem
deployment, and how Xylem protects against them.

3.12.1 51% attack (reorg). To perform a 51% attack on a Proof-of-Work platform, one must take
control of 51% of the computing power in the financial network, a challenging task. To perform a
51% attack on a Proof-of-Stake platform, one must take control of 51% of the financial assets in
a system, also difficult. To perform a 51% attack on a Proof-by-Location platform, one must take
control of computers in 51% of the unique locations around the world. We argue that, given the
difficulties of real-world logistics: navigating local politics, local regulations, and various other
local conditions, it is more difficult to perform a 51% attack on Proof-by-Location than either
Proof-of-Work or Proof-of-Stake. To create an alternative sequence of blocks rooted in a common
ancestor (the classic “double-spend" attack), a bad agent would need to take control of the specific
set of BlockCheckers and Notaries randomly chosen by the Geographic Hash Function. They would
also have to control 51% of all Keepers (TransactionMakers and BlockCheckers) to succeed in
propagating an alternative block history that was at odds with the more advanced blockchain
already held by most of the Keepers following the first-spend.

3.12.2  Pseudospoofing (collect fees). One key attack that is relevant to the Xylem ecosystem is
pseudospoofing®. Pseudospoofing is a known concern in location-based systems [38, 42].

In a pseudospoofing attack, one entity presents itself as multiple entities. Without appropriate
defenses, a pseudospoofing attack on a Proof-by-Location-based platform could allow an attacker
to collect fees for each of their virtual identities by claiming that they are geographically distributed.
The Proof-by-Location system, using speed of light location verification within the subcommittee,
and EigenTrust to merge the verifications across BlockCheckers, arrives at a shared decision
grounded in real-world physical phenomena. This process allows the platform to converge on
an accurate consensus about which identities are lying about their location. Once identified, the
malicious agents’ identities can be excluded.

3.12.3  Pseudospoofing (flash). A second variant of a pseudospoofing attack (and related to the
51% attack) involves trying to double-spend by rapidly becoming a majority of nodes on the Xylem
platform [50]. To address this issue, after the first 1,000 blocks, the platform requires at least 80% of
BlockCheckers in the notarization chain to have notarized before. If that doesn’t happen through
the default subcommittee selection process, the Keepers must go back through the targets and
identify the second closest BlockChecker for any targets where the initially-selected subcommittee
member has not yet performed a successful notarization, until the 80% threshold is reached. This
requirement prevents rapid introduction of new BlockCheckers.

3.12.4  Pseudospoofing (playbook). A playbook attack entails creating a large number of entities
over time, and having them participate as valid actors in the ecosystem [50] but then, in concert,
changing behavior and acting maliciously. Xylem prevents this type of attack by permanently

8We use the term “pseudospoofing” attack to replace an equivalent term, “Sybil” attack [50], because it avoids associating
an inherently malicious behavior with a medical condition, Dissociative Identity Disorder.
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banning any Notary that has been part of past subcommittees and been identified as a liar on
three separate occasions. While this feature disadvantages participants with intermittent network
availability, since not responding to a location verification request for any reason is treated as
a strike against the Notary, responsiveness is a necessary precondition to participate. So, while
not necessarily malicious, a repeated lack of responsiveness predicts an inability for a Notary to
participate in the future. Regardless, even a Notary “banned" in this sense, may still spend past
earnings, and may re-add themselves with a different account; the only harm they will experience
is that they will not count toward the 80% threshold described in the previous section until they
have succeeded in participating successfully in a notarization sequence.

4 EVALUATION
In this section, we perform quantitative evaluations’ to evaluate the following three hypotheses:

e Xylem can scale to process all current digital payments around the globe on par with or
above the rate provided by several existing digital currency platforms.

e Xylem will use less energy per transaction than several existing digital currency platforms.

e Xylem will reduce wealth inequality more than several existing digital currency platforms.

4.1 Assumptions

To enable a high level of service, we assume that all Keepers (TransactionMakers and BlockCheckers)
will have at least gigabit upload and download speed. With 7.95B people in the world [103], and
with 19% of people having access to Gbps internet access [90], and with 24.74% [90] using fiber for
that access (which we use as a proxy for symmetrical upload and download speed), we calculate
that more than 370M people have access to gigabit upload speeds. At more than 4% of the world
population, this number represents an ample community to provide services as Keepers for the
Xylem platform.

We further assume that all Notaries will have access to smartphones. While they do not need
gigabit networking speed, they nevertheless need to be able to run an app and send and receive
network messages. With more than 6.5B smartphone subscribers in the world projected for 2022
[83], more than 80% of the world’s population currently has the technology necessary to serve the
role of Notaries. This number is expected to rise to 90% by 2025, with 7.33B smartphones [87] and a
projected population of 8.18B [103] in 2025. These numbers mean the large majority of the world’s
population can serve as Notaries.

Throughout the calculations below, we set global demand for digital transactions at 1.09 trillion
transactions per year, based on projections for 2023 [19]. At 8.04 USD per transaction (see Section
3.8), these transactions would total ~8.80 trillion USD in value. We acknowledge that the rebound
effect [86] may make this a conservative estimate, because once most people have easy access to
digital transactions, they may make more of them.

We conducted the calculations below with 100,000 Keepers (50,000 TransactionMakers and
50,000 BlockCheckers) and 1 billion Notaries. The Xylem platform could readily operate using
more or fewer of each of these entities. Larger numbers of Keepers would make the platform
more decentralized, make it more secure, use more energy, and slow the gossip process slightly.

We note that varying methodologies can make it challenging to collect accurate data about cryptocurrencies. To offer
an example, Blockchain.com reports that the total estimated transaction value of Bitcoin is 3.314B USD across 271.04k
transactions [11]. These figures suggest that the average Bitcoin transaction is ~12.2k USD. The figures above are at
odds with another source, BitInfoCharts [8], which reports that the average transaction value was 3.69 BTC (177k USD).
Interestingly, that source reports a median transaction value that is substantially lower: 0.016 BTC (774 USD). The fact that
two different sources offer a spread greater than two orders of magnitude demonstrates that there is often not a shared
consensus on key factors of the calculations we are seeking to conduct.
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Larger numbers of Notaries would enable the platform to enact a greater reduction in global wealth
inequality (see Section 4.5 below) but would also use more energy.

4.2 Transaction Throughput

The total number of transactions that a given infrastructure is able to handle in a particular period
of time is critical to its potential for achieving global-scale adoption. In this section we perform
analyses to determine if Xylem can scale to process all current digital payments around the globe
on par with or above the rate provided by several existing digital currency platforms. A more
in-depth discussion of real-world challenges of using network transmission times as input data for
algorithmic analysis can be found in [1].

There are two rate-limiting steps in transaction throughput in the Xylem pipeline: the gossiping
of blocks among Keepers, and the number of Notaries who are needed to sign a block.

4.2.1 Gossip Speed. The gossiping of blocks among Keepers is a function of Keeper networking
speed, transactions per block, and transaction size.

We assume that the gossip itself takes O(logN) steps to reach N Keepers [74], but each step only
needs to involve the hash of the block rather than the full content of the block, so each recipient
can decide if they have already encountered the block and only download those that are new to
them. The downloading of the block content itself can be parallelized via a service such as IPFS
[45].

Given the assumptions above, we project that Keepers could theoretically gossip 1,000,000,000
bits per second / 8 bits per byte / 1,000 bytes per transaction = 125,000 transactions per second. The
small amount of additional content that must be gossiped with each block for the block notarization
process is trivially small compared to the size of the transactions themselves; signatures by 25
BlockCheckers and Notaries, and outputs to the same 25 entities, would compose 0.0026% of the
total size of a full block. With 1 block per second (125,000 transactions per second), Xylem will
accommodate ~125,000 transactions per block. Note that many transactions will be smaller than
1,000 bytes, which will mean that more transactions may potentially be processed in a full second.

4.2.2 Notaries per Block. Based on a simulation we conducted with Notaries and targets located
randomly around the globe, using a non-optimized selection algorithm where all Notaries com-
municate solely with TOBCO, notarization chains with 5 out of 10 BlockCheckers and 20 out of 40
Notaries took an average of 2.4 seconds, whereas an equivalent chain in which Notaries reported
to the subcommittee BC nearest to them took an average of 0.77 seconds. The notarization chain
combined with the 0.2 seconds that is required for the initial location verification round will take
~0.97 seconds, or just under the desired 1 second block time.

4.3 Transaction Rate

Here we draw on previous research and our own analyses to compare the maximum transaction
rate for Xylem and several other financial infrastructures.

In Bitcoin, a transaction is often deemed to be complete after 6 blocks have been closed that
build on the block that includes the transaction [67]. After this point, the difficulty of undoing all
the blocks that rely on that transaction is prohibitively great [56]. However, with Bitcoin blocks
closing on average every 10 minutes, an hour typically passes before six blocks have closed that
build on the transaction in question. This amount of time is untenably long for many payments that
people may want to make. For example, needing to wait an hour to pay at the end of a 5 minute
trip to a nearby food store is well too long for most people to adopt a new payment model.

Existing blockchain systems deployed in the real world have much shorter block times. For exam-
ple, Solana features a block time of ~0.625 seconds [104], Algorand currently features a 2.5 second

Distrib. Ledger Technol., Vol. 1, No. 1, Article . Publication date: March 2022.



16 Donald J. Patterson and Bill Tomlinson

block time [53] and the Bitcoin Lightning Network can be resolved in under a minute [3]. Xylem’s
requirement that Keepers (the only entities that need to manage a full copy of the blockchain) will
have symmetrical gigabit upload and download speed allows for a faster block time to be viable.

In Xylem, in order for the user experience to maintain a rapid completion of transactions, there
will be 1 block per second. Given the same 6-block rule that Bitcoin users often employ, this block
rate will mean that users have access to their funds within 6 seconds of their transaction being
included in a block. We believe that this speed will be acceptable to most users.

While the system will seek to achieve 1 block per second, there are several factors that may cause
a lower block rate. First, if there is not a transaction that needs to be propagated at a particular time
(e.g., in the early stages of adoption, when there are relatively few transactions), there is no need
for any BlockCheckers to create a block, and the whole system will wait until there is a transaction
that needs to be processed. Second, if the lead BlockChecker fails to respond when it is its turn to
lead the block checking process, there may be a delay while other BlockCheckers take over the
process. Neither of these occurrences should significantly compromise the experience that users
have with the system.

Since there are ~30 million seconds per year and 125,000 transactions per second (as described
above), Xylem’s maximum transaction rate is greater than 3.9 trillion transactions per year, well
in excess of the total number of credit card transactions in 2018 (369 billion) [75], and well above
the total number of global non-cash transactions as well (projected to be 1.09 trillion in 2023) [19].
Therefore Xylem'’s potential throughput is well in excess of the world’s current demand for digital
payments, and hence we expect the actual data throughput to be much lower than the theoretical
maximum. Nevertheless, this theoretical maximum is several orders of magnitude greater than BTC
(~3 transactions/second [12]) and Ethereum,, (~15 transactions/second, [15]), well ahead of Visa
(7,400 [92] transactions/second), and slightly ahead of Ethereum (100,000 [15] transactions/second).
19 Figure 5 shows, on a logarithmic scale, how Xylem compares to these other currency platforms.

We do agree that “[t]here’s a big difference between operating a testnet on a bunch of Amazon
servers and a mainnet distributed around the globe” [78] Without having deployed Xylem at global
scale, we acknowledge that its true number of transactions per second is likely to be lower than
its theoretical maximum. Nevertheless, based on these calculations, and in particular the fact that
most transactions will be less than 1,000 bytes and that the total demand for payments is currently
only ~1/3 of the rate Xylem could handle even if all transactions were a full 1,000 bytes, we believe
Xylem can scale to process all current digital payments around the globe on par with or above
several existing digital currency platforms!!.

4.4 Energy Impact

In this section we perform an analysis to determine how Xylem’s energy per transaction relates to
existing digital currency platforms.

It is challenging, for a platform such as Xylem, to define the scope of analysis to assess its
energy impact. Nevertheless, scoping is a key component of life cycle analysis [66], and essential
to conducting fair comparisons among different platforms. Certain infrastructures such as a global
communications network are necessary for rapid, digital, global financial transactions. However,
existing analyses of other financial platforms do not typically include such infrastructures in their
calculations, nor do they include the end-user devices used in transactions [5, 77, 82]. We scope our
analysis in a way that is similar to how other cryptocurrencies have been analyzed, by including

19We note that Ethereum is a hypothetical maximum as well, whereas the other values are those deployed in practice.
INote that as internet speeds increase, the Xylem platform will dynamically increase transactions per second, thereby
potentially accommodating correspondingly larger throughput of transactions and larger numbers of transactions per block.
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Fig. 5. Xylem has greater throughput than Fig. 6. Xylem uses less energy per transaction than
Ethereum (ETH), Bitcoin (BTC), Ethereum,, (ETHW),  Bitcoin (BTC), Ethereum,, (ETHW), Ethereum (ETH),
and Visa. and Visa.

the energy consumed by all the devices involved in maintaining the blockchain infrastructure. Since
Xylem invites participants to include their end-user devices in the blockchain infrastructure, we
include them when analyzing Xylem.

We calculate here the total energy cost of running the full platform (1.09 trillion transactions
per year) for one hour. The 100,000 Keepers would consume 200 Watts each [80], for a total of 5.6
MWh in that hour. Each Notary would consume 0.02W while idling (based on estimates that an
Android device uses a mean of 6.06 joules in idle mode waiting for WhatsApp messages [64]). With
1 billion Notaries, that amounts to 2.0 MWh during that hour. In addition to all of the Notaries idling,
the subcommittee of 40 Notaries for each block would need to receive and reply to 11 network
messages, consuming an additional 8.2 KWh. Combining these values, the full Xylem platform
would consume 7.6 MWh in that hour. Dividing that amount by 125 million transactions per hour
produces a result of 0.061 Wh per Xylem transaction. We direct the reader to the full calculations
supporting this summary.'?

Bitcoin requires 707 KWh per transaction [77], Ethereum,, requires ~64.2 KWh [77], Ethereum re-
quires 35 Wh [5], and Visa requires 1.48 Wh [82]. As such, Xylem is 99.9999914% less impactful
than Bitcoin, 99.999905% less impactful than Ethereumsy,, 99.83% less impactful than Ethereum, and
95.9% less impactful than Visa. Figure 6 shows these values on a log scale.

We recognize that financial platforms such as Xylem encourage the movement of financial
transactions from non-digital media such as paper money and coins to digital media such as mobile
phones. As such, they are implicated in the proliferation and growing ubiquity of digital devices
in myriad human contexts. However, this proliferation is being driven by many other forces in
industrial civilization as well—telephony, photography, ubiquitous information access, social media,
etc. We see Xylem as “hitching a ride” on the growing ubiquity of mobile devices (with 90% of the

12Pease see specifically rows 109 and following in column E of this document:
https://docs.google.com/spreadsheets/d/1INuzAro7FSX-xRFWpyi7ePsGUIeFqva88ur3XBJ3jTeU

We also note that these figures are based on numerical simulations, and a real-world deployed system would likely vary
from these numbers. Nevertheless, these numerical simulations offer an important first step toward a viable real-world
deployment.
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world’s population projected to own smartphones by 2025 in the absence of Xylem [87]), rather
than a major driver of this shift.

In summary, Xylem has a smaller energy footprint per transaction than the platforms analyzed
above, and as such could provide a medium for financial transactions with dramatically lower
environmental impacts.

4.5 Wealth Inequality

Gini Index over time for Xylem vs. other platforms
== Xylem == Visa ETHW == = ETH === = BTC

48

46

(&)

A E AN
yh® ""“'w""\"“. P
44 nte w |
: ‘wihn N
KW 3
42 ‘ i
" J" il . ".‘
R L P TR .
5 40 e W ad WL o
° N, J"\ »n v ..
2 . . X
£ -
[0

30

200 400 600 800 1000

Time (transactions x 1000)

Fig. 7. This chart shows the effect of Xylem vs. other financial platforms on wealth inequality in a simulated
world. It displays the Gini index, a measure of wealth inequality, for the community over time. A higher Gini
index connotes a world with greater wealth inequality.

A key factor in the Xylem platform is paying Notaries for their work on the platform. In this
section we perform analyses of the effect that Xylem and other financial platforms will have on
wealth inequality. This section includes two main analyses: first, a numerical analysis of the effect
that Xylem would have on the incomes of the people who serve as Notaries, and second, a simulation
comparing the effect of Xylem vs. the effect of other platforms on wealth inequality.

With a 2% transaction fee, ~176 billion USD in fees will be distributed among Keepers and
Notaries. To maintain approximately 100,000 Keepers, each of whom would need to earn ~2,000
USD/year to maintain a constantly-running, reasonably modern desktop computer with wired
Gigabit fiber ethernet !>, approximately 2 billion USD of fees will need to go to the Keepers. The
remaining 174 billion USD will be split among the Notaries.

We expect that a share of 174 billion USD would incentive large numbers of people to participate
as Notaries. However, as the number of Notaries increases, the amount each Notary earns and

13Note that the fees are structured to incentivize the participation of no more than 100,000 Keepers, with the remainder of
the fees distributed among Notaries.
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the frequency with which they are paid both decrease. We perform the calculations here with the
expectation that approximately 1 billion people would be willing to install an app and allow it to
run in the background on their smartphone in exchange for 174 USD per year, even if the platform
only paid them randomly. Nevertheless, in a real-world deployment, the ratio of transaction fees to
Notaries may be higher or lower.

We expect that supply-and-demand will set the value of participating as a Notary at no more
than the cost of mobile phone service at a particular location. For example, in the US at the time
of writing, the lowest mobile phone service was 10 USD per month (120 USD per year) [31] and
the cheapest used smartphone was 120 USD [16]. Amortizing the smart phone across four years
is 30 USD per year. Including another 25 USD per year for electricity, repairs, and other ancillary
expenses brings the total cost per year to 175 USD, just above the 174 USD that we hypothesize
users may earn. If the total amount of transaction fees that may be collected via a single device
exceeds this rate per currently-participating Notary, we expect that additional Notaries will join the
platform (likely without benefiting people in poverty, since rich people will be incentivized to open
large numbers of mobile phone accounts simply to collect the fees). (Note that this price point may
go up or down as these costs inevitably change over time. Nevertheless, the core analysis remains
the same. Additionally, supply-and-demand may set different price points in different regions, since
US phone service would only be economically viable for earning Notary fees in the US; a phone
with service in a different country would be needed to collect fees in an economically viable way
in that region. Essentially, the amount earned from Xylem could offset up to the amount of an
individual’s total phone bill, but is unlikely to rise above that level due to the economic factors
described here.)

We also anticipate that there will be some level below which the value of participating will not
fall, since if the value is less than this rate, Notaries will not have sufficient incentive to install the
app or to make sure it continues running. Nevertheless, among low SES individuals, the marginal
utility of a few dollars is higher than for high SES individuals, and will create a greater incentive
for people in that demographic to participate.

4.5.1  Numerical Analysis of Payments to Notaries. Assuming that much of the bottom 10% of the
world’s population will not have enough income to own a smartphone (based on projections for
2025 above), we perform the following analysis based on the SES segment of world population just
above that level. Those in the 10-20 percentile range of global income earn approximately 2212
USD per year [96]. An increase in salary of 174 USD would represent an ~8% increase in their
annual salary, equivalent to more than 20 full days of work. Another way to look at this platform
is as a societal intervention that creates income for those in the 10-20 percentile of global wealth
equivalent to 80 million full time jobs, as well as opportunities for hundreds of millions of other
people in low SES contexts to supplement their income. This app would run in the background on
their phone, and require only a fraction of 1 USD of electricity per Notary per year [24].

There are many ways in which low-income populations and Xylem are well matched. For those
at the margins of being able to afford a smartphone, installing Xylem could offset a significant
portion of their phone bill. Further, alternative currencies are more compelling in regions where
fiat currencies are unstable. Mobile phones have been shown to lead to benefits for people in
poverty [89]. Enabling potentially millions of people to access mobile phones more easily could
have substantial corollary benefits. We also recognize that unstable civil contexts may not support a
reliable, global communications network; nevertheless, one of the benefits of decentralized systems
is their ability to handle disruptions to individual nodes or entire regions.

4.5.2  Simulation. To explore the effect of Xylem vs. other financial platforms (Bitcoin, Ethereum,,
Ethereum, and Visa) on wealth inequality, we created an agent-based simulation. In this simulation,
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several hundred people engage in repeated financial transactions, paying transaction fees to
other members of the population. What differs between the Xylem condition and the conditions
representing other financial platforms is that, with Xylem, each transaction fee is distributed to a
random member of the community, whereas with the other financial platforms, the fee is distributed
in proportion to community members’ existing wealth. These different modes of distribution are
consistent with the nature of each platform: the large majority of transaction fees in Xylem goes
to Notaries, that is, anyone with a smartphone (90% of the population by 2025 [87]), whereas
transaction fees in the other platforms are distributed to people who control expensive computing
power (Bitcoin, Ethereumsy,), who have Ether to stake (Ethereum), or proportional to their ownership
in a publicly traded company (Visa). All of these are wealth-intensive positions.

We then ran a simulation of 1,000,000 transactions, and measured the Gini Index [102] that
resulted from each run. The Gini Index is a measure of the level of wealth equality in a given
population.

At the start of both simulations, the agents were given a distribution of wealth consistent with
the average Gini value of all countries in the world today [102]*.

The simulation reveals the dramatically different effect that Xylem would have on wealth in-
equality compared to the other financial platforms. By redistributing fees among large numbers
of the population, regardless of their pre-existing wealth, Xylem increases financial equality. The
other platforms, on the other hand, act to increase wealth inequality. Figure 7 shows these results.

Essentially, if deployed at global scale as described in this analysis, Xylem will lead to the creation
of income opportunities for large numbers of low-income individuals all around the world. This
effect is in line with other efforts to use mobile money systems to address poverty [85].

While the poorest 10% of people in the world will not have access to smartphones and will
therefore not have access to the Xylem fee payments, we anticipate that an additional 174 USD per
year could profoundly affect the lives of millions of people.

4.6 Effect on Biodiversity

Anthropogenic climate change is reshaping the world in deeply harmful ways [63]. The World
Bank projects 216 million climate migrants by 2050 [101], the IEP projects 1.2 billion by 2050 [36],
and the UN International Organization for Migration projects 1.5 billion in next 30 years [91].
Non-human species are greatly affected as well, with nearly 3 billion animals killed or displaced by
the 2019-2020 Australian wildfires [33], and a billion animals killed by the British Columbia heat
wave of 2021 [79].

The first way that Xylem could support biodiversity is via the reduction of wealth inequality.
As Oxford economist Kate Raworth puts it: “The more unequal a county is, the more likely is the
biodiversity of its landscape to be under threat” [65] The relationship between wealth inequality
and threats to biodiversity comes largely from the lifestyles of the very wealthy. As Weidemann et
al. write in Nature Communications, “the affluent citizens of the world are responsible for most
environmental impacts” [97] The harms that result from over-consumption by the wealthy have
been documented elsewhere as well. [88] By reducing wealth inequality globally, Xylem could
potentially reduce the threat to biodiversity globally.

A second way Xylem could support biodiversity is via its potential effect on human habitation
patterns. The late ecologist Edward Wilson proposed that half of the Earth should be left uninhabited
by humans [98], to allow biodiversity to recover and thrive on the planet. This goal is aligned with

4Interestingly, aside from the unequal allocation of fees, to maintain the existing level of wealth inequality the simulation
needed to have the recipients of the majority of the transactions be wealthy individuals. As this was a necessary requirement
for maintaining the status quo, both experimental conditions also chose the recipients of 99.5% of transactions from a
weighted list where individuals are represented proportional to their existing wealth.
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policies under way in the US and elsewhere [18] to preserve large amounts of the Earth’s ecosystems.
Nevertheless, this approach to conservation is not without criticism [17, 44, 62]. The goal of causing
humans to occupy less space on Earth appears to be aligned well with conservation goals, and
ultimately with the long-term well-being of humanity, which relies heavily on the continued
existence of diverse non-human species. Xylem can provide a non-compulsory mechanism for
reshaping human habitation patterns. While a small change in income models may not create a
large or rapid response, it may nevertheless create a pervasive, gentle incentive that influences
relocation decisions. By using the same kernel mechanism that prevents location targets in the
ocean, location targets can also be redirected away from environmentally-sensitive regions. Xylem
notary locations create financial incentives to be in some regions but not others. Opportunities
for income have long been a force affecting where people move; Xylem provides a landscape of
income potential that can be aligned with conservation goals.

We considered several mechanisms for how to constrain the locations of targets in the Xylem
platform. We considered making a fixed map, in consultation with stakeholders in environmental
and humanitarian organizations, and then hard-coding it into the technical infrastructure. But we
decided this approach would be too rigid and unable to adapt to changing circumstances across
decades or centuries. We contemplated allowing particular accounts to control the map for certain
areas and sending login credentials for those accounts to the heads of each government, but were
concerned that the environmental and humanitarian ends we desired would be compromised by
self-dealing. We recognize that the social aspects of this topic, in particular which stakeholders get
to make the relevant decisions about where to put targets, are challenging.

Our current solution is to encourage urbanization using current population distribution as
a benchmark - allowing targets to be placed where Notaries sign up (a proxy for population
distribution). Urbanization is beneficial in some ways and harmful in others [23], but tends to lead
to a reduction in per capita emissions [55], and frees up space in which biodiverse species may
thrive more effectively [98]. In its current instantiation, the platform only creates targets in the
50% of the globe’s land area where Notaries are most strongly represented.!” We anticipate that, if
there were a non-trivial amount of income (e.g., $174, as mentioned above) to be earned simply by
living in a particular area while maintaining mobile phone service and running an app, that income
could cause people to move from other locations into locations where such income could be earned.
There are numerous instances where governments and other institutions pay people to relocate,
e.g. [95]; while the amounts that would be provided by Xylem would likely be substantially lower
than those offered by countries, the SES status of those being incentivized by Xylem to move would
be lower as well. Even if the effect were less pronounced and more gradual, there would be a slight
financial incentive to move.

4.7 Effect on Electronic Waste

Cryptocurrencies are often critiqued for the large amounts of electronic waste (e-waste) that they
produce [21]. E-waste from the Xylem platform will be much lower than other cryptocurrency
platforms, since beyond the required capabilities (gigabit ethernet for Keepers and the ability to run
an app and exchange messages for Notaries), there is no incremental benefit to larger capabilities.
By supplanting Proof-of-Work-based platforms such as Bitcoin, Xylem would reduce the financial
sector’s overall per-transaction e-waste footprint.

5Specifically, the system places all targets within the area defined by the set of circles with centers at the locations of the
first IM non-excluded Notaries, and with radius defined as SQRT(Area of Earth / (2 * MAX(Number of Notaries, 1000000) *
PI)). In practice, this mapping will lead to a bit less than 50% total area coverage, since some of the circles will overlap, and
avoids placing targets in the ocean.
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Transactions/year 1,000 1,000,000 1,000,000,000 1,094,000,000,000
Total energy (kW) 4.51 8.64 30.44 25,758.72
Notaries 100 10,000 1,000,000 1,000,000,000
Keepers 10 100 1,000 100,000
Energy/transaction (Wh)  39,549.82 75.68 0.27 0.21

Cost of energy/year (USD) $1,898.39 $3,632.44 $12,798.07 $10,831,026.08

Fig. 8. This figure shows various factors of the Xylem ecosystem as it increases in scale. While the energy per
transaction starts out high, the total energy at that point is still quite low.

4.8 Ramping Up

Xylem’s operating costs and impact are proportional primarily to the number of Keepers and
Notaries rather than number of transactions. As with Bitcoin or Visa, Xylem could process large
numbers of transactions per year with a very small number of devices, for example, one Keeper
(which could serve as both TransactionMaker and BlockChecker) and two Notaries. However, the
system would not be very secure at this scale, because only three entities would need to conspire
to take over the entire financial ecosystem. The security of the system scales with the number
of devices. Therefore, one of the goals in ramping up the system is to increase the number of
devices over time, thereby increasing security and increasing the number of people who benefit
from the system. Figure 8 shows the relationship between the number of Keepers, the number of
Notaries, and the environmental and financial cost of energy. It also shows approximate numbers
of transactions that we might see going through the system each year at those various scales.

We expect that the number of transactions will be correlated with the number of devices partici-
pating as Keepers or Notaries because the more transactions there are, the more transaction fees
there are, and therefore the greater financial incentive there is for people to participate in the plat-
form. To support broad adoption of this platform, we plan to release open source implementations
of Xylem both to serve as TransactionMakers and BlockCheckers and also iOS and Android apps
to allow large numbers of people to serve as Notaries. Xylem also has built-in incentives, described
above, to help bootstrap early participation in the platform. While we recognize that large numbers
of Keepers and Notaries will lead to environmental impacts, we believe these costs are offset by the
benefits in terms of replacing existing more harmful platforms and providing income to people all
over the world.

5 IMPLICATIONS FOR RESEARCH AND PRACTICE

The ideas presented in this article have substantial implications for the research community and
that of practitioners.

Xylem offers a novel model for how a cryptocurrency could be designed. The cryptocurrency
domain has a long-standing issue with sustainability, given the high energy costs associated with
Proof-of-Work and other consensus mechanisms. This work could help shift the scholarly discussion
toward more sustainable models of cryptocurrency. Similarly, cryptocurrencies have been indicted
for their inegalitarian impacts [71-73]; Xylem points in a direction whereby both research and
practice could engage cryptocurrencies in efforts to foster greater financial equity.

On a longer term, if Xylem were to become established as a currency in use around the world,
it could lead to substantial wealth redistribution, which would itself influence both the research
and practitioner communities. If Xylem were to become established, the location data that it would
make available (even at 11.1km accuracy) would likely become a resource for both researchers and
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practitioners as well. Finally, it could lead to novel directions for privacy and security researchers
and practitioners, as they develop new approaches to geography-based consensus mechanisms.

6 LIMITATIONS

There are a number of different limitations that constrain this work. For example, the limited
amount of income that any one user can earn means that it will not single-handedly fix global
poverty. Nevertheless, we hope that a large-scale deployment would help improve the income, and
thereby the living conditions, for large numbers of people near the bottom of the wealth spectrum.

This system is also limited by its reliance on mobile devices. While mobile devices are currently
ubiquitous in many contexts, there are still contexts where mobile devices are beyond the financial
reach of many individuals. Additionally, just as mobile devices weren’t ubiquitous in any contexts
just a few decades ago, it’s possible that they will not be ubiquitous a few decades from now, either
due to technological progress brought about by advanced research and development, or due to
economic contraction brought about by environmental challenges or other factors [13].

There are likely to be challenges that emerge as this project moves from a simulation to the real
world, as well. For example, as discussed earlier, various factors may constrain the accuracy of
location validation that underlies Proof-by-Location. Also, any system that transacts large amounts
of money is likely to be subjected to a wide array of attacks by adversaries. We sought to address
several of these attacks above; nevertheless, adversaries are innovative, and both technical and
social factors involved in deployment may impede the system’s effectiveness.

This system is proposed as a global intervention, which implies its deployment in a wide variety
of social environments. Access to mobile phone devices and the networks that they rely on can
be restricted dynamically in response to geopolitical changes, civil disorder, and natural disasters
of various kinds. This could include a direct response to this system itself, which could become
the target of political attention. Additionally, changes in the monetary environment, changes in
the business models of mobile phones and data networks, and changes in the control of energy
generation and consumption could all limit the successful deployment of Xylem.

7 CONCLUSION

This paper has presented a novel mechanism for enabling a distributed global consensus about
financial transactions. It has presented a platform based on this mechanism that could potentially
process three times the number of digital payments that currently occur in the world. This plat-
form would have lower environmental impacts than existing financial system including Bitcoin,
Ethereumy,, Ethereum, and Visa. And it would combat wealth inequality, which is a critical and
underappreciated shortcoming of all of the systems.

This platform has five main benefits. First, it can scale to handle 125,000 transactions per second,
more than triple the total number of digital payments currently occuring around the world (see
analysis below). This number exceeds the observed throughput of Bitcoin (~3 transactions per
second [12]), Ethereumy, (~15 transactions per second [15]), and Visa (~7,400 transactions per
second [92], and Ethereum’s theoretical maximum (~100,000 transactions per second [15]).

Second, Xylem is more energy efficient than those other platforms. It is 99.9999914% less energy
intensive per transaction than Bitcoin, 99.999905% less intensive than Ethereum,, 99.83% less
intensive than Ethereum, and 95.9% less intensive than Visa.

Third, Xylem can help address wealth inequality. If deployed at a global scale, Xylem could
provide a mechanism similar to a universal basic income for 1 billion or more people. These fees
would provide digital currency to more than 110 million people in each decile of global income
except the bottom 10% (who typically do not have enough capital to own smartphones [87]). The
fees would produce the income equivalent of 8.8 million full-time jobs for people in the second
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lowest decile and millions more full-time job equivalents in other deciles. As such, it could alleviate
human suffering and enable financial inclusion [52].

Fourth, by shaping the infrastructure in ways that allow governments to require the use of
particular Notaries, Xylem becomes a financial platform that is more effectively aligned with
democratic uses than most cryptocurrencies. While this design choice may be at odds with the
libertarian leanings prevalent in the cryptocurrency community [30], it also provides mechanisms
(albeit outside the scope of this paper [48]) for creating non-financial incentives for pro-social
behavior as well.

Finally, by weighting geographic locations in the consensus algorithm, Xylem may provide a
positive, non-compulsory incentive for people to adopt less environmentally harmful habitation
patterns.

We believe the Xylem platform will be better than Bitcoin for several reasons. The primary
reasons are improved performance and the greatly reduced environmental footprint that Xylem
provides. In addition, Xylem has other characteristics, such as its ability to distribute wealth widely
among global populations and its potential impacts on human habitation patterns that allow it to
be more socially engaged than the more libertarian Bitcoin [30].

We believe this platform will be better than Ethereumy, for the same reasons described above
regarding Bitcoin, and will be better than Ethereum and Visa primarily due to its effect on wealth
inequality. There will be a greater relative incentive for lower income individuals to participate
in the Xylem platform (as Notaries) compared to the other platforms, which has the possibility of
resulting in greater social good.

While a financial system will not be able to cure all of the world ills, we nevertheless hope that
the Xylem platform may provide a better user experience, a better economic infrastructure, and a
better social mechanism by which people engage in payments around the world.

https://www.overleaf.com/project/651c7ca78b48378fe3234b6e
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