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ABSTRACT OF THE DISSERTATION

Multiple-Fault Detection and Isolation

Based on Disturbance Attenuation Theory

by

Emmanuell Murray
Doctor of Philosophy in Aerospace Engineering
University of California, Los Angeles, 2012

Professor Jason L. Speyer, Chair

In this dissertation, a linear estimator for fault detection and isolation called the Game
Theoretic Multiple-Fault Detection Filter is derived for both continuous and discrete systems.
The detection filter uses a disturbance attenuation formulation to bound the transmission
of disturbances to the output, approximately blocking all but one fault from each of a set of
projected residuals. However, different from previous approximate methods for single-fault
detection filters, the multiple-fault detection filter utilizes a secondary optimization problem
to generate a solution for the estimator gain that achieves more advanced detection filter
goals. Specifically, the current work examines an optimization that increases sensitivity of
each projected residual to its target fault. For the continuous case, it is proven that the new
detection filter approximates previous detection filters obtained from geometric and spectral
theories and extends them to finite time-varying systems. Further, the detection filter is

demonstrated via numerical examples.
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CHAPTER 1

Introduction

Control of distributed vehicle systems is a technology that will enhance much of our cur-
rently overburdened transportation infrastructure by revolutionizing air traffic control and
automated highways. Further, such systems enable autonomous aircraft to fly in formation
for drag reduction and arrays of satellites to form large aperture observatories. Unfortu-
nately, many vehicles are subject to possible degradation and failure of relative sensors and
control actuators. There are many examples every day in which human controllers are able
to overcome vehicle failures, such as blown car tires or jet engine failures. However, au-
tonomous vehicle systems, especially those grouped in tight formations or clusters, suffer
from dramatically increased sensitivity to such failures. Not only must the vehicle detect
that a failure has occurred, but it must also do so quickly before the failure affects other
parts of the distributed system. For the safety of the distributed system, vehicles must be
able to maintain accurate relative control at all times, even in the presence of sensor and
actuator failures. Therefore, complex distributed vehicle systems require the development
of extremely reliable automated control technology. An enabling element of this technology
is a distributed health management system that detects, isolates, and determines the time

history of faults and then reconfigures the affected vehicles for continuous performance.

The proposed approach to the first step of a distributed health management system is

the fault detection and isolation (FDI) system. FDI has received a great deal of attention
1



over the last few decades. The earlier history of the field has been codified by several surveys
1,2, 3,4, 5,6, 7], as well as the books [8, 9, 10]. FDI survey papers of the current century
were written by Venkatasubramanian et. al. [11], Hwang et. al. [12] and Meskin and
Khorasani [13]. Recently, two books have been published on model-based FDI methods by
Isermann [14] and Ding [15]. The literature has produced several definitions of the terms fault
detection and fault isolation. To clarify, in this work, fault detection refers to announcing

the occurrence of a fault, while fault isolation refers to identifying the source of said fault.

In general, an FDI system utilizes redundant measures of the same quantity, then gen-
erates and analyzes an error residual composed by differencing pairs of redundant quantities.
There are two types of redundancy: hardware redundancy and analytical redundancy. Hard-
ware redundancy utilizes algebraic combinations of two or more redundant hardware signals
(e.g. - two sensors that measure the same quantity) to detect faults. The signals are usu-
ally from identical sources so that dissimilar noise values do not affect the ability to detect
changes in the mean residual. However, to enable fault isolation, multiple redundant pairs
must be utilized since each is sensitive to more than one fault source. Analytical redundancy,
on the other hand, uses mathematical models either to compare dissimilar hardware signals
(e.g. - comparing the desired control signal with a sensor output measuring thrust, combin-
ing two sensor measurements to compare to a third) or to make predictions on the sensor
outputs based on the assumed system dynamics and control signals. These mathematical
predictions are then compared with sensor data, even sensors with different noise charac-
teristics. If there is a variation between the measurement prediction and the sensor data
(i.e. - the error residual has a nonzero mean), a fault is declared. To enable fault isolation,
multiple error residuals are generated where each is made sensitive to only one fault. The
overall FDI system may contain both hardware and analytical redundancy methods. The
current approach utilizes analytical redundancy in what is know as a fault detection filter (a

term that, in this work, is used interchangeably with detection filter and FDI filter).
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1.1 Fault Detection Filters

A fault detection filter is a special class of linear observer. The observer produces an estimate
of the system’s output, which is then compared to the actual output to generate an error
residual. Detection filters may be classified into two types: the single-fault detection filter
whose residual is made sensitive to a single fault or subset of faults, and the multiple-fault
detection filter whose residual is forced to take on specific directional properties depending
on the fault source. By analyzing the residual direction, multiple, simultaneously occurring
faults may be detected and isolated via a (single) multiple-fault detection filter. Both types
have their own advantages with respect to each other. In general, asymptotically stable
single-fault detection filters may be obtained for more general specifications of the dynamic
system. On the other hand, a collection of single-fault detection filters are required to detect
multiple faults. Thus, multiple-fault detection filters are more computationally efficient,
requiring fewer states overall to detect and isolate the same number of faults as a bank of
single-fault filters. This is true even when reduced-order detection filters may be obtained.
For both the single-fault and multiple-fault detection filters, the raw residual is projected onto
a specific residual subspace known a prior: to be sensitive to only one fault. The multiple-
fault filter uses multiple residual projectors to aid in the detection of different faults. In this
section, a brief examination of previous fault detection filters is given for continuous and

discrete systems.

1.1.1 Geometric and Spectral Theory-Based Methods

The detection filter using analytical redundancy for fault detection and isolation was first
introduced by Beard [16] and Jones [17], now called the Beard-Jones Detection Filter (BJDF).
The idea of the BJDF is to place the reachable subspace of each fault into non-overlapping
invariant subspaces called detection spaces. Then, when a fault occurs, the resulting nonzero

residual can be projected onto different residual subspaces associated with each fault so that
3



the fault source can be identified. Each detection space includes both the reachable subspace
of the associated fault and the directions associated with the transmission zeros (or invariant
zeros) of the fault’s transfer function. Constraints on the locations of the invariant zeros are
imposed to guarantee the desired properties of the detection filter. Geometric and spectral
analyses were given in [18] and [19], respectively. In [20], Chen re-examined the spectral
analysis and showed that the structures of the detection filters generated from the spectral
and geometric theories are equivalent. In [21], Chen generalized the BJDF to detect faults
of arbitrary dimension. Design algorithms using right-eigenvectors were developed based on
spectral theory in [19, 22, 23]. However, while the algorithm of [23] is simpler than White’s
algorithm in [19], an asymptotically stable detection filter can be obtained only for a more

restricted class of faults. A closed-form version of White’s algorithm was obtained in [20].

In [18], Massoumnia derived a slight generalization of the BJDF, called the Restricted-
Diagonal Detection Filter (RDDF), using geometric theory. Instead of placing a particular
fault into an invariant subspace like the BJDF, the RDDF places all but one fault into the
unobservable subspace of a projected residual. When every fault is detected, the RDDF
is equivalent to the BJDF. However, certain faults may not need to be detected, simply
blocked from the residual output. The constraints on these faults are relaxed in the RDDF,
making it potentially more robust than the BJDF [24]. The RDDF is restricted because
it is a full-order observer and diagonal because the transfer function from the faults to the
projected residuals is diagonal [18]. The RDDF was reformulated using spectral theory in
[25]. Simple design algorithms using left-eigenstructure assignment were developed based on
geometric theory in [24] and spectral theory in [25].

The Unknown Input Observer (UIO), originally used for fault-tolerant estimation, was
applied to the detection filter problem for a single fault in [26]. The UIO simplifies the
detection filter problem by requiring that all but one fault, the fault to be detected, be
placed in an unobservable detection space that can be annihilated via model reduction. It

was shown that constraints on the fault directions and on the location of invariant zeros are
4



relaxed compared to the previous detection filters. A bank of UIOs can be used to detect
multiple faults, trading relaxed constraints for possibly increased computational complexity:.
Banks of detection filter UIOs were applied to multi-vehicle actuator fault detection in [27]

and to fault detection of Markovian jump linear systems in [28].

1.1.2 Robust Approximate Methods

The main drawback of the spectral and geometric methods is the rigidity of their structure
and sensitivity to noise. In order to increase the flexibility of the detection filter problem, it
has been approximated by relaxing the requirement of strict blocking of undesirable faults
and noises. Recently, much attention has been devoted to approximating UIOs for fault
detection using methods based on H,., estimation, which seeks to minimize the H., norm
of the disturbances’ transfer functions. Enhanced sensitivity to the detected faults was
examined in [29, 30, 31] and extended to time-varying systems [32] and detection filters for
multiple faults [33, 34|, though the latter is limited to certain special classes of faults. H
methods were recently applied to fault detection for linear time-varying discrete systems in
[35, 36]. The references cited therein discuss the results for time-invariant systems, with
particular attention to linear matrix inequality methods.

Another robust approximation method is based on disturbance attenuation. This method
generally applies to more complex systems and disturbances than the H.-based methods.
In [37], a finite time-varying approximation of the UIO called the Game Theoretic Fault De-
tection Filter (GTFDF) was derived by applying a disturbance attenuation problem (DAP)
for fault-tolerant estimation [38] to fault detection. The DAP was optimized with respect
to the estimate and the disturbance inputs, including nuisance faults (or faults that must
be blocked from the projected residual), noises, and initial condition error, via a differential
game. The resulting detection filter gain is a function of the estimation error covariance,
whose optimal value is the solution to a Riccati differential equation similar to those used

in H., control. As the disturbance attenuation bound goes to zero, methods from singular
5



optimal control are used to derive the asymptotic detection filter. The geometric structure
of the UIO is largely recovered in the limit. However, the invariant zero directions are not
automatically included in the detection spaces created by the optimization, though they can
be included artificially by modifying the fault directions [39]. The GTFDF was applied to
the decentralized fault detection problem in [40]. A similar Riccati-based detection filter
with enhanced sensitivity to the detected fault was derived in [41, 42].

The GTFDF was rederived for finite time-invariant, discrete systems in [43], resulting in
the Discrete Game Theoretic Fault Detection Filter (DGTFDF). Similar to the GTFDF, the
detection filter problem was modeled as a DAP and optimized with respect to the estimate
and disturbances via a differential game. Further, the resulting filter gain is constrained by
a discrete Riccati differential equation. However, unlike the continuous case, the curvature
of the Riccati equation with respect to the fault directions is not lost as the disturbance
attenuation bound goes to zero. Thus, the asymptotic detection filter is evaluated without
requiring singular optimal control. Instead, it is shown that the Riccati equation develops
constant directions, which behave similarly to an invariant subspace in the continuous case,

along the observable subspace of the nuisance fault.

A stochastic robust approximation method called the Optimal Stochastic Fault Detec-
tion Filter (OSFDF') was introduced by in [39, 41, 44] and extended to the multiple-fault case
in [41, 45]. The OSFDF uses a stochastic description of the estimation error covariance to
construct a cost function. Specifically, the optimization chooses the filter gain to minimize
the “transmissions”, defined by the individual covariances, of the disturbance inputs and
maximize transmission of the target fault (or fault to be detected) to the projected output
error. In the multiple-fault case, multiple error covariances are constructed so that the de-
tected faults can be isolated by their respective projected residuals. An example showed that
the multiple-fault OSFDF automatically included the faults’ invariant zero directions in their
proper detection spaces. Thus, in the limit as the weight on the nuisance fault transmission

goes to infinity, the structure of the RDDF is recovered. However, this approach assumes
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that all fault magnitudes are white noise processes and very little could be stated about the

optimality of solutions in the general or limiting multiple-fault cases.

1.2 Contribution of the Dissertation

The focus of the dissertation is to develop an approximation of the multiple-fault detection
filter that is robust to nuisance faults and to sensor noise. Because a disturbance attenuation-
based formulation lends itself immediately to use in fault detection, it is the basis for the novel
detection filter, called the Game Theoretic Multiple-Fault Detection Filter (GTMFDF). The

proposed fault detection filter is derived for both continuous and discrete systems.

The GTMFDF has a solution similar to that of the single-fault GTFDF of the previous
work. Both detection filters are obtained from disturbance attenuation and have Riccati-
based solutions. Thus, both detection filters have reduced sensitivity to noise, parameter
variations, and modeling errors compared to detection filters based on spectral and geometric
theories. However, whereas the GTFDF gain is associated with a single DAP and constrained
by a single Riccati equation, the GTMFDF uses multiple Riccati inequalities, one for each
DAP, as the constraints on a secondary optimization to find the actual filter gain. The
Riccati inequalities are very similar to the GTFDF Riccati equations, except for a new term
that weights the difference between the filter gain and its optimal single-fault solution for
each DAP. This added term is the key to blending multiple Riccati constraints to find a
single filter gain via a secondary optimization. The added term also allows us to obtain
alternative solutions to the single-fault problem, which may be used to account for system
limitations or to tradeoff target fault sensitivity for nuisance fault insensitivity. The same
occurs in the discrete case as well. In the limit as the disturbance attenuation bound goes
to zero, both detection filters may satisfy identical constraints on the filter gain and Riccati

variable. However, the GTMFDF satisfies these constraints over multiple DAPs.
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To the best of knowledge of the author, the only comparable fault detection filter to
date (for continuous-time systems) is the multiple-fault OSFDF by Chen and Speyer [41, 45].
However, the GTMFDEF improves upon this previous work. While the cost function of the
multiple-fault OSFDF is effective for penalizing nuisance fault and noise transmissions to
the residual while promoting target fault transmission, the physical meaning of the sum of
covariances is unclear. The disturbance attenuation problem, on the other hand, is very easily
understood. Further, whereas target fault sensitivity was achieved through the constraint
equations of the OSFDF, the GTMFDF achieves the same using the filter gain optimization
itself. Also, the stochastic derivation of the multiple-fault OSFDF assumes that the fault

magnitudes are white noise processes. The GTMFDF requires no such assumption.

1.2.1 Overview of the Dissertation

Chapter 2 revisits fault modeling and fault detection filters based on spectral and geometric
theories for both continuous-time and discrete-time systems. Specifically for the continuous-
time case, the RDDF problem is reviewed and used to rederive the state space structure.
For discrete-time systems, a discrete detection filter analogous to the RDDF is presented.
Chapter 3 presents the GTMFDF. The RDDF is approximated by a set of DAPs, one
associated with each projected residual, coupled by a single filter gain. The detection filter
problem is to find constraints on the filter gain such that the disturbance attenuation bound
is met under worst-case disturbance and fault conditions. The problem’s solution poses a set
of matrix Riccati differential inequalities on the estimation error covariances for each DAP
and the filter gain. These Riccati inequalities become constraints on a secondary problem
to optimize the covariances and filter gain with respect to a new, arbitrary cost function.
Optimal solutions are generated either numerically or using calculus of variations. The latter
implies a two-point boundary value problem that must be solved to obtain the filter gain.
The chapter concludes with some results on the existence of solutions in the steady state

case and a comparison to the previous Riccati-based approximate detection filter methods.
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Chapter 4 examines the continuous detection filter in the limit as the disturbance atten-
uation bound goes to zero and the cost becomes singular with respect to the complementary
fault. In this case, the detection filter problem generates Riccati inequality constraints (sim-
ilar to those of the general case) along with a set of equality constraints that force the
geometric structure of the detection filter to restrict faults to strict detection spaces. Thus,
for most fault scenarios, the behavior of the asymptotic detection filter mirrors a finite time-
varying version of the RDDF. However, unlike the RDDF, the asymptotic detection filter
may not exist in general when subject to identical assumptions. A special case of the so-
lution, for which sufficient conditions for existence are derived, has constraints identical to
those of the single-fault problem for each DAP, with the difference that the filter gain must
satisfy the constraints over multiple DAPs. Finally, by using the geometric structure, a
method of obtaining a reduced-order detection filter is discussed.

Chapter 5 presents a parallel analysis of the GTMFDF for discrete-time systems, called
the Discrete Game Theoretic Multiple-Fault Detection Filter (DGTMFDF). The detection
filter problems and solutions for the continuous and discrete cases are extremely similar when
the disturbance attenuation bound is nonzero. Similar Riccati inequality constraints are
derived using calculus of variations and these inequalities become constraints on a secondary
filter gain optimization. It is shown that the discrete detection filter generalizes the solution
of the DGTFDF and extends it to the finite time-invariant multiple-fault case.

Finally, the GTMFDF is demonstrated via numerical examples in Chapter 6. In the
second example, particular attention is paid to the eigenstructure of the detection filter. The
example shows that the eigenstructure of the GTMFDF approximates that of the BJDF and
RDDF. When each of the system’s invariant zero directions can be included in the detection
space of an individual fault, the detection filter eigenvalues are not tied to the invariant
zeros. This is an improvement over the single-fault approximate detection filters, for which

(nonpositive) eigenvalues are located at the system’s invariant zeros or their mirror images.



CHAPTER 2

Fault Detection Filter Background

In this chapter, the fault detection filters used as a basis for the current research are discussed.
In Section 2.1, fault modeling and the multiple-fault detection filter for continuous systems
are reviewed. The GTMFDF in Chapter 3 approximates the geometric structure of the
multiple-fault detection filter. In the limit as the disturbance attenuation bound goes to
zero, the asymptotic solution to the GTMFDF in Chapter 4 emulates this same geometric
structure. In Section 2.2, fault modeling and detection filtering for discrete systems are
reviewed. Likewise, the DGTMFDF of Chapter 5 approximates the geometric structure of

the discrete multiple-fault detection filter.

2.1 Continuous Multiple-Fault Detection Filtering

In this section, the continuous-time detection filters relevant to the current research are
discussed in detail. First, the system and fault modeling techniques are discussed for the
continuous-time case in Section 2.1.1. It is shown that actuator, sensor, and plant faults may
all be treated as additive inputs to the system dynamics. Then, an overview of the RDDF

is given in Section 2.1.2 to examine the invariant subspace structure of the detection filter.
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2.1.1 Plant and Fault Modeling

In this section, models of the plant, sensor faults, and actuator faults are given [16, 19, 37, 41].

Consider a linear time-varying system:

#(t) = A()z(t) + B(t)u(t) (2.12)

y(t) = C(t)x(t) + D(t)u(t), (2.1b)

where z(t) € R" is the state, u(t) € R is the control input, and y(t) € R™ is the measure-

ment.

The i actuator fault is modeled as an additive input to the state dynamics (2.1a)

[16, 19] and to the measurement (2.1b) (when D(t) is nonzero):

#(t) = At)z(t) + Bt)u(t) + Fai(t)pa(t)

y(t) = C)x(t) + D(t)u(t) + Eai(t)pai(t)

where F,;(t) and E,;(t) are the a priori known actuator fault directions in the dynamics
and measurement, respectively, and pu,;(t) is the actuator fault magnitude, which is an
unknown, arbitrary function of time. For example, a stuck off i* actuator has a fault
direction of F, ;(t) = B;(t), where B;(t) is the i column of B(t), and a fault magnitude of

Hai(t) = —u;(t). Note that p,;(t) is nonzero only when a fault is present.

The " sensor fault is modeled as an additive input to the measurement (2.1b) [16, 19]:

y(t) = C)x(t) + D(t)u(t) + Fui(t)ps(t) (2.2)

where Fj ;(t) is the a priori known sensor fault direction, and pu;(¢) is the unknown, arbitrary
sensor fault magnitude. Sensor faults are assumed to affect one sensor at a time. Thus, the

fault direction Fj;(¢) is a column vector of zeros except for a one in the i*" row. For example,
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a constant sensor bias in the ¥ sensor has a fault magnitude of psi(t) = cs, where ¢, is a

constant.

To design an FDI filter, faults must be modeled as inputs to the system dynamics.
Therefore, an input that drives the dynamics similarly to ps;(¢) in (2.2) is required. One
method transforms the state so that it incorporates the sensor faults [37]. Define f,;(t) and

eqi(t) to satisty

Foa(t) = C(1) fsu(t)

E.i(t) = C(t)eq(t).

In general, f;(t) and e, ;(t) are not unique. One solution satisfying the above conditions is

Jai(t) = C@O) (COCH)") " Fualt)

€ai(t) = C)" (C(HOCH)) Eai(t)

Then, a new state Z(t) may be obtained where

T(t) = 2(t) + foi(t)psi(t) + €ai(t)fta,i(t).

Therefore, (2.2) is rewritten

. -~ . ,UJs,i(t)
#(t) = A)T(t) + B()u(t) + | foi(t)—A(t) foa(t) fs,l-(t)] -
,us,i
) Na,i<t)
| bai(t) — A(t)eqs(t) + Foi(t) ea,i(t)} : (2.3)
/la,i(t)



In (2.3), the faults magnitudes and system matrices are assumed differentiable. Thus, the
sensor fault is modeled as a two-component additive term to (2.3), where f,;(t) — A(t) fs.(t)
is the sensor fault magnitude direction and f;;(¢) is the sensor fault rate direction. When the
measurement contains a direct feedthrough term, the actuator fault is modeled as a similar
two-component term. Therefore, any fault may be treated as an additive term to the state
dynamics, and for the remainder of the dissertation, it is assumed that all faults are modeled

as such.

Remark 2.1: Plant faults can be modeled similarly by choosing fault directions along the
changes in the system matrices AA, AB, AC, and AD. Then, these faults are repre-

sented as additive inputs to the dynamics using the same procedures as discussed above.

%

2.1.2 Restricted-Diagonal Detection Filter (RDDF) Background

In this section, the geometric structure of the RDDF is derived as in [18, 24, 41, 25]. Consider

a linear time-invariant system with ¢ faults and m measurements

i(t) = Ax(t) + Bu(t) + Z Fiui(t) (2.4a)

y(t) = Cz(t) + Du(t), (2.4Db)

where z(t) € R" is the state, u(t) € R! is the control input, y(t) € R™ is the measurement,
ii(t) € R is an unknown, arbitrary scalar fault magnitude, and F; € R" represents the
a priori known fault direction of y;(¢). It is assumed that the measurements are linearly

independent, and so C' € R"™*™ is full row rank (with m < n). The detection filter is a linear
13



observer of the form

z(t) = Az(t) + Bu(t) + L (y(t) — C&(t) — Du(t)) (2.5a)

r(t) = y(t) — C2(t) — Dul(t), (2.5b)

where #(t) € R™ is the state estimate, L € R™*™ is the filter gain, and r(¢f) € R™ is the
residual. Using (2.4) and (2.5), the state estimation error e(t) £ z(t) — &(¢) is subject to the

dynamic system

é(t) = (A— LO)e +ZFM (2.6a)

r(t) = Ce(t). (2.6b)

In general, a detection filter is required to detect one or more target faults. However,
some faults, called nuisance faults [24, 25|, are disturbances that may not need to be detected
explicitly, simply blocked from the residuals. Without loss of generality, assume that the
first s < ¢ faults are target faults and the remaining ¢ — s faults are nuisance faults. The
nuisance faults can be grouped into a single vector fi(t) = [ us+1(t) ... pgy(t) |*. Several
residuals can be generated, each sensitive to only one target fault, by multiplying r(¢) by
a residual projector H;. Therefore, the dynamic model of the estimation error in (2.6) is

rewritten as

é(t) = (A— LO)e(t) + Z Fyui(t) + Fi(t) (2.7a)
ri(t) = H;Ce(t). (2.7b)
where F' = [ Fsy1 ... F,] is the nuisance fault direction and () is the projected residual

associated with fault p;(%).
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Remark 2.2: For the remainder of the dissertation, the subscript ¢ will be used to denote

the target fault index where ¢ € {1,...,s}. &

The RDDF problem is to choose L so that the detection filter satisfies the following

objectives [18, 24, 41, 25]:

When the target fault p; occurs, the residual r(t) lies in a fixed subspace that is linearly

independent from the subspace associated with the remaining faults.

The projected residual r;(t) is nonzero if the target fault u;(t) occurs.

The eigenvalues of the detection filter can be chosen arbitrarily.

The steady-state residual response to a constant bias fault is nonzero.

These objectives lead to a description of the state space geometry that clarifies the structure
of the RDDF problem. The remainder of this section is focused on deriving this geometry.
The invariant subspace structure of the RDDF is formulated around the occurrence of

the complementary fault

fu(t) = [ pat) oo piea(t) pia (@) pe(t) }

with direction

Fz:[Fl Fi—l E+1 Fq:|

When it occurs, the estimation error lies in
W1:W1++W171+WZ+1++W(] (28)
and the residual lies along CW; where for j=1,...,q

Wj =Im F.

J

(A= LO)F; ... (A—LO)"'F; |-
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Let §; be the smallest non-negative integer such that C'(A — LC)% F; # 0. Therefore, for
k=0,...,6;—1, C(A—LC)*F; = 0, which implies CA*F; = 0 and C(A— LC)% F; = CA%F;.

So, when fault fi; occurs, the estimation error will lie in (2.8) where

Wi=Im| F AF, ... A%F, (A-LC)AYF, ... (A—LCO)" " IAME, |

If the filter gain L is chosen such that ¢; + 1 of the eigenvectors of A — LC' span

Wi =1Im | F, AF, ... A%F, |, (2.9)

then W} is the smallest reachable, observable subspace associated with F; [18, 19] that

satisfies

(A— LCYWF CW; (2.10a)

Im F; C W), (2.10D)

By (2.10), each Wy is invariant under A — LC. Hence, it is known as the minimal (C, A)-
mwvariant subspace of F;. Further, when the target fault p; occurs the residual lies along
CWwr.

For the RDDF, instead of choosing L so that a subset of the eigenvectors of A — LC'
span WY, let a larger subset of the eigenvectors of A— LC' span the minimal (C, A)-invariant
subspace Wl* of the multi-dimensional complementary fault ;. * Note that the algorithm is
designed so that WZ* satisfies (2.10) for F}. Then, when the complementary fault fi; occurs,
the residual lies along CWi*. To satisfy the first objective, CW; and CWZ-* must be linearly
independent, i.e. the target faults must be (C, A) output separable from their complementary

faults. Note that output separability implies that m > q.

'An equation to calculate W and the algorithm from which it is derived are discussed in detail in
Section 3.1.1 and Chapter 4, respectively.
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To satisfy the second objective, the RDDF must generate a residual vector that is
insensitive to the nuisance faults and can be used to uniquely identify any of the target
faults when one occurs [18]. First, it is necessary to assume that the target fault directions
are monic, i.e. p;(t) # 0 implies F;u;(t) # 0 [37]. Otherwise, it would be impossible to
observe the fault when it occurs. Then, to isolate a target fault, the detection filter is
designed so that the associated complementary fault is placed in the unobservable subspace
of the residual. For a given target fault, the associated residual projector H; is defined as
41

A N N T N -1 N T
Ho=1-CW: [(CWj) CWj] (cw:) . (2.11)

Thus, Ker H, = C’W{k and so the associated complementary fault is unobservable. Further,
when the faults are output separable, ﬁiCWf = 0 and so the target fault remains observable,
satisfying the second objective. Since H; is an orthogonal projector, it also satisfies H; =
HT = H?.

While some of the eigenvalues can be chosen arbitrarily by letting the eigenvectors span
Wi, WE W*, it is proven in [18] that the eigenvectors must also span the invariant zero
directions associated with (C, A, F;) and (C, A, F'). The following defines an invariant zero
and its associated direction for a target fault direction F;, though the definition is similar
for the nuisance fault direction F. The invariant zero directions Vij, J=1,...,p;, satisty

A — Zi,j[ FZ Vi,j
=0, (2.12)

C O T]Z'J'
where z; ; is the invariant zero and 7 ; is a scalar coefficient. For scaling purposes, it can be
assumed that [|n; ;|| = 1. If the detection filter eigenvectors associated with F; do not span

Im v; ;, one of the eigenvalues of A — LC will be located at z; ; [18].

Define the invariant zero subspace V; such that v € Vi, 6 e Wi @--- @ W @W* = v LE.

Similarly, invariant zeros 2; and directions 7; are calculated for (C, A, F ) where 7); is a vector
17



coefficient. Note that the invariant zero subspace associated with the nuisance faults satisfies
Vo1 +...+V, C V since there may exist extra invariant zeros that cannot be associated
with an individual nuisance fault direction. To satisfy the third objective, choose the filter

gain such that n; of the eigenvectors of A — LC span

T, =Wra (2.13)

and T = W* @ V. Thus, T;, called the minimal (C, A)-unobservability subspace of F; [18] or
the detection space of F; [17], contains all and only the directions that satisfy (2.10) where

by (2.13) and the second row of (2.12) CT; = CW; [18].

Basic linear systems theory dictates that, if there exists an invariant zero at the origin,
the steady state residual due to a constant input from the associated fault is zero [46].
Therefore, in order to satisfy the fourth objective, there can be no invariant zeros at the

origin that are associated with (C, A, F}).

Invariant zeros of (C,A,[Fy ... F, F]) that are not associated with (C, A, F}), or
(C, A, F ) become eigenvalues of the detection filter. However, since these extra invariant
zeros cannot be associated with a single fault, the resulting eigenvalues cannot be moved
without altering the state space (one method of increasing the size of the state space to
change the fault associations of the extra invariant zeros is discussed in [19]). Define the
subspace of extra invariant zeros Ve such that v € Vo, E € T & --- ® T, & T = vl If
(C,A,[F, ... F, F]) contains no more invariant zeros than (C, A, F}) and (C, A, F'), then
every eigenvalue of the detection filter can be specified arbitrarily and the faults are said to

be mutually detectable.

With the detection spaces Tq,..., 7, T and the subspace of extra invariant zeros V..
defined, let the remainder of the state space be denoted as the complementary subspace C.

Define C so that it is orthogonal to T &- - - BT, DT D Vext. Thus, the state space composition
18



is determined as

T0..0T.0T @ Ve ®C = R™ (2.14)

Several system assumptions have been derived along with this state space description. To

summarize, in order to generate an arbitrarily stable RDDF, the following must be satisfied:

Assumption 2.1: The system is detectable. &

Assumption 2.2: The target fault directions are monic and observable. &

Assumption 2.3: Each target fault is output separable from its complementary fault. o

Assumption 2.4: No target fault is associated with an invariant zero at the origin. )

Assumption 2.5: The faults are mutually detectable or else the extra invariant zeros are

sufficiently stable so as not to destabilize the detection filter. s

Remark 2.3: Unobservable directions of (C, A) are eigenvectors of A that are also in the
nullspace of C. Thus, they are solutions to (2.12) where n; ; = 0. Since the directions
are independent of the faults, the detection spaces overlap on the unobservable subspace
of (C, A). To prevent this overlap, the system should be (C, A) observable. However,

the detection filter can be obtained even when this condition is not satisfied. &

Remark 2.4: Mutual detectability is constraint necessary for finding an arbitrarily stable
detection filter only in for the single-fault problem [26]. In this case, a detection space is
formed only for the nuisance fault and not for the target fault. Since only one detection
space is formed, the question of an invariant zero being associated with multiple detec-
tion spaces is moot. Thus, single-fault detection filters like the UIO may be applied to

more systems than the multiple-fault filters. &
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2.2 Discrete Multiple-Fault Detection Filtering

2.2.1 Plant and Fault Modeling

In this section, models of the plant, sensor faults, and actuator faults are given [43]. Consider

a discrete linear time-varying system:

x(k+1) = Ok + 1|k)z(k) + B(k)u(k) (2.15a)

y(k) = C(k)x(k) + D(k)u(k), (2.15Db)

where k is the time step, z(k) € R™ is the state, ®(k + 1|k) € R™*" is the transition matrix
from the k™ to the (k + 1) time step, u(k) € R! is the control input, y(k) € R™ is the
sensor measurement.

The i*" actuator fault is modeled as an additive input to the state dynamics (2.15a) and

to the measurement (2.15b) (when D(k) is nonzero):

2(k+1) = Bk + 1k)z(k) + Bk)ulk) + Foi(k)pas(k)

y(k) = C(k)x(k) + D(k)u(k) + Eoi(k)pai(k)

where F,, ;(k) and E, ;(k) are the a priori known actuator fault directions in the dynamics and
measurement, respectively, and p, ;(k) is the actuator fault magnitude, which is an unknown,
arbitrary function of time. Note that y,;(k) is nonzero only when a fault is present.

The i*" sensor fault is modeled as an additive input to the measurement (2.15b):
y(k) = C(k)a(k) + DUR)u(k) + Fus(k)ps (k) (2.16)

where Fj;(k) is the a priori known sensor fault direction, and p,(k) is the unknown, ar-
bitrary sensor fault magnitude. Sensor faults are assumed to affect one sensor at a time.

Thus, the fault direction Fj;(k) is a column vector of zeros except for a one in the i row.
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As in the continuous case, an input that drives the dynamics similarly to us;(k) in (2.16)

is required. Define f;;(k) and e, ;(k) to satisfy

In general, f;;(k) and e, ;(k) are not unique. One solution satisfying the above conditions is

Jui(k) = C(R)" (C(R)C(k)") ™ Fui(k)

€ai(k) = C(k)" (C(k)C(K)")" Eqi(k)

Then, a new state (k) may be obtained where

Kl

(k) = z(k) + foi(k)psi(k) + eai(k)pai(k).

Therefore, (2.16) is rewritten

and the dynamic equation of Z(k) is

X k
T(k+1) = ®(k + 1|k)z(k) + B(k)u(k) + { —®(k + 1[k) foi(k)  foi(k+1) )
,U/S’i(k + 1)
a, k
+ | Fos(k)—=@(k + 1[k)eqi(k) eai(k+1) } S (2.17)
Na,i(k + 1)

Thus, the sensor fault is modeled as a two-component additive term to (2.17), where —®(k+
1|k) fs,i(k) is the direction associated with the current sensor fault magnitude and f,;(k+1)
is the direction associated with the future sensor fault magnitude. When the measurement

contains a direct feedthrough term from a faulty actuator, the fault is modeled as a similar
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two-component additive term to the dynamics.

2.2.2 Discrete Multiple-Fault Detection Filter

In this section, the fault detection filter is derived for discrete systems [43]. Consider a
discrete linear time-invariant system with ¢ faults, s of which are target faults, and m

measurements

x(k+1) = ®x(k) + Bu(k) + Z Fyui(k) + F(k) (2.18a)

y(k) = Cz(k) + Du(k), (2.18Db)

where z(k) € R™ is the state, ® € R™*" is the state transition matrix, u(k) € R! is the control
input, y(k) € R™ is the measurement, u;(k) € R is the target fault magnitude associated
with fault direction F; € R", (k) € R?® is the nuisance fault magnitude vector associated
with fault direction £ € R™ (@~ and C € R™ " is the full row rank measurement matrix.

The detection filter is a Luenberger observer of the form

z(k + 1) = ®z(k) + Bu(k) (2.19a)
(k) = z(k) + L (y(k) — Cz(k) — Du(k)) (2.19b)
r(k) =y(k) — Cz(k) — Du(k), (2.19¢)

where Z(k) € R™ is the a priori state estimate, #(k) € R" is the a posteriori state estimate,
L € R™™ is the filter gain, and (k) € R™ is the residual. Using (2.18) and (2.19), the a

priori and a posteriori state estimation errors e(k) £ x(k) — z(k) and é(k) £ (k) — 2(k),
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respectively, are subject to the dynamic system

e(k+1) Z Fip(k) + F(k) (2.20a)
é(k) = (I — LO)e(k) (2.20b)
ri(k) = H;Ce(k). (2.20¢)

where 7;(k) is the projected residual associated with the complementary fault p;(k).

To draw a clear parallel between the discrete and continuous detection filters, let the
objectives be the same as for the RDDF in Section 2.1.2. The remainder of this section is
focused on deriving the state space geometry with the goal of reaching a similar invariant
subspace structure in the discrete case. The invariant subspace structure is formulated

around the occurrence of the complementary fault

fua(k) = {m(k) o i1 (k) g (k). Mq(k)}

with direction

Fz:|iF1 Fi—l E+1 Fq:|

When it occurs, the estimation error lies in W, as defined in (2.8) and the residual lies along

CW,.

Let ; be the smallest non-negative integer such that C[®(I — LC)]% F; # 0. Therefore,
fork =0,...,6,—1, C[®(I — LO)|*F; = 0, which implies CO*F; = 0 and C[®(I — LO)|* F; =

C®% F;. So, when fault fi; occurs, the estimation error will lie in (2.8) where

Wi=Im | F, ®F, ... ®F, & —LC)*F, ... [®(I— LC)" % 10%F,
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If the filter gain L is chosen such that d; + 1 of the eigenvectors of ®(/ — LC') span
Wi=Im| F, ®F ... ®%F, |, (2.21)
then W is the smallest reachable, observable subspace associated with F; that satisfies

®(I — LOYW; C Wr (2.22a)

Im F; C Wy, (2.22b)

By (2.22), W is invariant under ®(/—L(C'), and so it is the minimal (C, ®)-invariant subspace
of F;. Further, when the target fault p; occurs the residual lies along CW; .

Similar to the continuous case, instead of choosing L so that some of the eigenvectors
of ®(I — LC') span W, let some of the eigenvectors of ®(I — LC') span the minimal (C, ®)-
invariant subspace VAVl* of the multi-dimensional complementary fault F;, which satisfies
(2.10) for F,. Then, when the complementary fault ji; occurs, the residual lies along CW{“.
To satisty the first objective, CW; and C’W; must be linearly independent, which is identical
to the output separability condition of the continuous case. Then, to satisfy the second
objective, W; is placed in the unobservable subspace of the projected residual r;(k) using
the residual projector H; as defined in (2.11).

Finally, to examine the third and fourth objectives of the detection filter problem, the
concept of invariant zeros is revisited. For discrete systems, the invariant zero directions v; j,

7 =1,...,p;, satisfy

oI - LC —ZZ"[ E Vi j
( ) = i i o, (2.23)
C 0 i 4

where z; ; is the invariant zero and 7 ; is a scalar coefficient. For scaling purposes, it can be
assumed that ||n; ;|| = 1.
In order to satisfy the fourth objective, there can be no invariant zeros at the origin

that are associated with (C,®, F;). Otherwise, the transfer function from the target fault
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to the residual will be equal to zero [43]. Next, the third objective is explored. Note that
the definition of an invariant zero for the nuisance fault direction F' is similar to (2.23). To

satisfy this objective, there are two requirements for the detection filter:

e The eigenvectors of ®(I — LC') must span Wy, ..., WZ, W* as well as the invariant zero

directions associated with (C, ®, F}) and (C, ®, F)

e There can be no invariant zeros associated with (C,®,[F} ... Fj F]) that are not

associated with (C, ®, F}), or (C, @,F).

If either of the above requirements is not satisfied, then there will be an eigenvalue of the
detection filter dynamics located at an invariant zero [43]. The proofs for both of these re-
quirements are identical to their continuous counterparts. Note that the second requirement
is clearly the mutual detectability constraint for discrete systems.

From the above analysis, the state space description for the discrete detection filter
is identical to that of the continuous detection filter in (2.14). Further, the requirements

discussed above are identical to Assumptions 2.1 - 2.5.
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CHAPTER 3

The (Game Theoretic
Multiple-Fault Detection Filter

In this chapter, the Game Theoretic Multiple-Fault Detection Filter (GTMFDF) is derived.
The GTMFDF extends the GTFDF to the multiple-fault case by modeling the detection
filter problem as a set of DAPs to be optimized via a single differential game. However, since
the globally optimal solution for the filter gain is difficult to obtain, sufficient conditions
for satisfying the DAPs are derived instead. The resulting detection filter is similar to
the multiple-fault OSFDF with a more general description of the fault magnitudes and
simpler solution requirements. Thus, the flexibility, simplicity, and robustness of the GTFDF
problem for single-fault detection is combined with the generality of the OSFDF, resulting
in a multiple-fault detection filter with relatively few assumptions on the system and fault
structure compared to the current literature.

This chapter is organized as follows. First, the RDDF structure is approximated by a
set of DAPs Section 3.1. Then, the implied differential game problem is simplified into a
feasibility problem to find the constraints on the filter gain such that the DAPs are satisfied
given the worst case disturbances and faults. Sufficient conditions for satisfying the DAPs
are obtained in Section 3.2. It is shown that these conditions require Riccati differential
inequalities on the estimation error covariance to have nonnegative solutions. These inequal-

ities become the constraints of a user-defined optimization function, which may be used to
26



achieve desired secondary characteristics of the detection filter. Finally, the GTMFDF is
compared directly to the previous Riccati-based robust detection filters (the GTFDF and

the OSFDF) in Section 3.3.

3.1 Differential Game Problem Formulation

In this section, the detection filter problem for a given target fault input is formulated as
a set of DAPs that can be optimized via a differential game problem. First, the RDDF
problem is extended to the finite time-varying case and approximated by a set of DAPs in
Section 3.1.1. Then, the DAPs are converted into a differential game feasibility problem
and the required assumptions are discussed in Section 3.1.2. To simplify the derivation, this

chapter considers only scalar target faults, though the results also apply to vector fault case.

3.1.1 Extension of the RDDF to the Finite Time-Varying and Ap-

proximate Cases

To approximate a multiple-fault detection filter for linear finite time-varying systems, a
set of DAPs are formulated by requiring that the target faults be observable and relaxing
the requirement on strict blocking implied by the first and second objectives of the RDDF
problem. Instead, the transmissions of the complementary fault, sensor noise, and initial
condition error are bounded above by a preset level. However, the target fault must remain
observable to its projected residual. Further, the third RDDF objective is relaxed to requiring
only that the detection filter dynamics be stable.

Define the time-varying dynamic system with s target faults, ¢ — s nuisance faults, m
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measurements, and sensor noise v(t) as

#(t) = A(t)x(t) + B(t)u(t) + Z Fi(t)pa(t) + F()i(t) (3.1a)
y(t) = C(t)x(t) + D(t)u(t) + v(t) (3.1b)

is defined from initial time #; to final time #; < co. Recall from Section 2.1.1 that any fault

in the plant, actuator, or sensor can be modeled as an additive input to (3.1a).

The time-varying extension of the minimal (C, A)-invariant subspace of Fj, denoted as
W (t), is obtained by applying the RDDF objectives over the time interval from ¢y to t;.
Define

Wi(t)=TIm | B(t) BXt) ... BY(t) (3.2)

where the columns of W} (t) are constructed by [37]

BY(t) = Fi(1)
(3.3)
BI(t) = (B (1) — BI(1).

and f; is the smallest nonnegative integer such that C'(¢)B (t) # 0V t € [to, t1]. When L(t)
is chosen such that ;4 1 of the eigenvectors of A(t) — L(t)C(t) span W}, W is the minimal

(C(t), A(t))-invariant subspace of F;(t) [18, 19, 37] and satisfies

(A1) = L(HC) Wi (1) — %WZ‘ (1) S Wi (t) (3.4a)

Im Fi(t) CW!(1). (3.4b)

Further, Lemma 3.3 in Section 3.4.3 proves that when output separability is satisfied, WZ* (1)

can be obtained as

Wit) =Wi(t) @ ... oW (1) @ Wi () © ... & W (t) @ W (1), (3.5)
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For the i*® DAP, the transmissions of fi;, v;, and e;(ty), henceforth collectively referred
to as the disturbance parameters, are separated from the transmission of the target fault into

their own state x;(t) where

A

z;(t) = A(t)z;(t) + B(t)u(t) + Fi(t)u(t) (3.6a)

yi(t) = C(t)x;(t) + D(t)u(t) + vi(t). (3.6b)

Since blocking the transmissions of the disturbance parameters is of primary interest, z; is
the most useful state vector. The conditions so that the target fault is not blocked along with
the complementary fault are discussed later in this section. Note that each measurement y; ()
contains its own noise v;(t) in (3.6b), even though v;(t),...,vs(t) are physically identical.
However, in the next section they will be considered as independent quantities in order to
simplify the formulation of the GTMFDF problem. Further, in the absence of the target

fault, y;(t) is identical to y(¢) in (3.1). Thus, let the detection filter be modeled as

Using (3.6), the dynamics of the state estimation error e;(t) = x;(t) —2(¢) and the estimation

error residual r;(t) are

A

&i(t) = (A(t) — L()C(t)) ei(t) + Fi(t)fui(t) — L(t)vi(t) (3.8a)

ri(t) = C(t)ei(t) + vi(t). (3.8b)

ri(t) = Hy(¢)C(t)ei(t) + Hi(t)vi(t). (3.9)



where

~ ~ T ~ -1 ~ T
(1) = 1= cW; ) | (coovi@) cowm] (cemm) . (310)
Since the projected residual contains a direct feedthrough term from the sensor noise,
the projected output error H;(t)C(t)e;(t) is used instead of 7;(t) to represent the transmission

of the disturbance parameters to the output. Thus, the " DAP is written as’

Sl I H(6)C(#)es(t) |3, dt

to

<7, (3.11)
S (M@, + )12 e+ lestto)I12,
subject to the dynamic system (3.8) for any f1;(t), v;(t), and e;(to) that satisfy ftil | (2)]|2dt <
oo and fttol |lv;()||*dt < co. The initial and final times are ¢y and ¢y, respectively. v > 0 is the
arbitrary disturbance attenuation bound. Q; > 0, M; > 0, V > 0, and Py > 0 are arbitrary
symmetric design weighting matrices. However, V is typically chosen as the covariance of
the measurement noise. Further, when the design weightings M;, V, and P, are chosen to
be larger, the projected residual becomes less sensitive to the complementary fault, sensor
noise, and initial condition error, respectively, which also can be achieved simultaneously by

choosing (); to be larger.
Finally, in order to ensure that a stable detection filter exists that achieves the objectives

of the approximate fault detection filter problem, assume the following:

Assumption 3.1: (C(t), A(t)) is uniformly observable over the interval [to, t;]. &

Assumption 3.2: F(t)is monic and (C(t), A(t)) output separable from F;(t)Vi e {1,...,s}

over the interval [ty t1]. &

At first, Assumption 3.1 seems somewhat limiting. However, this assumption is nec-

essary to formulate an asymptotically stable detection filter for time-varying systems that

!The notation of norms in this work is defined by HY(t)HQZ(t) 2 YT (t)Z(t)Y (t) where Y (¢) is a vector and

Z(t) is a matrix of appropriate size. Note that Z(t) is not required to have any particular sign-definiteness
in general.
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achieves the desired fault detection properties [45]. For infinite time-invariant systems, the
unobservable subspace may be truncated from the detection filter state space at the begin-
ning of the problem so that this assumption can be made without loss of generality. As-
sumption 3.2 guarantees that each target fault will remain observable in (H;(t)C/(t), A(t) —
L(t)C(t)) when the complementary fault is placed in the unobservable subspace of the pro-
jected residual. Since invariant zeros are not defined in the finite time-varying case, there is

no assumption stated on their location or directional structure.

3.1.2 Problem Formulation

By multiplying both sides of (3.11) by the denominator of the left-hand side, subtracting
the right-hand side, and setting the left-hand side equal to J;, (3.11) is converted into the

nonconvex cost function

@ = o)y | dt = lleito) i, (3.12)

(3

Ji— /: U)Ifli(t)C(t)ei(t)‘ ;

where Iy & vP;* and V = ~'V. The detection filter problem is modeled as a differential
game optimization by summing (3.12) over ¢, minimizing the sum with respect to the filter
gain, and maximizing the sum with respect to the disturbance parameters. Therefore, the

differential game problem is

8 0 I O 0 x oot ) ; L), vld), (D), ei(to) (3.13)
subject to (3.8a). Recall from their definitions that ji1(¢),. .., fis(t) are co-dependent since
they share common elements (e.g. - fi; and fio both contain ps, ..., ).

Since the detection filter gain L(t) does not appear in the game cost (3.12) and enters
linearly into the constraint (3.8a), (3.13) is singular with respect to L(t) [47]. This makes
the process of finding a globally optimal solution for L(t) that will generate the desired fault

detection properties very complex. However, in order to satisfy the DAPs (3.11), it is only
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required that (3.12) be nonpositive for any value of j;(t), v;(t), and e;(to) ¥ t € [to, t1]. Thus,
it is required only to solve a feasibility problem to find L(t) such that (3.12) is nonpositive.
To further simplify the problem statement, assume that all of the disturbance parameters
are independent. This assumption only affects the problem statement, not the equations to
eventually solve for the filter gain. Therefore, to determine a filter gain sufficient to satisfy

(3.11), the following simplified problem is solved:

Problem 3.1: Find L(t) such that

max maxmax J; < 0
vi(t) fi(t) e;i(to)

subject to (3.8a) and (3.12) Vi e {1,...,s}. Q

3.2 Detection Filter Problem Solution

In this section, solutions for the GTMFDF gain L(¢) in Problem 3.1 are determined for the
general case where v > (0. First, the necessary and sufficient conditions for optimality of
(3.12) are determined in Section 3.2.1. To this end, a set of Riccati differential inequalities
are derived for the estimation error covariances, each of which must have a nonnegative
solution. The Riccati inequalities, which are functions of the filter gain, become constraints
for a secondary filter gain optimization problem. This new problem is solved in general
and for an example cost function in Section 3.2.2. Next, some results for the existence of
solutions in the infinite-time case are discussed in Section 3.2.3. Finally, it is shown that

this derivation generalizes and clarifies the GTFDF [37] and OSFDF [45] in Section 3.3.

3.2.1 Conditions for Nonpositivity of the Game Cost

In this section, the necessary and sufficient conditions for optimality of the game cost are

considered. By appending the estimation error dynamics to the cost function and completing
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the squares, obvious optimality conditions are determined with respect to the disturbances
parameters. The sufficient conditions for optimality are derived as Riccati inequality con-
straints on the estimation error covariance associated with each DAP. A valid solution for
the filter gain in Problem 3.1 is any for which the Riccati inequalities are nonpositive and
the estimation error covariances are nonnegative-definite, implying that the DAPs are also
satisfied. For compactness, the matrices’ and variables’ time dependence will no longer be
shown.

First, the estimation error dynamics (3.8a) are appended to the cost function (3.12)

using the LaGrange multiplier e]II;, which yields

t1 . 2
to Q

— llei(to) I, -

—l3a = loally-: + € T ((A = LC)ei + Fiji = Lvi - éi)] d

i

By integrating ftil el'Il;é; dt by parts, substituting (3.8a), and collecting terms,

t1
5= [l

<2 2
= Naallar = Hvival} dt — lei(to) fy 1,0 — lles(tr)]

2 ~ A T
I +11; (A~ LC)+(A—LC)TT;+-CT H;Q; H; C + eiTﬂi (Fz’ul - va) + <E’u’ - LU’) ILe;

2
Hi(tl) :

Finally, by adding and subtracting ﬂ;l lle: dt and collecting terms again,

t1
n= [ [uei\
to

2
= llei(to) Ity —rr, o) — llei (t) I3, e, (3.14)

2
HH,'(%EMiFiTqLLVLT)Hi

2

2 _
\II’L(HlyL’t)

1 .
fii — —M; F Tle;
g

-1
'YMi

where

. 1 - A A N
U;(L;, L,t) = 11, + 11;(A — LC) + (A — LC)"II; + 11, (—FiMiFiT + LVLT) 1L, + C" H,Q; H,C.
r‘)/

(3.15)
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Clearly, if there exist L and II;, V ¢ € {1,..., s}, such that

0> U;(IL, L, t) (3.16)
0 < Iy — IL;(t) (3.17)
0 < IL(t), (3.18)

then the game cost is nonpositive for all possible (real) values of the disturbance parameters,
implying that the faults are placed in approximate detection spaces so that they can be
isolated by each projected residual. Further, the constraints above imply that II; > 0
over the entire time interval when A — LC' is asymptotically stable (see Proposition 3.4 in

Section 3.4.3).

Therefore, Problem 3.1 requires a solution to the coupled Riccati inequalities (3.16) given
(3.15) with boundary conditions (3.17) and (3.18). Since the degree of complementary fault
blocking can be changed by adjusting ~y, the structure of the GTMFDF is less constrained

than the detection filters based on spectral [19, 24] and geometric [18, 26] theories.

3.2.2 Filter Gain Optimization

In this section, the filter gain L is optimized with respect to a new cost function. Since any
solutions L and II; > 0 to (3.16) and (3.17) automatically implies that (3.12) is nonpositive,
the specific cost function used at this stage is arbitrary. Therefore, let the optimal filter gain

minimize the cost function J, defined as

S tl
min J = mLinZ/ tr Q; dt (3.19)
i=1 10

where the integrand €2; € R™*" is a symmetric, differentiable function chosen by the user.

For convenience, assume that €; is a function of I1;, L, and ¢ only. At the end of the section,
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suggestions on choosing €); such that (3.19) has a non-trivial solution are discussed and an
example is presented.
To determine the first-order necessary conditions for optimality of (3.19), use the La-

grange multiplier A; to append W;(II;, L,t) = 0 to .J to obtain?

S tl
J = Z/to tr {AWU; (105, L, t) + Q; (IL;, L, )} dt.
=1

Substituting (3.15) and integrating S | [ tr(A;I;) dt by parts,

=1 to

S t1 ) ) A )
= / tr {Ai {Hi(A — LC)+(A — LC)'TL+11; (1 EMET + LV LT) 1, + C" H,Q,H:C
Y

i=1"10

AT+ 9 (TG, Ly t) b+t {A ()T — Ai(to)TL(to)}

Taking the first-order variation with respect to L and II;,

S t1 . . . T ~ ~
1= { [—Ai " (5 i L’t”) " (A SR+ L(VLT, O)) A

i=110
1 . . T

+ A, (A + —F,M;F'Tl; + L (VL' — C)> ] oll;
f)/

oL

+ [2 (VLTI —C) AL+ ( )1 5L}dt+Ai(t1)6Hi(t1) — A(to)OIL, (t).

Thus, the first-order necessary conditions for optimality of (3.19) are

S ] H* * T
0=>" {2 (VLI — C) AIL + (5 tr Q(g L;’L ’t)]> } (3.20)
=1

. 1. . 1. . T
A, = (A+—FiMiFiTH;*+L*(VL*TH; — C)) AVENAY <A+—FiMZ-F’iTHj+L*(VL*TH;“ — C))
v v

(et ) o

0= A(ty) (3.22)

2If the inequality form of the dynamics constraint (3.16) is desired, simply add a nonnegative term G; to
W; such that 0 = ¥, 4+ G; and append to the cost function.
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where L* is the optimal strategy for the filter gain and II7 is the Riccati variable using
L*. Therefore, since §2; is symmetric by assumption, A; is the solution of a Lyapunov
differential equation. The optimal filter gain is determined by solving a two-point boundary
value problem which includes a set of Riccati equations (3.15) equal to zero and Lyapunov

equations (3.21) coupled by (3.20) with boundary conditions (3.17) equal to zero and (3.22).

Certain choices for €2; may lead to trivial solutions for the detection filter problem.

Every term in (3.21) is dependent on A; except for 21% If g& = 0, then the solution to
(3.21) is A; = 0 because of the terminal constraint (3.22). Also, (3.20) is satisfied trivially

in this case, providing no information on how to choose L*. Therefore, {2; must be chosen

such that

g%z # 0. Further, it is generally unnecessary and undesirable to choose %%’ #0, as

%% — (. In general, most enhancements

very simple solutions for L* may be obtained when %7

to the detection filter problem may be achieved by choosing g% # 0 and % =

Finally, an example cost function is minimized with respect to L. It was proven in [37]
that as v — 0, 1I; obtains a nullspace that contains Wi, signifying that the nuisance fault will
be blocked from the projected residual. Thus, the optimization should attempt to minimize
the transmission of each complementary fault by placing F, approximately in the nullspace
of II;. Further, the target fault direction F; should remain in the range space of II; so that

it is not blocked along with the complementary fault. Thus, choose €2; as
1 A A
g

where K; and N; are design weightings on the complementary fault and target fault trans-
missions, respectively. Thus, the optimization problem (3.19) attempts to choose L such
that II; has the aforementioned desired structure. When K; is large, the transmission from
Fi to the projected residual 7; is smaller. When Nj; is large, the transmission from F; to the

residual is larger. By differentiating €2; with respect to II; and substituting into (3.21), A;
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is subject to the matrix differential equation

A 1. . L ]
Ai= (A+—EMiFZTHf+L*(VL*TH;f - C)) Ai+A; <A+_EMZE‘THZ‘+L*(VL*TH; B C))
! v

1 - N
+ ZEJKGET — FyNGFT, (3.24)
vy

with boundary condition (3.22). From (3.20), the optimal filter gain is

ZS: IA,CTV

=1

(3.25)

=1

L= (Z H;*AiH;*)

Remark 3.1: During the derivation of the GTMFDF constraints and optimal filter gain,
it has not been necessary to assume that the Riccati solutions are invertible. For the
example filter gain optimization cost function above, the solution exists as long as the
nullspaces of II* A;II¥ do not overlap over all DAPs. However, there is an exception in

the single-fault case, in which II; must be invertible to obtain a solution. &

3.2.3 Steady-State Detection Filter

In this section, the steady-state (infinite time-invariant) results for the GTMFDF are dis-
cussed. First, two theorems useful for generating numerical solutions to the filter optimiza-
tion problem are derived. In the previous sections, it was assumed that the design parameters
Q;, M;, V, and Il are chosen so that there exists a real, symmetric, nonnegative-definite
solution to (3.15) over the time interval [tg,#;]. In steady-state, conditions on the existence
of real, symmetric, nonnegative-definite solutions are linked to the stability of A — LC.
Then, steady-state equations to obtain an analytical solution to the example detection filter
problem in Section 3.2.2 are presented.

In the steady-state case, the filter gain optimization problem becomes

tllgréo minJ = mln (Z tr )
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subject to

0> IL;(A—LC) +(A— LC)'TL +11; (%FMFT + LVLT) IL,+CTH,Q;H,C, Vie{l,..., s}

(3.26)
For a numerical optimization, since the detection filter dynamics A — LC' are chosen by
the user, assume that the dynamics are asymptotically stable. Then, the following theorem
and corollary prove that there exists a real, symmetric, nonnegative solution to (3.26) V i €
{1,...,s} when the associated Hamiltonian has no eigenvalues on the imaginary axis. They
also show that Ker II; is equivalent to either the unobservable subspace of (I:IiC, A—-LC)
(when (3.26) equals zero), denoted as M,,(H;C, A — LC'), or a similar and possibly smaller
unobservable subspace (when (3.26) is nonpositive). When (3.26) satisfies a strict inequality,

Corollary 3.2 implies that Ker II; is equal to zero.

Theorem 3.1: Assume that (3.26) satisfies equality and the associated Hamiltonian has no
eigenvalues on the imaginary axis. If A—LC' is asymptotically stable, then there exists a real,
symmetric, and nonnegative solution for II; such that A— LC + (%EMZET + LVLT) II;, <0.

Further, Ker II; is equal to Muo(ﬁiC, A—LO). ]

Proof: See Section 3.4.1. QED

Corollary 3.2: Define G = GGT > 0 where (3.26) equals —G and G has full column
rank. Also, assume the associated Hamiltonian has no eigenvalues on the imaginary axis.
If A— LC is asymptotically stable, then there exists a real, symmetric, and nonnegative

solution for II; such that A — LC + (%YFZMZI:T + LVLT> II; < 0. Further, Ker II; is equal to

G«T

Mo R JA—LC|. Il
H,C

Proof: See Section 3.4.2 QED
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For a typical Riccati equation obtained for optimal control problems, where the quadratic
term is nonpositive-definite, the Hamiltonian has no imaginary eigenvalues when the system
satisfies certain stabilizability and detectability conditions found in [48]. However, because
the quadratic term in (3.26) is nonnegative-definite (resembling Riccati equations used for
Hoo control [49]), the Hamiltonian eigenvalues must be verified directly to have nonzero real
parts to satisfy the sufficient conditions for the existence of a real, symmetric, stabilizing
solution.

For the example in Section 3.2.2, the steady-state detection filter problem is to find
s 1. .
min ) tr [(—FiKiFiT - ENZ-ET> Hi] (3.27)
L3 v
subject to

1 - o N ~
0=1L(A—-LC)+(A—LC)'1I,; +11; (—FiM,-FiT + LVLT) IL+C"H,Q:H,C, VYie{l,..., s}
Y
(3.28)
The numerical examples in Chapter 6 obtain solutions to the above problem. Alternatively,

an analytical solution may be derived as (3.20)

L= (Zl H;*Aﬂ;*)

ZS: A CTV!
=1

subject to (3.28) and

1~ 1~ g
0= (A+—FiMiFiTH§‘+L*(VL*THj — C’)) AVER.Y <A+—EMiE.TH:+L*(VL*TH; — C))
Y v

1 - N
+ —EKET — FyNFY.
5

Remark 3.2: The theorems above assume that the Hamiltonians have no eigenvalues on
the imaginary axis. Mathematically, however, this condition is not always required in

order to find a real or symmetric solution to a steady-state Riccati equation. However,
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it is a necessary condition for the existence of a stabilizing solution such that A —
LC + (FleFZT - LVLT> II, < 0 [48]. Further, when the associated Hamiltonian has
eigenvalues on the imaginary axis, II; itself becomes complex, implying that the solution
has a finite escape time. Thus, it is meaningless to generalize the results above for

imaginary eigenvalues. &

3.3 Comparison to Previous Detection Filters

In this section, the GTMFDF is compared to the previous (Riccati-based) robust approx-
imate detection filter methods. First, it is shown that the GTMFDEF problem formulation
generalizes the solution of the single-fault problem examined in [37]. Further, though the
constraint equations of the current problem are similar to those of the mulitple-fault OSFDF

[45], the GTMFDF problem is shown to be clearer and more general.

In [37], it was proven that the single-fault DAP (assumes s = 1) is satisfied when the

Riccati variable I" is propagated by the differential equation
0=D+TA+ AT + %FFMFTF Woil (ﬁl@ﬁl - v*) C (3.29)
where I'(¢y) = 'y and the solution for the filter gain L is
L=T"C"V" (3.30)
To compare to the current work, add and subtract C*V='C' from (3.15) to obtain

. 1 ~ ~ N N
U, = I + A + A™IL + —ILE, M T T + CF (HiQiHi - V*l) C
fy

+ (ILL — C"V-)V (ILL — CTV~)T (3.31)

Clearly, (3.31) is simply (3.29) with an added quadratic term. When L = II;'C"V ™', this
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extra term is zero and (3.31) becomes identical to (3.29). Thus, (3.29) and (3.30) are a

special case of the solution to (3.16) given (3.31).

The advantage of (3.29) and (3.30) is that I' can be computed independently of L,
thereby simplifying the calculation of the filter gain. However, the GTMFDF problem gen-
eralizes the solution to the single-fault problem in two ways. First, by adding an additional
term to the Riccati constraint as in (3.31), the filter gain can be chosen achieve secondary

objectives. For example, let

L=1I'C"V" + L,

where L; € R™*™ is an arbitrary matrix. Then, (3.31) becomes
. 1 - ~ ~ A
U, = I, + LA + ATIL + 10, |~ B M ET + L,VLZ.T} I, + C7 (HZ-QiHi - V‘1> C,
Y

and it is possible to choose or optimize L; to improve transmission of the target fault (though
at the expense of nuisance fault blocking and/or dynamic stability). Such optimization of
the filter gain was the subject of Section 3.2.2. Second, since the Riccati constraint of the
GTMFDF problem is an inequality constraint, one may determine a range of possible (sub-
optimal and optimal) solutions to the single-fault problem. This is important, for example,
in cases where the optimal solution is physically unattainable (e.g. - due to mechanical

limitations).

Next, to compare the GTMFDF derivation to the multiple-fault OSFDF derivation in
[45], the Riccati differential inequality (3.16) is rewritten in terms of P; = II;'. Assuming

that (3.15) equals zero, pre- and post-multiplying by P;, and substituting P, = II;",
. 1 - A ~ A
Po=(A-LO)P,+ P,(A—- LC) + =F;M,F + LVL" + P,C" H;Q;H,CP;, (3.32)
Y

where P;(ty) = vFPy. In [45], the filter gain of the multiple-fault OSFDF is optimized for a
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certain cost function subject to the Lyapunov differential equation®
. 1 - N
W, =(A—LOYW; + W; (A— LC)" + =F,M;F] + LVL" — F;N;F], (3.33)
8

where N; is a design weighting on the transmission of the target fault to the residual.

The GTMFDF and multiple-fault OSFDF are similar in that, when an analytical so-
lution is obtained, they both require the solution to a two-point boundary value problem
coupled by an equation for the filter gain. Further, the two constraint equations (3.32) and
(3.33) are similar except that (3.32) compares complementary fault to projected residual size
while (3.33) compares complementary fault to target fault size. However, the constraint for
the OSFDF is a Lyapunov equation rather than a Riccati equation, and so solutions exist
more often than for the GTMFDF constraint. This becomes a bigger factor for numerical
algorithms in which the constraints must have solutions to proceed with the optimization.

Though numerical solutions are more easily obtained for the multiple-fault OSFDF,
the GTMFDF improves upon its design in several ways. First, the optimization problem
of the GTMFEDF is derived in a more coherent way than that of the OSFDF. The cost
function for the OSFDF is a sum of covariances whose physical meaning is unclear. The
disturbance attenuation problem, on the other hand, is very easily understood and lends
itself immediately to the FDI problem. Second, the OSFDF requires the optimal solution
to a specific cost function. On the other hand, the GTMFDF only requires a solution to a
feasibility problem for the constraints (3.32) and P, > 0. If desired, a secondary cost function
can be used to achieve other objectives, such as enhancing sensitivity to the target faults,
thereby increasing the flexibility of the detection filter problem. Finally, the multiple-fault
OSFDF derivation assumes that the disturbances are modeled as white noise processes. The
GTMFDF requires no such assumption, proving that constraints like (3.32) and (3.33) are

applicable to more general systems.

3In [45], the optimization is actually subject to two differential equations, one Riccati and one Lyapunov,
for each target fault. For comparison, the two have been summed into a single equation with a single variable
for each target fault in (3.33).
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Remark 3.3: It is possible to introduce target fault sensitivity to the DAPs by adding

f;tol i | -1 dt to the numerator of (3.11) to obtain

0

R ! <
w2+ llll3 ] e+ (o) 12,

t 2 _
S [Mcey, + 3| at

subject to
é& = (A—LC)é& + Fyp; + Fifi; — Lo,
where g1, fi1, fto, fig, - - - , fis, fis are assumed independent. The game cost (3.12) becomes

~ 112 2 _
ANl = Ml = loilly— | dt = lletto)lli, — (3-34)

t1 R 2
to Q

and the resulting differential game problem additionally requires minimization with
respect to p;. In the single-fault case, (3.34) resembles the cost function of the H,
controller synthesis problem where p; is the control [50]. However, since the user does
not have control over p;(t), Ho results cannot be guaranteed and it is unclear how
target fault detection is affected. When @; = 0 (similar to the problems in [42, 45]),
a constraint identical to (3.33) can be obtained without the assumption of white noise
disturbance processes. Thus, using the methods of the current work, it is possible to

generalize the multiple-fault OSFDF problem to arbitrary fault types. O

3.4 Proofs of Theorems, Lemmas, and Propositions

3.4.1 Proof of Theorem 3.1

Rewrite (3.26) as

1 - A A A
0=IL(A— LC) + (A— LO)IL; + 11, (;FiMiFiT + LVLT> I, + C"H,Q; H,C.  (3.35)
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The Hamilitonian H; of (3.35) is defined as [4§]
o = ' (3.36)

where

1~ A
R, = —F,M;F' + LVL"
Y
Qi = C"HQ;H,C.
R; is a nonnegative symmetric matrix and by assumption H; has no imaginary eigenvalues

and A — LC is asymptotically stable. Therefore, by using Theorems 13.5 and 13.6 of [48],

there exists a real, symmetric, stabilizing solution II;. Further, by rewriting (3.35) as
IL(A— LC) + (A— LC)'T; = —ILRIL; — Q; <0,

it is clear that since A — LC' is asymptotically stable, II; > 0.
Finally, it is proven that Ker II; # 0 if and only if Muo(HiC’, A—LC)#0.

(=) Assume that Ker II; # 0. Then, there exists € Ker II; where x # 0. Pre-multiply

(3.35) by " and post-multiply by x to get
0=2"Q,x

which implies that
HCz =0. (3.37)

Now post-multiply (3.35) by z to get

I1;(A — LC)x = 0.
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Thus, Ker I1; is an (A— LC')-invariant subspace, and so there exists a A such that (A—LC)z =
Az. By combining this with (3.37), 2 € My,(H:C, A — LC).
(<) Assume that z € ./\/luo(f:fiC, A—LC). This implies that H;Cz = 0 and (A—LC)x =

Az where A < 0 by assumption. By post-multiplying (3.35) by z,

Thus, z € Ker II; and/or —\ is an eigenvalue of (A — LC + R;IL;)" with eigenvector II;x.
However, A — LC + R;II; <0, and so I,z = 0.

3.4.2 Proof of Corollary 3.2

Rewrite (3.26) as
1. . . o
0= IL(A— LC) + (A— LO)'IL +11, (;Fl-MZ-FiT + LVLT> I, + C"H,Q:H,C + GG (3.38)

From Theorem 3.1, a nonnegative solution for II; clearly exists for the general problem if H;

has no eigenvalues on the imaginary axis. Therefore, it is required to show only that Ker
T
I1; # 0 if and only if M, R JA—LC | #0.
H,C
(=) Assume that Ker II; # 0. Then, there exists x € Ker II; where = # 0. Pre-multiply

(3.38)by 2" and post-multiply by z to get
0= 1" (@ +GG")x

which implies that

0= H,Cx (3.39a)
0=G"x. (3.39b)
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Now post-multiply (3.38) by z to get
I1,(A — LO)z = 0.

Thus, Ker I1; is an (A— LC')-invariant subspace, and so there exists a A such that (A—LC)x =
T
Az. By combining this with (3.39), = is an unobservable mode of A A—LC
H,C
~T
(<) Assume that x is an unobservable mode X ,A— LC |. This implies that
H,C
H,Cz=0,G"z =0, and (A— LC)z = Az where A < 0 by assumption. Then, the remainder

of the proof is identical to that of Theorem 3.1.

3.4.3 Lemmas and Propositions

Lemma 3.3: If Fy,... F,, F are (C, A)-output separable, then

Wi=Wi@..oW, ,aW,, &...o W oW

Proof: Let
WiEEW @ oW oW, 0...0 W oW (3.40)

The proof is divided into two parts. First, it is proven that
Wi D W (3.41)

where VAV;‘ is the minimal (C, A)-invariant subspace associated with F} as calculated via
Algorithm 4.1 and (4.18) in Chapter 4. Then, W} is proven to be a (C, A)-invariant

subspace.
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Contrary to (3.41), assume 3 v € Wi,z ¢ Wri # j. From (3.2) and (3.3), = € Wy

implies
Bj
r=>Y oBf (3.42)
k=0
where C’B? = C’le =...= C’ijfl = 0 and ay, ..., ag, are scalar coefficients. Let

Bj’?’ = E’f(m V k < p; for some vector coefficient (;;. Then, from Algorithm 4.1 and

(3.42),
~ A /3‘7 A A ﬁ‘] A A
k=0 k=0

(3.43)
However, (3.43) contradicts the assumption that x ¢ WW?. The same can be shown for

the multi-dimensional nuisance fault F'. Therefore, Wf must satisfy (3.41).

Now, W; is shown to be a (C, A)-invariant subspace. Since Fj and F satisfy (3.4)
Vijie{l,...;s} Im F; C W and Im F C Wr. Also, since the faults directions are
assumed linearly independent, the ranks of F; and F are equivalent to those of CW; and
CW*, respectively. Further, since Fi, ..., F,, F are assumed (C, A)-output separable,

CWy,...,CW?, CW* are linearly independent. Using these along with (3.40),

rank CW; = rank C(W;‘@...@Wg‘,l@W;;l@...@w;@vi/*>
— rank (CW{‘ S...OOW ,OCOW, @...0COW D CW*)
=rank CW/ + ... +rank CW;_ | +rank CW} | + ...+ rank CW;
+ rank CW*
=rank F| 4+ ... +rank F; | +rank F;,; + ...+ rank F; 4 rank a
—vank| Fy ... oy Fiyy ... F F]

A

= rank F;.
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Therefore, Wy is a (C, A)-invariant subspace. Using this along with (3.41), the minimal

(C, A)-invariant subspace associated with F} satisfies
Wi =Wr.
QED

Proposition 3.4: Assume that A — LC' is asymptotically stable and that II; satisfies the

constraints (3.16) given (3.15). Then, II; > 0 over the time interval [to, ;]. Il

Proof: Substituting (3.15) into (3.16), the inequality may be rewritten as

. 1 - N N N
IT; + IL,(A — LC) + (A — LO)'II; < — [Hi (—FiMiFiT + LVLT) I + C"H,Q; H:C| <0
/‘)/

Since A — LC' is asymptotically stable by assumption, the Lyapunov stability criterion

for finite time-varying systems implies that IT > 0. QED
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CHAPTER 4

The Asymptotic Game Theoretic
Multiple-Fault Detection Filter

The GTMFDF problem was motivated as a finite time-varying approximation of detection
filters based on the spectral and geometric theories (like the RDDF). Thus, to truly generalize
these detection filters, the GTMFDF must recover their detection space structure in the
limit as the disturbance attenuation bound goes to zero. In this chapter, the problem of
obtaining the asymptotic solution to the GTMFDF problem is examined. It is shown that
the sufficient conditions for disturbance attenuation subject the filter gain to a set of Riccati
inequalities (similar to those of the general case of the GTMFDF) along with a new set of
equality conditions. The equality conditions enforce the desired detection filter structure
in which faults are completely blocked from the projected residuals. A special case of the
solution is obtained by using the similar constraints to those derived for the single-fault
problem. Sufficient conditions for obtaining this filter gain solution are subject to restrictions
on the geometric properties of the Riccati solutions. Each pair of inequality and equality
constraints specifies a portion of the filter gain solution. However, with nuisance faults
and/or a complementary subspace, the constraints do not completely define the filter gain.
Thus, a reduced-order solution is obtained in which the nuisance faults and complementary

subspace are projected out of the detection filter’s state space.
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This chapter is arranged as follows. The GTMFDF problem is examined in the limit
as the disturbance attenuation bound goes to zero and rewritten using singular optimal
control methods in Section 4.1. Next, the detection filter gain constraints are derived in
Section 4.2. It is shown that the geometric structure of the asymptotic solution extends
that of the RDDF to the finite time-varying case. Sufficient conditions for the existence of
a special case of the filter gain are also derived. Finally, the geometric structure is used to

generate a reduced-order version of the special case filter gain in Section 4.3.

4.1 The Asymptotic Differential Game Problem

The goal of the asymptotic detection filter is to obtain an invariant subspace structure in
which the nuisance fault is blocked from the projected residual. To that end, the presence
of the initial condition error and measurement noise are not important, and so their co-
variances are allowed to go to zero along with 4. Then, from their previous definitions,
1= lim, 'V and I, =S lim,_,ovPy". Therefore, the i"® DAP (3.11) becomes

S | HiCeilB,dt

to
~0 (4.1)
t ~ )
il dt

to f

implying that ji; would be blocked completely from the projected residual if there exists a

solution for the asymptotic detection filter. Further, the i*" game cost (3.12) becomes

t1 .
y—>

to

&, = lvilly—+| At — lles(to)II5, (4.2)

subject to (3.8a). Examination of (4.2) reveals that in the limit the cost is singular not
only with respect to L, but also with respect to the complementary fault fi;. In its singular
form, (4.2) cannot be used to generate a detection filter gain that will block f; from the ‘!
projected residual. However, the Goh transformation may be used to convert (4.2) into a

non-singular cost function with a new control variable that is related to fi;.
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In this section, a new version of Problem 3.1 is obtained as v — 0 for the singular cost
function (4.2). In order to relate the complementary fault directions F; to the new detection
filter, a new state and control obtained via the Goh transformation are used to the convert
the function into a non-singular form in Section 4.1.1. Then, the asymptotic detection filter
problem is formulated in Section 4.1.2 as a feasibility problem to determine a filter gain L

such that the game cost is nonpositive for the worst-case disturbance parameter values.

4.1.1 Conversion to a Non-Singular Problem

In this section, the Goh transformation is applied to the singular cost function (4.2) to
eliminate the singularity with respect to the complementary fault fi;. Define the new fault

input and state estimation error

S
ST
lI>
5\”‘
=
N
\]
~—
(o
\]
—~
e~
w
~

G%éez_ﬁzﬁg}' (44)
Differentiating (4.4) yields
el = Ae! + Blg! — L, (4.5)

where

Bl:[Bll Bz'l—l Bz'1+1 B;]

and from (3.3)

B} = AF; — F}.

J

Thus, (4.5) is the new estimation error dynamics constraint for the i cost function and

(4.3) is the new fault input. Substituting (3.8b), (4.4), and H,C'F; = 0 into the singular
o1



game cost (4.2) yields

J.f:/“[
i "

In (4.6), t§ replaces ¢y because there is an impulsive jump in (ﬁzl at t =ty in order to reach the

2
HZO€1

()

- i) + B

IIo

ri —C (ell —l—Fz(ﬁll)

QV} dt — (4.6)

1

singular surface [37]. If Im F; (Ker C' = 0, then (4.6) is non-singular with respect to ¢! and
can be optimized with respect to ¢! and €!(¢7). On the other hand, if Im F; (" Ker C' # 0,

then the problem remains singular with respect to the fault input.

If the problem remains singular after the first application of the Goh transformation,
then it must be applied again, though only to the remaining singular component. Choose

the transformation 7;; such that

FiT'Tl = - Fi,l Fm ]

A1 [ A1 A1
BiTéﬂ— B;4 Bi,Z]

_ | AFM - Fi,l AFZ‘,Q — Fz‘,z ]

. i1
Ting; = |

~

iz

where Fi,g £ Im FZ (Ker C and Im | Fm Fiﬂ | =Im E The Goh transformation applied

to the singular component, QASZ{Q, generates the new fault input and state estimation error

¢
¢z2,2 = / (/5@1,2(7') dr
to
5? = 611 - 312(13122 (4.7)
Differentiating (4.7) yields
& = A + B}§} — Ly (4.8)
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where
. i1
272 A1 A1 A1 1,1
Bi¢; = [ Bi,l ABz',2 - Bi,? ] -
7,2

Further, by substituting (4.7) into (4.6) and using CFip! = C’EJ@J,

/ h
to

where

A

2
HzC€2

)

H dt — || (t) + BHt)S )|y, (4.9)

r—C (¢4 Bl3)

i

If Im B} (N Ker C' = 0, then (4.9) is non-singular with respect to QASZQ and can be optimized
with respect to s, ¢2, ¢2(t7), and €2(7). On the other hand, if Im B! (\Ker C' # 0, then
the problem remains singular with respect to the fault input.

If the problem remains singular after the second application of the Goh transformation,
then the process above can be repeated as necessary to convert it into a non-singular prob-
lem. Assume that converting the i*" problem from singular to non-singular requires Bl +1

iterations. The cost function at the end of the th iteration is

t1
7=
to

where Tm Bf "M Ker C # 0. For the (3;+1)™ and final iteration, choose the transformation

2

N A A -5 B 2 2
k| ~|ri—c (e + BF o) H } dt —
o

e (t5) + B0

(4.10)

7

Tlﬂ such that
i _ HBi—1  pbi-
B; T;Tg = [ Bi,l Bi,Z ' }
o _ A pBi—1 | HBi—1 56i—1 HBi—1 58i—1
Bi TZT,@ - [Bi,l Bi,? } = [ABi,l - Bm AB¢,2 - Bi,?
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1 B;
¢i,1

1B _
7—;”8/\Z¢1 - AB'
Pia

where Bf{l £ Im B?i_l (Ker C' and Im | Bffl Bf{l | =Im Bfi_l. Define

o= | dh(r)dr (4.11)
to
€?¢+1 N E,ZB _ Bzﬁz&f;rl (4.12)
Differentiating (4.12) yields
Pl = Aty BRIGAH Ly, (4.13)

where
7 Bi
®ih

ZB8i+1
¢z‘,2

ABi+1 2B+ o o SBi
Bt = [ By AB;5 — B,

Further, by substituting (4.12) into (4.10) and using C’Bﬁifléﬁfi = Céfflgﬁfﬁ,

t1
7= ]
to

(ko) + B(ES (1)

2

FIZ‘CE?+1

ri —C (EfiJrl + Bzﬁz¢2?+1)

2
Jat
y-1

i
2

(4.14)

IIp

where

5 HBi—1 P
Bi = [ Bi,l Bz’,z ]

. A : &
pBi 18i+1 __ RBi—1  pBi (
Bitey T = [ B; By, ] b1

®; 5

and Im Bf’ (NKer C = 0. Since (4.14) is non-singular with respect to QAS?"H, it can be
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optimized with respect to r;, ¢7 ", P (1), and €7 (¢p).

4.1.2 Problem Formulation

In this section, the asymptotic detection filter problem is formulated using the asymptotic
cost function (4.14) subject to (4.13). Reaching the (3; + 1)™ iteration from Section 4.1.1

describes the following iterative algorithm for the detection filter’s system matrices:

Algorithm 4.1:

Step 1: Define the initial conditions B = B = B? = F} and set k = 0.
Step 2: Calculate B} = AF; — F).
Step 3: If Im Bf (N Ker C' = 0, stop here and set BZ =k.

Step 4: Set k = k 4 1. Determine T}, such that Bf_lTk = [ Bf’l_l 352_1 ] where Bﬁ;l =

Im BF' N Ker C and Im [ Béffl Bffz_l } —Im BFL.
Step 5: Obtain B¥, and B, from BT}, = [éfl Bk, ] = [ABfl’l—Béf’l’l Aéﬁz’l—éi;l ] :

Step 6: Construct

Step 7: Calculate

BiH = | B ABY, - BY, | = AB! - Bl

Step 8: Go to Step 3.
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To simplify the notation used in the rest of the section, the superscripts are removed from

the system matrices obtained at the end of Algorithm 4.1. Therefore, (4.14) is rewritten as

2

t1 .
to Q

7

ri—C (ei + Blggl>

2 = - 2
‘w] at — |[efto) + BB, (4.15)
subject to the notationally simplified form of (4.13)

The new differential game problem is therefore

S

min max max max max Z JU(L, 14, iy di(t), €i(to)) (4.17)

LoTheals §ds G1(88)se s (7)) €1 (tg)es(ty) =7

subject to (4.16). Recall from the general case that fi1,. .., fis are not independent since they

all share elements. Thus, ¢1, ..., ¢, and ¢ (t5), ..., ¢s(td) are similarly interconnected.

Like the general case, the detection filter gain L does not appear in the modified game
cost (4.15) and enters linearly into the constraint (4.16). Therefore, (4.17) remains singular
with respect to the filter gain. However, in order to satisfy the DAPs (4.1), it is only
required that (4.2) be nonpositive for the maximizing values of r;, ¢;, ¢;(t7), and e(to)
Vt € [to,t1]. To further simplify the problem statement and obtain sufficient conditions
for fault isolation as in the general case, assume that all of the disturbance parameters are

independent. Therefore, a solution to the following simplified problem is required:
Problem 4.1: Find L(t) such that

max max max max JZ-' <0
i Y &i(ta_) €i(to)

subject to (4.16) and (4.2)Vi=1,...,s. Q
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Remark 4.1: The solution for B; derived in Algorithm 4.1 is identical to the minimal
(C, A)-invariant subspace associated with the multi-dimensional complementary fault

direction F; [21]. Therefore, in the remainder of this chapter, let

Wi A Im B (4.18)
where
CW; =1Im CB;. (4.19)

Though each target fault is assumed to be scalar, Algorithm 4.1 can be used to calculate
the minimal (C, A)-invariant subspaces of multi-dimensional target faults as well by

replacing F; with F} in Step 1.

4.2 Asymptotic Detection Filter Problem Solution

In this section, the asymptotic solution to the GTMFDF is derived. The conditions for
the optimality of the asymptotic problem’s cost function are discussed in Section 4.2.1. It
is shown that the sufficient conditions for optimality may be written as a set of Riccati
inequality constraints similar to the general case, along with a set of equality constraints
that force the Riccati solutions to obtain the desired nullspace. The invariant subspace
structure generated by the Riccati solutions is derived in Section 4.2.2. This structure is
an essential component in the detection filter design, giving it the required fault isolation
properties. A special case of the detection filter solution is obtained in Section 4.2.3, in which
the optimal filter gain is constrained by Riccati differential equations that are identical to
those derived for the single-fault GTFDF [37]. However, the asymptotic filter gain may
not exist in general, as it requires a solution to a set of coupled, possibly contradictory

matrix constraints. Conditions for the existence of the asymptotic filter gain are discussed
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in Section 4.2.4. It is shown that the existence of the special case filter gain is subject to a

condition on the state space description.

4.2.1 Conditions for Optimality of the Game Cost

In this section, the necessary and sufficient conditions for optimality of the game cost are
derived. By appending the estimation error dynamics to the cost function and using calculus
of variations, necessary conditions for optimality are determined with respect to the distur-
bances parameters. Then, by examining the second-order variation of each cost function [51],
sufficient conditions for optimality are derived as algebraic Riccati inequality constraints on
the estimation error covariance associated with each DAP, along with a set of equality con-
straints that enforce the desired detection space structure. A valid solution for the filter gain
in Problem 4.1 is any for which the Riccati inequalities are nonpositive, the estimation error
covariances are nonnegative-definite, and the equality constraints are satisfied, implying that

the DAPs are also satisfied.

Necessary Conditions for Optimality

First, the modified estimation error dynamics (4.16) are appended to the cost function (4.15)

using the LaGrange multiplier 2)7, which yields

J = /tl [HHCE "
to Q

— |leito) + Bit)du )| 1, -

2

r, —C (ei + BZ@)

2N (Aei + Bip — Ly — e>] dt

By integrating ftil 2AT¢; dt by parts, substituting (4.16), and collecting terms,

t1 R 2
to Q

r; —C (ei + B,»g%i) Hil] dt —

~ A~ ~ A~ T

t1
T=tgo '

&i(to) + Bi(t)di(t) ||y, — 22X (7)es(7)

o8



By taking the first-order variation with respect to r;, ¢, oi(tg), and €;(to),

5J =2 /1t :1{(56?<CT]:IiQiﬁiCei ot [n e (q + Biéiﬂ AT + )\)
+agr (E’fAi + BreTv- [ri e (a + BNB,»)D
—or; (LT)\Z- + V! [ri - C (ei + BZ@)} )} dt
+ 26€; (to) { Ni(to) — o [€;(to) + Biltg)i(ty)] } — 28] (t1)\i(t1)

— 2667 () { BY (t)Ty [ei(to) + Bi(t9)di(t)] )

The necessary conditions to maximize (4.15) with respect to r;, ¢, ¢i(t¢), and e;(ty) are

0=L"\+ V! [r; e (e: + B@;)] (4.20)
0= BT\ + BreTv- [r; e <e; + BMS;)} (4.21)
0 = BI ()Mo [} (to) + Bilt)d: ()] (4:22)
0=\ + A"\ + CTH,Q:H,Cet + TV [r; e (e; + Bz-qéz)} (4.23)
0 = Xi(to) — o [¢; (o) + Bi(tg) o5 (t5)] (4.24)
0= )\Z-(tl) (4.25)

Vi € {1,...,s}, where the * denotes the optimal strategy for the given variable. Note that
¢! is the state using ¢ and ¢ (7). Upon further examination of (4.22), the optimal strategy
for ¢;(tS) is

6i(tg) = — [BI (t)MoBi(t§)] " BY (t5)Moe; (to). (4.26)

Also, by substituting (4.20) into (4.21),

0=(Bi- LC’R-)T Siet (4.27)

7

This constraint will be useful later in the analysis.
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The first-order necessary conditions for optimality are simplified using an assumed form
of the LaGrange multiplier, where

7

The differential equation for S; € R™*" must be determined so that (4.28) is consistent with

the optimal solution. Substituting (4.28) into (4.21), the optimal strategy for ¢; is
A ~ ~ \ -1 ~ ~
¢t = <BfCTV‘1CBi> [Bgsie; + BIOTV (1 — ce;*)] (4.29)
Then, by substituting (4.28) and (4.29) into (4.20),
~ ~ ~\—1 A _ _
0= [LT VOB (BiTOTV‘lOBZ) B{] Siet + HIV-'H, (rF — O€). (4.30)

where

H;=1—CBy(BrC*"V'CB;)'B'C"V. (4.31)

Note that (4.31) describes a projector H; where Ker H; = CB; (the same nullspace as H;)
and with the properties H? = H; and V"'H; = HI'V~'H; [37]. Next, by substituting (4.28)

and (4.29) into (4.23) and using the dynamic constraint (4.16),
~ N ~ ~\—1 ~ _ —_
0="Tiet — [SZ»L — 8,8 (BiTCTV‘lCBz) Brotyt - CTH;FV‘IHZ-] r (4.32)
where

Ti=S+5 (4B, (BiTCTV*ICBO_I BICTVC) + S <1§1.TCTV*10B¢>_I BrS;

+(a- B <BjCTV10§i>1BfCTV10>TSi + O (BQu ~ IV H)C. (433)

The Riccati term (4.33) is identical to that of the asymptotic single-fault problem [37]. The
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necessary conditions (4.30) and (4.32) may be combined and simplified using H;C'B; = 0 as

~ N ~ ~ -1 -
0="Tie — S <LCBZ- - Bi> (BZ.TCTV‘ICB,) Brerv-ier, (4.34)
where
TS0y Lot) = Ty + 5, (L — L)V (L — L)' S, (4.35)
and
S.LF =SB, (Bchvflcéif BICTVS 4+ CTHIV L. (4.36)

The filter gain constraint (4.36) is identical to that of the asymptotic single-fault problem
[37]. Finally, the optimal boundary conditions are obtained by substituting (4.28) into (4.24)

and (4.25) and using (4.26), resulting in

Silty )ei (to) = (To — Mo Bi(ty) [BY (t) Mo Bi(tg)] ™ Bf (t5)Tho) € (to) (4.37)

Si(t1)€; (t1) =0, (4.38)

where the maximizing value of the initial state estimation error €f(¢y) is chosen such that
€f(t1) € Ker S;(t1) in accordance with (4.38). The boundary constraints (4.37) and (4.38)
are also identical to the boundary constraints of the single-fault problem [37]. Thus, like
the general case, the Riccati term for each DAP of the asymptotic GTMFDF (4.35) is the
Riccati of the single-fault problem with an added term to account for the difference between
the optimal multiple-fault filter gain and the optimal single-fault filter gain.

Next, it is confirmed that the optimal cost is in fact equal to zero. As a preliminary
step, the cost function (4.15) is converted into one that uses the necessary conditions more

efficiently. The dynamic constraint (4.16) is appended to (4.15) using €] S;, which yields

J.’:/tl[
7 o

— [|e(to) + Bi(t) it I3, -

2 2

V-1

ri—C (ei + BZgEZ)

i
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By integrating ftil €l'S;¢; dt by parts, substituting (4.16), and collecting terms,

t1 )
7= [ el
to

Qe T € Si (Bzéz - LTz‘) + (Bzéz - LTz‘)TSiGi

— |7 — C (67; *I*BZQZASZ) ‘ :| dt — HEZ t() +B (t+)¢z t+ HH ”6%(7—) 21‘ ) |j—1:to'
Then, by adding and subtracting Lil |BFSie; + BTCTV-(r; — Ce;)||? (BTCTV-108,)-1 dt, ex-

panding ftzl |lri — C(e; + Bw&)”%,l dt, and collecting terms

t1 )
5= [ frel,
to

2
= Irilly- =

2

-1

T RT AT{/—1
(ﬁiQiﬁz‘—V_l)C + HBZ SzEz—i—Bl ct'v (T‘Z' — Cez) (BZTCTV*lc‘Bi)
2

}-(B;CTv*cuz>%[B}$Q4+B§CTVA(H-CQQ(

BTCTV-1CB;
— (S, L—CV ) ry—rt(S;L—CV e dt Hqto+B@+wZ#IEO|q(HsmLto

By expanding ftzl | BZSie; + BECTV " (r; — Ce;)|| 2

(BT CTV-1CR,) _, dt, adding and subtracting

ftzl | (L — L})" Sie;||3 dt, and collecting terms

t1
Ti= [ [he
to

sny — I+ V(L= L) Sielly o+ il grvs,

— (BZ»TCTV_IOBZ'>71 [BITSZEZ + BZ-TCTV_I (Ti - CE,)] ‘ QBTCTvlCB} &
= [lestto) + Butti)u() I, ~ el 1, (4.39)

Finally, we show that the optimal cost is equal to zero. To prove this, substitute (4.29)-(4.31)

into (4.39) to obtain

t1 5
Jf:/ [Hei
to

Then, substitute (4.27), (4.34), and the boundary conditions (4.26), (4.37), and (4.38) to

2 ‘tl

i 7)] = [Jei(to) + Bi(t5) it Hn l€:(7)|ls, )

T=tg

obtain J! = 0. Therefore, the optimal value of the cost satisfies Problem 4.1.
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Sufficient Conditions for Optimality

In order to obtain sufficient conditions to satisfy the DAP (4.1), sufficient conditions for
optimality are generated from the second-order variation of the cost (4.39). The second-

order variation of (4.39) may be written as

de; dei(to)
t1 R B _ B
52Ji’ Z/ [ del ot 5(53 ] T | or; | dt— [ Sl (to) 007 (t) € (ty) | Li | dgu(td) |
to
89, dei(t1)

where, so that r¥, ¢F, ¢ (t}), and € (ty) maximize the cost (i.e. 62J < 0),

[ G4 SA 4 ATS + O <HQH _ v—l) C CTV-—SL S;B;— CTV-CB;
T = VO - I7S _y VOB, <0
BS; — BrC"V-'C BrCTvV-*  —BrC"V-'CB;
(4.40)
_ Iy — Si(tg) o B;(td) 0
Ti=| Br(tHM, BrHMBi(ty) 0o | =0. (4.41)
0 0 Si(t1)

By applying the Schur complement formula for semi-definite matrices

Viin Vig »
<0, Vor <0 Vip — VigVoy Vo1 <0, Voo <0 (4.42)

Vo Voo

to (4.40) and using (4.33) and (4.36), we obtain

T Si(Li — L)
T <o (4.43)
(L = L)' S; —H{VH,
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Thus, (4.43) is the matrix inequality form of the sufficient condition for optimality.

Since the bottom-right term of (4.43) is not full rank, the Schur complement formula
(4.42) cannot be used directly to simplify the inequality. However, it can still be rewritten

in a form similar to the Riccati inequality constraint (3.31) by using Theorem 4.1 below.

Theorem 4.1: The sufficient condition for optimality (4.43) for the i*® asymptotic DAP is

equivalent to

0=3; (Bi - LCBi) (4.44)
0> 7;(S: L, 1) (4.45)
where T; is as defined in (4.35). Il
Proof: See Section 4.4.1. QED

Further, by applying (4.42) twice consecutively to the sufficient conditions for optimality

(4.41) at the boundaries,

Sity) < Mo — WoBi(ty) [BY (5 )Mo Bi(ty)] ™ Bi (13 ) o (4.46)

Si(t1) > 0. (4.47)

Therefore, the sufficient conditions for optimality, and thus the solution constraints for Prob-
lem 4.1, have two components: an equality condition (4.44) and a matrix Riccati inequality
condition (4.45) with boundary conditions (4.46) and (4.47). The inequality condition is
similar to that of the general case where v > 0. Any solution satisfying these conditions
Vi € {1,...,s} places each complementary fault into its associated detection space so that

it may be blocked from the associated projected residual.
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4.2.2 Asymptotic Detection Filter Structure

In this section, the invariant subspace structure of the asymptotic GTMFDF is discussed.
The main result is that Ker S; forms an invariant subspace that contains the minimal (C, A)-
invariant subspace associated with the complementary fault fi;. Therefore, in the absence
of sensor noise and the target fault p;, if the state estimation error starts in Ker §; it
will remain there even when ji; occurs. Further, Ker S; is unobservable to the associated

projected residual of the detection filter.

First, given the sufficient conditions for optimality (4.44)-(4.47), Theorem 4.2 proves
that the minimal (C, A)-invariant subspace Wi associated with F} is contained in Ker S;.
Next, Theorem 4.3 proves that when the complementary fault occurs, in the absence of the
ith target fault and sensor noise, the i*" state estimation error will remain in Ker S;. Since

the theorem also shows CKer S; = Im CBZ, Ker S; is unobservable to (EEC, A— L*C).

Theorem 4.2: Assume that S; > 0 for the entire interval [to,¢;]. Then, given the sufficient

conditions for optimality (4.44)-(4.47), S;B; = 0. Il

Proof: See Section 4.4.2. QED

Theorem 4.3: When the complementary fault fi; occurs, the state error remains in Ker .S;

and the residual remains in CKer S; = Im CB; in the absence of sensor noise. ]

Proof: See Section 4.4.3. QED

Together, Theorems 4.2 and 4.3 imply that Ker S; forms a (C, A)-invariant subspace
that contains the complementary fault direction and is unobservable to (H;C, A — L*C).
Therefore, the asymptotic GTMFDF blocks ji; from the projected residual 7;, extending the
behavior of fault detection filters derived via spectral and geometric theories to the finite

time-varying case.
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4.2.3 Analytical Solution

Next, this section focuses on a specific analytical solution to Problem 4.1, for which we are
able to derive sufficient conditions for existence, subject to (4.2), (4.35), and the constraints

(4.44)-(4.47). Assume that there exists L = L* such that

S.L* = S,B, (B;chflcéi)_l BICTVS 4 CTHTV A, (4.48)

subject to the boundary conditions

Sity) = To — WoBi(ty) [BY (t§ Mo Bi(t)] ™ Bf (17 ) o (4.50)

Si(t1) 20 (4.51)

Vi e {1,...,s} where Il > 0. Note that L* is identical to the optimal solution for the single-
fault GTFDF (4.36) for each individual DAP. However, it must now satisfy the constraint
for multiple DAPs simultaneously. Substituting (4.48) into (4.44), we find that L* satisfies
the equality constraint of the sufficient conditions for optimality. Further, by substituting

(4.48) into (4.35), the Riccati constraint (4.49) becomes

8= Si (A= L*C) + (A — L*C)" S, + S,B; (BZCTV”C’BO?I BrS,

Wou (HQH n H}v—lﬁi> c, (4.52)

which is the Riccati constraint for the GTFDF.

Therefore, if L* exists, it is a solution to Problem 4.1. Note, however, that L* is not
unique, nor is it guaranteed to exist in general. Sufficient conditions for the existence of the

filter gain are discussed in the next section.
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4.2.4 Filter Gain Existence Conditions

In this section, the existence conditions for the finite time-varying detection filter of Sec-
tion 4.2.3 are discussed. First, an additional assumption for finite time-varying systems is
presented to simplify the asymptotic detection filter problem. Then, the central theorems
of the section are derived. It is shown that the simplest condition requires that there be no

complementary subspace. Finally, the implied problem constraints are discussed.

In order to obtain a simple solution to the time-varying detection filter problem, one

additional assumption (on top of Assumptions 3.1-3.2) is required:

Assumption 4.1: The dimensions of both Ker S; and WZ* are fixed over t = (to,t;] Vi €

{1,...,s}. &

In this case, by using (4.50) where 11 > 0, which implies
Ker S;(t) = Im B,(t3) = Wi (),

it may be assumed that

Ker S; = W (4.53)

for the entire time interval. Assumption 4.1 is used throughout the remainder of the chapter.

Theorem 4.4 below gives a sufficient condition for the existence of the asymptotic filter

gain constrained by (4.48).

Theorem 4.4: Assume that S;, Vi € {1,...,s}, is a solution to (4.52) with boundary

conditions (4.50) and (4.51). If
Im S;()Im S; =0, i £, Vi.j €{L,...,s}, (4.54)

then 3 L* subject to (4.48) Vi€ {1,...,s}. Il
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Proof: See Section 4.4.4. QED

Therefore, to ensure that the asymptotic filter gain solution exists, we must determine if and
when the problem may be converted into one such that (4.54) is satisfied. This requires a
preliminary step as the geometric structure of the detection filter must be discussed further.

Similar to state space geometry of the infinite time-invariant case (2.14), that of the

finite time-varying case is described by

R'=Wd...a W aW aC, (4.55)

where the complementary subspace C is defined such that

CeC, EeW aW = (LE (4.56)

Recall that invariant zeros are not defined for finite time-varying systems, and so they are
not included explicitly in (4.55). However, C may contain directions that satisfy the invariant
zero equation (2.12) in the finite time-varying case during a subinterval of [to, ¢1].

Denote the minimal (C, A)-invariant subspace of a new complementary fault direction
Fi as V~Vz* and that of a new nuisance fault direction F as W*. Further, define S’Z >0asa
solution to (4.52) given the boundary conditions (4.50) and (4.51) for this new set of faults.
Let the faults be chosen such that S; satisfies (4.54) V4,5 € {1,...,s}. Theorem 4.5 reveals

an important implication of (4.54) to the state space geometry.

Theorem 4.5: S; and S;, i # j, satisfy (4.54) V 4,j € {1,...,s} if and only if there is no

complementary subspace. Il

Proof: See Section 4.4.5. QED

By applying Theorem 4.5 to (4.55), the minimal (C, A)-invariant subspaces (equivalent

to the detection spaces for time-varying systems) of the target and nuisance faults span the
68



entire state space, such that
R'=W'a...60 W oW (4.57)

However, in general, the state space may contain a complementary subspace. Then, it is
necessary to augment the set of nuisance fault directions so that (4.54) holds. To this end,

choose F such that W* includes both the detection space of F as well as C , l.e.
W =W*aC. (4.58)

In this case, (4.55) and (4.57) are clearly equivalent.

In order to prevent target faults from being blocked along with the modified nuisance
fault, F must be (C, A)-output separable from the target faults over the time interval [to, t1]-
Further, W* must be (C, A)-invariant satisfying (3.4) over the time interval. Otherwise,
when W* is truncated from the detection filter state space, the invariant subspace structure
will be destroyed, leading to incorrect fault isolation.

Therefore, when the nuisance fault subspace and complementary subspace! combine to
form a single (C, A)-invariant subspace that is linearly independent from the target fault
subspaces, the asymptotic detection filter gain L* and Riccati solutions S; satisfy (4.48)
Vie{l,...,s}. Then, since S; > 0 over the time interval, these constraint equations may

be summed to generate a single constraint on the asymptotic filter gain
S B S o 5 5 1L B B
(Z SZ) L= [8B: (BIC"VICB)  BICTV 4+ CTHIV (4.59)
i=1 '

However, it is possible that (4.59) specifies L* in only a subspace of the state space since,
from Theorem 4.2, W+ C Ker Yoo, S;. Thus, the full-order detection filter cannot be

implemented in general without a numerical optimization or pole placement techniques to

'Both subspaces may be obtained by examining the range spaces and nullspaces of the Riccati solutions
S; as discussed in Section 4.3.
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define the undefined eigenstructure. In Section 4.3, a reduced-order state space and detection

filter are obtained for which a simple solution for the filter gain exist.

Remark 4.2: Up to now, the GTMFDF has been discussed in the finite time-varying case.
However, the RDDF was derived only for infinite time-invariant systems. Thus, in
order to compare the GTMFDF directly to the RDDF, it is important to discuss the
steady-state results for the GTMFDEF in the limit as v — 0. Specifically of interest
is whether the invariant zero directions of the system are included in the appropriate
detection spaces generated by the Riccati solutions and if the associated invariant zeros
become eigenvalues of the detection filter. Chung and Speyer proved in [37] that the
directions associated with unstable invariant zeros were included in the detection space
of the GTFDF generated by the Riccati solution. As it turns out, this is not the
case for directions associated with stable invariant zeros (as is shown in the example
in Section 6.2). Further, it was shown in [41] for the OSFDF that the invariant zeros
or their mirror images over the imaginary axis become eigenvalues of the single-fault
detection filter when v is small. Thus, the existence of stable invariant zeros becomes a
limiting factor in obtaining solutions for the asymptotic Riccati-based detection filters.
However, as discussed in [44], the invariant zero directions may be artificially augmented

onto the associated faults’ directions, eliminating the invariant zeros.

On the other hand, it is also shown in Section 6.2 that neither invariant zeros nor their
mirror images become eigenvalues of the multiple-fault detection filter. Examining the
derivation of the asymptotic GTMFDEF, the eigenstructure of the multiple-fault filter
is a combination of the eigenstructures of single-fault filters. It is believed that this
combination moves the eigenvalues away from the invariant zeros. However, the exact

mechanism that produces this result has yet to be determined. &
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4.3 The Reduced-Order Asymptotic Detection Filter

So that the detection filter blocks each complementary fault from its associated projected
residual while allowing the target fault to remain observable, the detection filter gain L*
must be chosen such that it satisfies (4.59). Further, for simplicity, the solution should be
determined analytically. However, when projected residuals contain a common unobservable
subspace, as is the case when there are nuisance faults, (4.48) cannot fully specify L*. In
[20], the unconstrained dimensions of the filter gain were specified via an arbitrary matrix
chosen using pole-placement techniques. However, these dimensions have no effect on the
detection filter problem other than to ensure dynamic stability. Alternatively, a reduced-
order detection filter may be obtained by truncating the common unobservable subspace from
the state space, similar to the single-fault case [37]. Since the detection filter is an observer,
removing the unobservable subspace minimally affects the behavior of detection filter with
respect to target faults (assuming that the system is modeled approximately correctly).
Further, Theorem 4.3 shows that Ker S; is contained in the unobservable subspace of the
associated projected residual. Therefore, the common nullspace of the Riccati solutions S;
is unobservable to all projected residuals and may be truncated from the state space so that

(4.59) fully specifies a reduced-order filter gain.

In this section, the reduced-order asymptotic detection filter is obtained as follows.
First, the reduced-order problem is formulated in Section 4.3.1 by truncating the minimal
(C, A)-invariant subspace associated with the nuisance fault from the state space. Then, the

reduced-order detection filter gain is obtained in Section 4.3.2.
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4.3.1 Problem Formulation

In this section, the reduced-order asymptotic detection filter problem is derived. Since S; > 0

has a nontrivial nullspace, a nonsingular transformation 75 may be chosen such that

N S; 0
Si =Ty Ty (4.60)
0 O
where S; > 0. Let Ty be constructed as
Ty = |: T071 To’g :| (461)

where T 5 is a set of linearly independent vectors such that

S1
Im Tpo = Ker | = ﬂ Ker S; (4.62)
~ i=1
S
and Ty is composed of n —dim(7} 2) vectors that are linearly independent from 7§ 5 so that

Ty is full rank. By applying (3.5) to (4.53) and using S; > 0, (4.62) may be rewritten as

Im Tpo = Ker Y Sy =W, (4.63)

i=1

Further, by using (4.62),

—T Q-1 __ ngl &1/2 51/2 .
Ty STy = S;'5; Toq To2 | =
TOT72

T2, STos 0
0 0
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Thus, Tj satisfies (4.60).

Pre-multiplying (4.48) by 7" and using Tj, 'Ty = I,

S; 0 Ly S; 0 il . AN - _
_ (BfCTV‘l(JBi> BrCTV 4 ATV,
(4.64)
where
* L){ S Ai’l -1
TyL* = CTBi=| |, cTyt=1c o .
L3 Bis
From (4.64), two equations emerge:
S.Lt = 8,8, (BZCTV*(?E)_ BrCTV 4+ CTHTV U, (4.65)
0= HV 'H,Cs. (4.66)

*

Eqn. (4.65) is the constraint equation for the reduced-order detection filter gain L, while
(4.66) shows how the transformation isolates the common unobservable subspace Im T 5.

Therefore, the reduced-order asymptotic detection filter problem is:

Problem 4.2: Find L} that satisfies (4.65) Vi € {1,...,s}. Q

In the next section, a solution to Problem 4.2 is derived.

4.3.2 Reduced-Order Detection Filter Solution

In this section, the reduced-order asymptotic detection filter is obtained. By summing (4.65)

over v =1,...,s,

SLr=S"5,B., (BZ.TCTV”CE-)_I BrOTVS 4 CTHTV AL (4.67)
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Note that (4.67) is simply the reduced order form of (4.59). By pre-multiplying (4.67) by
(>, Si)_l (which exists according to Proposition 4.6 in Section 4.4.6), the reduced-order
detection filter gain solution is obtained as

L= (Z 51-) (Z S.Bi (Bchvflcéi)_l BreTvl 4 C{ﬁfv%) . (4.68)
=1

i=1

The detection filter itself is obtained using a similar reduced-order structure. First,
a Riccati differential equation is derived for S;. By pre-multiplying (4.52) by T, ", post-

multiplying by 7, ", and using (4.66),

—8; = Si(Aua — LiCy) + (Avy — LiC)" i+ Sy (BICTVSCB,)  BLLS,
+CT (HQH n ﬁjvflﬁi) e (4.69)
0=S5; (A2 — LiCy) (4.70)
where
TV AT, = A iz
Apy Ass

Eqn. (4.69) is the Riccati differential equation for S;, while (4.70) is a constraint so that the
nuisance fault remains unobservable to all projected residuals. The boundary conditions for

(4.69) are obtained by applying the transformation to (4.50) and (4.51), resulting in

Si(t) = TOTJ&(tg)TQ1 (4.71)

Si(t1) > 0. (4.72)

Next, the reduced-order detection filter equations are derived. Pre-multiplying (3.7a) by S,
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and summing over ¢ = 1,...,s,

Z Siz = Z S;[(A—LC)i + Bu — Ly]. (4.73)
i=1 i=1
Then, by pre-multiplying by 7;", (4.73) reduces to
(4.74)

Z ngil == Z SZ [(Al,l - LlCl) 52‘1 + (ALQ — Llog) fg + Blu — Lly]
i=1 =1

where
1 B

Toi’ == 5 T()B -
T B

Finally, by substituting L; = Lj into (4.74), using (4.68) and (4.70), and pre-multiplying by

(25:1 Si)ilv
(4.75)

Zlél = A171§71 + Blu — LT (y — Clii‘l) .

Thus, (4.75) is the reduced-order asymptotic detection filter subject to (4.69) with boundary

conditions (4.71) and (4.72) where, by using Theorem 4.4, (4.68) is a solution to Problem 4.2

4.4 Proofs of Theorems and Propositions

4.4.1 Proof of Theorem 4.1

(=): First, recall that Ker H; = Ker H; = CB;. Then,

T, S; (L — L) 0

0= [ 0 BICT } -
(Ly—L)"S; —HI'V'H; | | CB;

which implies
T S; (Lr — L) 0

5

0=



since the matrix in (4.43) is nonpositive. Therefore, by using (4.48) we obtain

0=S8,(L: —L)CB; =S (BZ- - LCBZ) . (4.76)
Next, (4.43) also implies
. I S;(L:—L)V T, S; (L — L) I 0
1o I (Lt = L)"S; —HIV'H; | | V(LI=L)"S; 1
N T, S;(Ly — L) (I —H;) I 0
| (L —L) S, —HTV-'H, V(L= LS I

By substituting (4.31) and (4.76),

T, 0 I 0
0> ) .
(Lr—L)"S; —HI'V'H, V(Li—L)S; I
T, 0
= _ _ _
(I-m) (Lr-L)"S; —H'Vq,
T 0
>
0 —H'VH;

Therefore,

0>7,.

(«<=): Sufficiency is proven by performing the steps above in reverse.

4.4.2 Proof of Theorem 4.2

First, by pre-multiplying (4.50) by BT (t$) and post-multiplying by B;(t]),

0> Bj(tg)Si(ty ) Bilts ).
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Since S; > 0 by assumption, this implies

Next, the sufficient conditions (4.44) and (4.45) are rewritten in a more useful form for

this analysis. By substituting B; = AB; — BZ from Algorithm 4.1 into (4.44),
S{(A — LO)B; = S:Bi. (4.78)

Then, by substituting (4.35) and (4.44) into (4.45), the Riccati inequality constraint is

simplified to
0>8+S8,(A—LC)+ (A—LC)" S; + S;LVL"S; + C"H,Q,H,C. (4.79)

Further, it can be shown by using Algorithm 4.1 that

~

Im B; = Im | B Bf’{l 3112 3?2} :Im[Blﬁé BZB{I E}Q F;

where Im CB; = Im CB;. By using (4.18), proving the theorem is equivalent to proving
Im B; C Ker S,.

Pre-multiplying (4.79) by B and post-multiplying by B;, substituting (4.78), and using
H,CB; = 0 from (3.10),

d /- . 3 3
0> <BfSiBi> + BTS,LVLTS,B;. (4.80)

Using (4.77), let there exist a vector v such that L™ (71)S;(77)Bi(7)v # 0 where 7 > t,

and S;(t)B;(t)v = 0 V¢ < 7. In this case, (4.80) and V > 0 imply

0 >% VTBZ-T(T+)Si(T+)Bi(T+)V ;
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which implies that VTBZ-T S;B;v < 0 at some time ¢ > 7. This contradicts the assumption
that S; > 0. Therefore, BZ € Ker S; over the time interval (¢g,¢;]. Further, note that since
Bi=|BY BY|, siBh =0

Next, by pre-multiplying (4.79) by (B;B §_1>T and post-multiplying by BZB i~ substitut-

ing Bz2 = ABE{l - Blﬁé_l from Algorithm 4.1, and using Széfg =0 and Bzﬁé_l € Ker C
d Bz ~Bi*1 ~Bz‘*1 T T ~,éi71
0> [(BZ2 ) S B, } + (Bw ) SiLVLTS; Bl (4.81)

Using (4.77), let there exist a vector v such that LT(TJF)SZ'(TJr)Bf;_I(TJF)V # 0 where 7 > 1

and Si(t)Bfé_l(t)y = 0 Vt < 7. In this case, (4.81) and V' > 0 imply
d 1 (b1, +\" +\ phi—1 _+
0> v (B ) S Bl ()

which implies that v* (BEQ_I)TSZBEQ_ly < 0 at some time ¢t > 7. This contradicts the
assumption that S; > 0. Therefore, by combining Siéfé_ll/ = 0 with SZBEQ_I = 0, we
find that Bfi_l € Ker S; over the time interval (to,¢;]. Further, note that since Bfi_l =
[Bf;*l Bf;*l] - [Bﬁﬁ Bf;*l}, SiBY =0,

Next, by pre-multiplying (4.79) by (Bf Q_Q)T and post-multiplying by BZB 3_2, substitut-

ing Bfé_l = ABE§_2 — ij‘{? from Algorithm 4.1, and using SiBfé_l =0 and 355_2 € Ker C
d ~ 5. =52\ ~ 5,
0>~ [(Bﬁl ) SiBf;ﬂ + (Bf{Q) SiLVLTS;Bli . (4.82)

Using (4.77), let there exist a vector v such that LT<T+)SZ'(T+)B§§_2(T+)V # 0 where 7 > 1

and Si(t)Bfé_Q(t)v =0Vt < 7. In this case, (4.82) and V' > 0 imply

0> & [ (Baeh) seBE ),

~ A T ~ A
which implies that v" (BZB {2) SZ-Bf i?v < 0 at some time t > 7. This contradicts the
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assumption that S; > 0. Therefore, by combining Sle ;*QV = 0 with SZB;B 52 = 0, we
find that Bf =2 ¢ Ker S; over the time interval (to,t1]. By repeating this pattern for the

remaining components of B;, the claim is proven.

Remark 4.3: Given that the Riccati solution S; obtains a nullspace that includes B;, the
asymptotic detection filter’s Riccati inequality constraint (4.79) is actually identical to

the constraint in the general case (3.15) when ILE, = 0. &

4.4.3 Proof of Theorem 4.3

First, it is shown that H,CKer S; = 0. Let 2 € Ker S; over the time interval (to,t1]. Pre-

multiplying (4.79) by z”, post-multiplying by x, and using S;x = 0,
0> 2" Sz + 2" CTH;Q; H;Cx. (4.83)

Let H;(71)C(7%)z(r") # 0 where 7 > to and H;(t)C(t)z(t) # 0 ¥t < 7. In this case, (4.83)
and @); > 0 imply

0> 2"(77)S;(r)a(rT).

However, this implies that S;z # 0 at some time t > 7, which contradicts the assumption
S,z = 0. Therefore, H;Cxz = 0, which implies H;CKer S; = 0.
Next, it is shown that C'Ker S; = Im Céi. Let z € Ker S; over the time interval (g, t;].

Then, using H;Cz = 0,

~ T ~ -1 ~ T
Since [(CBZ) CBZ} <C’Bi> Cx is a column vector, C'x is a linear combination of the

column vectors of CB,-, which implies CKer S; C Im C’Ei. However, since Im Ei C Ker S;
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from Theorem 4.2, this implies CKer S; = Im C’Bi.

Finally, the claims of the theorem are proven. By taking the time derivative of e} S;e;,

substituting (3.8a) in the absence of sensor noise, and using (4.79) and Theorem 4.2,
d A

Assume that S;(tg)e;(to) = 0. If eF <SiLVLTSi + CTﬁiQiHiC) e; # 0 at time ¢t = 71 where

T > 1o, then, since V' > 0 and Q; > 0, e} (SiLVLTSi + C’T[:Il-Qiﬁi(/”) e; > 0. This implies

d T (+ + +
0> T (ei (71)S; (77 ) ey (T )) )

However, this implies that e] S;e; < 0 at some time ¢ > 7, which contradicts the assumption
S; > 0. Then, L”S;e; = 0 and H;Ce; = 0, which when combined with (4.84) and S; > 0 imply
S;e; = 0. Hence, (4.84) implies that if the state estimation error starts in Ker S; it will remain

there. Further, the residual r; in (3.8b) will remain in Im C'B; because CKer S; = Im CB;.

4.4.4 Proof of Theorem 4.4

By substituting (4.68) into (4.65), a sufficient condition for (4.68) to be a solution to Prob-
lem 4.2 is
s (Z Sz) 5 =] % 1=k (4.85)
i=1 0, j#k
V5, ke{l,...,s}. Assume that S; satisfies (4.54) Vi € {1,...,s}. First, it must be shown
that S; also satisfies (4.54) Vi € {1,...,s}. To the contrary, assume 3 v # 0 >: v € Im S

and v € Im Si. Then, 3 75,9 # 0 >:

V= Sj’}/j = gk’)/k-
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This implies

S'j'yj 0 gk:’)/k 0 Sj 0 ’)/j Sk 0 Yk B 3
= = Sj"}/j = Sk’yk:
0 O

0 0 0 0

= =
0O O 0 0

However, this contradicts (4.54), and so S; satisfies (4.54).

Then, for i = 1, there exists an invertible transformation I' and an invertible matrix Z

such that
_ 0 _ 0 _ 0
Ker S; =T R = S ) =0 = FT5'1F ) =0
Z Z Z
where Z; = diag(Zs, ..., Zs) and Z;, i = 1,...,s, is an invertible matrix with dimension

equal to dim(Im S;). Since 7, is invertible and 'S, T is symmetric,

_ L0
"5, =
0 0
This can be shown similarly for Ss, ..., S, such that
S, 0 0
[5*1 S*Sle 0 0
0 0 &S,
Therefore,
(000 00 0] (000 0 0]
-1
B 0S5 000/ [S 0 0 000 0 0
rrs;r (ZFT&-F> I"ST=10 0 000/ 0 0 000 0 0
=1
00 000 0 0 &S, 000 S, 0
(00 00 0] (000 0 0
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TS, =k (4.586)
0, J#k

By pre-multiplying (4.86) by I'"" and post-multiplying by I'™*, (4.85) is recovered.

Remark 4.4: This proof is similar to the proofs of Lemmas 4.1 and A.1 in [45]. &

4.4.5 Proof of Theorem 4.5

By applying (3.5) and substituting W* for W*, (4.53) implies

Ker S, =W @...0W oW, ©...0 W, oW =W, (4.87)

(=) Substituting S; for S; in Proposition 4.7,

CclmS,Vie{l,...,s}

However, by assumption S; and Sj, i # 7, satisfy (4.54), and so C = 0.

(<) Assume that there is no complementary subspace, i.e. C = 0. Define V =

Im S; () Im Sj,i # j. Then, choose the vector coefficients ~; and ~; such that

v =5 = S (4.88)

where v € V. Combining C = 0 with (4.55), any vector may be written as a linear combi-
nation of vectors in Wi, ..., W, and W*. Thus, v, and 7; in (4.88) may be rewritten using
vectors that span these subspaces. However, by using (4.87), SZW; = 0 and S,WZ* is full

rank. Therefore, without loss of generality, let

v=_S,BF =S,B" (4.89)



where B; and B} are vectors in W and W, respectively (see (3.2)). Then, pre-multiply

(4.89) by (BF)" and use Wy C Ker S to obtain

(Bf)" SiBf = 0. (4.90)

Since g@ > 0 is a square, symmetric matrix, (4.90) implies

S;BF=0=v=0

(2

Therefore, Im S; (\Im S; = 0.

4.4.6 Propositions

Proposition 4.6: > ;| S; is full rank.

Proof: Define v 2: Ty'v € Ker Y ;_, S; where by using (4.61) and letting v = [v] v3]"

To’lv = T071U1 + T072’U2.

By summing (4.60) over i = 1,...,s,

i S .S 0
T;" <Z Sz-) T, = 2 : (4.91)
=1

0 0

Post-multiply (4.91) by v to obtain

i .S 0
T (Z SZ-> Tyv = 2 v =0. (4.92)
: 0



Applying (4.62) to (4.92),

" (Z S,-) (Toavs + Toav2) = Y Sivy = 0. (4.93)
i=1 i=1

Recall that, from (4.62), the columns of Tp» form a basis for Ker "7 | S; and Ty is full

rank. Therefore,
TO_T (Z Sz) T071U1 = Z gﬂh =0.
i=1 i=1
Since Tp; is full column rank and its columns are linearly independent from those of

Toz2, v1 # 0 implies that (3°;_, S;) Tp1v1 # 0. Therefore, 7 | S;v; = 0 implies v; = 0,
and so Y7, S; is full rank. QED

Proposition 4.7: ()7_, Im S; = C. Il

Proof: First, it must be shown that ();_;Im S; C C, or equivalently, 'C = 0 = v €
Ui, Ker S;. From (4.56), v"C = 0 implies v € W; © W;,j € {1,...,s}. By using
Theorem 4.2 with (3.5) and (4.53), this implies v € | J;_, Ker S;.

Next, it must be shown that ();_,Im S; D C, or equivalently, v € Ker S; = "C =
0, i€ {1,...,s}. By using (4.53), v € Ker S; = v € W;. Then, (4.56) implies
v'C = 0. QED
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CHAPTER 5

The Discrete (Game Theoretic
Multiple-Fault Detection Filter

In this chapter, the Discrete Game Theoretic Multiple-Fault Detection Filter (DGTMFDF)
is derived. The DGTMFDF extends the DGTFEFDF to the multiple-fault case by modeling the
detection filter problem as a set of algebraic DAPs to be optimized via a single differential
game. However, like the continuous case, the globally optimal solution for the filter gain is
difficult to obtain and so sufficient conditions for satisfying the DAPs are derived instead.
Then, these conditions are treated as constraints on a secondary optimization to determine
the filter gain. Given the similarities between the continuous and discrete problems, this
chapter is presented as a parallel to Chapter 3. However, because time-varying results for
singular optimal control have been difficult to obtain, the DGTMFDF is currently limited

to the time-invariant case.

This chapter is organized as follows. First, the structure of the discrete detection filter of
Section 2.2.2 is approximated by a set of DAPs in Section 5.1. Then, the implied differential
game problem is simplified into a feasibility problem to find a filter gain that satisfies the
DAPs given the worst case disturbances and faults. Sufficient conditions for satisfying the
DAPs are obtained in Section 5.2 as a set of Riccati differential inequalities with nonnegative

solutions. These inequalities become constraints of a user-defined optimization function,
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which may be used to achieve desired secondary characteristics of the detection filter. Finally,

the DGTMFDF is compared directly to the DGTFDF in Section 5.3.

5.1 Differential Game Problem Formulation

In this section, the detection filter problem for a given target fault input is formulated as
a set of DAPs that can be optimized via a differential game problem. First, the discrete
detection filter problem is approximated by a set of DAPs in Section 5.1.1. Then, the DAPs
are converted into a differential game feasibility problem and the required assumptions are
discussed in Section 5.1.2. To simplify the derivation, this chapter considers only scalar

target faults, though the results apply to vector fault case as well.

5.1.1 Approximation of the Discrete Detection Filter

To approximate a multiple-fault detection filter for linear time-invariant systems, a set of
DAPs are formulated by requiring that the target faults be observable and relaxing the
requirement on strict blocking implied by the first and second objectives of the detection
filter problem. Instead, the transmissions of the disturbance parameters are bounded above
by a preset level. However, the target fault must remain observable to its projected residual.
Further, the third detection filter objective is relaxed to requiring only that the detection

filter dynamics be stable.

Define the time-invariant dynamic system with s target faults, ¢ — s nuisance faults, m

measurements, and sensor noise v(k) as

(k4 1) = ®x(k) + Bu(k) + i Fyui(k) + F(k) (5.1a)
y(k) = Cz(k) + Du(k) + v(k) (5.1b)

86



is defined from initial time step kg to final time step k1 < oco. Let the time step size be
represented by At. Recall from Section 2.2.1 that any fault in the plant, actuator, or sensor

can be modeled as an additive input to (5.1a).

For the i*® DAP, the transmissions of the disturbance parameters are separated from

the transmission of the target fault into their own state z;(k) where

z;(k + 1) = ®x(k) + Bu(k) + Fyju;(k) (5.2a)

yi(k) = Cxi(k) + Du(k) + v; (k). (5.2b)

Since blocking the transmissions of the disturbance parameters is of primary interest, z; is the
most useful state vector. The conditions so that the target fault is not blocked along with the
complementary fault are discussed later in this section. Note that each measurement y;(k)
contains its own noise v;(k) in (5.2b), even though v (k),...,vs(k) are physically identical.
However, in the next section they will be considered as independent quantities in order to
simplify the formulation of the DGTMFDF problem. Further, in the absence of the target

fault, y;(k) is identical to y(k) in (5.1). Thus, let the detection filter be modeled as

z(k + 1) = ®z(k) + Bu(k) (5.3a)
(k) = z(k) + L (yi(k) — Cz(k) — Du(k)) (5.3b)
ri(k) = yi(k) — Cz(k) — Du(k). (5.3¢)

Using (5.2), the a priori and a posteriori state estimation errors e;(k) = z;(k) — z(k) and

éi(k) £ z;(k) — 2(k), respectively, and the estimation error residual r;(k) satisfy

e(k 4 1) = ®&;(k) + Fyju; (k) (5.4a)
éi(k) = (I — LO) e;(k) — Luy(k) (5.4D)
ri(k) = Ce;(k) + vi(k). (5.4c)
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Combining (5.4a) and (5.4b), e;(k) is propagated by
ik 1) = B((I — LC) es(k) — Luy(k)] + Fifu(k). (5.5)

It is assumed that ® and I — LC in (5.5) are both invertible. This assumption is in general
true for ¢ given sufficiently small values of At. Later, L will simply be chosen such that
I — LC is also invertible. Further, by multiplying r;(k) by the residual projector H;, the
projected residual is

(k) = HyCe;(k) + Hyv (k). (5.6)
where H; is the residual projector as defined in (2.11). Further, Lemma 5.1 in Section 5.4
proves that when output separability is satisfied, WZ* can be obtained as

WiE=Wia...oW_ oW, &...a W oW (k). (5.7)

Since the projected residual contains a direct feedthrough term from the sensor noise,
the projected output error H;Ce;(k) is used instead of 7;(k) to represent the transmission of

the disturbance parameters to the output. Thus, the i*" DAP is written as [43]

Sh ek,
e+ 8t (1R, + T

<7 (5.8)

subject to the dynamic system (5.4) for any /1;(k), v;(k), and é;(ko) that satisfy

ki—1

D lak))? <

k=ko

and
k1—1

> k)P <

k=ko

v > 0 is the arbitrary disturbance attenuation bound. Q; >0, M; >0, V > 0, and P, > 0
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are arbitrary symmetric design weighting matrices. However, V is typically chosen as the
covariance of the measurement noise. Further, when the design weightings M;, V, and P,
are chosen to be larger, the projected residual becomes less sensitive to the complemen-
tary fault, sensor noise, and initial condition error, respectively, which also can be achieved

simultaneously by choosing (); to be larger.

Finally, in order to ensure that a stable detection filter exists that achieves the objectives

of the approximate fault detection filter problem, assume the following:

Assumption 5.1: (C, ®) is detectable. s
Assumption 5.2: F; is monic and (C, ®)-observable Vi € {1,...,s}. s
Assumption 5.3: Fj is (C, ®) output separable from EVice {1,...,s}. s
Assumption 5.4: (C, ®, F;) has no invariant zeros at the origin. &
Assumption 5.5: Fi,..., F, are mutually detectable or else the extra invariant zeros are

stable. Y

Assumptions 5.1 and 5.5 are necessary to formulate an asymptotically stable detection filter
for time-invariant systems that achieves the desired fault detection properties. The unstable,
unobservable subspace may be truncated from the detection filter state space at the beginning
of the problem so that this assumption can be made without loss of generality. Assumptions
5.2 and 5.3 guarantee that each target fault will remain observable in (H;C, ®(I — LC')) when
the complementary fault is placed in the unobservable subspace of the projected residual.

Finally, Assumption 5.4 ensures that the induced steady state residuals will be non-zero.
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5.1.2 Problem Formulation

By multiplying both sides of (5.8) by the denominator, subtracting the right-hand side, and

setting the left-hand side equal to J;, (5.8) is converted into the nonconvex cost function

k1—1

N 2
Ji = —letho)llE, + 3 [HﬂicemHQ iR By = 0Bl | 59)

k=ko

where IIy = vP;' and V = 47'V. The detection filter problem is modeled as a differential
game optimization by summing (5.9) over ¢, minimizing the sum with respect to the filter
gain, and maximizing the sum with respect to the disturbance parameters. Therefore, the

differential game problem is

s

min max max max Ji(L,v;i(k), f1;(k), é;(k 5.10
L vl(k)r"zvs(k)ﬂl(k)r“uﬁ's(k) él(ko),...,és(ko); ( ( ) ILL( ) < 0)) < )

subject to (5.5). Recall from their definitions that i, (k), ..., fis(k) are not independent since

they share some common elements.

Since the detection filter gain L does not appear in the game cost (5.9) and enters
linearly into the constraint (5.5), (5.10) is singular with respect to L [47]. This makes
the process of finding a globally optimal solution for L that will generate the desired fault
detection properties very complex. However, in order to satisfy the DAPs (5.8), it is only
required that (5.9) be nonpositive for any value of fi;(k), v;(k), and é;(ko) V k € {ko, ..., k1 }.
Thus, only a solution to a feasibility problem in L such that (5.9) is nonpositive is required.
To further simplify the problem statement, assume that all of the disturbance parameters
are independent. This assumption only affects the problem statement, not the equations to
eventually solve for the filter gain. Therefore, to determine a filter gain sufficient to satisfy

(5.8), the following simplified problem is solved:

90



Problem 5.1: Find L such that

maxmax max J; <0
v (k) fi(k) éi(ko)

subject to (5.5) and (5.9) foralli =1,...,s. Q

5.2 Detection Filter Problem Solution

In this section, solutions for the DGTMFDF gain L in Problem 5.1 are determined for
the general case where v > 0. First, the conditions under which (5.9) is nonpositive are
determined in Section 5.2.1. To this end, a set of discrete Riccati differential inequalities
are derived for the estimation error covariances, each of which must have a nonnegative
solution. The Riccati inequalities, which are functions of the filter gain, become constraints
for a secondary filter gain optimization problem. This new problem is solved in general and

for an example cost function in Section 5.2.2.

5.2.1 Conditions for Optimality of the Game Cost

In this section, the necessary and sufficient conditions for optimality of the game cost are
derived. By appending the estimation error dynamics to the cost function and using calculus
of variations, necessary conditions for optimality are determined with respect to the distur-
bances parameters. Then, by examining the second-order variation of each cost function
[51], sufficient conditions for optimality are derived as discrete algebraic Riccati inequality
(DARI) constraints on the estimation error covariance associated with each DAP. A valid
solution for the filter gain in Problem 5.1 is any for which the Riccati inequalities are nonpos-
itive and the estimation error covariances are nonnegative-definite, implying that the DAPs
are also satisfied. For compactness, the matrices’ and variables’ time dependence will no

longer be shown. Further, a tilde above a variable will refer to the (k + 1) time step of the
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variable. For example,

€, = 6,(1{3)

Necessary Conditions for Optimality

First, the estimation error dynamics (5.5) are appended to the cost function (5.9) using the

LaGrange multiplier 2:\?, which yields

k1—1

5=y {Hﬁicei

k=ko

2 ~ ~
Q__H:&iH'QyM;l —[[vslly -1 +2X] (@ [(I-LC) ei—LviHFiﬂi—éi)] — 1€ (ko) fr, -

The factor of 2 is included with the LaGrange multiplier to simplify the optimality conditions

later. By changing the upper and lower indices of the term Zﬁ;}i 25({@,

k1—1

5= 3 [ce

k=ko

— [l€i (ko) I, + 2XT (ko)ei(ko) — 27 (kv )ei(ky).

2 ~ N
o~ il = Il 257 (210 — L) e = Lol + Fos) - 207l

Next, assume that e;(ky) = é;(ko).! By taking the first-order variation with respect to the

disturbance parameters é;(ko), fi;, and v,

k1—1
5J; =2 Z { [40%@,&0 N NTB(] — LC)} Se; — [w}fM;l ~ N o
k=ko

. [v;v* + XZ.T@L} (m} 2N (ko) — &7 (ko) o] 86: (ko) — 2AT (k1)des (k).

'The a posteriori estimation error values are usually generated by updating the a priori error with the
measurement. However, at k = kg, the detection filter is started only after the first measurement is received.
Therefore, the initial a priori error is arbitrary and may be set equal to the initial a posteriori error.
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Therefore, the first-order necessary conditions for optimality are

1 ~
ar = —ME] )\ (5.11)
~
v = =VL'®"\, (5.12)
Ni=0T(I - LO)T (Ai - OTFIiQiHiCej> (5.13)
Xi(ky) =0, (5.15)
Vie{l,...,s}, where the asterisks denote the optimal strategies for the given variables.

The necessary conditions for optimality are rewritten using an assumed form of the
LaGrange multiplier, where

(2

Then, propagation and update equations for II; must be determined so that (5.16) is consis-

tent with the optimal solution. To simplify the ensuing analysis, define

I, =11, — C"H;Q;H,C (5.17)
d = (I - LC)

I, =&7"T;

G, = %FMFT + OLVLD".

Substituting (5.16) into (5.13),
e = & "(I — LC) "Tye;.
Applying the backward discrete dynamics
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we obtain

e =T (e —F,ul—l—beU)

Finally, by substituting the optimal strategies for fif and v} from (5.11) and (5.12), respec-

tively, and subtracting the right-hand side,
0=V,e; (5.19)

where we choose

U,(IL, L, k) = I0; — [, (1 - Giﬁz) . (5.20)

It will be shown that the primary Riccati constraint for the DGTMFEDF problem is directly
related to (5.20).

Next, it is confirmed that the optimal value of the cost is in fact equal to zero. As
a preliminary step, the cost function (5.9) is converted into one that uses the necessary

conditions more efficiently. By adding the identically zero term

k1—1
0 = [les(ko) I, () — llea > [HéiH%i — [leill
k=kg
o0 (5.9) assuming é;(ko) = e;(ko),
k1—1
~ 2 ~ 112 2
Ji = =1 (ko) [frg—r,cx) — e (k) lFrey + [HezHQ leillr, = Ay = llvilly-s
k=ko
Then, by applying (5.18),
Ji = — l1€s(ko) [Tty 11, (ko) — Il (1) 122, iy
k1—1 9
~ ~ oA Ax|12 2
3 Il = o= Bt oo~ 1By~ | G2
k=ko ‘

Now, the necessary constraints may be used to confirm the optimal value of the cost. By
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substituting (5.11) and (5.12) into (5.21), the cost function is defined entirely in terms of

the optimal estimation error e}. Collecting terms,

k1—1

(k1) +Z & \I;T -Gty (5.22)

k=ko

i = 1 (ko) I

o)1 — €7

Assuming (5.24), (5.25), and (5.30), it is easily verified that the remaining terms in (5.22)
are nonpositive. Further, by substituting (5.14)-(5.16) and (5.19) into (5.22), the maximum

value of the cost is zero.

Sufficient Conditions for Optimality

In order to obtain sufficient conditions to satisfy the DAP (5.8), sufficient conditions for
optimality are generated from the second-order variation of the cost (5.21). So that [}, v},

and € (ko) maximize the cost, the second derivative with respect to the associated variables

must be nonpositive. The second variation of (5.21) is

- 8¢;
62J; = 667 (ko) [T (ko) — o] 66, (ko) — 8¢ (k1)L (k1)de (k1) +> [55{ Sjir M} Ui | o
e o,
where
II; — T L F; —Li®L
U= | B, - <7M;1 + FTFF> ET0L
~L7"T LT oD F, (v s Lrertior)

Note that the factor of 2 in the second-order variation has been removed for brevity. Clearly,

if there exist L and II;, Vi € {1,..., s}, such that

0>, (5.23)

0 < Ty — I (ko) (5.24)



0 < IL;(ky), (5.25)

then the second-order variation is nonpositive. Since the optimal value of the cost is zero, the
game cost (5.9) is nonpositive when the above inequality constraints are satisfied, implying
that the faults are placed in approximate detection spaces so that they can be isolated by

each projected residual.

The coefficient matrix ¥; is not very useful by itself. However, by using the Schur

complement formula, (5.23) implies

YM;t + FTTGF, —FI,0L
0< o R (5.26)
—L"®"IF, V' 4+ LT OL
~ ~ ~ . ’}/Mi_l + FZTfZE —FZfZCI)L ET ~
OZHi_Fi+Fi|:.FZ' —@L] o . L.
Lo F;, V' LTOTTL,PL —L"®"
(5.27)

Eqns. (5.26) and (5.27) become constraints on L and II; that are equivalent to (5.23). The
estimation error covariance propagation function is (5.27) and the update equation is (5.17).
Further, when combined with (5.17), (5.27) is a DARI. Also, (5.27) implies that II; > 0 and

['; > 0 over the entire time interval (see Proposition 5.2 in Section 5.4).

To further simplify the propagation equation (5.27), apply the matrix inversion lemma
(Vir + ViaVag' Var) ™ = Vi = Vi Vig (Vo + Vaa Vi Vi) Va V! (5.28)
where

Vin=1

A

WQZFi[E —@L}
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v, 0
Vg ="
0o Vv
to obtain
0> 1, — (I n fiGi>_ r,. (5.29)

Note that I + I[';G; is invertible since [;G; > 0. By casting (5.27) in the form on the right-
hand side of (5.28), it is apparent that (5.26) is automatically satisfied since it involves a
sum of positive-definite and nonnegative-definite matrices. Next, by pre-multiplying (5.29)

by I + [,G; and using (5.20) from the first-order necessary conditions for optimality,

Thus, three equivalent forms of the DARI constraint for the DGTMFDF problem have been
generated in this section: a matrix inequality (5.23), a block matrix differential inequality
(5.27), and a simple matrix inequality related to the first-order necessary conditions (5.30).

Eqn. (5.30) will be the most useful for the filter gain optimization in the next section.

Therefore, Problem 5.1 requires a solution to the DARIs (5.30) with measurement up-
date (5.17), coupled by the filter gain L, with boundary conditions (5.24) and (5.25). Since
the degree of complementary fault blocking can be changed by adjusting ~, the structure of
the DGTMFDF is less constrained than the detection filters based on spectral and geometric

theories. Further, the DGTMFDF extends the DGTFDF to the multiple-fault case.

Remark 5.1: An analysis of the steady-state case of the DGTMFDF was attempted by ex-
amining the discrete Riccati equation implied by the necessary conditions for optimality

where (5.20) is set equal to zero. Defining Q; = —CTH;Q;H,C < 0, substituting into
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(5.17) and (5.20), and setting (5.20) equal to zero,

Note that in steady-state, fIZ = II,;. The current literature discusses solutions to discrete
Riccati equations of this form only when G; > 0 and Q; > 0 [48]. However, the
DGTMFDF constraints do not meet the latter condition. Thus, there are currently no

existence conditions for steady-state solutions to the current problem. &

5.2.2 Filter Gain Optimization

In this section, the filter gain L is optimized with respect to a new cost function. Since any
solutions L and II; > 0 to (5.27) and (5.24) automatically imply that (5.9) is nonpositive,
the specific cost function used at this stage is arbitrary. Therefore, let the optimal filter gain

minimize the cost function J, defined as

s ki—1

mLinj = lenZ Z tr Q; (5.31)

i=1 k=ko

where €2; € R™"™ is a symmetric function chosen by the user. For convenience, assume that
Q; is a function of II;, L, and k only. At the end of the section, suggestions on choosing €);

such that (5.31) has a non-trivial solution are discussed and an example is presented.

To determine the first-order necessary conditions for optimality of (5.31), use the La-

grange multiplier A; to append the dynamic constraint

0=0, =1, - (I + f@»)_l P, (5.32)



to J to obtain?
s ki—1

J=3 3 u{a Hz,Lk)+A[ﬁi—<1+fiGi>_lfi}}.

=1 k=ko

Changing the upper and lower indices of Zz;ki AL,

s ki1—1 L
T=Y {Ai(kl)ﬂi(kl) — A (ko) (ko) + [(TTi, L, 8) + ATl — Ay (T +13Gy) r]} .

k=ko

Taking the first-order variation with respect to L and II;,

57 =30 Al (y) — Ao T o) +Z{( LB o1
=1
2 [( [VL%T + C(i‘lGi] (1 n fyGi)f o (Jcirl) A, (1 n ra) ficp} 5L

+ |:Ai_(i)_1 <I—Gi <I‘|‘f‘iGi)71fi> Az <I+fiGi>71(i)_T+ (5 [tr 925(11_;[:’ L k) )T} 5Hi}.

Thus, by using two variants of (5.28)

(I + VigVar) ' =1 = Vip (I + Vg Vig) ™' Vg (5.33a)

(I +ViaVay) ' Vig = Vig (I + Vy Vo)™ (5.33b)

and substituting (5.32), the first-order necessary conditions for optimality of (5.31) are

S

0=3" {2 (VL*chTﬁ; — 0 (1 + f;G;)_T> AT + (5 lor €2 (1L, L ’k)]> } (5.34)

i=1 oL~
_ k1 M Yk T3 Mk vk -t 2 k—T 5[tr Q’l (Hj?L*7k)] ’
0=2 =& (14+1761) A (1+4156;) @ +< ST (5.35)
0= Ai(k1) (5.36)

2If the inequality form of the dynamic constraint (5.30) is desired, simply add a nonnegative term to ¥,
such that the sum is equal to zero and append to the cost function.
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where L* is the optimal strategy for the filter gain and II? is the Riccati variable using L*.
Note that G;, fi, and @ are all functions of L, and so they also use L* in the necessary
conditions above. Therefore, since €); is symmetric by assumption, A; is the solution of a
discrete Lyapunov differential equation (5.35) [48]. The optimal filter gain is then determined
by solving a two-point boundary value problem which includes a set of discrete Riccati
equations (5.32) and Lyapunov equations (5.35) coupled by (5.34) with initial condition

(5.24) set equal to zero and final condition (5.36).

Some choices for 2; may lead to trivial solutions for the detection filter problem. To

explore this concept, rewrite the Lyapunov equation (5.35) as

B o [tr Q (ITF, L*, k)] \*
A=A+ ( 5T (5.37)
A= (r+1i6;) @mad (1+1567) (5.38)

where A; is the a priori (propagation) solution and A; is the a posteriori (update) solution.

= 0, then the update is trivial and

The update stage (5.37) is based entirely on 3. I 51%

STt s
the solution for A; is based on the propagation alone. However, because of the terminal
constraint (5.36), the solution to (5.38) is A; = 0. Also, (5.34) is satisfied trivially in this
case, providing no information on how to choose L*. Therefore, €2; must be chosen such that

gl% =# 0. Further, it is generally unnecessary and undesirable to choose % # 0, as very

00
oL

simple solutions for L* may be obtained when = 0. In general, most enhancements to

the detection filter problem may be achieved by choosing gg? # 0.

Finally, an example cost function is minimized with respect to L. It was proven in [43]
that as v — 0, 1I; obtains a nullspace that contains Wi, signifying that the nuisance fault will
be blocked from the projected residual. Thus, the optimization should attempt to minimize
the transmission of each complementary fault by placing £ approximately in the nullspace

of I1;. Further, the target fault direction F; should remain in the range space of II; so that
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it is not blocked along with the complementary fault. Thus, choose €2; as
1 ~ N
g

where K; and N; are design weightings on the complementary fault and target fault trans-
missions, respectively. Thus, the optimization problem (5.31) attempts to choose L such
that II; has the aforementioned desired structure. When K; is large, the transmission from
F} to the projected residual 7; is smaller. When N; is large, the transmission from F; to the
residual is larger. By differentiating €2; with respect to II; and substituting into (5.37), A;

is subject to the update equation
1~ N

with propagation equation (5.38) and boundary condition (5.36). By substituting (5.32) and

(5.38) into (5.34) and using the variants of the matrix inversion lemma (5.33),

S N . . _T o
0=%" {VL*chTH;‘ - 0o (14176} } AT D
=1

A A ~ A -T . .
= [VL*TCIDTFZ-CD* - C’] o (I + r;c;*) AT

i=1

(VL (I - L*C) "I — C] AiT';

[V (I—CL) " L"T; — C] AT

(LT — (I - CL*)" V'O AiT}

(L7 (T + C"V-'C) — V'O AT

s
i=1
s
=1
s
=1
s
i=1
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Thus, the optimal filter gain is

s —1

L= | ) TiA (I + CTV'0)

i=1

ZS: TN CTV

i=1

. (5.41)

Remark 5.2: In order to numerically solve for the detection filter gain and error covariance,
it is desirable to use linear matrix inequalities. However, (5.23) is nonlinear in II; and
L. Further, it cannot be expanded into an LMI since II; and I'; are both positive or
nonnegative-definite quantities. Thus, a gradient descent algorithm is the best option

to obtain a numerical solution. &

Remark 5.3: During the derivation of the DGTMFDF constraints and optimal filter gain,
it has not been necessary to assume that the Riccati solutions are invertible. For the
example filter gain optimization cost function above, the solution exists as long as the
nullspaces of I'A; (I'f + C"V~'C') do not overlap over all DAPs. However, the single-

fault case is the exception in which I'; must be invertible to obtain the optimal solution.

O

5.3 Comparison to the Single-Fault Detection Filter

In this section, the DGTMFDF is compared to the only previous discrete Riccati-based
robust fault detection method, the (single-fault) DGTFDF [43]. It is shown that the
DGTMEFDF problem formulation generalizes that of the single-fault detection filter.

In [43], it was proven that the single-fault DAP (assumes s = 1) is satisfied when the

Riccati variable © is propagated by the update and propagation equations

$=0- (" (ﬁ@fff - vfl) C (5.422)
0= {@A‘ICDT + lﬁMﬁT] (5.42b)
Y
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where O(ty) = O and the solution for the filter gain L is
L=x'CTV (5.43)

Through some algebraic manipulation, (5.32) may be rewritten using a new a posteriori

Riccati solution A; as

A =T+ CTVIC =TI, — C7 (HQH - v—l) C (5.44a)
. 1 . A\t
1, = (cp (A7 + (LV — A;'CT) (V = CAS'CTY (VLT — CAY)] @7 + ;EMZ-FZ.T>

(5.44D)

Clearly, (5.44) is simply (5.42) with an added quadratic term. When L = A;'C"V~', this
extra term is zero and (5.44b) becomes identical to (5.42b). Thus, (5.42) and (5.43) are a
special case of the solution to (5.30).

The advantage of (5.42) and (5.43) is that © can be computed independently of L,
thereby simplifying the calculation of the filter gain. However, the DGTMFDF problem
generalizes the solution to the single-fault problem in two ways. First, by adding an ad-
ditional term to the Riccati constraint as in (5.44), the filter gain can be chosen achieve

secondary objectives. For example, let
I = A;lCval +L;

where L; € R™*™ is an arbitrary matrix. Then, (5.44b) becomes

- 1 . A\
II, = ((I) [A;l + L,V (V —CAJ O™ VLﬂ o + _FiMiFiT) ,

8
and it may be possible to choose or optimize L; to improve transmission of the target fault

(though possibly at the expense of nuisance fault blocking and/or dynamic stability). Such
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optimization of the filter gain was the subject of Section 5.2.2. Second, since the Riccati
constraint of the DGTMFDEF problem is an inequality constraint, one may determine a
range of possible (sub-optimal and optimal) solutions to the single-fault problem. This is
important, for example, in cases where the optimal solution is physically unattainable (e.g.

- due to mechanical limitations).

5.4 Lemmas and Propositions
Lemma 5.1: If F},... F,, F are (C, ®)-output separable, then

Wi=Wia..oaW oW, &...aW oW

Proof: The proof is identical to that of Lemma 3.3, replacing the continuous time-varying
state dynamics matrix A with the discrete time-invariant state transition matrix .

QED

Proposition 5.2: Assuming that I'; and II; satisfy the constraints (5.23) and (5.25),

[, >0 I>0Yke {k,... .k}

Proof: To the contrary, let there exist a vector v; such that

Hil/l = )\11/1, )\1 < 0.
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Pre-multiplying (5.17) by v{ and post-multiplying by v; yields

V{Fil/l = V{ (Hz - CTﬁlQZﬁZC) 1241

— ()\1] - CTﬁiQiﬁi(,“) 1 <0

Therefore, if II; has a negative eigenvalue, then I';, and by extension fi, has one as well.

Next, define the vector v, such that
f‘il/g = )\21/2, Ay < 0.

Pre-multiplying (5.27) by v4 and post-multiplying by vs yields

- AN Fr .
VgHZVQSI/g FZ—Fl|:PA’Z —q)L:|Szl Fz 1%)

—L"oT

ET

<y )\2[—)\3[}7} —@L}Sil ' vy <0
—L"®"
where from (5.26)
YM; '+ FTTGF, —FI,0L

—LTO'TF, Vo 4+ LTOTL,OL
Therefore, if I'; has a negative eigenvalue, then II; has one as well.

The two statements above imply that there will always exist a negative eigenvalue
associated with II; and I';. However, the terminal boundary constraint (5.25) requires
that II; reach a nonnegative value, and so a contradiction is reached. Therefore, there

can be no negative eigenvalues associated with II; and I';. QED
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CHAPTER 6

Numerical Examples

6.1 Example 1

In this section, a linear time-invariant numerical example for the F16XL aircraft [24, 41, 45]
is used to demonstrate the performance of the GTMFDF from Chapter 3. The system has
four states (longitudinal velocity x,, normal velocity x,,, pitch rate x,, and pitch angle zy),
one control input (elevon deflection angle w;), four measurements (longitudinal velocity .,
normal velocity v, pitch rate y, and pitch angle yy), one disturbance input (wind gust je,,),

and sensor noise v. The system matrices are

—0.0674 0.0430 —0.8886 —0.5587 —0.1672 0.0430
0.0205 —1.4666 16.5800 —0.0299 —1.5179 —1.4666
A = 9 B5 - ) ng = 9
0.1377 —1.6788 —0.6819 0 —9.7842 —1.6788
0 0 1 0 0 0

and C' = I. Three faults, including faults in the pitch angle sensor ¥y, elevon deflector us,

and wind gust w4, are considered. The fault directions used for the detection filter design
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are

0 0.5587
0 0.0299
F0: ) FJZB(S: ng:ng'
0 0
1.0000 0

Note that the pitch angle sensor fault enters the measurement equation (3.1b) as an additive
input F gpug with fault direction Fsp = [0 0 0 1]". However, by using the method described in
Section 2.1.1, the sensor fault is converted into an additive input to the dynamics Fy| g p0]"
with fault direction Fy = [ fy — Afy| where C'fy = Fyy. It can be verified that the three
faults are output separable, mutually detectable, and have no invariant zeros at the origin.
Further, assume that the covariance of the measurement noise is V' = 10767.

The GTMFDF is demonstrated for this problem using three different methods. In
Section 6.1.1, the detection filter problem is solved using three single-fault detection filters,
like a bank of UIOs. For simplicity, the solution is made equivalent to the GTFDF solution
(3.29) and (3.30). In Section 6.1.2, the detection filter is derived as a multiple-fault detection
filter that detects all modeled faults, like the BJDF. In Section 6.1.3, the detection filter
is derived as a multiple-fault detection filter that detects only two of the modeled faults,
blocking the third from the residual. Finally, in Section 6.1.4, target fault sensitivity is
enhanced for the UIO-type and RDDF-type detection filters. For all of the implementations

below, assume the disturbance attenuation bound is v = 107°.

Remark 6.1: The example is simulated in MATLAB. Typically, the optimal multiple-fault
filter gain may be obtained using the “fminunc” function, which computes a numeri-
cal solution to an unconstrained minimization problem (using the continuous algebraic
Riccati equation function “care” to solve for the required Riccati solutions at each it-
eration). This function also requires an initial guess for the filter gain, which may be
calculated via the suggestion in [45]. However, the “care” function returns an error

when the eigenvalues of the problem’s Hamiltonian stray too close to the imaginary
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axis. Thus, to facilitate convergence to an asymptotically stable numerical solution,
two additions to this basic algorithm are introduced using the constrained functional

minimization algorithm “fmincon”. These include:
e A constraint so that the detection filter eigenvalues remain asymptotically stable
e A constraint so that the Hamiltonian eigenvalues do not fall on the imaginary axis

From Theorem 3.1, a nonnegative-definite stabilizing solution for the Riccati equation

exists when the above constraints hold. &

6.1.1 Unknown Input Observer

In this section, three detection filters, one to detect each fault, are derived in the form of
a bank of UIOs for which s = 1. Let Fy = Fy, F» = F;s, and F3 = F,,. The weights
on the complementary faults directions F} Vi € {1,2,3} for each Riccati constraint (3.29)
are M; = 0.01 - [ where [ is the appropriately dimensioned identity matrix. Note that
Fy = |F, F3], F, =[F, F5], and F = [ F} F,]. The weights on the projected output error
for each Riccati constraint are ); = 0.0001 - I. The weight on the measurement noise is
V=1V=1I

The steady-state solutions to (3.29) are obtained for ¢ = 1,2,3, respectively. Then,
three single-fault detection filters are obtained via (3.30). Recall that the aforementioned
equations are a special case of the solution to (3.28). Each detection filter has only one
projected residual I:[iri to detect fault F;, where f[, is defined a priori by (3.10). The
detection filter is demonstrated by integrating the dynamic system (3.1) and detection filter
(3.7) simultaneously with a unit bias fault starting at ¢ = 2s in vy, us, or u,,. Note that it
is assumed that the nominal control input us = 0.

In Fig. 6.1, the frequency responses of the three detection filters are graphed with respect

to each fault direction. The blue and green lines represent the rate and magnitude of the

pitch angle sensor fault, respectively, which should be detected by the first detection filter.
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Figure 6.1: Projected residual frequency responses for UIO-type filter

The red line represents the elevon deflector fault, which should be detected by the second

filter. The cyan line represents the wind gust fault, which should be detected by the third

filter. The figure shows that the projected residual of each detection filter is sensitive only

to its associated target fault. This notion is supported by Fig. 6.2, which graphs the time

histories of the projected residuals to the unit bias faults. The figure shows that the target

fault in each case is clearly detectable, even in the presence of measurement noise.
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Figure 6.2: Projected residual time histories for UIO-type filter
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6.1.2 Beard-Jones Detection Filter

In this section, a single detection filter to detect all three faults is derived in the form of
a BJDF for which s = 3. The Riccati constraint weights are kept the same as for the
UIO-type filters above. The filter gain is obtained by numerically solving the optimization
problem (3.27) subject to the steady-state Riccati constraint (3.28). The weights on the
complementary fault transmissions for the cost function are K; = 0.01 -1, Ky = 0.01 - I,
and K3 = 0.001 - I, respectively. The weights on the target fault transmissions are N; = I,
Ny =1.5-1, and N3 = 0.1- I, respectively.

In Fig. 6.3, the frequency response of the detection filter is graphed with respect to each
projected residual and each fault direction. The figure shows that each projected residual
is sensitive only to its associated target fault. This notion is supported by Fig. 6.4, which
graphs the time histories of the projected residuals to unit step inputs in each fault. The

figure shows that the target fault in each case is clearly detectable.

6.1.3 Restricted Diagonal Detection Filter

In this section, a single detection filter to detect two of the three faults is derived in the
form of a RDDF for which s = 2. It is desired to detect the pitch angle sensor and elevon
deflector faults in the presence of a wind gust disturbance and sensor noise. Thus, F} = Fj
and F, = Fjs are the target fault directions and F= F,,4 is the nuisance fault direction. Two
residual projectors are obtained using (3.10) to isolate the two target faults. The Riccati
constraint and cost function weights remain the same as for the BJDF-type filter except that
for this case () = 0.0002 - I.

In Fig. 6.5, the frequency response of the detection filter is graphed with respect to each
projected residual and each fault direction. The figure shows that each projected residual
is sensitive only to its associated target fault. This notion is supported by Fig. 6.6, which

graphs the time histories of the projected residuals to unit step inputs in each fault. The
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Figure 6.5: Projected residual frequency responses for RDDF-type filter

figure shows that the target fault in each case is clearly detectable. Therefore, the GTMFDF

sufficiently isolates the target faults and blocks the nuisance fault.

6.1.4 Enhancement of Target Fault Sensitivity

In this section, the ability of the GTMFDF to enhance sensitivity to the target fault is

demonstrated for single-fault and multiple-fault problems.

First, the set of UIO-type filters in Section 6.1.1 is derived with new Riccati weights.
The new weights on the complementary fault directions for each Riccati constraint are M; =

0.08-1, My=10.01-1,and M3 =0.1-1. The weights on the projected output error for each
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Riccati constraint are ()1 = 0.0002 - I, ) = 0.001 - I, and Q)3 = 0.0001 - 1.

In order to enhance target fault sensitivity, the optimization problem (3.27) is applied
to the single-fault detection filter problem. The weights on the complementary fault trans-
missions for the cost function are K7 = 0.01 - I, Ky = 0.01 - I, and K3 = 0.001 - I. The
weights on the target fault transmissions are N; = 200 - I, Ny = 50 - I, and N3 = 10000 - 1.

In Fig. 6.7, the projected residual frequency responses to their associated target faults for
the three new detection filters are compared to those of the detection filters in Section 6.1.1.
The color schemes are the same as before. The solid lines represent the responses of the new
detection filters while the dashed lines represent the old. The figure shows that new weights
have increased the frequency responses of the detection filters. This notion is supported by
Fig. 6.8, which graphs a comparison of the time histories of the projected residuals to unit
bias faults for the old and new filters. The figure shows that the target fault responses are
much larger than before. In each case, the target fault is clearly detectable compared to
both the old and the new nuisance fault responses.

Next, the RDDF-type filter in Section 6.1.3 is derived with new Riccati and cost function
weights. The new weights on the complementary fault directions for each Riccati constraint
are My = 0.01 - I and My = 0.1 - I. The weights on the projected output error for each
Riccati constraint are )1 = 0.0002- I and ()2 = 0.001- /. The weights on the complementary
fault transmissions for the cost function are K; = I and Ky = I. The weights on the target
fault transmissions are Ny = 12 -1 and Ny = 100 - 1.

In Fig. 6.9, the two projected residual frequency responses to their associated target
faults for the new detection filter are compared to those of the detection filter in Section 6.1.3.
As before, the solid lines represent the responses of the new detection filter while the dashed
lines represent the old. The figure shows that new weights have increased the frequency
responses of the detection filter. This notion is supported by Fig. 6.10, which graphs a
comparison of the time histories of the projected residuals to unit bias faults for the old and

new filters. The figure shows that the target fault responses are much larger than before.
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In each case, the target fault is clearly detectable compared to both the old and the new

nuisance fault responses.

Remark 6.2: In the previous cases of the GTMFDEF, solutions were obtained using the
MATLAB function “fmincon” using the constraints mentioned at the beginning of this
section. However, attempts to increase target fault sensitivity were often met with
algorithmic failure due to the constraints being violated and “care” returning an error.
To facilitate convergence to a solution in the enhanced sensitivity case, when “care”
returned an error, the cost function was artificially forced to take on an extremely large
value. In that way, the solution would be driven away from values that cause algorithmic
failure. The weights in this section were chosen as acceptable after careful monitoring

of solution convergence during the algorithm. &

6.2 Example 2

In this section, a linear time-invariant numerical example taken from [19, 41, 45] is used to
demonstrate that the GTMFDF has behaviors similar to the RDDF and BJDF with respect

to invariant zeros. The system matrices are

0 3 4
A=|12 3], B=0, C=

010
001
0 25
Further, assume that the covariance of the measurement noise is V' = 107%] and let the
disturbance attenuation bound be v = 1075,
The GTMFEDF is demonstrated for four different sets of faults. In Section 6.2.1, the
detection filter is derived when one of the faults is associated with an stable invariant zero.

In Section 6.2.2, the detection filter is derived when one of the faults is associated with an
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unstable invariant zero. In Section 6.2.3, the detection filter is derived when the faults are
not mutually detectable and have a stable invariant zero. In Section 6.2.4, the detection
filter is derived when the faults are not mutually detectable and have an unstable invariant

zero. For each case below, the first fault direction is defined as

1
Fr=1 -05
0.5

and the second fault is modified to produce the intended invariant zero.

6.2.1 Stable Invariant Zero

In this section, the second fault direction is defined as

It can be shown that the two faults are output separable and mutually detectable. F3
is associated with an invariant zero at —3 with direction » = [1 0 0]". By using (2.13),
Ti=Ts=Im F, and T3 = 7; = Im[ F}, v]. Since T; & T3 = R**3, there is no complementary
subspace.

The detection filter to detect both faults is derived in the form of a BJDF for which
s = 2. The weights on the complementary faults directions F; Vi € {1,2} for the Riccati
constraint (3.28) are M; = 0.05. Note that M; is a scalar since FZ is a vector. The weights
on the projected output error for each target fault are ;1 = 0.001-1 and Q2 = 0.002- 7. The
weight on the measurement noise is V' = %1‘7 = [. The filter gain is obtained similarly to

the BJDF-type filter in Section 6.1.2. The weights on the complementary fault transmission
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for the cost function of (3.27) are K; = 0.1 Vi € {1,2}. The weights on the target fault
transmissions are N; = 5 and Ny = 10, respectively.

The eigenvectors of the detection filter dynamics are very close to 7; and 75. Further,
the eigenvalues are —0.6779, —5.1079, and —6.8872. Since the invariant zero direction is

approximately included in 73, none of the eigenvalues are close to the invariant zero at —3.

Remark 6.3: That the GTMFDF includes the directions associated stable invariant zeros
in its detection spaces represents a major improvement over the single-fault GTFDF. It
can be shown that the GTFDF does not include stable invariant zeros in its nuisance
fault detection space. This is confirmed by designing the single-fault detection filter
to detect F} with Riccati weights identical to those above, producing a detection filter
with eigenvalues at —3.0003, —5.4041, and —223.63. Note that there is an eigenvalue
very close to the invariant zero at —3. However, because the GTMFDF automatically
includes these directions in its detection spaces, none of the eigenvalues are close to
the invariant zero. Thus, the stability of the closed-loop system is unaffected by this

property of the open-loop system. &

6.2.2 Unstable Invariant Zero

In this section, the second fault direction is defined as

FQ_

|
—_

It can be shown that the two faults are output separable and mutually detectable. Fj
is associated with an invariant zero at 4+3 with direction v = [1 0 0]". By using (2.13),
Ti=To=Im Fand T, =T, = Im[ Fy v]. Since 71 & T, = R3*3, there is no complementary

subspace.
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The detection filter is derived as before with the same Riccati constraint and cost func-
tion weights. Once again, the eigenvectors of the detection filter dynamics are very close to
71 and 75. The eigenvalues are identical to those in the stable invariant zero case. Since the
invariant zero direction is approximately included in 73, none of the eigenvalues are close to

the invariant zero at +3 or its mirror image over the imaginary axis —3.

Remark 6.4: It can be shown that, even though the GTFDF includes unstable invariant
zeros in its nuisance fault detection space, a subset of the eigenvalues of the filter are
very close to the mirror images of these invariant zeros over the imaginary axis [41].
This is confirmed by designing the single-fault detection filter to detect F; with Ric-
cati weights identical to those above, producing a detection filter with eigenvalues at
—3.0003, —5.4041, and —223.63. Note that there is an eigenvalue very close to the
mirror image of the invariant zero at +3. The GTMFDF automatically includes these
invariant zero directions in its detection spaces as well. However, none of the eigenval-
ues are close to these invariant zeros or their mirror images. Thus, the stability of the

closed-loop system is unaffected by this property of the open-loop system. &

6.2.3 Nonmutually Detectable Faults with Stable Invariant Zero

In this section, the second fault direction is defined as

It can be shown that the two faults are output separable. However, F; and F, are not
mutually detectable, and an invariant zero at —1.5 is associated with (C, A,[ F} Fy]). By
using (213), 71 = T3 = Im Fy and T3 = 7; = Im F,. Since 7 & T3 € B33, there is a

complementary subspace.
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The detection filter is derived as before with the same Riccati constraint and cost func-
tion weights. Once again, the eigenvectors of the detection filter dynamics are very close to
T: and T5. However, in this case the eigenvalues are —1.5001, —4.4615, and —4.6708. Since
the invariant zero direction is not approximately included in 77 or 75, one of the eigenvalues

is close to the invariant zero at —1.5.

Remark 6.5: This behavior with respect to nonmutually detectable invariant zeros is iden-
tical to the behaviors of the BJDF [19] and RDDF [18]|. However, the system may be
modified as in [19] so that the faults become mutually detectable. In that case, a de-

tection filter may still be obtained with eigenvalues independent of the invariant zeros.

¢

Remark 6.6: Recall that mutual detectability is not a constraint for the single-fault prob-
lem since only one detection space is formed for the nuisance fault. Thus, invariant
zeros associated with both the target and nuisance faults do not become eigenvalues of
the detection filter. This is confirmed by designing the single-fault detection filter to
detect F} with Riccati weights identical to those above, producing a detection filter with
eigenvalues at —3.5305 + 1.78955, —3.5305 — 1.78955, and —316.27. Note that none of

the eigenvalues are near the nonmutually detectable invariant zero at —1.5. &

6.2.4 Nonmutually Detectable Faults with Unstable Invariant Zero

In this section, the second fault direction is defined as

It can be shown that the two faults are output separable. However, F; and F, are not

mutually detectable, and an invariant zero at +2 is associated with (C, A,[ Fy Fy]). By
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using (2.13), 71 = Ty =Im Fyand T, = 7; = Im F,. Since 7; & T5 C R3*3, there is a
complementary subspace.

The detection filter is derived as before with the same cost function weights. The
Riccati constraint weights are changed to M; = 0.01 and @; = 0.0001 - I. Once again, the
eigenvectors of the detection filter dynamics are very close to 7; and 7. Further, in this case
the eigenvalues are —0.2540, —3062, and —6795. In its attempt to obtain a stable detection
filter, the optimization produces very large detection filter eigenvalues. Also, while the
disturbance attenuation bounds are met for both projected residuals, the projected residuals
are also both insensitive to their associated target fault. Thus, no stable detection filter that
isolates the can be obtained when there exists an unstable nonmutually detectable invariant

Zero.

Remark 6.7: This behavior with respect to unstable nonmutually detectable invariant zeros
is identical to the behaviors of the BJDF [19] and RDDF [18]. For those filters, a solution
exists, but has an eigenvalue at the unstable invariant zero. However, the system may
be modified as in [19] so that the faults become mutually detectable. In that case, a

detection filter may still be obtained with stable eigenvalues. &

Remark 6.8: Recall that mutual detectability is not a constraint for the single-fault prob-
lem since only one detection space is formed for the nuisance fault. Thus, invariant
zeros associated with both the target and nuisance faults do not become eigenvalues of
the detection filter. This is confirmed by designing the single-fault detection filter to
detect F} with Riccati weights identical to those above, producing a detection filter with
eigenvalues at —1.1925, —4.1878, and —100.14. Note that none of the eigenvalues are
near the nonmutually detectable invariant zero at +2. Further, the projected residual

of the single-fault detection filter is sensitive to the target fault. &

126



CHAPTER 7

Conclusions

7.1 Summary of Contribution

The purpose of this dissertation is to develop advanced methodologies for the detection
of multiple, possibly simultaneously occurring faults using a single fault detection filter.
Previous Riccati-based detection filters were obtained from the application of game theory
to the disturbance attenuation problem. The approach of the current work is to extend these
detection filters to the multiple-fault case.

In this dissertation, the Game Theoretic Multiple-Fault Detection Filter was derived for
both continuous-time and discrete-time systems. The detection filters for the two system
descriptions displayed very similar modifications and advancements compared to their single-
fault counterparts. Specifically, it was shown that the detection filter problem has a range
of possible solutions for both the single-fault and multiple-fault cases. Thus, the detection
filter gain may be optimized to achieve secondary objectives, such as increased sensitivity to
the target fault. The continuous detection filter’s ability to detect multiple faults, enhance
target fault sensitivity for the single-fault problem, and reach arbitrarily stable steady-state
solutions that do not depend on the systems invariant zeros was demonstrated via examples.

For continuous systems, the multiple-fault detection filter was also derived in the limit

as the disturbance attenuation bound goes to zero. It was shown that, when the detection
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filter exists, the sufficient conditions for optimality force the desired structure of the detec-
tion filter so that the time-varying complementary faults are completely blocked from their
associated projected residuals. Thus, the Riccati-based approximate detection filter approx-
imates the detection filters derived from the spectral and geometric theories. A specific case
of the solution was examined in which the asymptotic full-order multiple-fault detection
filter satisfies the same constraints as the asymptotic full-order single-fault detection filter
for each complementary fault. Necessary and sufficient conditions for the existence of this
special case were derived. Further, an algorithm for generating a reduced-order detection

filter was obtained.

7.2 Future Work

In this section, several avenues to extend the analysis of the game-theoretic multiple-fault

detection filter are reviewed.

Alternative Solutions to the Asymptotic GTMFDF

In the current work, the existence conditions and model reduction algorithm for the asymp-
totic solution of the GTMFDF have been evaluated for a specific case. Namely, the Riccati
equations and filter gain of the evaluated solution mirror that of the single-fault detection
filter, with the difference that the filter gain must satisfy one such set of constraints for each
complementary fault. Given the current analysis, other solutions to the asymptotic detection
filter problem may exist. Thus, a secondary problem to optimize the filter gain may have

merit for the asymptotic filter.

Analysis of the Asymptotic DGTMFDF

To determine if the DGTMFDEF approximates discrete detection filters derived from the

spectral and geometric theories, an analysis of the asymptotic detection filter is required.
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For the single-fault filter, it was shown in the previous work that the Riccati equation of the
discrete asymptotic filter develops a set of invariant directions in the limit. These directions
work like an analog to the invariant subspaces of the continuous-time case: they become
constant with respect to the Riccati solution after a certain number of time steps. It was
also shown that the minimal (C, ®)-invariant subspace associated with the nuisance faults is
contained in the set of invariant directions after one time step. A similar analysis is required
for the DGTMFDEF.

In the single-fault case, it was also shown that the Riccati equations retain curvature
with respect to the nuisance fault directions, even as the disturbance attenuation bound goes
to zero. This curvature was the basis of the asymptotic detection filter analysis, meaning
that it was unnecessary to examine a singular optimal control problem as for the continuous
case. However, the remaining curvature was assumed to be full rank, an assumption that
was never completely substantiated. If the curvature is indeed not full rank, the Riccati
equation becomes singular with respect to a subset of the nuisance faults and an analysis in

the vein of singular optimal control may be required.

Extension of the DGTMFDF to Time-Varying Systems

Currently, the problem of extending the discrete game-theoretic fault detection filters to the
time-varying case has not been examined. Extension of the DGTMFDF to time-varying
systems is trivial when the disturbance attenuation bound is non-zero. However, an issue
of particular importance to asymptotic filter how we define the minimal (C(k), ®(k + 1|k))-
invariant subspace and the invariant directions for the more complex system. With answers
to these questions, a complete analysis of the time-varying version DGTMFDEF should be

accessible.
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