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Abstract

In this Commentary, we argue that in line with the dramatic increase in the collection, storage, and
curation of human genomic data for biomedical research, genomic data repositories and consortia
have adopted governance frameworks to address the dual objectives of enabling wide access while
protecting against possible harms. However, there are ongoing debates in the scientific community
about the merits and limitations of different governance frameworks in achieving these twin aims;
and indeed, best practices and points for consideration are notably absent when it comes to
devising a governance framework for genomic databases. Based on our collective experience of
devising and assessing governance frameworks, our Commentary identifies five key functions of
“good governance” (or what makes “better governance™) and three areas where trade-offs should
be considered when specifying policies within those functions. We apply these functions as a
benchmark to describe, as an example, the governance frameworks of six large-scale international
genomic projects.

Introduction

Recent years have seen a dramatic increase in the collection, storage, and curation of
human genomic data for biomedical research. To optimize the knowledge and benefits
deriving from genomic data, managers of data repositories and funding organizations have
increasingly sought to enable wide access to these resources. However, expanding access to
human genomic data also intensifies a number of well-articulated ethical, legal and social
concerns about the potential risks of these data collection efforts, such as privacy violations,
misuse of data, and unauthorized access to datal:2.

Genomic data repositories and consortia adopt governance procedures to address the dual
objectives of enabling wide access while protecting against possible harms. There are
ongoing debates in the scientific community about the merits and limitations of different
governance approaches to achieve these twin aims, such as the adequacy of broad consent
and the degree to which different stakeholders (including the public) have an opportunity

to participate in governance3. What is currently missing is a comprehensive assessment of
the ethically salient issues to be addressed. Part of the challenge is that different kinds

of repositories and consortia may require different forms of governance. The purpose of
this article, therefore, is to identify the functions that governance of genomic data should
fulfil, as the basis for the design, implementation, and evaluation of governance frameworks
for particular cases. We do not advocate for or against particular governance frameworks.
Instead, we identify five key functions of “good governance” and examine three areas where
tensions may arise between achieving competing functions and where trade-offs need to

be considered when specifying policies. We illustrate these issues with the governance
frameworks of six large-scale international genomic projects.
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Key functions of good governance

One key function of good governance is enabling data access. Making genomic data
widely available supports research efficiency and scope and is the underlying justification
for data repositories and biobanks. There are several challenges, however, to wide data
access, including (i) legal and technical barriers that may hinder the ability to share data
across jurisdictions (e.g., real or perceived regulatory constraints, lack of interoperability),
(ii) the ongoing sustainability of a data repository, including the willingness and ability

of researchers to contribute high-quality data®, (iii) lack of transparency regarding the
governance arrangements of the repository, including such issues as data access processes
and licensing, and (iv) arrangements that allow private sector collections to limit public
access to their data, even when they build upon publicly funded research. To address
these challenges, a good governance framework should provide appropriate incentives for
researchers to contribute and make data available, address logistical and jurisdictional
barriers, and adopt transparent policies and procedures for equitable data access. Across
the six genomic projects analyzed (Table 1), the majority (with the notable exception of the
Personal Genome Project) aim to make aggregate data available to vetted researchers, who
can in turn (subject to governance approvals) contact participants for access to individual
data. The ease by which researchers across different regions of the world can access these
data, however, remains subject to wide variation. Efforts by different organizations across
the globe remain ongoing to develop governance solutions to reduce legal and technical
barriers to making data available, and to develop tools to incentivize researchers to make
data more widely available>®.

A second key function of good governance is compliance with applicable national laws
and international agreements. Rules adopted by a data repository must adhere to relevant
laws governing matters such as data protection, human subjects research and genomic data
sovereignty’. However, regulations in these areas are often complex, vague on the specifics
of sharing genomic data, and vary considerably internationally. There can be multiple
domestic, international, and professional standards that may apply, and international
regulations (such as the General Data Protection Regulation (GDPR)®, a European Union
law that protects personal data) might be interpreted differently by various institutions or
countries. Given the variability in interpretation of the same regulations, and differences
across jurisdictions in law/regulation, good governance should specify what regulations
apply and ensure that the framework is compliant with them?.

A third key function of good governance is supporting appropriate data use and mitigating
potential harms. Widening access to genomic data could lead to a variety of uses

with potential for informational, financial, material, and psychosocial harms. In many
jurisdictions, safeguards exist to prevent harms, but use of genomic data could result

in unintentional harms or objectionable research (as perceived by different groups of
stakeholders) even without breaking laws10. For instance, personal genomic sequencing
data generated by direct-to-consumer companies or other businesses (to which regulations
restricting the use of healthcare data, depending on the jurisdiction, might not apply)
could be used to conduct warrantless surveillance, deny or limit access to health or

other social resources, to deny entry into a country, or to undermine the reputation of
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particular population groups!!. There may be overriding collective concerns about data

use that could be reasonably foreseen to cause harm to groups, such as stigmatizing
particular ethnic groups, even when individuals have given consent for the use of their

data in research!2. Participants may also find some uses of data to be objectionable on
moral, religious, or cultural grounds, with such uses influencing their willingness to donate
samples to biobanks or repositories!3. Notably, these concerns cannot be addressed by

laws and regulations established for protecting personal identifiable data. Therefore, a good
governance framework should specify the scope of research for which data may be used,
including any restrictions based either on the original consent or on guidelines generated for
the repository, and specify measures it will use to mitigate or prevent unintended harms and
misuses, including through transparent decision-making and oversight processes.

A fourth key function of good governance is promoting equity in access, use, and analysis
of genomic data. Potential equity barriers to exchanging genomic data occur as a result

of unequal opportunities for researchers to access, use, or analyze data as a function of
local capacity, specifically limitations in human capital, fiscal resources, and technological
sophistication4. Inequities in research capacity are most evident between resource rich and
resource poor nations, though they also arise within nations of both types. In particular,
there may be limited capacity for the interpretation of genomic data among groups who are
instrumental in providing those datal®, as well as differences in the capacity to benefit from
generating genomic data. This is evident in the fact that people of European descent still
account for 88 percent of the genomes in GWAS, which form a key source of information
for genetic reference databases?8. Finally, there is the potential for genomic data to be

used in ways that exacerbate, rather than reduce, health care disparities across or within
societies, especially if there are inequities in the underlying data collection and analysis
processesl’. For example, genomic research projects investigating the prevalence of obesity
and type 2 diabetes, which disproportionately affect minority populations in the United
States, might in fact exacerbate health disparities among a wide segment of a society if
genomic explanations are emphasized rather than integrated into broader social models of
disease and interdisciplinary research methods!®. A good governance framework should
identify measures to alleviate inequities in access, use, and analysis. Here, we note, as one
example, the effort of the Human Heredity and Health in Africa (H3Africa) Initiative (Table
1) to boost capacity building for Africa-based scientific efforts and to encourage genomic
research that benefits African populations across the continent.

A fifth key function of good governance is using genomic data for public benefit.
Genomic databases may require significant public resources and their use can affect whole
populations and societies. This implies an obligation to act for the public good. However,
what constitutes the public good is not always self-evident and what is considered “good”
for some may be detrimental or irrelevant to others. When management of health data

has been viewed as objectionable, this has led to a breakdown in relationships of trust

and loss of important data and associated research benefits!®. Preconditions for trust vary
over time and are contingent on the histories of particular communities, including their
experiences of marginalization, exploitation, and past relationships with researchers and
governments. A good governance framework should clarify how its operations enhance
public trustworthiness and the public good. These might include mechanisms for meaningful
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patient and public engagement in which publics are involved in formulating what constitutes
public benefit for uses of genomic data and how particular data may be used??, either as
one-time public deliberation processes for particularly contentious issues?t, or formation of
bodies such as committees or community advisory boards to provide ongoing public input
to, and oversight of, a repository or consortium’s management3.

Tensions and trade-offs

As is clear from the discussion above, governance frameworks must consider how different
governance functions may be in tension with one another. In such cases, governance must
consider how to balance competing values, to which degree one might be prioritized over
another in particular contexts, and who should be responsible for making and reviewing
these decisions. Here, we consider three key trade-offs.

A tension and trade-off involves data access control. The fundamental trade-off for
secondary use of genomic data relates to providing unrestricted access to data versus
introducing oversight and restrictions to ensure appropriate data uses. Open access,

which is endorsed by the Personal Genome Project (Table 1), in principle offers more
immediate availability of data to any researcher, thus promoting (more) equitable access
and more opportunities to investigate research questions, as well as opportunities to expand
participation in the research process by non-professionals, such as through citizen science.
This approach supports wide data access but provides no means to address potential
objectionable uses, ensure equitable outcomes, or protect individuals and/or communities
from informational and other harms. In contrast, controlled access offers the ability to

vet appropriate research use of the data, and to assess whether data users are qualified

and trusted to comply with data use requirements (e.g., the commitment not to re-identify
individuals). A fair number of genomic projects operate a controlled access model, as
reflected in the examples from Table 1. Intermediate approaches, such as registered access*?,
allow data access to individuals who have been vetted, affording them more immediate
availability, but like controlled access may delay access to the data. These different access
models are the subject of live debate and exploration by different organizations. As one
example of recent initiatives to address aspects of data access control, the Global Alliance
for Global Health (GA4GH) has advocated the benefits of registered access model as a
means to advance responsible and harmonized genomic data access and sharing, via its
“GAA4GH Passports and the Authorization and Authentication Infrastructure”23,

A second tension and trade-off involves data de-identification. Data are typically de-
identified by removing information such as name and other information that could easily
identify an individual. This offers substantial, but not complete, privacy protection. A second
option for de-identifying data is anonymization, which means full, irreversible destruction
of the link between identifiers and individual level data. However, given the nature of
genomic data, which includes uniquely identifying information about the participants,
genomic data cannot be considered anonymous, even when de-identified. Another option

is pseudonymization (also known as key-coding), whereby the key-code is retained but kept
separately. Pseudonymization may achieve a better balance in genomic and health-related
research whereby data can still be linked and participants can be re-contacted as needed, but
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privacy-protecting measures are also enhanced. Pseudonymized data and anonymized data
may also be treated differently in particular regulatory contexts?4.

While anonymization may have initial appeal, retaining individual identifiers may enhance
the value of the data by allowing: linkage to other data sources such as electronic medical
records; longitudinal data collection from participants; consent from participants for new,
future uses of data not envisioned in the original consent form; reports to participants about
research findings, either as a routine practice or under specific circumstances (e.g., research
identifies a medical finding that triggers a duty of care); and participants to withdraw or
access data.

We note that genomic data may be also made available in an aggregate-level form, via the
publication of summary statistics (e.g., “privacy-preserving” statistics for GWAS studies and
genome “Beacon” queries2?). In practice, there are several techniques that are implemented
in collaborative research efforts to mitigate the privacy risks associated with the sharing of
genomic data26-28, We also note that important advances in computational science mean that
new forms of data protection may become available in the future, such as running analyses
on encrypted data and running analyses in distributed formats2°.

A third tension and trade-off involves designing or navigating different models of consent.
Researchers may have compelling reasons to use data for purposes not described in the
original consent form. One option is to provide participants the opportunity to re-consent
specifically — or to opt in or out — of additional research studies. Empirical research indicates
that some participants value this opportunity30. This approach requires an interface between
the researcher and the research participant so that requests for participation can be made,
with a link between the participant and the individual-level data. Key trade-offs here are
between preservation of voluntary participation in research versus: (1) reduced availability
of data for research; (2) time and resources required for the re-consent or opt out process;
(3) potential for loss of representativeness of sample; and (4) privacy risks associated with
maintaining a system to re-contact participants. An alternative approach, and practiced by

a number of genomic research projects (as seen in Table 1), is broad consent. a consent
approach that informs the participant about broad categories of future secondary uses,
sometimes within certain boundaries (e.g., “cancer-related research”, “no commercial use”),
which is generally subject to ongoing governance oversight by a research ethics or data
access committee. In this approach, participants are not informed about the specificities

of data use; in essence, they are asked to consent to specified governance of their data

and participation3!- 32, We also note another approach for consent is consent for broad
sharing and future research use, which the US National Institutes of Health (NIH) has
issued guidance on in the context of genomic studies32. Finally, dynamic and meta-consent
models enable people to select different consent preferences using digital resources to
record individual consents. While meta-consent has set preferences for how and when to

be asked for consent, dynamic consent, dynamic consent enables a range of different kinds
of consents to be offered to individuals tailored to changing research needs over time and
enables longitudinal bi-directional communication34.
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An illustration using governance frameworks in six projects

Table 1 describes the governance frameworks of six large-scale international genomic
research projects: the Human Heredity and Health in Africa (or H3Africa) Initiative; the
All of US Research Program; the Personal Genome Project; the Taiwan Biobank initiative;
the Program for Engaging Everyone Responsibly (PEER); and the 100,000 Genomes
Project. The projects are used to illustrate governance choices, as well as their approaches
to important trade-offs and how those are reflected in their governance functions, given
contextual factors. These six projects were selected for diversity of setting and approaches,
not to necessarily exemplify best practices.

Table 1 draws on publicly available information about the projects as well the knowledge

of co-authors who have worked on some of the projects. The information presented in the
table is necessarily abbreviated and is intended primarily as an illustration of the governance
functions we have identified. The table lists the main aims of each project, the trade-offs
that are considered in the governance framework, and the degree to which each framework
can be seen to fulfil the five functions of good governance. Importantly, these examples
illustrate differences in transparency with regard to the information they provide about their
governance approach.

There are points of similarity and difference across these governance frameworks. For
instance, PEER allows for participants to provide consent or decline specific studies whereas
a PGP consent form notes, “You may dislike or be upset by some ... uses” of PGP data;

and “Neither you nor the PGP will be able to restrict or specify the type of research or

other purposes for which your cell lines will or will not be used.” The other frameworks
involve some form of centralized access to data, allowing the governance process to
determine whether the proposed use of data is acceptable; however, criteria for making

this determination are generally not specified. The H3Africa model aims to develop research
capacity on the African continent, and thus gives H3Africa’s researchers a much longer
exclusive period of data access and use (23 months) than other projects in, say, Europe or
North America. This may prioritize greater equity in collection, utilization, and benefits of
genomic data. The All of Us Research Program enacts a more open model for data access

— pushing a “registered” rather than “controlled” access mechanism. It also has made a
concerted effort to target traditionally under-representative groups to participate, promoting
equity. The 100,000 Genomes Project is noted both for its Participant Panel and independent
Ethics Advisory Committee, which illustrates a bottom-up effort for stakeholders to feed
into the decisions made by the Access Review Committee (the DAC) and help promote
publicly accepted uses of genomic data. However, as is the case in other governance
approaches, there is a lack of certainty about the capacity of an ethics advisory committee to
effectively monitor and enforce ethical norms.

Conclusion

Good governance of genomic data should address several key functions and consider the
trade-offs inherent in addressing the rights and interests of different stakeholders. Different
contexts will result in different emphases in prioritizing the issues. As a result, there is
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no single “best” governance framework, but some are certainly better than others. For
example, we note that failing to account for, and sustain, the five functions of good
governance may significantly compromise a project’s ongoing social license to operate3®.

In addition, how one governance function is addressed may influence others. For example,
if a repository has robust governance that adequately addresses all functions identified
above, then secondary use with broader consent may be more acceptable. Because of these
complexities, we argue that effective governance must be sensitive to relevant contextual
factors and may legitimately vary. Nevertheless, governance systems should be transparent
about how (or whether) they address each key function, how particular trade-offs were
made, and who had input in those decisions. Transparency should extend to how governance
committees or advisory boards are formed and what decision-making authority each holds;
yet this information is often not readily available. Indeed, we see transparency as a meta-
function of good governance which, unlike the other functions, is not something that can
legitimately vary by context or be balanced against other dimensions of good governance.
An important issue we have not addressed is what entities and what mechanisms would

be involved in oversight with respect to adherence to various principles of governance or
governance frameworks. This issue requires detailed analysis of the complex considerations
of integrating data governance frameworks within various levels of existing legislation and
policy in local contexts, and as a result, is beyond the scope of this article. Although

our focus has been on genomic data, we believe that many of the considerations are

also relevant to other forms of personal health data. Finally, we note that the private and
philanthropic sector is playing an increasingly important role in facilitating human genomic
data collection and sharing. Though our focus in this article is primarily on publicly funded
projects, our core messages apply equally to other sectors.
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