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Enabling Information-Based System

of System Operations: The Research,
Development, and Acquisition Process for
the Integrated Command Platform

Kevin POLLPETER, Eric ANDERSON, Joe McREYNOLDS,
Leigh Ann RAGLAND, and Gary Lee THOMAS

he development of the integrated command platform (ICP) not only
Trepresents a significant improvement in the Chinese military’s ability to
conduct joint operations, but also a sea change in the way that information
technology development programs are conducted. The development of
information systems, especially software development programs, is often
characterized by huge cost overruns and long delays. In the development
of the ICP, the People’s Liberation Army (PLA) set out to overcome these
challenges by instituting a system focused on identifying requirements at
the beginning of the process. This includes establishing a team of military
experts to define operational requirements, technical experts to develop
hardware and software, and test units to validate results. The Chinese military
also sought to incrementally upgrade its existing information technologies
rather than create a completely new system. This disciplined and risk-
averse approach has resulted in the development of the Chinese military’s
first command system capable of fostering true inter-service operability.

The Study of Innovation and Technology in China (SITC) is a project of the University of
California Institute on Global Conflict and Cooperation. SITC Research Briefs provide analysis and
recommendations based on the work of project participants. This material is based upon work
supported by, or in part by, the U.S. Army Research Laboratory and the U.S. Army Research Office
through the Minerva Initiative under grant #W911NF-09-1-0081. Any opinions, findings, and
conclusions or recommendations expressed in this publication are those of the author(s) and do not
necessarily reflect the views of the U.S. Army Research Laboratory and the U.S. Army Research Office.




Since 1999, the PLA has been on a
quest for true inter-service interop-
erability. However, despite gradual
doctrinal reform, intermittent orga-
nizational reform, and limited tech-
nological change, the PLA remains
largely stovepiped and riddled with
inter-service rivalry. In 2003, the
General Staff Department’s 61st
Research Institute (GSD 61st RI) em-
barked on a program to provide a
comprehensive information sharing
and processing platform that would
remedy the technical component of
the PLA’s joint operations deficien-
cies. Their six-year effort resulted in
the development of the integrated
command platform (ICP), an enter-
prise-level architecture intended to
facilitate the storage and transmis-
sion of information between units
and across services.

THE INTEGRATED
COMMAND PLATFORM

The ICP is a military computing plat-
form connecting information systems
from multiple services, combat arms,
and units to enable the transmission,
processing, and storage of informa-
tion in a shared environment. With an
ICP, military units can simultaneously
receive and process tens of thousands
of data from a variety of sources for
the purpose of supplementing and
implementing command decision-
making. With these systems, users
from multiple units can input and ac-
cess information to provide common
situational awareness across military
services, operational domains, and
levels of command hierarchy.
According to Chinese sources, the
PLA has been moving toward devel-
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Figure 1. The four stages of the ICP RDA process

RESEARCH AND
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oping information-utilization capa-
bilities analogous to those provided
by the U.S. Department of Defense’s
Global Information Grid (GIG). GIG
provides a “globally interconnected
end-to-end set of information ca-
pabilities for collecting, processing,
storing, disseminating, and managing
information on demand to warfight-
ers, policymakers, and supported per-
sonnel” with the goal of empowering
users to access information any time,
any place, and under any conditions.

ICP RDA STAGES AND EVENTS

In the Chinese defense RDA litera-
ture, the RDA process for command
automation systems or command in-
formation systems is often referred
to using the product development
term “life cycle” (4 4 & #1). Authors
describing the process agree on most
individual steps but sometimes orga-
nize steps into different stages.

We coalesced these varying ver-
sions of the RDA process into a single
framework consisting of four stag-
es—comprehensive feasibility as-
sessment (% R1L), research and
development (7 B ## ), integration,
installation, and deployment (£ A& Bk
%), and use and maintenance (& Jf
T 4 3). These stages are defined as
follows (see Figure 1):

1. Comprehensive feasibility as-
sessment is the first stage of the
RDA process for information sys-
tems and includes the completion
of the top-level design and re-
quirement formation process.

2. The research and development
stage involves project design, de-
velopment, and testing.

INTEGRATION, INSTALLATION,
AND DEPLOYMENT

3. The integration, installation,
and deployment stage involves
the final integration of system
capabilities and the initial instal-
lation and deployment of the sys-
tem to end-users for testing and
evaluation.

4. The use and maintenance stage
includes formal delivery of the fin-
ished system, as well as training
on its proper use and operation.

It should be noted, however, that
different command information
systems may follow their own dis-
tinct RDA patterns. For example, one
source states that the timeline for
complete delivery of large-scale proj-
ects is less than five years, medium-
scale projects is less than three years,
and small-scale projects is less than
one year. In addition to differences be-
tween time lengths for development,
deliverables may also differ between
systems, units, and command infor-
mation system subparts. Regardless
of how the stages are broken down,
each stage of the RDA process must
be performed under supervision of
the relevant department, which con-
ducts a rigorous review and approval
process before the system progresses
to the next stage.

Although the limited available in-
formation on the ICP program makes
a detailed narrative impossible, infor-
mation is available on the motivations
underlying the ICP’s development,
major decisions made during the RDA
process, and the overall development
approach for the project, allowing
for an informed exploration of how
the PLA developed this crucial com-
ponent of its next-generation C4ISR
(command, control, communications,

USE AND MAINTENANCE



computer, intelligence, surveillance,
and reconnaissance) architecture.
Since publicly available accounts of
the ICP program neither break out
specific activities according to the
previously discussed development
stages nor provide an exact chronol-
ogy of events, one must make sub-
jective and potentially imperfect
judgments as to how each disclosed
activity fits into the ICP program’s
overall RDA process.

INNOVATION FACTORS

Several innovation factors have con-
tributed to the successful devel-
opment of ICP by the GSD 61st RIL
Multiple sources report that individ-
ual information technology systems
used by the Chinese military are quite
capable in their own right, but were
less effective in practice due to a lack
of interoperability with other plat-
forms and equipment. The main chal-
lenge was in the integration of these
systems into a joint architecture. In
building a platform that could facili-
tate communication across units and
services, the GSD 61st RI adopted the
following practices.

1. Defining Requirements

The lack of sufficient and proper soft-
ware requirements was the main hin-
drance in developing previous com-
mand automation systems. Software
developers did not know the needs
of their clients and clients did not
fully understand the needs of joint
operations to properly communicate
them to industry. The GSD 61st RI re-
solved this challenge by integrating
technology developers with military
end-users to determine military and
technical requirements beforehand
and tasking the services and branches
with determining how the ICP is ap-
plied within their respective force
structures.

In order to ensure that the [CP met
operational requirements, the GSD
61st RI followed a model consisting
of military and technical experts and

test units in which military experts
proposed requirements, technical ex-
perts developed the technology, and
test units verified the technology. This
model had been advocated in Chinese
R&D literature, but the ICP project ap-
pears to be the first known example
of its successful use on a large-scale
project. In developing the ICP, the
GSD 61st RI created a “Requirements
Assessment Center;” brought in a
range of experts for consultation, and
utilized more than 1,000 military re-
quirements documents to fully under-
stand the needs of users and establish
technical parameters before develop-
ment began.

2. Extensive Research and
Development Partnerships
Drawing on the experience of the
“two bombs and one satellite” pro-
grams, the institute forged a mili-
tary-industry team made up of more
than 300 military units and research
organizations and defense industry
and civilian research institutes. In
total, 8,000 personnel were involved,
including communication experts,
security information specialists, and
primary combat troop programmers,
and frontline units.

This team was led by the GSD 61st
RI, which served as a type of prime
contractor for the project. The GSD
61st RI oversaw the work of a vari-
ety of military and defense industry
organizations, with military organi-
zations appearing to take the lead at
the system level. Among these, the
Nanjing Military Region appears to
have played a prominent role in de-
fining military requirements. Military
technical academic institutions also
appear to have played an important
role, with the Logistics Command
College (J=#11#6#% ¥ %) winning an
award for its involvement. Partners
from civilian industry joined military
units in ICP development, though the
full extent of their role is difficult to
gauge. The North China Institute of
Computing Technology (#4tit%H
# A B4 Br /NCI/CETC 15th RI) is

thought to have played a major role.
Other companies were also involved,
working in varying capacities with
the GSD 61st RI on initial designs,
pre-research, prototyping, technical
requirements, selection of equipment
(including servers and terminals),
and design finalization prototyping.

3. Separating Core Platform
Development from End-
User Applications
Two of the fundamental challenges
facing the ICP project were success-
fully securing the buy-in of the ser-
vices and scoping the project in a
manageable way such that it would
avoid encountering the same prob-
lems that had led to failure in prior
large-scale command information
systems engineering projects. Early
on in the ICP’s development, chief de-
signer Wang Jianxin developed a de-
sign principle designed to fulfill both
of these objectives: “Everyone Builds
the System, The System Has a Unitary
Foundation, Everyone Develops Their
Own Applications” (RAARE. £
Mg —&. M4 EE).

Under this principle, the GSD 61st
RI focused on the more manageable
task of building the ICP’s interoper-
able core functionality, with develop-
ment of specialized fit-for-purpose
software falling to the services to
pursue according to their own objec-
tives. In keeping with this, individual
services and branches had their own
targets, milestones, and tasks for
bringing their respective ICP configu-
rations to fruition, with this develop-
ment taking place under GSD 61st
RI's overall leadership and guidance.

4. Reliance on Proven Technology
and Open Systems Architecture

In order to save time, money, and re-
duce the level of technical difficulty,
the GSD 61st RI modified and built
upon existing systems using com-
mon standards and software when-
ever possible. This practice is in keep-
ing with the recommendation that
80 percent of the software used in



an R&D program already be mature
and 20 percent of the software be
developmental. Although the precise
percentage of new software in ICP is
unknown, there appears to have been
a heavy emphasis on the adaptation
and integration of legacy software
into the platform. However, when nec-
essary, the GSD 61st RI did develop
its own software, for example, when
it was determined that the network
security software initially used in the
ICP was incapable of meeting security
standards.

The project also relied on open
systems architecture. Open systems
architecture offered enhanced per-
formance by promoting open design
standards, lessening the military’s
reliance on proprietary systems and
data formats, and encouraging in-
teroperability with other open system
designs and modularity in develop-
ment.

5. Human Resources

The final innovation factor that
played a role in the success of ICP is
a commitment to hiring and retaining
high-quality personnel. When initially
faced with a stagnant work force and
searching for greater efficiency and
development output, the GSD 61st
RI leadership set out to replace older
workers with a younger workforce.
These younger workers were in turn
put through a competitive evaluation
process with potential replacements.
This process, particularly cutthroat
by Chinese government standards,
appears to have played a role in driv-
ing 61st RI personnel to uncommon
success.

ICP PERFORMANCE

Only a limited number of data points
are publicly available regarding the
initial deployment of the ICP, but
some anecdotal evidence indicates
that problems and challenges did
arise. Problems arose over the merg-
ing of existing databases with the ICP
while at the same time conforming to

database standards. Interfacing be-
tween the servers of internal databas-
es and those of the ICP were also cited
as a problem. Some command and
operational units have also voiced
complaints about the ICP during the
testing process. ICP used by logistics
units have been faulted for having a
low level of automation and a lack of
specialized software. In addition, the
ICP is said to suffer from inadequate
information collection, search, and
analysis capabilities. Other com-
plaints fault the deployment of end-
user nodes rather than the central
architecture, such as a lack of field
communication equipment and back-
up transmission lines, which limit the
ability to conduct mobile command.

Overall, however, ICP has been
called a success. The Shenyang Mili-
tary Region has reportedly achieved
results in 26 areas, including battle-
field awareness, combat operations
data, air-ground coordination, tacti-
cal airspace management and control,
and digital combat operations com-
mand.

LESSONS LEARNED FROM
THE ROLE OF GSD 61ST
RESEARCH INSTITUTE

The ICP project’s success in combin-
ing the efforts of technology develop-
ers and military end-users appears
to have been facilitated by the GSD
61st RI being a military organization.
The GSD 61st RI, a major center of
the PLA’s information technology re-
search, served the role as the primary
contractor for the ICP. As the prime
contractor, the GSD 61st RI was ulti-
mately responsible for the program’s
outcome, and as such, they played
a leadership role in overseeing the
work of other units and in ultimately
deciding the direction of the project
and the technology involved. It orga-
nized the ICP’s overall research and
development effort, and provided
troubleshooting for the system after
deployment. Historically, it has played
a large role in developing software

for the military, including the devel-
opment of software-related proce-
dures and standards, an effort which
may have expanded with the open-
ing of a dedicated Software Center
in 2012. Positioned within the GSD’s
Informatization Department (former-
ly the Communications Department),
the GSD 61st RI has been identified
as a key organization responsible for
developing operational and techni-
cal requirements for a variety of PLA
platforms and systems. In fact, the
Institute has a history of developing
command automation systems and
C3I (command, control, communica-
tions, and intelligence) systems prior
to the start date of ICP development
in 2003.

Although the leading role played
by the GSD 61st Rl in information sys-
tem development is not entirely new,
and thus may not solely signal a lack
of confidence in the electronics indus-
try, it is unclear whether China’s elec-
tronics industry could have succeed-
ed in the task. GSD 61st RI's industry
partners were resistant to building
ICP indigenously, based on their be-
lief that it could not be done without
substantial foreign technology. In ad-
dition, the deputy commander of the
Nanjing Military Region has stated
that the local electronics industry was
incapable of understanding ICP’s mil-
itary requirements, which required
researchers from the GSD 61st RI to
help guide the process. This may re-
flect broader difficulties faced by the
electronics industry in supplying
military-use software adequate for
evolving PLA needs and increasingly
complex use cases.

The prominence of the GSD 61st RI
as the prime contractor also appears
to diminish the role of the General
Armament Department (GAD) in the
development of information tech-
nologies. All accounts state that the
Central Military Commission and the
GSD were responsible for approving
the ICP through each RDA stage. In
fact, no mention is made of the GAD
in descriptions of the ICP RDA pro-



cess. One possible reason for this is
that the GSD ranks above the GAD in
the institutional hierarchy of the four
general departments, thus making it
bureaucratically impossible for a GSD
organization to seek permission from
the lower-level GAD.

As a military-run program, the
acquisition process for the ICP ap-
pears to be different from weapons
programs led by the defense indus-
try. A major characteristic of the de-
ployment of ICP is its decentralized
nature. Unlike in other development
programs, ICP was not handed off to
an industry partner at some point
for final development and manufac-
ture. Instead, military units had to
engage with their own IT teams and
industry to build a system suitable to
their needs. This would explain the
reliance on open source software in
the development of ICP, as it has bet-
ter compatibility with many different
types of application than proprietary
operating systems.

The role of the GSD 61st RI as the
prime contractor would suggest that
the ICP program is an outlier from
how the PLA normally develops tech-
nologies. Its role in developing previ-
ous command information systems
suggests that information technology
development programs, especially
those promoting the integrated infor-
mation systems, may well be the pur-
view of the GSD 61st RI in much the
same way that organizations such as
SPAWAR act as a systems integrator
for the U.S. Navy. Further research is
needed, however, to clarify this ques-
tion.

CONCLUSION

The deployment of the ICP is poten-
tially a watershed moment in the
PLA's ongoing efforts to be able to
fight and win wars under informa-
tionized conditions. Although the PLA
has developed previous command
information systems that achieved
some limited degree of jointness, the
ICP appears to be the first informa-
tion technology capable of fostering
jointness across all services at any
level of command as well as with ci-
vilian government organizations. As a
result, 12 years after the PLA first is-
sued its regulations on the building of
command automation systems, it ap-
pears to have successfully developed
the technology necessary to carry out
truly joint operations.

As a result, the ICP is not intended
as support for a single system, but
rather a distributed system-of-sys-
tems. Under this construct, the ser-
vices are supposed to act as providers
of their own weapons and equipment,
which are then integrated together
by an operational command through
command and control, early warning
and reconnaissance, communications,
logistics, and fire control networks in
a manner similar to the U.S. military’s
use of the Global Information Grid
(GIG), or what the PLA calls “informa-
tion-based system-of-systems opera-
tions” (& T 2 & A G 1k A fE &),

Information-based system of sys-
tems operations involve the interac-
tion of numerous information sys-
tems within each combatant force,
and these systems in turn form a

system greater than the sum of their
parts, with victory in warfare boiling
down to a contest between opposing
systems-of-systems. Viewed through
this lens, the quality of interlinkages
(such as ICPs) between individual
systems is just as important—per-
haps even more important—for a
military’s overall warfighting capac-
ity than the quality of the component
systems themselves. As a result, ICP
not only represents an improvement
in the approach to command informa-
tion system RDA; it also represents
the PLA’s conceptual approach to
joint operations.
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