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ABSTRACT OF THE DISSERTATION

Cross Subspace Alignment and Its Applications to Private Information Retrieval and
Coded Distributed Computation

By
Zhuqing Jia
Doctor of Philosophy in Electrical and Computer Engineering
University of California, Irvine, 2021

Chancellor’s Professor Syed Ali Jafar, Chair

Originating from the construction of the asymptotic-capacity achieving scheme for X-secure
T-private information retrieval (XSTPIR), the technique of cross-subspace alignment (CSA)
emerges as the natural solution to secure and private information retrieval, secure dis-
tributed matrix multiplication, and coded distributed batch computation. Characterized by
a Cauchy-Vandermonde structure that facilitates interference alignment along Vandermonde
terms, while the desired signals remain resolvable along the Cauchy terms, the idea of CSA
is shown to be the essential ingredient in the optimal/asymptotically optimal/state-of-art
approaches that minimize the download and/or communication cost of these independently

introduced but closely related problems.

In this dissertation we will first introduce the idea of CSA to the applications of XSTPIR,
XSTPIR with graph-based replicated storage (GXSTPIR) and XSTPIR with MDS coded
storage (MDS-XSTPIR). The CSA solution to XSTPIR exploits the Cauchy-Vandermonde
structured answer strings that align interference symbols guaranteeing T-privacy and X-
security to achieve the asymptotic capacity. The achievability scheme for GXSTPIR re-
veals a non-trivial generalization of CSA that takes the advantage of a special structure

inspired by dual Generalized Reed Solomon (GRS) codes to allow interference alignment for

xil



arbitrary storage patterns. For MDS-XSTPIR, we propose a novel scheme based on con-
fluent Cauchy-Vandermonde storage structure and a strategy of successive decoding with
interference cancellation. Next, by characterizing a connection between a form of XSTPIR
problem known as multi-message XSTPIR and the problem of secure distributed matrix
multiplication (SDMM), we characterize a series of capacity regions of SDMM, as well as
several of its variants. The idea of CSA serves as an essential component of the construction
of several achievability schemes. Given the insights from all these results, next, we con-
struct CSA/GCSA codes based on (confluent) Cauchy-Vandermonde structures for coded
distributed batch computation (CDBC) that unify, generalize and improve upon the state-
of-art codes for distributed computing such as LCC codes for multivariate polynomial eval-
uations and EP codes for matrix multiplication. Finally, we study the problem of X-secure
T-private federated submodel learning (XSTPFSL), which is a non-trivial generalization
of the XSTPIR problem where private writes are needed. The proposed ACSA-RW scheme
achieves the desired private read and write functionality with elastic dropout resilience, takes
the advantage of the synergistic gain from the joint design of private read and write for low
communication costs, and sheds light on a striking symmetry between upload and download
costs. Intuitively, private read and write functionalities, as well as their synergistic gain, rely
on secure distributed matrix multiplication so that the idea of CSA emerges as the core of

the solution.
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Chapter 1

Introduction

1.1 Background

The era of big data, machine learning, cloud computing, and massive parallelization is marked
by the rise of fundamental tradeoffs between competing concerns such as privacy, security,
robustness, and efficiency. These concerns have been extensively studied independently,
for example, the problem of (information-theoretic) private information retrieval (PIR)[102]
seeks for a solution that efficiently retrieves one out of K messages stored in a distributed
storage system with N servers such that any server can learn nothing about the identity of
the desired message. Coded distributed computing (CDC)[68, 138] as another example,
is to design distributed computation approaches that are resilient to stragglers through
coding techniques. Although a large body of literature devotes to the solutions and the
characterization of fundamental limits of these closely related problems (see the exhaustive
list of reference for PIR [102, 106, 103, 120, 117, 12, 109, 119, 111, 116, 36, 105, 54, 143, 130,
57,7, 128, 4, 127, 112, 71, 126, 22, 104, 134, 9, 97, 123, 115, 107, 81, 21, 53, 75, 52, 50| and
CDC [140, 31, 28, 141, 138, 91, 69, 68, 29, 30, 139, 48, 6, 100, 122, 77, 121, 94, 44, 96, 49,



65, 86, 72]), there is a shortage of an unified understanding of the fundamental tradeoffs and

a concentrated methodology that combines all.

The central of this dissertation is an interference alignment technique/a coding design named
cross-subspace alignment (CSA) that tries to characterize the fundamental tradeoffs between
the aforementioned concerns. Originating from the construction of the asymptotic-capacity
achieving scheme of X-secure T-private information retrieval (XSTPIR), CSA is shown to
be the essential component of the optimal /asymptotic optimal /state-of-art approaches that
minimize the download and/or communication cost of independently introduced but closely
related problems including XSTPIR, XSTPIR with graph-based replicated storage (GXST-
PIR), XSTPIR with MDS coded storage (MDS-XSTPIR), secure distributed matrix multi-
plication (SDMM), coded distributed batch computation (CDBC) and X-secure T-private
federated submodel learning (XSTPFSL). In this dissertation, we will introduce the idea
of CSA through the solutions to the aforementioned problems and finally build up a uni-
fied understanding of the fundamental tradeoffs between privacy, security, robustness, and

efficiency through the lens of CSA.

1.2 Overview of the Dissertation

We start with Chapter 2, which devotes to characterizing the asymptotic capacity of XST-
PIR. In particular, the asymptotic capacity (i.e., the capacity in the limit as the number of
messages K approaches infinity) of XSTPIR is characterized and the CSA-based solution
emerges as the asymptotic capacity-achieving scheme. The basic element of CSA, i.e., a
Cauchy-Vandermonde structure that facilitates interference alignment along Vandermonde
terms, while the desired signals remain resolvable along the Cauchy terms, is also intro-
duced. In Chapter 3, we consider the problem of GXSTPIR where instead of fully replicated

storage, i.e., every message is replicated at every server, we assume that each message is



replicated only among a subset of servers. A solution based on CSA and specialized storage
and query construction inspired by the structure of dual of GRS codes shows that the PIR
rate of (pmin —X —7')/N is achievable where N is the number of servers and each message
is replicated at least pyi, times. This is our first non-trivial generalization of CSA tech-
niques. Next in Chapter 4, we study the problem of MDS-XSTPIR where the data is stored
among the N servers according to an X-secured MDS code with the storage overhead N/K..
We present a scheme built upon a confluent Cauchy-Vandermonde storage structure and
a successive decoding and interference cancellation strategy that achieves the conjectured

asymptotic capacity.

Given the above results, in Chapter 5 we characterize a connection between a special form of
secure and private information retrieval known as multi-message XSTPIR and the problem
of SDMM which enables us to obtain a series of capacity results of the latter. In Chapter 6,
we further seek the application of the idea of CSA to coded distributed batch computation
and construct CSA/GCSA (“G” stands for “generalized”) codes that unify, generalize and
improve upon the state-of-art codes for distributed computing such as LCC codes for mul-
tivariate polynomial evaluations and EP codes for matrix multiplication. It is worth noting
that Cauchy-Vandermonde structure, as well as confluent Cauchy-Vandermonde structure,

is essential in these codes.

In Chapter 7, we study the problem of XSTPFSL, which is a non-trivial generalization of the
XSTPIR problem where private writes are needed. The proposed ACSA-RW scheme achieves
the desired private read and write functionality with elastic dropout resilience, improves sig-
nificantly upon available baselines for private-write, and reveals a striking symmetry between

upload and download costs. Finally, we conclude this dissertation.



1.3 Notation

Bold symbols are used to denote vectors and matrices, while calligraphic symbols denote sets.
By convention, let the empty product be the multiplicative identity, and the empty sum be
the additive identity. For two positive integers M, N such that M < N, [M : N] denotes the
set {M,M+1,--- N}. We use the shorthand notation [N] for [1: N]. N denotes the set of
positive integers {1,2,3,---}, and Z* denotes the set NU{0}. For sake of simplicity, let X,.,]
denote the set of random variables { X,,,, X;,,11,...,X,, }. For an index set Z = {iy,is,...,i,}, let

Xz denote the set {X;,,X;

i1 .,X;, }. For variables a,,n € [1: N] and an arbitrary function

29°°

f(-), we denote the N x 1 vector whose n'* term is f(a,), as m. Similarly, ¢g(b) denotes

the vector (g(b1),-++,g(b,))T for variables b,,n € [1: N] and a function g(-). For such N x 1

vectors f(a) and g(b), let f(a)og(b) denote their Hadamard product, i.e., the N x 1 vector

whose n'* term is f(a,) x g(b,). The notation X ~Y is used to indicate that X and Y are
identically distributed. Mutual informations between sets of random variables are similarly
defined. For tuples such as A= (ay,as,-,a,) we allow set theoretic notions of inclusion. For
example, b € A denotes the relationship b € {ay,as, - ,a,}. Similarly, b€ A\ {a;} denotes b €
{ay,az, -+ ,a,}. For a subset of integers N'C N, N(i),i € [[N|] denotes its i element, sorted
in ascending order. The notation diag(D;,Ds,---,D,,) denotes the block diagonal matrix,
i.e., the main-diagonal blocks are square matrices (Dq,Ds,---,D,,) and all off-diagonal blocks
are zero matrices. For a positive integer K, I denotes the K x K identity matrix. For two
positive integers k, K such that k < K, ek (k) denotes the k' column of the K x K identity
matrix. The notation ® is used to denote the Kronecker product of two matrices, i.e., for two
matrices A and B, where (A), ;= a,s and (B)yw = byw, (A®B)pr—1)1v,q(s—1)+w = Ursbow- Iy

denotes the N x N identity matrix. T(X;,Xs,---,Xy) denotes the N x N lower triangular



Toeplitz matrix, i.e.,

- _
Xy X
T(X1, Xo,, X ) = )?3 X2 . (1.1)
X X,
Xy - o X3 Xo X

The notation 6(a10g26) suppresses’ polylog terms. It may be replaced with O(alog®b) if
the field supports the Fast Fourier Transform (FFT), and with O(alog®bloglog(b)) if it does

not2.

!There is another standard definition of the notation O which fully suppresses polylog terms, i.e,
O(apolylog(d)) is represented by O(a), regardless of the exact form of polylog(b). The definition used
in this chapter emphasizes the dominant factor in the polylog term.

2If the FFT is not supported by the field, Schonhage-Strassen algorithm[92] can be used for fast algorithms

that require convolutions, with an extra factor of loglogb in the complexity.



Chapter 2

X-Secure T-Private Information

Retrieval

X-secure and T-private information retrieval (XSTPIR) is a form of private information
retrieval where data security is guaranteed against collusion among up to X servers and
the user’s privacy is guaranteed against collusion among up to T servers. The capacity
of XSTPIR is characterized for arbitrary number of servers N, and arbitrary security and
privacy thresholds X and T, in the limit as the number of messages K — co. Capacity is also
characterized for any number of messages if either N =3, X =T =1orif N < X +7T'. Insights
are drawn from these results, about aligning versus decoding noise, dependence of PIR rate
on field size, and robustness to symmetric security constraints. In particular, the idea of
cross subspace alignment, i.e., introducing a subspace dependence between Reed-Solomon
code parameters, emerges as the optimal way to align undesired terms while keeping desired

terms resolvable.



2.1 Introduction

Motivated by the importance of security and privacy in the era of big data and distributed
storage, in this chapter we explore the information theoretic capacity of private information
retrieval (PIR) in a secure distributed storage system. Specifically, our focus in this chapter
is on the X-secure and T-private information retrieval problem (XSTPIR). A PIR scheme
is said to be T-private if it allows a user to retrieve a desired message from a database
of K messages stored at N distributed servers, without revealing any information about
the identity of the desired message to any group of up to T' colluding servers. Similarly, a
distributed storage scheme is said to be X-secure! if it guarantees that any group of up to
X colluding servers learn nothing about the stored data. The T" and X parameters may be
chosen arbitrarily depending on the relative importance of security and privacy for any given

application.

The rate of a PIR scheme is the ratio of the number of bits retrieved by the user to the total
number of bits downloaded from all servers. The supremum of achievable rates is called the

capacity of PIR. The capacity of the basic PIR setting was found in [102] to be
Cpir(N,K)=(1+1/N+1/N? ... +1/NE-1)~1, (2.1)
The result was generalized subsequently in [106] to the T-PIR setting, as

(14 T/N+T2/N? 4.+ TENE-D T T < N

Crpi(N,K,T) = (2.2)

1/K, T>N.

Further generalizations of T-privacy, e.g., when privacy is required only against certain

specified collusion patterns [110, 56] have also been explored. In particular, capacity is

'In other words, everything that is stored at any X servers must be independent of the K messages.
Besides X-security, no other constraints are imposed on the storage. The storage and the PIR scheme are
jointly optimized to maximize the capacity of XSTPIR.



known for disjoint colluding sets [56].

The rapidly growing body of literature in this area has produced capacity results for PIR
under a rich variety of constraints [102, 106, 103, 120, 117, 12, 109, 119, 111, 116, 36, 105,
54,143, 130, 57, 7, 128, 4, 127, 112, 71, 126, 22, 104, 134, 9, 97, 123, 115, 107, 81, 21, 53, 75,
52, 50|. However, the capacity for the natural setting of secure storage remains unknown,
and relatively unexplored. While a number of efforts are motivated by security concerns,
such efforts have focused largely on other models, e.g., wiretap models where data security
is desired against eavesdroppers listening to the communication between the user and the
servers [14, 120], Byzantine models where the servers may respond incorrectly by introducing
erasures or errors in their response to the user’s queries (8, 142, 109, 119, 135], and so called
symmetric security models [103, 116, 118| that allow the user to learn nothing about the
data besides his desired message. An exception in this regard is the recent work in [130]
where PIR with distributed storage is explored and the asymptotic (large K) capacity for

the X =T =1 setting is bounded as

1\? 1
(]_ - \/_N> S %P@CXSTPIR(N,K?X = ]_,T: 1) S <]_— N) . (23)

As the main result of this chapter, we close this gap and characterize the asymptotic capacity

of XSTPIR for all N, X, T as follows.

- (X)) N> X+ T
Koo 0, N<X+T.

The asymptotic capacity characterization leads us to supplementary results which include
a general upper bound on the capacity of XSTPIR, the exact capacity characterization for

any number of messages K if N <X +7T, and the exact capacity characterization for any

K if X=T=1,N=3. The results also lead us to interesting observations about aligning



versus decoding noise, dependence of PIR rate on field size, robustness to symmetric security
constraints, and a particularly useful idea called cross subspace alignment. When privately
retrieving multiple symbols from a desired message in a secure distributed storage system, the
structure (say, 1,3,%,--, for one symbol and 1,7,72,--- for another, as in Reed-Solomon (RS)
codes) of storage and queries for each symbol determines the number of dimensions occupied
by interference and the resolvability of desired symbols. Choosing identical RS codes (8 =)
for each symbol of the same message would cause desired signals to align among themselves,
while making the RS codes insufficiently dependent would cause interference to occupy too
many dimensions. Cross subspace alignment is achieved by drawing the code parameters
as linear combinations from the same subspace (say, §=1—«,y=2—«), which turns out
to be the optimal way to align interference while keeping desired symbols resolvable. For a
summary of results and a better explanation of the main observations we refer the reader

directly to Section 2.3.

2.2 Problem Statement: XSTPIR

Consider data that is stored at NV distributed servers. The data consists of K independent
messages, Wi, Ws,---,Wx, and each message is represented? by L random symbols from the

finite field F,.

HWy)=H(Ws)=--=H(Wg)=L, (2.5)

H(Wy,Wa,.. . Wg)=KL, (2.6)

2 As usual for an information theoretic formulation, the actual size of each message is allowed to approach
infinity. The parameters L and ¢ partition the data into blocks and may be chosen freely by the coding
scheme to match the code dimensions. Since the coding scheme for a block can be repeated for each successive
block of data with no impact on rate, it suffices to consider one block of data subject to optimization over
L and gq.



in g-ary units. There are N servers. The information stored at the n'” server is denoted
by S,,n € [N]. An X-secure scheme, 0 < X < N, guarantees that any X (or fewer) colluding

servers learn nothing about the data.
[ X-Security] I(Sx;Wh,...,Wk) =0, VX C[N],|X|=X. (2.7)

Besides X-security, we place no other constraint® on the amount of storage or the storage code
used at each server, all of which is jointly optimized to maximize the capacity of XSTPIR.
To ensure information retrieval is possible, note that the set of messages W7,---,Wx must

be a function of Sjyj.

The user generates a desired message index 6 privately and uniformly from [K]. In order to
retrieve Wy privately, the user generates N queries, Q[le], [29],..., E?,}. The query QLG] is sent
to the n'* server. The user has no prior knowledge of the information stored at the servers,

ie.,
I(Sv;Q[3,8) =0. (2.9)

T-privacy, 1 <T < N, guarantees that any T" (or fewer) colluding servers learn nothing about

6.

[T-Privacy] 1(QY 57:6)=0, VT C[N],|T|=T. (2.10)

3The amount of storage at each server is not constrained a priori, however, it is remarkable that none
of the XSTPIR schemes in this chapter end up storing more than KL symbols at each server. Thus the
amount of storage used is not worse than a data replication scheme in the absence of security constraints.
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Upon receiving the query QE ], the n'" server generates an answering string A[r? ], as a function

of the query QL? !and its stored information Sh-
H(AMQ,S,) = (2.11)
From all the answers the user must be able to recover the desired message W),
[Correctness| H(W, ]A[O] Q 0) = (2.12)

The rate of an XSTPIR scheme characterizes how many bits of desired message are retrieved
per downloaded bit, (equivalently, how many g-ary symbols of desired message are retrieved

per downloaded g-ary symbol),

R= (2.13)

L
D?
where D is the expected value (with respect to the random queries) of the number of ¢-

ary symbols downloaded by the user from all servers. The capacity of XSTPIR, denoted

Cysrpir (N, K, X,T), is the supremum of achievable rates.

Finally, note that setting X =0 and T'=1 reduces the XSTPIR problem to the basic PIR
setting where data storage is not secure and the user’s privacy is only guaranteed if no
collusion takes place among servers. Setting X =0 for arbitrary 7', reduces XSTPIR to the
T-PIR problem. Setting T'=0 for arbitrary X reduces XSTPIR to an X-secure storage

scheme with no privacy constraint.

2.3 Capacity of XSTPIR: Results and Observations

The results of this chapter are presented in this section, followed by some observations.

11



2.3.1 Results

Our first result, presented in the following theorem, is an upper bound on the capacity of

XSTPIR.

THEOREM 2.1.

Crrn(N K XT) < (Y57 ) Connl N = X K.T). (21

The proof of Theorem 2.1 appears in Section 2.4. The intuition behind Theorem 2.1 may be
understood through a thought experiment as follows. Without loss of generality, suppose the
expected number of bits downloaded from each server is the same. Now, relax the constraints
so that Spxj, i.e., the stored information at the first X servers is made available globally (to
all servers and to the user) for free, the messages Wi, Wy, -, Wx are made available to
all servers, and the data-security constraint is eliminated. None of this can hurt capacity
because any XSTPIR scheme from before can still be used with the relaxed constraints. So
any upper bound on capacity of this relaxed setting is still an upper bound on the capacity
of the original XSTPIR setting. The relaxed setting is analogous to the T-PIR problem with
K messages and N — X servers, for which we already know the optimal download per server
from the existing capacity results for T-PIR. Thus, the statement of Theorem 2.1 follows.
However, formalizing this intuition into a proof is not trivial because of the correlated side-
information generated at the user and servers in the process of relaxing the constraints.

Indeed, the formal proof presented in Section 2.4 takes a less direct approach.

It turns out the bound in Theorem 2.1 is quite powerful. In fact, we suspect that this bound
might be tight in general. An immediate observation is that if we set X =0, i.e., remove
the data storage security constraint, then the bound is tight because it gives us the capacity

of T-PIR. Similarly, if we set T'=0, i.e., the privacy constraint is removed, then the bound

12



is also tight, and the capacity in the absence of privacy constraints is easily seen to be
Cxsrrin(N,K, X, T=0)=1— %, which is achievable by a simple secret-sharing scheme. We
further prove the tightness of this bound for the cases identified in our next set of results.

The first setting identifies a somewhat degenerate extreme where it is optimal to download

everything.

THEOREM 2.2. If N < X +T, then* for arbitrary K,

N-X
CXSTPIR(N7K7X7T) = (T) CTPIR(N_X7K?T) (2-15)
=X (2.16)
-~ NK '

The proof of Theorem 2.2 is presented in Section 2.5. Since the upper bound is already pro-
vided by Theorem 2.1, only a proof of achievability is needed. Furthermore, since retrieving
the desired message in this setting amounts to downloading everything stored at all servers
regardless of which message is desired, the only thing required for the achievable scheme is
a secure storage scheme, which is readily achieved by including X uniformly random noise

symbols for every N — X symbols of each message.

Next, the main result of this chapter is the asymptotic capacity characterization presented

in the following theorem.

THEOREM 2.3. As the number of messages K — oo, for arbitrary N, X, T,
. . N-X
I%lm CXSTPIH(N7K7X7T> — hIl'l <T> CTP]R(N_X,K7T) (2.17)
—00

K—o0

_ (2.18)

The proof of Theorem 2.3 appears in Section 2.6. Theorem 2.3 is significant for two reasons.

4Note that N > X by definition.

13



First, asymptotic capacity results are particularly relevant for PIR problems because the
capacity approaches its asymptotic value extremely quickly — the gap is negligible even for
moderate values of K, and K is typically a large value. Second, the asymptotic capacity

result showcases a new idea, cross subspace alignment, that is interesting by itself.

Insights from the asymptotically optimal scheme allow us to settle the exact capacity of

XSTPIR with X =T'=1, N =3 and arbitrary K.

THEOREM 2.4. If the number of servers, N =3, and X =T =1, then for arbitrary number

of messages, K,

CXSTPIR(N:37K7X: 17T— 1 ( ) TPIR(N_X7K7T) (2-19>
2 11 1\
—— R . 2.2
3( 2+22+ +2K—1) ( 0)

Theorem 2.4 is proved in Section 2.7. The capacity achieving scheme introduces a new
insight. For almost all PIR settings studied so far, asymptotic capacity achieving schemes
have been found that send a uniformly random query vector to each server and download a
product of the query vector and information stored at the server. Suppose the query vector
is uniform over F)’. Then with probability 1/¢" the query vector is all zero, and the scheme
requests nothing from the server. Typically M depends on the number of messages K. As
K approaches infinity the probability of requesting nothing approaches zero, so this does
not help in the asymptotic sense. However, if the same scheme is used for finite K, then
M is also finite, 1/¢™ >0, and the average download is reduced by the factor (1—1/¢™),
which improves the achieved rate of the scheme. It is remarkable that the rate achieved in
this way depends on the field size. This idea is essential to the capacity achieving scheme

for Theorem 2.4.

Next we present some observations that place our results in perspective.
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2.3.2 Observations

Alignment of Noise and Interference

— Asymptotic (K — oc0) capacity of XSTPIR
0.2 — Upperbound for RpDS-PIR 2
— Upperbound for RMDS-PIR,

3 20 40 60 80 100
Number of Servers, N —»

Figure 2.1: Suboptimality of the rate achieved by the X =1 secure MDS-PIR alternative
that allows the user to decode noise relative to the rate achieved with the asymptotically
optimal XSTPIR scheme where the noise is aligned with other interference.

Consider the simplest non-trivial setting for XSTPIR, where X =1,7 =1, and the number of
servers, N > 3. A natural idea for providing X =1 secure storage is to include 1 independent
uniformly random noise symbol along with the L symbols of each message, creating a new
message with M = L+1 symbols. This new message is stored across /N servers according to
an (N,M) MDS code, essentially storing a linear combination of the M message symbols
at each server, where the coefficients for the noise symbol at each server must be non-zero.
Capacity is known for PIR with coded storage (MDS-PIR [11]), and one might wonder if
such an MDS-PIR scheme might suffice to achieve capacity with secure storage. It is not

difficult to see that the best rate achievable with such an MDS-PIR scheme is

Ryps b = - (1+ (%) +oe <%>K_l> : (2.21)
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The % penalty appears because one of the M symbols of the decoded message is the noise
symbol. As K — oo, the rate approaches Ryips pir.co = % (1 — (%)) This expression takes

its maximum value when M =+/N, so it can be bounded as,

VN -1 VN 1\’
Ryvps-pir,co < i (1— <T>) = (1_\/_N) . (2.22)

Note that this expression matches the achievable rate bound of [130]|. However, it is strictly

smaller than, 1—2/N, the asymptotic capacity of XSTPIR for this setting. Evidently, the
natural MDS-PIR solution, and the secret sharing based scheme of [130], are asymptotically
suboptimal. In fact, the MDS-PIR solution falls short of the asymptotic (K — 0o) capacity
of XSTPIR, even if the MDS-PIR scheme is only required to deal with K =2 messages.

Denoting the corresponding rate of the MDS-PIR scheme as Ryps.pir,2, we have,

VN+1 <1+<\/N—+1+1>>1§1_;

Ryps- <— —. 2.23
MDS-PIR,2 < NAESES| N (2.23)

Figure 2.1 shows that the gap between the X =1 secure MDS-PIR alternative and the
XSTPIR scheme is significant. Intuitively, the reason for this gap is the following. The
secure MDS-PIR alternative allows the user to decode the artificial noise symbol which is
added to the message to guarantee security. However, in the XSTPIR scheme, the user is
able to decode only the desired message, and not the noise protecting it. In fact this noise
is aligned with other interfering symbols, e.g., the noise terms protecting other message
symbols, thus creating a more efficient solution. Incidentally, the alignment of noise provides
another unexpected benefit, in some cases it automatically makes the scheme symmetrically

secure, as explained next.
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Symmetric Security: Capacity of Sym-XSPIR

Let us fix T'=1, thereby relaxing the T-privacy constraint to its minimum value for PIR.
Now, suppose in addition to X-secure storage, we also include the so called ‘symmetric’
security constraint, that the user should learn nothing about the data besides his desired

message, 1.e.,
[Sym-Security]| I(W, A[e] ]Q Wy,0) =0. (2.24)

Capacity of the basic (X =0,7=1,K > 1) Sym-PIR setting was shown in [103] to be

1
Copmrn(K.N)=1= . (2.25)

Note that there is a loss of capacity due to the additional symmetric security constraint.
Furthermore, the capacity without the symmetric security constraint depends on the number

of messages K while the capacity with the symmetric security constraint does not.

XSTPIR with the symmetric security constraint and with 7'=1, in short the Sym-XSPIR
setting (note that we drop the T because T'=1 is the degenerate case for T-privacy), reveals
a surprising aspect of our XSTPIR schemes, that imposing the symmetric security con-
straint does not affect® our capacity results for 7= 1. This is made explicit in the following

corollaries for Sym-XSPIR, that match the corresponding theorems for XSTPIR.

COROLLARY 2.1.

N-X
CSym-XSPIR(N7K7X) S (T) OPIR(N_X7K)' (2'26)

5For T > 1 our XSTPIR schemes are not symmetrically secure.
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COROLLARY 2.2. If N=X +1, then® for arbitrary K,

N-X

CSym-XSPIR(N7K7X) = (T) CPIR<N_X7K) (2-27)
1
= —. 2.28
NE (2.28)
COROLLARY 2.3. As the number of messages K — oo, for arbitrary N, X,
N-X
].lm Osym XSPIR(N K X) —_— llm (—) OPIR<N_X7K) (2.29)
K—o0 N
1— (X)) N> X +1

= (5) (2.30)

COROLLARY 2.4. If the number of servers, N =3, and X =1, then for arbitrary number of

messages, K,

Clsymxsein(N=3,K,X =1) :(
_2
3

The proofs of all 4 corollaries appear in Appendix A.2. Surprisingly, note that there is no

- > Con(N — X, K) (2.31)
1+=+

1 1 1 \*
sttt torm) - (2.32)

loss of capacity in each case due to the additional symmetric security constraint. Also note
that according to Corollary 2.4, unlike Sym-PIR, the capacity of Sym-XSPIR depends on

the number of messages K for all K > 1.

SNote that since X < N by definition, and T'=1 for XSPIR, the condition N < X +T is equivalent to
N=X+1.
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Cross Subspace Alignment

Conceptually, the most intriguing aspect of the asymptotically optimal XSTPIR scheme is
the extent to which it is able to align interference. Interference alignment is central to PIR
[101, 102], and nearly all existing PIR constructions use some form of interference alignment.
The strength of XSTPIR lies in the novel idea of cross subspace alignment, that we explain
intuitively in this section through an example. Consider the setting of X =2 secure and
T =1 PIR with N =5 servers. Let w; be a symbol from a desired message W . For simplicity
(and because identical alignments are applied to all messages), it suffices to focus on only
this message for the purpose of this explanation. In order to guarantee X =2 security, w;
is mixed with 2 random noise symbols 211,212, according to the following RS Code, so that

the n'" row is stored at the n'* server, n € [5].

1 B B
1 Ba B
Llwi+t | Bs| 2+t |B2] 212
1 B 7

1] 23 % |

%
21 wH‘FZn +?2’12-

To ensure privacy, the query symbol gy (gp = 1, i.e., this message is desired) is similarly mixed

with a noise symbol 2.

?q9+ﬁz1 = T—kﬁzi

and the n'* row of this query vector is sent to the n'* server. Each server returns the

product of the noisy query symbol and the noisy stored symbol, so that the user receives the
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5 answers.

(?wl +Fz11 +B_5212> o <?+321>
+ A

—
=1 w1+?(w1z1+z11) 211214‘212)4‘?21221.

The desired symbol w; appears along the vector 1 while the remaining 5 undesired symbols
align along 3 dimensions. Specifically, the undesired symbols w;2] and z;; align along the
7

vector F; undesired symbols zq12] and zj9 align along the vector 5 and undesired symbol

2122} appears along the vector E% This type of alignment, enabled by using the same B in
the storage and query, is indeed very useful and has been used previously by Freij-Hollanti
et al. for MDS-TPIR [36]. However, note that we have a 5 dimensional space (all vectors are
5x 1) and we are so far only using 4 dimensions (one desired, three interference), so there is

room for improvement.

In order to improve the efficiency of the retrieval scheme, suppose we try to retrieve another
symbol, ws, from the same desired message W = (wq,ws). The challenge is that because of
the X =2 security requirement ws is mixed with new (independent) noise symbols z1,299

according to an RS code parameterized by -,
ﬁ
Twa+7 2 +’7222, (2.33)

so any attempt to retrieve w, will add new interference terms. Since we already have
3 dimensions of interference, the new interference added due to the noise protecting ws
must align completely within the existing interference. This will be accomplished by cross-
alignment, i.e., introducing additional structure across the storage and query codes for the
different symbols to be retrieved. In particular, we will use the query vector 7 o (? + ?zi)
to multiply with the stored variables containing w; (i.e., ?wl—i—ﬁzn —1—5?212) and the

query vector ?o ( 1 +7z§> to multiply with the stored variables containing ws (i.e.,
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1 w2—|—7z21 +¥222). The sum of the two multiplications is returned as the answer. Note
that Hadamard products are commutative and associative. The answers from the 5 servers

are now expressed as follows.

~o (?wl +3211 +?2’12> ° <?+FZ’1> +Fo (?wz +7 221 +¥Z22) ° <T> +7Zé>
(2.34)

=Y wi + ?wg —l—EOV(wlzi + 211 +we2h + 291)

+5?07(21121 +212) —1—304?(2212; + 292) +§0721221 —i—?oyjzmz; (2.35)

Note that we cannot choose ?:7, because the two desired symbols (wy,ws) must not
align in the same dimension. Also note that by cross-multiplying the first set of answers
with 7 and the second with F we have achieved cross alignment of 4 terms along Eo
7. However, we now have 5 dimensions occupied by interference, along the 5 vectors,
ﬁOV,EOV,FO’Y?,ﬁOV,FO’? Since the overall space is only 5 dimensional and we
need two dimensions for desired symbols, we need to restrict interference to no more than
3 dimensions. Surprisingly, it is possible to do this by cross subspace alignment as we show

next. Let us introduce a structural relationship between g and ~. In particular, let us set,

F=F—a (2.36)
7:f2—_(;’ (2.37)

where f1, fo,aq,---,an are distinct, so that the answers from the 5 servers are now expressed

as,

<fQ—_>04> w1 + (fl—_(;) wa + (f1 —0>4> o <f2 —o\4> 1 (2.38)
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where the interference I is

— IR s
I=1 (wlzi +z11 +w22§+221) + <f1 —Oé> (2’112’1 +212) + <f2 —0é> (22121 + 292)

+ (f12 +—2f105—05%> 21221 + <f22 —QfQOZ—Oé )ZQQZ;. (239)

Note that there are still 5 interference vectors, no two of which align directly with each other.
However, the 5 interference vectors align into a 3 dimensional subspace of the 5 dimensional
vector space. This is what we mean by cross subspace alignment and it is essential to this
chapter. To see explicitly how the interference aligns into a 3 dimensional subspace, we can

rewrite I as,

%
I= 1 (w2)+21 +w22§+2’21+f121121+f1212+f222121+f2222+f122'122’1+f§f222222§)

1

/ / / !
+ d (—21121 —R12 T R21% T R22 — 2f121221 - 4f222222)

o

+ (21221 + 22225). (2.40)

Thus, due to cross subspace alignment, all of I aligns within a 3 dimensional space, leaving
the remaining 2 dimensions interference-free for the desired symbols. Exactly the same
alignments apply to all messages as explained in the formal descriptions of the schemes

provided in this chapter.

2.4 Proof of Theorem 2.1

Let us start with two useful lemmas. The first one shows that the desired message index is

independent of the messages, stored variables, queries and answers.

LEMMA 2.1. For all k,k' € [K|YT C[N],|T|=T, we have

(Q’[]]ﬂv [k] SN]7W17 ) (Q A[k ) N]7W17 ) 7WK) (241)
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Proof: Since Wi,---, Wi is a function of Sy and A[f-] is a function of (Q[f-],ST) (refer to

(2.11)), it suffices to prove I(Q;Q%@,S[N]) =0. From (2.9), we have

[(Q{y):0:Six7) =0 (2.42)
= I1(Q7,0;S:) =0 (2.43)
= 1(QY:Sin) =1(Q:Spm0) =0 (2.44)

Next, we have,

1(0; QTaS[N]) (9 QT |Siv)) (2.45)
=H<@W\SN>— H(QP|Sin.0) (2.46)

2V H(QY) - H(QY) (2.47)

"2 (2.48)

O

The second lemma is a statement of conditional independence of answers from one set of

servers from the queries to the rest of the servers.

LEMMA 2.2. For all T,X C[N],Vk € [K],VK € [K], we have

H(AP|S2,Ql W) = H(AP|Sx, Q1 W) (2.49)

Proof: Tt suffices to prove that (A T,Q |SX,Q7- ,Wix)=0. This proof is presented as

follows.

LAY QI [Sx.QF Wie) < I(AF S, Wi: Qo 1@ (2.50)

< I(AY Sing, Wies Qg | Q) (2.51)
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(282
1 (S Qe Q) (2.52)
= (2.53)
O

The next lemma formalizes the intuition that because of the security constraint, the answers
from any X servers are, in some sense, not very useful. Specifically, after conditioning on
the information contained in any X servers, the answers from the remaining N — X servers
must still contain at least L more bits than the interference that is included in those answers.
For a set X, its complement set is denoted as X, i.e., X = {n|n € [N],n¢ X}. We use D, to

denote the expected number of symbols downloaded from Server n.

LEMMA 2.3. For all X C [N],|X| =X, we have

L<Y " D,—H(AY|Sx,Q[y, W) (2.54)
nex
Proof:

L=HW) = 1w AL Q) (2.55)
< I(Wi3 Al SxIQ) (2.56)

— I(W: Sl Q) + 1(Wis AY A 5, Q) (2.57)
(2—11)I(W1,SX!Q[1] )+ 1wy AYIS 2, Q) (2.58)
(WlaQ[N];SX)+[(W17 1]’SX7 ) (2.59)

QN Sl W)+ T3 AY S0, QL) (2.60)

< 1(Qys Sas W) +1(Wis AT S, Q) (2.61)
(Q)I(WBA%”SX,QE\]@) (2.62)
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< 3D, A2l 263)
nex

U

We may interpret the second term of the RHS of (2.54) as the interference term. To bound

it, we need the following recursive relation, stated in a lemma.

LEMMA 2.4. For all X C[N],|X|=X and for all k € [K], we have

T .
H (AL |SX, N],W[k]) N % <L+H(A[k+1]|g Q[k+17 k+ﬂ)>’ if N>X+T.
(2.64)
H(AY| S, Qi Wig) > L+ H(AN Y |Sx, QU Y Wikan), if N < X +T (2.65)
Proof: First consider N > X +T. Consider any set T C X,|T|=
S Wi) > H(A¥ Sy, QM 2.66
H(AY|Sx, QN Wiky) > H(AP|Sx, Q[ Wiky) (2.66)
2.49
= )H(AT \SxaQ[ﬁ],W[k]) (2.67)
241
2V H (AR S0, QU Wik) (2.68)
2.49
= H(Agf“] |SX7QB€VTH W) (2.69)
Averaging (2.69) over all choices of 7 and applying Han’s inequality, we have
H(AL |5x,Q[k] Wiky)
T k k
> N_XH(A[XH |SX,Q[ i, Wik) (2.70)
ez T k Ik
= e HAR Wi |52 Q . Wiy) (2.71)
T
N b% (H Wk+1|SX Q[N] ],W[k])+H(A[k+1]|S >Q[N] ,W[k-Jrl])) (272)
k1] k+1
= (L B8 QI W) (2.73)
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where the last step uses L =H (Wj.1) and I(Wyyq;S X,Q%H,W[k]) =0, proved as follows.

I(Wis3 S, QU W) 2 T(Wi5 S, QU | W) (2.74)
< I(Wikan; S, Q) (2.75)

Wi Qi 1) (2.76)

< T (Wi 752(;69%\;1]) (2.77)

< I(Spi: Qi ™) (2.78)

@9 (2.79)

Next, consider N < X +T. The proof is similar to that presented above. Note that |X|=

N-X<T.
k k (2.49) k
H(AY S, Qi Win) =" H(AZ|Sx, Q) Wix)) (2.80)
2.41
2 B (A5, QU 1) (2.81)
(229)1{( [k+1] |SX7Q[k+1 W[k:]) (2.82)

(2.11)(2.12)

H(AS™ Wi S, Qi W) (2.83)

= H(Wi| S, Qi Wiag) + H (AL S, QI Wiany)  (2.84)

279
U L (AL S0, QI Wik (2.85)

This completes the proof of Lemma 2.4. O

Now let us apply Lemma 2.4 repeatedly for k=1,2,---. When N > X +T', we have

T
H(AY|S2,Q . W1) 2 - (L+ H(AZ|S . Q0 W) (2.80)
T T 3]
> = .
_N_X<L+N_X<L+H(AX]SX, N],W[g)) (2.87)
>. (2.88)
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2L<NTX+(NTX)Z“'*(NTX)KA) (2.89)

Similarly, when N < X +7T', we have

= (2.91)
> L(K-1) (2.92)

Substituting (2.89), (2.92) into (2.54), we have

T T 2 T K-1
< — i ; )
L<> D, L<N—X+<N—X> + +(N_X) ),1fN>X+T (2.93)

ney

L<Y D,—L(K-1),if N<X+T. (2.94)

nex
Averaging over all X', we have

N—X T T \? T \*!
< | = — i )
L_< ~ )D L(N—X+<N—X) + +(N_X) ),1fN>X+T

(2.95)

L< <¥>D—L(K—1), if N<X+T. (2.96)

Finally since the rate is defined as R=L/D, we arrive at the final bound.

-1
N—X T T \? T \5!
R< <1+ +( )+--~+( ) > JiFN>SX+T. (2.97)

N N-X N-X N-X
N-X
R<
- N

1
x o i NSX AT, (2.98)
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Thus

N-X
CXSTPIR(NaKvaT) S (T) CTPIR(N_XaKvT)v (299)

and the proof of Theorem 2.1 is complete. 0

2.5 Proof of Theorem 2.2

Let each message consist of L =N — X symbols in F;, ¢ > N, and append X instances of 0

symbols, to create artificial messages of length N,

Wi = (Wi1, Wiy, Wi(v—x),0,0,---,0), Vk € [K]. (2.100)
X

Corresponding to each message Wy, let Zy = (Zx1, 2k, Zrx) € ]Ff be X independent uni-
form noise symbols, to be used for X-security. Let Zj be encoded with an (IV,X) MDS code
to produce Zj GIFf]V . For each k € [K] and n € [N], the n'* server stores the n'® symbol of
Wy, + Z,. Thus, each server stores a total of K symbols. The MDS property of Z; ensures
that the data storage is X-secure. Retrieval is trivial — in order to retrieve the desired
message Wy, the user simply downloads everything from all servers. Since the queries do not

depend on the desired message, the scheme is N-private, so it is also T-private. The rate

N-X
NK

achieved is which matches the capacity for this setting. 0]

2.6 Proof of Theorem 2.3

Let us present an XSTPIR scheme for arbitrary X, T', N, K, that is asymptotically optimal

(as K — 00). The asymptotic capacity is zero for N < X +T, so we only need to consider
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N > X +T. Throughout this scheme we will set
L=N-X-T (2.101)
and we will use the compact notation,
L
A=T[(fi—a). (2.102)

=1

A, will represent the value of A when « is replaced with a,.

Each message W,k € [K], consists of L =N — X —T symbols, Wy, = (W1, Wia,---,Wy) from
a finite field F,,. The field F, is assumed to have size” ¢ > L+ N. For the design of this scheme,

we will need a total of L+ N constants a,,n € [N], fi,l € [L] that are distinct elements of F,.

Let us split the messages into L vectors, so that W, = (Wy;,,Wy,,--+ W), [ € [L], contains the
I symbol of every message. Let Z,,l € [L],z € [X], be independent uniformly random noise
vectors from Fy**, that are used to guarantee security. Similarly, let Zj,,l € [L],t € [T], be
independent uniformly random noise vectors from Ff %1 that are used to guarantee privacy.
The independence between noise vectors, messages, and the user’s desired message index 6

is specified as follows.

H((Wl>le[L} ) (le>le[L],xe[X] ) (Z;t)le[L},te[T] 79> (2-103)

=H(W),eq) +H(O)+ KL(X +T) (2.104)

"In other words, we set ¢=p" for a prime number p and an integer n > 1 such that p” > L+ N. While
this makes the scheme more general, let us note that for simplicity it may be desirable to choose n =1 and
q=p> L+ N. On the other hand, the general scheme is useful for extensions of results in this chapter, say
to private computation (see Footnote 8), where the choice of field may be fixed by the functions that need
to be computed.
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in g-ary units. Let Qg represent® the 0" column of the K x K identity matrix, so it contains

a 1 in the #*" position and zeros everywhere else. Note that

(W1Qo,W2Qq, -, W1Qg) = (Wo1,Waa,--, Wpr) = Wp (2.105)

is the message desired by the user. A succinct summary of the storage at each server, the
queries, and a partitioning of signal and interference dimensions contained in the answers

from each server, is provided below.

Server ‘n’ (Replace o, A with «a,,,A,,)
Storage Wi+(fi—a)Zyu+-+(fi—a) Zx,
(Sn) Wyt (fo—a)Zoi 4+ (fo—a)* Zsx,

WL+(fL—Oé)ZLl—i.‘""i‘(fL—OC)XZLX
Query fﬁa Qo+ (fi—)Zy++(fi—a)TZip),
QW) 2 ( Qo+ (o—a)Zhy 4+ (fo— ) Zhy ),

fLA—oz <Q9 + (fL - a)zll,l +--+ (fL — O./)TZ'LT>
Desired symbols appear along vectors

% \

Ao <(f1_a)7i’<f2_o‘/)iiv"' 7(fL_a>7i)

Interference appears along vectors

KO(?,mv“'JW7(ﬁ—_aga"'7W"“7

\

< (f=ad (fr—a) )

Table 2.1: A summary of the XSTPIR scheme showing storage at each server, the queries,
and a partitioning of signal and interference dimensions contained in the answers from each
server.

Initially, the user knows only his desired message index 6 and the noise terms Zj,,l € [L],t €

8Note that the XSTPIR scheme described in this section works even if Qg is an arbitrary vector, i.e., if
instead of retrieving one of the K messages, the user wishes to compute an arbitrary linear function of the K
messages over ;. Thus, the scheme automatically settles the asymptotic capacity of the natural X-secure
and T-private generalization of the linear private computation problem introduced in [107] (also known as
linear private function retrieval [81]).
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[T], all of which are privately generated by the user. Each server n € [N] knows only its
stored information S,. The storage S,, at Server n may be viewed as a 1 x LK row vector
formed by concatenating the L row vectors, Wz—i-Zf:l(fl — )"y, 1 € [L]. Similarly, the

query QE)} may be viewed as an LK x 1 column vector formed by concatenating the L column

vectors, fﬁgn <Q9 3 (i Oén)tZEt>, lelL).

Upon receiving the query QE)} from the user, Server n responds with the answer Aq[f} that is

exactly one symbol in F,, found by multiplying S,, with Q%ﬂ.
Al =5 QU (2.106)

This produces a single equation in a total of L(X +1)(T+1) terms. Out of these, L terms
are desired message symbols W;Qy, [ €[L], and the remaining L(X +1)(7T+1)— L terms
are undesired, or interference terms. The interference terms include LT terms of the type
W,Z),, LX terms of the type Z;,Qp, and LXT terms of the type Z;,Zj,. The user obtains
one such equation from each server, for a total of N equations, from which he must be able
to retrieve his L desired symbols. The key to this is the alignment of L(X +1)(T+1)—L
interference terms into N — L dimensions, leaving L dimensions free from interference from

which the L desired symbols can be decoded.

First let us identify the desired signal dimensions, i.e., the vectors along which desired

symbols are seen by the user. Each answer A contains the desired symbols fﬁg -W,Qp =

fﬁg ~Woi, L€ [L]. These L desired symbols appear along the following L vectors.
[ a0 | [la ] [ Ay ]|
fi—on fa—au fr—a1
Ay Ag Ag N
f1—.012 : f2—'042 e fLTcu éAO((fl—Oé)ii,(fg—a)ii,-",(fL—Od)ii>. (2.107)
| fi—an ] Lfa—an | fL—an |
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Recall that o represents the Hadamard product. Similarly, the vectors along which interfer-

ence symbols appear are identified as follows.

— EETEE T —>
AO(T},(.]CI—CY,'“,( X+T 1 f2 a),- X+T 1’”_7
—>
(fro—a), ) X+T- 1) (2.108)
Thus, the vector of answers from all N servers can be expressed as
., L . L X4T-1_, :
Al :ZWOZAO< 1—a)” +Z Z Ao(fi—a)'l (2.109)
1=1 I=1 =0

for some interference terms [;; that are sums of various W,Zj,, Z;,Qg, and Z;,Z;, terms. The

exact form of [j; terms is not important for our analysis. Using binomial expansion to write
IR — -

each (f;—a)’ vector as 3" i 0( ) f/a’=7, and grouping terms by the vectors a’, we can write,

X4+T-1

— L —
AC =S W Ko (fima)y 4 Y Roa'll (2.110)
=1 =0

- =
Thus, all interference is aligned within the subspace spanned by vectors A, A oﬁ, ey

A oaX*tT=1 As explained in Section 2.3.2, this is because of cross subspace alignment.

In matrix notation, we have,

Wor
.
Al
AT= |7 =My (jL (2.111)
[
AV
_I(/X+T—1)_
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where the N x N square matrix (note that L+ X +T = N)

A AL A Ay e Aga T
A A X+T—1
My = f1—2042 fL—2a2 Az Bpap - A2a2 (2.112)
_flA—]XcN fLA_](\;N Ay Ayay - ANO[%+T71
1 —— —
= Ao( «) Ao( a)” X Rod - KoaX+1 (2.113)

is called the decoding matrix. Evidently, if the decoding matrix is invertible, then the user
can recover his L desired message symbols. We show that if a,,,n € [N], f;, € [L] are distinct
elements of F,, then My is invertible. Indeed, the invertibility of the matrix My follows
immediately from the determinant of Cauchy-Vandermonde matrices (see, e.g., [37]). For
the sake of completeness, the result, as well as a compact proof, is stated in the following
lemma. Note that in our design, we have chosen «,,, f; as distinct elements, so Lemma 2.5
guarantees that the scheme satisfies the correctness constraint.

Fixing distinct values of

at,-+,an, f1,-+, fi completes the design of the scheme.

LEMMA 2.5. The decoding matriz My is invertible if all a,,,n € [N], fi,1 € [L] are distinct.

Proof. To set up the proof by contradiction, suppose on the contrary that My is singular.

Then there must exist ¢, € Fy,n € [IV], at least one of which is non-zero, such that

Ro(fi—a) !

—
1— 0

- T - - - x4
+tepAo(fr—a)” +CL+1A+cL+2Aoa>+~-+cNAoaX+T_1:

(2.114)

where 0 is the vector whose elements are all 0. Now consider n-th row of (2.114).

An

f—a +ep1Antep o Anan+ -+ enA, ozX+T L—o.
17— Gp

¢ +eete

A,
T (2.115)
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From (2.102), we know that A, #0. Then «, must be the root of the following polynomial

N (A " Ag (4D
g(oz)—z:cZ o +ZczAa (2.116)

=1 i=L+1

Note that A (as a function of «) has order L and f; —« is a factor of A (refer to (2.102)),

so g(«) has order at most N —1. If g(«) is a non-zero polynomial, then it can have at most

N —1 roots over F,. Now a,,n € [N] are N distinct roots of g(a), thus g(«) must be the

zero polynomial, i.e., the coefficients of all monomials in g(a) must be zero. The coefficient
N-2

of ¥~ 1 is ey so we must have cy =0. Then, the remaining coefficient of o is cy_1, SO

we must have c¢y_1; =0. Similarly, we find ¢ 1 =cp9="---=cy =0, leaving us with

g(a)=> ¢ (fﬁa)' (2.117)

i=1

Now, if this g(«) is the zero polynomial, then it must be zero for every a € F,. Choosing «
such? that (f; —a) =0, gives us ¢; =0 for every i € [L]. Thus, we have ¢;=cy="---=cy=0.
This is a contradiction since we assumed that at least one of ¢,,n € [N] is non-zero. Thus,

the proof is complete. n

Now consider the security guarantee. For any X colluding servers, 4q,29,---,2x, the X ob-

servations, Uy, -+,Ukx, of each message symbol Wy, k € [K],l € [L], are protected by noise

9Note that éa is simply a compact notation for Hle[L]’l#(l—a), i.e., it only means that the (f; —«)

fi
factor is eliminated from A, so there is no ‘division by 0’ when we set i —a =0 in f_éa.
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terms as follows.

f (679 (fl ai1)2 (.fl_ail)X
Uin Wi fie T (s Jx Zy (k)
«; le% —qQy
= |+ 2 M b : (2.118)
Ukix Wi ) o| | Zix (k)
i—aix (fim iy )® - (fim i)™ —
Y
l—a/z‘l 0 0 1 fl Ay oo (fl_a/il)X71
Z; (k)
s 0 l—ay - 0 1 fi—aiy - (fi—ai)*
0 0 0
y Zx(k)
I 0 0o - l_aix_ 1 fi—aiy - (fi—ouy) 71_
(2.119)

where Z,(k) is the k" element of the vector Z;,. Note that P is a product of a diagonal
matrix which is invertible because (f; —a;,) are non-zero, and a Vandermonde matrix which
is invertible because (f; —ay;,) are distinct. Therefore, P is invertible, and the observations

are independent of the message symbols as shown below.
I(Wi; (Uklx)gce[x]) =I(Wiy;Wul+PZ)= [(Wkl;WklP_ll +2)=1(Wy;Z)=0. (2.120)

Furthermore, since the noise terms protecting each message symbol Wy, k € [K],l € [L], i.e.,

Z,.(k),x € [X] are independent across (k,l,z), security is preserved for all data.

The noise terms protecting each query also have the same structure and independence prop-
erties by design. Therefore, it follows from the same reasoning that user’s privacy is protected

from any T colluding servers.

Finally, note that the user is able to retrieve L =N — X —T desired ¢-ary symbols by down-

loading N g-ary symbols, one from each server. The rate achieved is L/N =1—(X+T)/N,
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which is the asymptotic capacity for this general setting. This completes the proof of Theo-

rem 2.3. U
2.6.1 Example: (X =1) Secure, (T'=1) Private Scheme with N =5
Servers

Each message consists of L = 3 symbols from a finite field F,, ¢ > N + L =8, and characteristic

greater than 2. For this setting, A= (fi—a)(f2—a)(f;—a). The answers from all N =5

Server ‘n’ (Replace o, A with «,,A,,)

Storage W, +(fi —a)Zy,
(Sn) Wt (fa—a)Zs,
Wi+ (fs—a)Z;
Query 722 Qo+ (fi—a)Zy),
Q) 2 Qo+ (a—)Z),

2 (Qu+(fs-0)24)

Desired symbols appear along vectors

Ro((fa) Lifaa) Lif—a) )

Interference symbols appear along vectors

KO<T,f1—OK,f2—C/Y,f3—C>Y>

Table 2.2: A summary of the XSTPIR scheme for X =1,7=1,N =5, showing storage at

each server, the queries, and a partitioning of signal and interference dimensions contained
in the answers from each server.

servers may be written explicitly as,

ﬁzxo( 1—a)” W1Q9+Z}O(f2—04)7 W2Q9+X0(f )

3—a) W3Qg
%
+ A (WL Z+WoZi+ W3 Zi+ 70 Qo+ Z2Qo + Z3Qp)
110+12v0+130
— —5 — —
+ Ao (fl — (lell)+A o (fg — (ZQZ/2>+A o (f3 — (ZgZé) (2121)
11 21 31
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R (fima) Wa+ R o(fo—a) Wt Bo(fs—a) Wy

— —
+ A(Lig+Ioo+ L0+ frlin + fodor + fals) + A 05}(—]11 — Iy —1I31).  (2.122)

Privacy and security are guaranteed since f; — o, #0,Vn € [5], the messages and queries are

hidden behind the noise.

- —
Interference terms align into the space spanned by the two vectors, A, A o', while the

AN

3 symbols of the desired message appear along Ko(ﬁ —oz)_i,xo(fé —a)_i,Xo(f:a—oz)_i.

Independence of the 3 desired signal dimensions from the two interference dimensions is
trivially verified, because the highest exponent of « along desired signal dimensions is 2,
but each interference dimension has an a3 term (contributed by A). Independence of the 3

desired signal dimensions among themselves is also easily verified, because for

a(fo—a)(fs—a)+a(fi—a)(fs—a)ta(fi—a)(fo—a) (2.123)

to be the zero polynomial it must be zero everywhere, but in that case, setting a— f; =0 for
1=1,2,3, leads us to ¢; =cy =c3 =0, thus proving their independence. The rate achieved is

3/5, which matches the asymptotic capacity for this setting.

2.6.2 Example: (X =2) Secure, (T'=1) Private Scheme with N =4

Servers

Each message consists of L =1 symbol from a finite field F;, ¢ > N+ L=5. A=(1—«). The

answers from all NV =4 servers may be written explicitly as,

—
=T

Al WiQo+ (fi —a) (Wi Z +Z11Qp) + (f1 — ) (Z11 2+ Z15Qo) + ([L — ) Z12 Z))

(2.124)
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Server ‘n’ (Replace a, A with «,,A,,)
Storage (S,) Wi+ (fi—a)Zu+(fi —®)’Zy

Query (Q1) Qo+ (f1—a)Z;
Desired symbols a_p)pear along vector
1

Interference symbols appear along vectors
= [ 3
Ko(T.fi—a(hi—a)?)

Table 2.3: A summary of the XSTPIR scheme for X =2,7=1,N =4, showing storage at
each server, the queries, and a partitioning of signal and interference dimensions contained
in the answers from each server.

N J/ N J/

— - [= —
= 1Wop+Ao| I (WiZ)+Z11Qo)+(f1 — ) (Z11Z +Z12Qo) +(f1 — ) * Z12Z

I1o 111 ]12
(2.125)
— — — —
=1Wn+A (]10+f1]11+f2f12)1+ﬁ 03(—-711 —2f1f12)J+A 06?(112) (2.126)
I3 7 1;

Interference aligns in the space spanned by the three vectors, K,Xoﬁ,ﬁoo? , while the
desired symbol appears along the vector of all ones. The independence of these directions
is easily established. Privacy is guaranteed because f; —a, #0, Vn € [4], so the queries are
hidden behind random noise. Security is guaranteed because for any X = 2 colluding servers,

i and j, the independent noise protecting each message Wy, k € [K],

fi—ai (fi—a) Zy, (k) _ J1—a; 0 L (fi—a) Zy, (k) (2.127)
f1 — Oéj (fl — Oéj)2 Zu(k) 0 f1 — Oéj 1 (fl — Oéj) Zlg(k)
P

spans X =2 dimensions, because P;; is invertible for distinct and non-zero values of (1—

a;),(1—«;). The rate achieved is 1/4 which matches the asymptotic capacity for this setting.
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2.6.3 Example: (X =1) Secure, (17'=2) Private Scheme with N =5
Servers

Each message consists of L =N —X —T =2 symbols from F,, ¢ >7

A=(fi—a)(fa—a).

(2.128)

The answers from all N =5 servers may be written explicitly as,

Server ‘n’ (Replace a, A with «,,A,,)
Storage W, +(fi—a)Zy,

(Sn) Wo+(fo—a)Zy
Query 72 (Qu+(fi —)Zly +(fi—a)*Zhy ).
Q) 25 (Qo+ (= a)Zy +(fr— )2, )
Desired symbols appear along vectors

% \
Ko((fi—a) T (f=a)T)

Interference symbols appear along vectors

Ro(T i-olfi-a) fion(fo-a))

2—04)

Table 2.4: A summary of the XSTPIR scheme for X =1,T=2,N =5, showing storage at

each server, the queries, and a partitioning of signal and interference dimensions contained
in the answers from each server.

o Tt — T3
A[ ] = AO( 1—06)_ W1Q9+A0(f2—06)_ W2Q9 (2129)
- — 3
+A\(lelll+W2Z,21+Z1Q9+Z2Q9>+AO(f2—Oé) ZQZ/22
110L20 I22
+ AO(fl—Oé £Z1Z/11 +W1Z/12>—|—A O(fg—Oé £Z2Z121 +W2Z/22)
Iy I
— ﬂ
+AO( 1—04) Z1Z112
I
:Ko( t

1-0[)7 W91+K0(f2—0é>7 ng
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%
+ A(Lo+ Lo+ filin+ folor + fi Lo+ f3 1)

- —
—|— A Oﬁ(—[u —121 —2f1]12 —2f2]22) —|— A OO?(112+122>- (2130)

- — —

Thus, interference aligns into the space spanned by the 3 vectors: A, A od, A oo?, while
. ~ - ” .

the 2 desired symbols appear along Ao(f;—a) ', Ao(fy—a)~'. Note that the highest

exponent of o along a desired signal dimension is 1, but every interference dimension contains

a? (contributed by A), so the desired signals are independent of the interference. The

independence of desired signals among themselves is also easily verified because if ¢; +2— +

fi—a
A
fo—a

Co c1(fo—a)+co(fi — ) is the zero polynomial, then by substituting f;—a=0 for
1=1,2 we find that we must have ¢; =co =0. Privacy and security are guaranteed by the
MDS coded independent noise terms mixed with the message and query symbols. The rate

achieved is 2/5, which matches the asymptotic capacity for this setting.

2.6.4 Example: (X =2) Secure, (17'=2) Private Scheme with N =7

Servers

Each message consists of L =3 symbols from a finite field F,, of size ¢ > 10 and characteristic

greater than 2.
A=(fi—a)(fa—a)(fzs—a).

5

Interference aligns into the space spanned by the 4 vectors: K,Koﬁ,ﬁoa ,Kocﬁ. In-
dependence of desired signals from interference is trivially verified — highest exponent of «
along any desired signal dimension is 2, but each interference dimension has an o term (con-
tributed by A). The desired signal dimensions are easily verified to be linearly independent

among themselves because in order for

a(fo—a)(fs—a)+a(fi—a)(fs—a)tea(fi—a)(fo—a) (2.131)
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Server ‘n’ (Replace a, A with a,,A,,)

Storage Wi+ (fi —a)Zy + (fi — a)*Zso,
(Sn) W+ (fo—a)Zoy + (f2 — ) Lo,
Wi+ (fs —a)Zs1 + (fs —a)*Zsy
Query flA_a Qo+ (fr—)Zyy +(fi —a)*Zy, ),
QW) 2o (Qot+ (fa— )2y + (f2— )2y ),
2 (Qut (s = a)Zy + (s = 0)°Zy )

Desired symbols appear along vectors

Ko (=o)L (—a) (=)

Interference symbols appear along vectors

KO (?,fl—a,<f1 —a)é;(fl_05>§7f2_057<f2_a>é7(f2_a>§7
fi—a(fs— ) (fs—a)’)

Table 2.5: A summary of the XSTPIR scheme for X =2,T=2,N =7, showing storage at
each server, the queries, and a partitioning of signal and interference dimensions contained
in the answers from each server.

to be the zero polynomial it must be zero everywhere, but in that case, setting a — f; =0 for
1=1,2,3 leads us to ¢; = ¢y =c3 =0. Privacy and security are guaranteed by the MDS coded
independent noise terms mixed with the message and query symbols. The rate achieved is

3/7, which matches the asymptotic capacity for this setting.

2.7 Proof of Theorem 2.4

In Section 2.6 we presented an XSTPIR scheme for arbitrary X, T, N, K that achieves capacity
as K — o0o. Since the scheme also works for any K, a natural starting point for finite K
settings is to apply the same scheme. A key insight here is that the rate achieved by the
scheme improves as K decreases. Let us elaborate. Note that the query QL?] that is sent
to each server is uniformly distributed in FL*. Therefore, with probability qLLK, the query

vector is the all zero vector. Whenever this happens, no download is needed from the server.
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Thus, the average download is reduced by the factor (1—1/¢"¥) and the rate achieved is

expressed as follows.

LEMMA 2.6. The asymptotically capacity achieving XSTPIR scheme of Section 2.6 achieves

the rate

w5 (- (520 i

for arbitrary X,L,K,N values, where N > X +T.

Note that N < X +T is excluded as the degenerate setting where we already know the
capacity for all parameters, according to Theorem 2.2. Remarkably, the rate in Lemma 2.6
depends on the message size L and the field size ¢ used by the scheme. As presented, the

scheme uses ¢> L+ N and L=N — X —T. So the achieved rate for finite K becomes

Y (R — (W G s

Consider the simplest non-trivial setting of interest, i.e., the setting for Theorem 2.4, where

T=X=1, N=3 and K is arbitrary. The scheme of Section 2.6 uses L =1,q >4, so the rate

achieved for arbitrary K is

1 1\

However, note that if the field size could be reduced to ¢ =2, then the rate achieved by the

scheme would become

L AN _2(1-5) _2 TR -
3 2k ) 3\1-%/ 3 2 22 2K -1

which matches the capacity upper bound from Theorem 2.1. Surprisingly, this can be done
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with some modification to the structure of the scheme, as explained below.

Suppose each message Wy, k€ [K] consists of L=1 symbol (bit) from Fy. Let W=
(W1, Wy,---,Wg) be a random row vector in F3*®, containing all messages. Let Z and
Z' be uniformly random noise vectors from Fy** and FX*!| that are used to guarantee data
security and user privacy, respectively. The noise vectors are independent of each other and
of the message vector and 0, i.e., H(W,Z,Z'.0)=H(W)+H(Z)+ H(Z')+ H(0). Let Qy
represent the 0 column of Iy (the K x K identity matrix). Note that WQg =W, is the
message desired by the user. The storage at the servers, the queries and the answers are

listed below.

Server 1 Server 2 Server 3
Storage S, | W+H+Z W+Z7B Z
Query Qi | Z Qo+Z' (I +B)Z' + BQy
Answer AV \WZ'+ 727 |\WQy+WZ' +ZBZ' +ZBQy|ZZ' + ZBZ' + ZBQ,

where B is a K X K deterministic binary matrix such that B and Ix + B are both full rank.
Any such choice of B will work for our scheme. The existence of such B is established in the

following lemma whose proof appears in Appendix A.1.

LEMMA 2.7. For all K >2, there exists a matriz BeFfXK such that B and Ix+B are

both invertible.

Now, let us check the correctness, security and privacy of this scheme. The scheme is
obviously correct because by adding the three answers shown in the table above, the user
recovers Wy. It is obviously secure because B is invertible, so ZB ~ Z, is still uniform
noise independent of W. And similarly, it is also obviously private, because I+ B is also
invertible, so (I + B)Z' ~Z' is still uniform noise independent of BQy. Thus, surprisingly,
we have achieved the capacity of XSTPIR for arbitrary K, when X =T=1 and N =3,

completing the proof of Theorem 2.4. O
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2.8 Discussion

The XSTPIR problem is timely due to the growing importance of privacy and security
concerns in modern information storage and retrieval systems. It is a conceptually rich topic
that reveals new insights into alignment of noise terms, dependence of coding and query
structures, cost of symmetric security, significance of field size for the rate of information

retrieval, etc.
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Chapter 3

X-Secure T-Private Information
Retrieval with Graph Based Replicated

Storage

The problem of private information retrieval with graph-based replicated storage was re-
cently introduced by Raviv, Tamo and Yaakobi. Its capacity remains open in almost all
cases. In this chapter the asymptotic (large number of messages) capacity of this problem
is studied along with its generalizations to include arbitrary T-privacy and X-security con-
straints, where the privacy of the user must be protected against any set of up to T" colluding
servers and the security of the stored data must be protected against any set of up to X
colluding servers. A general achievable scheme for arbitrary storage patterns is presented
that achieves the rate (pmim —X —T)/N, where N is the total number of servers, and each
message is replicated at least pp,;, times. Notably, the scheme makes use of a special structure
inspired by dual Generalized Reed Solomon (GRS) codes. A general converse is also pre-
sented. The two bounds are shown to match for many settings, including symmetric storage

patterns. Finally, the asymptotic capacity is fully characterized for the case without security
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constraints (X =0) for arbitrary storage patterns provided that each message is replicated
no more than 7'+ 2 times. As an example of this result, consider PIR with arbitrary graph
based storage (T'=1,X =0) where every message is replicated at exactly 3 servers. For this
3-replicated storage setting, the asymptotic capacity is equal to 2/v5(G) where v5(G) is the
maximum size of a 2-matching in a storage graph G[V,FE]. In this undirected graph, the
vertices V' correspond to the set of servers, and there is an edge uv € E between vertices u,v

only if a subset of messages is replicated at both servers v and v.

3.1 Introduction

Most relevant to this chapter is the characterization in Chapter 2 of the asymptotic (K — 00)
capacity of XSTPIR as Cxgrpir =1— (X +T)/N. Note that the XSTPIR setting includes as
special case the TPIR setting, obtained by setting X =0, as well as the original PIR setting,
obtained by setting X =0 and T'=1. It is limited, however, by its assumption of fully
replicated storage, i.e., all messages are stored by all servers, which can be burdensome for
large data sets. Motivated by the preference for simple storage, Raviv, Tamo and Yaakobi in
[89] introduced a graph based replicated storage model. Instead of full replication where every
message is replicated at every server, graph based replication assumes that each message
is replicated only among a subset of servers. This allows a graph representation where
the vertices are the N servers and each message is represented by a hyperedge comprised
of vertices (servers) where this message is replicated. Reference [89] primarily focuses on
GTPIR, i.e., PIR with graph based replicated storage and T-privacy. An achievable scheme
is proposed that achieves the rate 1/N as long as T' is smaller than the replication factor
of each message (the number of servers where the message is replicated), and is shown
to be within a factor of 2 from optimality for some special cases. Reference [13] presents

capacity achieving schemes for several cases of GPIR, i.e., GTPIR with 1-privacy where each
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server stores 2 messages. However, optimal GTPIR schemes remain unknown in almost all
settings. Understanding the key ideas that constitute optimal PIR schemes under graph

based replicated storage is our goal in this chapter.

The main contributions of this chapter are as follows. We study the asymptotic capacity of
T-private and X-secure PIR with graph-based replicated storage, in short GXSTPIR. Recall
that asymptotic capacity is quite meaningful for PIR because the number of messages is
typically large, and the convergence of capacity to its asymptotic value tends to take place
quite rapidly, see Chapter 2. GXSTPIR includes as special cases the settings of GTPIR [89],
XSTPIR [57], TPIR [106] and basic PIR [102], and as such it presents a unified view of these
settings. Our first result is an achievable scheme for GXSTPIR that achieves the rate (pmin —
X —T)/N for arbitrary storage patterns provided every message is replicated at least pumin
times. In addition to ideas like cross-subspace alignment, Reed-Solomon (RS) coded storage
and RS coded queries that were previously used for XSTPIR in Chapter 2, a key novelty of
our achievable scheme for GXSTPIR is how it creates and takes advantage of a structure
inspired by dual Generalized Reed Solomon (GRS) codes. This is explained intuitively in
Section 3.3.2. Our second contribution is a general converse bound for asymptotic capacity
of GXSTPIR with arbitrary storage patterns. While the asymptotic capacity of GXSTPIR
remains open in general, it is remarkable that our converse bound is tight in all settings where
we are able to settle the capacity. In particular, the general achievable scheme matches the
converse bound when the storage is symmetric, settling the asymptotic capacity for those

L For several examples with asymmetric storage, it turns out that the achievable

settings
scheme can be improved to match the converse bound by applying it only after eliminating?
certain redundant servers. Thus, the asymptotic capacity for such cases is settled as well. In

general however, with arbitrary graph based storage, more sophisticated achievable schemes

may be obtained by combining our achievable scheme with ideas from private computation

"We refer the reader to Section 3.3 for the definition of symmetric storage.
2By “eliminating a server” for an achievable scheme, we mean using an achievable scheme that does not
send any query to that server.
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[107]. To illustrate this, we consider the GTPIR problem (X =0) where every message is
replicated no more than 7T'+2 times. As our final result, for this problem we fully settle
the asymptotic capacity for arbitrary storage patterns. The asymptotic capacity depends
strongly on the storage graph structure, and requires a private computation scheme on top
of our general achievable scheme. As an example of this result, consider GPIR, i.e., PIR with
arbitrary graph based storage (T'=1,X =0) where every message is replicated at exactly 3
servers. For this 3-replicated storage setting, the asymptotic capacity is exactly equal to
2/v5(G) where 15(G) is the maximum size of a 2-matching in a storage graph G[V,E]. In
this storage graph, the vertices V' correspond to the set of servers, and there is an edge
uv € E between vertices u,v only if a subset of messages is replicated at both servers u and
v. This is consistent with the intuition that storage graph properties must be essential to

the asymptotic capacity of graph-based storage.

3.2 Problem Statement

We begin with a description of messages and storage structure. Based on the storage struc-
ture we will partition the set of messages into M subsets so that the messages in the same
subset have the same storage structure. Define W= (W, Wh,--- W) where W,,,m € [M],

are disjoint message sets, each comprised of K,, messages,

Wm: (Wm,th,27"'7Wm,Km)- (31)

Messages are independent, and each message is composed of L i.i.d. uniform symbols from

Fy, ie.,

HWyp) =HWin k(1) , Wik (2),--- , Wii(L)) =L, VYm e [M],k € [K,,] (3.2)

) ) )
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M
HWiq, Wwak,)= ZKmLa (3.3)

m=1

in g-ary units. There are a total of N servers. Corresponding to W= (W,---, W), let us

define
R= (R, Rum), (3.4)
Rm:<Rm(1)7 R (pm)),‘v’mE [M]7 (3 5)
Rin(r) € [N],Vr € [pm], (3.6)

where R,,,m € [M] contains the servers, R,,(r) € [N] that store the m™ set of messages W,,.
Without loss of generality we will assume that the servers are listed in increasing order
in each tuple R,,. The cardinality of R,, is |R,|= pm, which will be referred to as the
replication factor for the messages in W,,. The minimum replication factor is defined as

A .
min — m - 3.7
pmin = 1001 p (3.7)

It is important to note that the messages may not be directly replicated at the servers.
Because of security constraints, each message W, € W,,, is represented by a total of p,,

shares (the nomenclature comes from secret-sharing), denoted W, , = (WTE;LL,

ne Rm> , such
that the share ng is stored at Server n, for all n € R,,,. Messages are independently secured

and must be recoverable from their shares, as specified by the following constraints.

HWia - Wak,) = >, HWug), (3.8)

mE[M},kG[KM]

H (Wi | Wge) =0. (3.9)
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Let us define the index set of W,, that are stored at Server n, as
M, ={me[M]|R,,>n}. (3.10)
The information stored at Server n is defined as

Su={ W)

m,k?

mE/\/ln,k:E[Km]}. (3.11)

For example, suppose we have M =4 message sets (each comprised of K,, =2 messages),

stored at N =4 servers as shown.

Server 1 Server 2 Server 3 Server 4

W17W27W3 W17W2 W27W4 W17W37W4

Then for this example,® we have,

Ml:{17273}7 Sl:{W1(,11)7W1(,12)7W2(,11)7W2(,12)7W3(,11)?W3(,12)}7 Rl:(1a274>7 p1=3,

(3.12)
MQ:{172}7 52:{Wl(i)awl(é)vwé?l)awéé)}a R2:(17273)7 02:3,
(3.13)
My={24},  Sy={W3 W w wily, Rs=(14),  ps=2,
(3.14)

M4:{17374}a S4:{Wl(i)awl(jé)vw?fjll)7w3sj42)7W4(jll)aWz£j42)}7 R4:(374)7 p4:27

and ppin = 2.

3Incidentally, our results will show that as K,,, — oo, for this example C», = 1/3, and Server 2 is redundant.
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The X-secure constraint, 0 < X < N, requires that any X (or fewer) colluding servers learn

nothing about the messages.
[ X -Security] I(Sx;W) =0, VX C[N],|X| < X. (3.16)

X =0 represents the setting without security constraints. If X =0, then no secret sharing is
needed, so each share of a message is the message itself,

X=0= W) =Wy, Vn € R (3.17)

)

This completes the description of the messages and the storage at the N servers. Next, let

us describe the private information retrieval aspect.

The user desires the message W, ., where the indices © and x are chosen privately and
uniformly by the user from p € [M],x € [K,], respectively. In order to retrieve his desired
k] Ay [1a5] [11.15] [11,5]

message, the user generates N queries, Q"™ Q4™ ... Q%™ and sends the n'* query, Qx

to the n-th server. The user has no prior knowledge of the message realizations,

I<S[N] ; MaﬁaQB\}]ﬂa 7@{%71{1\”) =0. (318)

A T-private scheme, 1 <T < N, requires that any 7" (or fewer) colluding servers learn nothing

about (k).

[T-Privacy| I <Q[#’F”] ; ,u,KJ) =0, VT C[N],|T|<T. (3.19)

(1,
n

Upon receiving the query @ H], the n-th server generates an answer string Al ’ﬁ], which is a

function of the query QLL 1 and its stored information Sh.
H(AM Qi H,s,) =0, Vm € [M],k € [K,n]. (3.20)
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The correctness constraint guarantees that from all the answers, the user is able to decode

the desired message W, .,
[Correctness| H <WW$ | A%}fh@%}fhﬂ,/ﬁ) =0. (3.21)

The rate of a GXSTPIR scheme is defined by the number of g-ary symbols of desired message

that are retrieved per downloaded g-ary symbol,

R= H(WV,.) _L (3.22)

Zne[N]H<A£{L7H]) D’

where D = Zne[ N]H (AL{‘ "ﬂ> is the expected® total number of g-ary symbols downloaded by
the user from all servers. The capacity of GXSTPIR, denoted as C(N,X,T,W,S), is the
supremum of R across all feasible schemes. In this chapter we are interested in the setting
where each subset of messages is comprised of a large number of messages. Specifically, we
wish to characterize the asymptotic capacity, as K,, — oo for all m € [M]. In order to have

K,, approach infinity together for all m € [M], let us define,
K= [xmK], (3.23)

so that x,,,m € [M] are fixed constants, while K approaches infinity. Then the asymptotic

capacity is defined as

Co = lim C(N, X, TW,S). (3.24)

K—o0

Note that the number of message sets, M, and the storage pattern R remain unchanged,

while K,,, i.e., the number of messages in each W,, approaches infinity.

4While the achievable schemes used in this chapter only download a deterministic number of bits from
each server, note that our capacity formulation allows schemes for which the number of bits downloaded from
each server may be random. This means that our capacity results cannot be improved upon by schemes that
download a random number of bits from each server.
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3.3 Results

Our first result is a general achievability argument that provides us a lower bound on the

asymptotic capacity of GXSTPIR.

THEOREM 3.1. The asymptotic capacity of GXSTPIR is bounded below as follows,

min_X_T
Coo > pT. (3.25)

The proof of Theorem 3.1 appears in Section 3.4. From a practical standpoint, it is worth
noting that while the achievable rate in (3.25) does not depend on the storage structure
beyond just the minimum replication factor pu;,, the achievable scheme does require that
the user be aware of the storage structure for the construction of queries that are sent to the
servers. From a technical standpoint, the most interesting aspect of the proof is the use of a
structure inspired by dual GRS codes, that is intuitively explained in Section 3.3.2. Another
interesting aspect of Theorem 3.1 is that applying it to a subset of servers (by eliminating
the rest) may produce a higher achievable rate than if all servers were used. Therefore, in
order to find the best achievable rate guaranteed by Theorem 3.1 we must choose the best
subset of servers. Example 4 in Section 3.3.1 illustrates this idea. As a final remark, let us
reiterate that the focus of this chapter is on settings with large number of messages. Indeed
for smaller values of K and M the schemes presented in [89, 13| can achieve better rates

than the scheme presented in Section 3.4.

Our next result is a converse argument that holds for arbitrary storage patterns. Recall that

D,,= H(A¥™ /L is the normalized download from Server n.
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THEOREM 3.2. The asymptotic capacity of GXSTPIR is bounded above as follows,

07 pmin S X +T
O < (3.26)

max(p, . pyyep  (D1+Da+-+Dn) ™", pin > X +T

and D is defined as

DL (Dl,---,DN)e]Rf‘ 3" Do 1.Ym € [M].VR), C R | Ryl = [Ron| = X ~T

ner,,

(3.27)

The proof of Theorem 3.2 appears in Section 3.5. Since the asymptotic capacity is zero
for ppin < X +7, in the remainder of this section we will assume that pn;, > X +7. Note
that since our focus is on settings with asymptotically large number of messages, our coding

schemes achieve rate zero for cases where the asymptotic capacity is zero.

REMARK 3.1. Note that (3.27) implies that the total normalized download from any py, —
X =T servers in R,, must be at least 1. A simple averaging argument implies that the total

normalized download from all p,, servers in any R.,, must be at least py,/(pm—X =T).

The general lower bound in Theorem 3.1 is in closed form and the general upper bound
in Theorem 3.2 is essentially a linear program, so for arbitrary settings it is possible to
evaluate both to check if they match (provided the parameter values are not too large to be
computationally feasible). Conceptually, the condition for them to match may be understood
as follows. Consider a hypergraph G(V,€) with the set of vertices V = [N] representing the
N servers, and the set of hyperedges £ such that e € € if and only if Im € [M] such that
e CR,, and |e| =|R,,| — X —T. For this graph, hyperedges e € £, with corresponding weights
x. € Ry, are said to form a fractional matching if for every vertex v €V the total weight of

the edges that include v is less than or equal to 1. The largest possible total weight of a
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fractional matching is called the fractional matching number of G [93]. The relationship
between the optimal converse bound from Theorem 3.2 on the total normalized download,
i.e., minp(D; +---+ Dy) and the fractional matching number of G[V,€] is characterized in

the following lemma.

LEMMA 3.1. The optimal value of total normalized download, minp(D;+ Dy+---+ Dy), in

Theorem 3.2 is equal to the fractional matching number of G[V,&].

The proof of Lemma 3.1 is presented in Appendix B.1. From Lemma 3.1, the following

corollary immediately follows.

COROLLARY 3.1. The lower bound of Theorem 3.1 matches the upper bound of Theorem
3.2 if and only if the fractional matching number of G(V,£) is equal to p,_%. For all

such cases, the asymptotic capacity Coo = (pin—X —T)/N.

Next let us identify some interesting special cases of Corollary 3.1.

Let R be a collection of the sets R,,,m € M’ C [M]. We define R ry to be an exact b-cover
of [N] if py, = pmin for all m e M’; and every element of [N] is contained in exactly b sets in
R It follows that the asymptotic capacity Coo = (pmin — X —T') /N if there exists an exact
b-cover for some b€ Z,. This is easily seen because for each R,, in Ry we have the bound
ZneRm Dy, > puin/ (pmin — X —T') according to (3.27). Adding all these bounds we obtain
the desired converse bound bZnE[N] Dy, > (DN/ puin) (Pmin/ (Pmin — X = T)), i.e., ZHG[N] D, >

N/(pmin— X —T), which is achievable according to Theorem 3.1.

(Symmetric Storage) As a special case that is of particular interest, define a symmetric
storage setting as one where (after some permutation of message and server indices) for all
mée [M], Ry=(pm~+1,pm~+2,--- pm~+pnin). Here, p<pnm and server indices are inter-
preted modulo N, e.g., Server N 41 is the same as Server 1. Furthermore, b= M pin /N is

an integer value. Then any symmetric storage setting thus defined has asymptotic capacity
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Coo = (pmin — X —T) /N because the storage sets form an exact b-cover.

Based on these observations, here are some examples of storage patterns where the asymp-

totic capacity is Coo = (pmin —X —T1")/N.

1. R=1((1,2),(2,3),(3,1)) which is a symmetric storage setting (forms an exact 2 cover).

2. R=((1,2,3),(3,4,5),(5,1,2),(2,3,4),(4,5,1)) which is a symmetric storage setting

(forms an exact 3-cover).
3. R=((1,2),(2,3),(3,1),(4,5),(5,6),(6,4)) because it forms an exact 2 cover.

4. R=((1,2,3),(4,5,6),(i,5,k),(a,b,c,d)) for arbitrary {i,j,k},{a,b,c,d} C[N]=1[6] be-

cause it contains an exact 1-cover, Ry ={(1,2,3),(4,5,6)}.

5. R=1((1,2,3),(3,4,1),(2,5,6),(4,5,6),(1,3,6),(1,2,5,6)) because it contains an exact 2-
cover of [N]=[6] in Ruw = {(1,2.3),(3,4,1),(2,5,6),(4,5,6)}.

While the existence of an exact b-cover for some positive integer b is sufficient to guarantee
that the asymptotic capacity is Coo = (pmin— X —T')/N, it is not a necessary condition.

Examples 1 and 2 in Section 3.3.1 show such settings.

On the other hand, it is also easy to see that the lower bound of Theorem 3.1 and the upper
bound of Theorem 3.2 do not always match. Remarkably, in all such cases that we have been
able to settle so far, it is the upper bound that is tight, and the achievability that needs to be
improved. In many cases, such as Example 4 in Section 3.3.1, an improved achievability result
is found easily by eliminating a redundant server before applying Theorem 3.1. However,

more sophisticated achievable schemes may be required in general.

Our final result emphasizes this point by settling the asymptotic capacity of GTPIR, i.e., T-

private information retrieval with arbitrary graph based storage and no security constraints
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(X =0), provided each message is replicated no more than (7'+2) times. Because this result
deals with arbitrary storage patterns, for its precise statement we will need the following

definitions that follow the convention of Schrijver [93].

DEFINITION 3.1. Define G=(V,E) as a simple undirected graph with vertices V =[N]|

corresponding to the N servers, and with edges uv € E if and only if {u,v} CR,, for some

m e [M].

DEFINITION 3.2. For a set UCV, we define G[U] as the induced subgraph of G whose
verter set is U and whose edge set, denoted E[U] consists of all edges wv € E such that

u,vel.

DEFINITION 3.3. A set U CV is called a stable set (also called independent set) if there

are no edges between any two members of U.

DEFINITION 3.4. For U C [N], define N'(U) as the set of vertices in V\U that are neighbors

of vertices in U.
DEFINITION 3.5. Define 6(n) as the set of edges incident with vertez n.

DEFINITION 3.6. A function x: E— Z, is denoted as a vector x € Z%. A function y:V —
Z is similarly denoted as a vector y € ZY . The size of a vector is defined as the sum of its

entries.
DEFINITION 3.7. For any v € ZY, and F C E, define x(F) =3 pa(f).

DEFINITION 3.8. For a positive integer b, a b-matching in G is defined as a vector x € Zf

satisfying x(0(v)) <b for each vertex ve€V. The maximum size of a b-matching in G is

defined as vy(G).

DEFINITION 3.9. Define N, as the set of servers that do not store any messages that are

replicated fewer than r times.

N, ={ne[N]lmeM, = pn,>r}. (3.28)
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It is worthwhile to recall that from basic results in graph theory (see Chapter 30, Section

30.1 of Schrijver [93]), it is known that

vo(G) =min{|V\U|+ |N(U)| | UCV, and U is a stable set}. (3.29)

With this we are ready to state our final result.

THEOREM 3.3. The asymptotic capacity of GTPIR with p, <T+2 for all m € [M], i.e.,

when each message set is replicated no more than (T +2) times, is

Coo = . (3.30)

2
v2(GNT42])+2I N1 41]”

The proof of Theorem 3.3 appears in Section 3.6. While the converse bound for Theorem
3.3 follows directly from the general converse bound in Theorem 3.2, the achievability goes
beyond the scheme of Theorem 3.1, to involve a limited generalization to private computation
that is presented in Section 3.4.3. As an interesting special case of Theorem 3.3, note that
if all messages are T'+ 2 replicated, i.e., Ny is an empty set, then the asymptotic capacity

is exactly 2/v5(G).

REMARK 3.2. In general, for arbitrary positive integer b, any bounds on b-matching will
result in a corresponding lower bound of Zne[N] D,,. However, since the converse bounds for
2-matchings are found to be tight, there is no need to pursue b+ 2, because no more bounds
are needed. For larger p,,, perhaps similar results are possible in the hypergraph version, but

we have not been able to find meaningful generalizations along these lines.
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3.3.1 Examples

Let us consider a few more examples to illustrate our results. For these examples we set
X =0,T=1 for simplicity, but similar examples are easily constructed for X >0,7>1 as

well.

1. Consider M = 3 message sets, stored at N =4 servers according to the replication pat-
tern Ry =(1,2,4), Ro=(1,2,3), R3=(1,3,4). Since every message is 3-replicated, ac-
cording to Theorem 3.1 we have C, >2/4 =1/2. For the converse we note that R; —>
Di+Dy>1, Ry = Dy+D3>1, R3 = D3+D,>1,D4+ D, > 1, and adding these
bounds gives us Dy + Dy + D3+ Dy > 2. Thus we have C, =1/2 for this example. Note
that this example does not contain an exact b-cover for any positive integer b, but the

asymptotic capacity for this example is still Coo = (pin— X —T')/N.

2. Consider M =3 message sets stored at N =5 servers according to the replication pat-
tern Ry =(1,3,4), R =(3,4,5),R3=(2,3,5), so that every message is 3-replicated, but
the storage is not symmetric, nor does it contain an exact b-cover. For the con-
verse we note that Ry = Dy+D1>1,D1+D3>1; Ry = D3+ Dy >1,D9+ D5 > 1;
Ry = D5+ D, >1; and combining these bounds gives us the converse bound as
Coo Smaxpl/(3,ci5Dn) <2/5. Since pmin =3, Theorem 3.1 shows that the rate

(pmin— X —T)/N =2/5 is achievable, so that C,, =2/5 for this example.

3. Consider M =3 message sets stored at N =5 servers according to the replication pat-
tern Ry =(1,3,4),Rs=(1,3,4,5),R3=(2,3,5), so that messages in W, are 4-replicated
while those in Wy, Wj are only 3-replicated. For the converse we note that Ry —
Dy+D3>1,D34+Dys>1,D44+ D, > 1; while R3 = 2D5+2D5>2. Adding them up
we have the bound D;+ Dy+ D3+ Dy+ D5 >5/2, which gives us the converse bound
Co <2/5. Since pmin =3, the lower bound from Theorem 3.1 is also 2/5, so that

Cs =2/5 for this example. Note that we could eliminate any one element from Rs so
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that messages in W, are also only 3-replicated, but that would not change the asymp-
totic capacity. Or we could add one more element to Ry so that messages in W, are
replicated at every server, and that would also not change the capacity. Thus, this

example illustrates redundant storage.

4. Consider M =2 message sets stored at N =5 servers according to the replication pat-
tern Ry =(1,2,3,4), Ra=(2,3,4,5), so that each message is 4-replicated. The con-
verse from Theorem 3.2 says C., <2/3, which corresponds to D; = D5 =0,Dy= D3 =
D,=1/2, but since pmin =4, Theorem 3.1 applied directly only proves the achiev-
ability of rate (pmm—X —T)/N=3/5 which does not match the converse bound.
However, note that if we eliminate Server 1 and Server 5, then we are left with the
same® M =2 message sets stored at N’ =3 servers according to the replication pat-
tern R} =(2,3,4),R5=(2,3,4), for which p;, =3, and Theorem 3.1 shows that the
rate (pl;,, —X —T)/N'=2/3 is achievable, which indeed matches the converse bound.
Thus, the asymptotic capacity for this example is Cy, =2/3. The example shows that

achievable rates may be improved by eliminating redundant servers.

5. Consider M =4 message sets stored at N =25 servers according to the storage pat-
tern Ry = (1,2,3),Ra=(2,3,4),R3=(1,3,5),R4 = (2,4), so that messages in Wy, Wy, Wj
are 3-replicated, while messages in Ry are 2-replicated, and pn,;, =2. The achievable
scheme from Theorem 3.1 achieves a rate 1/5, however Theorem 3.3 builds upon that
scheme to achieve the rate 2/7 which also matches the converse. Thus, for this setting,

the capacity is settled by Theorem 3.3 as C,, =2/7.

6. Consider M =5 message sets stored at N =8 servers according to the storage pattern
R1=1(1,2,3),Ro=(1,3,4),R3=(4,5,7),Rs = (4,6,7),R5s = (7,8). The capacity for this
case is settled by Theorem 3.3 as 2/9. To explicitly see the converse bound, note that
in (3.27) Ry = D1+ Dy+D3>3/2; Rs = D;>1,Ds>1; and R3 = D4+ D5 > 1.

®Note that while some servers may be eliminated (i.e., not used) by an achievable scheme, the message
sets cannot be reduced because the achievable scheme must still work for all messages.
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Adding these bounds we have Dy + Do+ D3+ Dy+ D5+ D7+ Dg > 9/2, which implies
that asymptotically the total normalized download D >9/2 and the converse bound
follows. The graph representation for this setting, G(V,E) is shown in Figure 3.1.
Vertices in N3 ={1,2,3,4,5,6} are shown with a red border, while vertices in Ny = {7,8}
are shown with a black border. The maximum size of a 2-matching on G[Nj] is 5,
corresponding to the 5 edges shown in red. Alternatively, it corresponds to the choice
of U={5,6} CN3 in (3.29). Note that while U has 2 neighbors in G, i.e., N(U)=
{4,7}, it has only 1 neighbor in N, ie., N(U)NN3={4}. Therefore, vo(G[N3])+
2N, = INs\U|+ N (U)NN3|+2|Ny| =441+42(2) =9. Achievability follows by the
scheme presented in the proof of Theorem 3.3, downloading a symbol from each of
[NJ\U ={1,2,3,4,7,8}, and downloading another symbol from each of N (U)UN;=
{4,7,8} according to a private computation scheme described in Section 3.4.3, for a

total download of 9 symbols from which 2 desired symbols are retrieved.

Figure 3.1: The graph G[V,E] for Example 6.

3.3.2 Solution Structure inspired by Dual GRS Codes

The most interesting aspect of the achievable scheme in Theorem 3.1 is a generalized query

and storage structure that is inspired by dual GRS codes. Since the storage and query struc-

ture for XSTPIR in [57] was based on RS codes, the generalization to GRS code structure

for GXSTPIR is somewhat serendipitous (note that the G in GRS codes is not automatically

associated with the G in GXSTPIR which stands for Graph based replicated storage). It is

also surprisingly effective, as explained intuitively in this section.
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Before discussing how GRS codes are a part of the solution, let us illustrate the nature of the
problem with a simple example. Let us consider a very basic setting, where we have M =4
subsets of messages, N =4 servers, and VYm € [M], we have R,, =[N]\{m}, i.e., messages
in W, are stored at all servers except Server m. Let V,,,,m € [M] be four vectors in F, each

" coordinate (reflecting the fact

of size N x 1, such that the vector V,, has a zero in its m!
that messages in W, are not stored at Server m) and all other coordinates are non-zero.
Then, as we will explain shortly, the rank of the matrix [V, V3, V3, V4] reflects the number

of dimensions occupied by interference, i.e., downloaded symbols that are undesired. For

example, suppose we are operating in F5 and we choose,

0111

1032
1204

1310

which has rank 2. Then this choice corresponds to a scheme where interference occupies
rank(V) =2 out of the N =4 dimensions, leaving the remaining 2 dimensions available for
retrieving desired message symbols. To see this explicitly, suppose each message is comprised
of L =2 symbols, W, x = (W, 1(1),Wp, x(2)) in F5, and the user desires the message W, . €

W,.. The download from the n'" server is the n'" row of the following N x 1 vector.

V=1 Y Wu)Zikw | Vit | D WarlD)Zowg | V2
ke[K1],le[L] ke[Ko],le[L]
YD Wak0Zsg | Va+ | D Wikl Zig | Vs (3.32)
ke[K3],le[L] ke[K4) Le[L]
+ W (DEE W, (2)F G (3.33)

The vectors FE‘B”],F[(‘;’)H} are two 4 x 1 vectors, called demand vectors that help retrieve the
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desired message symbols. Due to storage constraints, the demand vectors FE*ILSR],FE;’)H] must

also have zeros in the coordinates where V,, has zeros. The Z,, ) random variables are
i.i.d. uniform noise terms added to hide the demand vectors contained in the query sent
to each server, thus ensuring privacy of user’s demand. The demand vectors, which carry
the 2 desired message symbols must be linearly independent of V,V,, V3,V which carry
only interference. To retrieve his desired message, the user projects V' into the 2 dimensional
null space of V1,V,,V3,Vy, where all interference disappears and only the two desired signal
dimensions remain, from which the 2 desired symbols are retrieved. The rate achieved by this
scheme is 2/4=1/2 which is also the asymptotic capacity for this setting (converse follows

from Theorem 3.2).

From this example, it is clear that the problem is related to min-rank of the V' matrix
subject to constraints on which terms take zero or non-zero values. These constraints are
affected not only by the given storage structure, but also from the possibility of redundant
servers® as well as privacy and correctness constraints, e.g., because demand vectors must
share the same structure to ensure privacy. Evidently, PIR with graph based storage is
connected to other problems such as index coding, where also min-rank is important [15].
For arbitrary storage patterns such min-rank problems can be difficult to solve in general.
However, now let us consider what happens if every message is replicated the same number of
times, |Ry| = pm = pmin for all m € [M]. As will be shown in the proof of Theorem 3.3, even
if replication factors vary across messages, schemes for such settings may use the constant-
replication-factor schemes as their essential building blocks. Thus, the constant-replication-

factor setting is of fundamental significance. It is also the setting where we exploit the

structure of dual GRS codes.

For simplicity we will only consider a setting with X =0 and T'=1. Consider such a setting

with an arbitrary number of message sets M, with N =5 servers, constant-replication-factor

6 As illustrated by examples in Section 3.3.1 the solution may be further optimized on storage structure
by ignoring redundant storage.
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Pmin =3, and an example of an arbitrary storage pattern that satisfies these constraints (5

servers, every message replicated at 3 servers) reflected in the structure of the following V

matrix.
m=1 m=2 m=3 -+ m=M
Server 1 -U171 0 V31 UM ]
Server 2 0 Vg2 V32 *** 0
V= Server 3 | V1.3 U233 0o - UM,3 (334)
Server 4 [ U1 4 0 V34 0
Server 5 | 0 V25 0 - UM,5 ]

Note that the m* column has exactly p,, = 3 non-zero entries corresponding to the 3 servers
that store the messages in W,,,. The structure of each column is arbitrary, fixed by the given
storage pattern, but each column must have exactly 3 non-zero entries. For this setting, it
turns out that regardless of the value of M, it is possible to choose non-zero values for v, ,
such that the rank of this matrix is not more than 3, i.e., all interference can be limited to
3 dimensions. This is done as follows. Let (3, be distinct non-zero constants for all n € [N].
Furthermore, let us define,

-1

van=| [ (Ba=5w) (3.35)

nERm\{n}

Based on dual GRS codes (see Lemma B.2), it turns out that this choice of v,, ,, ensures that

> VBl =0 (3.36)

NnERm

for all j€{0,1,--+,pmin—2}. For this example, since pni, =3, it means that Vm € [M],

64



> oner, Vmn =0, and Y Uy nB, =0. Writing this out explicitly, we have

[T 0 1 1 |
(B1—P3)(B1—PB4) (B1—B2)(B1—Pa) (B1—83)(B1—Ps)
0 1 1 0
11111 1 (ﬁz—ﬁ:a)l(ﬁz—ﬁs) (B2—PB1)(B2—PB4) 1 0
- - - - 0 =S E— | T
By Ba Bs Ba Bs (B3 51)1(53 Ba) (B3—B2)(B3—P5) 1 (B3—P1)(B3—B5) 0
(Ba—PB1)(Ba—Bs) 0 (Ba—B1)(Ba—B2) 0
0 S L — 0 R S
L (B5—PB2)(B5—P3) (B5—PB1)(B5—P3)

(3.37)

which is easily verified because for any ny,nq,n3 € [N],

Um,ny + Um,na + Um,nz = (BHQ - /8713) a (ﬁng — ﬁnl) - (6711 _ an) = 0, (338)

(ﬂnl - an ) (ﬁ?n - 5713) (67@ - ﬁng)

_ (an B ﬁng)ﬁnl + (ﬂng B ﬁm)ﬁng + (Bnl B /Bng)ﬁng .
Um,ny ﬁnl + Um,nzﬁng + Um,ngﬁng - (ﬁnl — 5n2)(5n1 — Bﬂg)(ﬁﬂQ _ ﬁn3) =0.

(3.39)

Thus, there are pp;, —1=2 vectors along which V has null projection, corresponding to
j=0 and j=1 in (3.36). These two interference free dimensions allow us to retrieve 2

desired symbols, achieving a rate of 2/5 for this example.

As another example, consider a setting with an arbitrary number of messages M and an arbi-
trary number of servers N, where each message is replicated 4 times, i.e., p, = pmin = 4 for all
m € [M]. Given an arbitrary 4-replicated storage structure, choosing vy, , according to (3.35)

allows us to find pp;, —1 =3 dimensions along which interference is nulled, corresponding to
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j=0,7=1, and j=2in (3.36). This is illustrated below.
Column m

vow s | 0 Uy

To1 o 1| rownms | o Uy

0
b1 Ba - BN 0 =10l (3.40)
0

5% 522 512\7 vowns | 0 Unming

TOW T4 M Um,n4

Column m corresponds to an arbitrary message set WW,, that is replicated at the 4 servers

n1,Nn9,M3,n4, and it is easily verified that if v,,, are chosen according to (3.35) then

Umnony T Umong + Vming + Vmng =0, (3.41)
5"1 UmJLl + anvm,nz + /6n3vm,n3 + 5n4vm7n4 == Oa (342)
7211 Um,nl + 5220771,712 _l_ 67%3’Um,n3 + 57214vm,n4 = O (343)

Thus, there are 3 interference-free dimensions which allow us to retrieve 3 desired symbols

for a rate of 3/N.

In general, if the V matrix has pni, non-zero entries in each column, then by assigning vy, ,,
according to (3.35) there are pn, —1 dimensions that are interference free, corresponding
to 7€4{0,1,-+,pmin —2} in (3.36), along which pyi, —1 desired symbols can be retrieved
to achieve the rate (pmin—1)/N, which matches (pyin—X —T)/N for X =0,7=1. When

T>1 and/or X >0, then additional interference terms enter into the picture due to the
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additional noise terms needed to protect the messages (X-security) and the queries (7-
privacy). Following the construction previously introduced for XSTPIR, these additional
interference dimensions are restricted by using cross-subspace alignment [57]. Fortunately,
since the storage and query structure used for XSTPIR in [57] is also based on Reed Solomon
Codes, it turns out to be compatible with the additional structure imposed by the choice
of vy, in (3.35) according to dual Generalized Reed Solomon Codes. Combining both
ideas, it turns out that the number of interference free dimensions that remain available
for desired message symbols is equal to pyi, —X —T', which allows us to achieve a rate of

(Pmin — X —T)/N. The details are left to the proof of Theorem 3.1.

3.4 Proof of Theorem 3.1

3.4.1 A Simple Example

To make the proof more accessible, let us start with a simple example, which is essentially
derived from (3.34). Consider the setting where N =5, T'=1 and X =0. There are M =4
message sets, Wy, = (Wi 1, Wina,--, Wi k,,),m € [4], that are stored in the 5 servers accord-
ing to the replication pattern R =((1,3,4),(2,3,5),(1,2,4),(1,3,5)), where K,,,m € [M] are
positive integers representing the number of messages in the message set W,,. Note that
this replication pattern R corresponds to the four columns shown in the V' matrix in (3.34).
The scheme operates over a block where each message is comprised of L =2 symbols from
F, where ¢> N+L="7. Let 31,52,---,05, f1,f2 be 7 distinct non-zero elements in F,. Now
let us specify the storage at each server. Server n stores all the L =2 symbols of messages

from the message sets W,,, for all me M,,, i.e.,

S, = {Wm7(1),Wm7(2),vm c Mn} (344)
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W0y = (Wit (€), Wi 2(€),-+ Wi k., (€)] Ve e [2]. (3.45)

For example, consider the first server, we have M; ={1,3,4}, therefore,

S1={W1,0), W12, W3 1), W3 (2), Wy 1), Wy 2} (3.46)

Notably, for all m € [4], the 1 x K, row vector W,, (, contains the (" symbol from every

message in W,,. Suppose the user wishes to retrieve the message W, ,, = (W, .(1),W, .(2)).

The query sent to Server n is

Q[T/Lx,n] = {Q%:Z{QyQ%:Z},@) ,Vm € Mn} (3.47)
where,
K Um,n K
Qo = 7.5 (B0 (fe=50) 2l 0) (3.15)
— vmvn [/L,H] / 4
TR e (3.49)

the constant values v,,, are defined as

-1

Um,n = H (ﬁn - 6#) ) (3'5())

n'€Rm\{n}

F* are demand vectors defined as

e., if m=u,
Florl = : (3.51)

0, otherwise.

where e, is the ™ column of the K,, x K,, identity matrix. The values of F%"’”] are kept

private from any server, by the K,, x1 column vectors Z;n,l,(f) comprised of i.i.d uniform
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noise symbols, for all m € [4],¢ € [2]. Thus, the scheme is T'=1-private. To further clarify

the construction of queries, consider the first server, we have
{Q1H1H(]1)7 anulﬁ(]l)aQ 7Q4ﬂlﬂ(]1)aQ[# " } (3.52)

The answer returned by Server n is

=30 WaoQin (3.53)

46[2 meMn
Um” LK
P> Foe By V0 FLIEY Y tmn W0 Za o (3.54)
ZE[Q meM,, Le2lmeMy,

J/

/[M x]

Upon receiving all N =5 answers, the user evaluates the L =2 values Y7,Y5, as follows.

A[lu,ﬂ}
N . A (3.55)
Y, Bi B2 PBs o |
A[Su,fd

Note that by the construction of AV A[“ A A[“ I the column vector on the RHS of

(3.55) can be written in the following matrix form.

][] |0 ey : N
A Ay WL(UZI 1,(1) +WL(2)Z1,1,(2)
s ] 0 v22vs2 0
Ay A" Wo)Zs 1)+ Wa )2t

,(1) (2)52,1,(2)
= . | T a2z 0 wg / : (3.56)
' Ws)Z5 1) T W23, o)
] || P24 O Ve O
Ag” A" W()Zill(l + Wiy Z/ 1,(2)
) - T L 0 vy 0 vgs }
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As previously shown in (3.37), guaranteed by Lemma B.2, the choice of constant values v, ,

satisfy the property that

V11 0 V31 V4,1

0 V2,2 U3 2 0
1 1---1 0
vi3 U3 0 wa3 | = : (3.57)
B P2 -+ Bs 0

V1,4 0 V3,4 0

0 V25 0 V4.5

(1]

Besides, we note that by the definition of demand vectors Fy, ™, we have
W, (0), if m=pu,
W, Fld=¢ " " (3.58)
0, otherwise.
Therefore, we have
VuRu(l) Vi Ru(1)
- B
Y, 1 1 1 J1=Br,1) f2=BRrL(1) Wun(l)
_ VuRu(2) Vi Ru(2) ’ ) (3.59)
V. 3 3 Br. ¢ J1=BRr,2) f2=BRrLE) W (2)
2 Ru(l) Ru(2) RM(S) U%Ru@) U;L,RH(B) HoR

J1=BRr,3) f2=BRrL®B)

Guaranteed by Lemma B.3, the product of the first two matrices on the RHS is an invertible
2 x 2 matrix. Thus the user is able to obtain the desired message W, , = (W, .(1),W, .(2))
by inverting the matrix. Note that the 2 symbols of the desired message are obtained from
a total of 5 downloaded symbols, the rate achieved by the scheme is R=2/5, which achieves

the desired rate.
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3.4.2 A General Scheme

Now let us we present the achievable scheme for GXSTPIR for arbitrary N, T, X, M, K,,,pm
values that allows private retrieval of any desired message at a rate R= % Without
loss of generality we will assume that p,, = pmin for all m € [M]. For any message that is
replicated more than pp,;, times, the scheme can be applied by arbitrarily choosing any puin
replications of that message and ignoring the rest. In order to achieve the rate R = %,

the scheme will retrieve pu,;, — X — T desired symbols by downloading one symbol from each

server.

The scheme operates over a block where each message is comprised of L symbols and we

have
L=pum—X-T. (3.60)

All symbols are in F, and without loss of generality we will assume that ¢ > N+ L. Let

By, Jinvy be distinct non-zero values in F,. Server n stores,

(n n) n
S" - {Wm,)(l)’wfn,(Z)" o ’an?([l)vvm S Mn} (361)
ng,)(z) =W+ Z (fe=Bn) Lm0 (3.62)
z€[X]
W) = Wina (), Win2(0), -+ Wi k.., (0)], Ve e [L). (3.63)

Thus, for all m e [M], the 1x K, row vector W,, s contains the (" symbol from every
message in W,,. For all m € [M],z € [X],£ € [L], the 1 x K,,, row vectors Z,, , () are comprised
of i.i.d. uniform noise symbols. Any message symbol W,, ,(¢) that is secret-shared among
servers R, is protected by the X noise symbols Z,, 1,(¢)(k), Zp.2,00) (k) -, Zm x,() (k) that are
i.i.d. uniform and coded according to an MDS(X,pmin) code, so that the shares accessible

to any set of up to X colluding servers are independent of W, ;(¢). Thus the scheme is
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X-secure.

The query sent to Server n is

Q[#’K] = {Q%:Z]’(gyvm eM,,le [L]} (364)
where,
K Um,n K
Q[nlj:n],(é) - fi—B Fv[# I+ Z (fe _ﬂn)tzlm,t,(é) (3.65)
¢ " te[T]

F[%’H] are demand vectors defined as

e, if m=ypu,
Rl a (3.66)

0, otherwise.

where e, is the s column of the K,, x K,, identity matrix. The values of F%’H] are kept

private from any set of up to 7' colluding servers, by the K,, x1 column vectors Z., 400
comprised of i.i.d uniform noise symbols, for all m € [M],t € [T'],¢ € [L]. Note that the noise
vectors that protect F[ﬁ"{] are coded according to an MDS(T,puin) code spread across the
queries sent to servers in R,,, i.e., all queries that contain F[m“’”], so that the queries accessible
to any set of up to T servers reveal no information about the demand vectors. Thus, the

scheme is T-private.

The constant values vy, , in (3.65) are defined as

-1

VU 2 T -8 (3.67)

n'€Rm\{n}

As shown in Lemma B.2 in Appendix B.1 using the properties of dual GRS codes, this choice
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of vy, satisfies the crucial property that

Z vm,nﬁrjz =

NnERm

for all m € [M] and for all j € {0,1, -+, pmin — 2}.

The answer returned by Server n is

A =3 ST Wi Qi

ZE[L]mEMn

Upon receiving all N answers, the user evaluates the L values Yi,Y5,---

Y, 11 o 1 | Al
ol | B B o By | AR
YL BlL 1 6 . L 1 AEG:”}

so that for all ¢ € [L],

Vim Y g al

ne[N]
=280 D Wi Qi
ne[N] le[L)meMy,

_Z Z Z Bz IW(n E)Q[MH]

Le[LImE[M]nERM

_ZZ vanﬁ +Zfe Bn) L (

Le[Llme[M|nERm z€[X]

RIS (- 6,012,

te[T]
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(3.68)

(3.69)

Y, as follows.

(3.70)

(3.71)

(3.72)

(3.73)

(3.74)



vm nﬁ

=22 2

Le[LlmE[M]nERm

DD

Le[LImE[M]nERM

(vm Bt

F[un]+zvmn52 1 f 5n)t 1W Z/ 208

te[T)
+ Z Um,nﬁyi;,_1<f€ _Bn)x_lzm,x,(ﬁ)F[muﬁ]
z€[X]
+ Z va nﬁl 1 Bn)lurt 1me( )Zlmﬂf,(ﬁ) (375>
ze[X]te[T)
(@F%’*’”])

+ Z Z ZW (Z mt ( Z Um,nﬁle(ff_ﬁn)tl)
Le[Llme[M] \te[T) nERm
+ Z Z Z me é)F[MK ( Z Um,nﬁjzl(ff_ﬁn)xl>
Le[Llme[M] \ z€[X] nERm
—i—Z Z ZZZM Mt(f)<zvmnﬂl 1 ﬂn)ert 1)
Le[Llme[M] \ z€[X]te[T) NnERm
(3.76)
The  terms (X ,cr VmnBi ' (fo—B2)"71), (Xner,, VmaBi H(fe=B2)""")  and

—1
(ZTLER'NL Um/n/B:L

(fe—Bn)™71) are equal to zero because of (3.68).

This is because

all of these can be expanded into weighted sums of terms of the form Y o vpm,/3] for j

taking values in {0,1,---

as follows,

Z Umnﬁz 1 ff 571

neRm

,Pmin — 2}. Let us show this explicitly for ZneRm VB (fo—Bn) !

t—1 L
= Ui > ( _ )B;ﬁ ! (3.77)
nNERm 7€{0,1,---,t—1}
t—
Z ( ) t—1— T(Z UmnﬂH_T 1) (378)
7€{0,1,---,t—1} T nERm,
(3.79)

=0

because 0<i+7—1<L+(T—1)—1= ppin—

X —=2<ppin—2. It can be similarly shown
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that (32, cr, UmmBh (fe=052)""1) =0 and (3, cr, VmnBs '(fe—B.)""1) =0. Thus, we

have,

i=>, >, D, (Umnﬁ (e)F[%’”]) (3.80)

Le[LIme[M]nERMm

_Z Z W,, ud(Z Umnﬁl 1) (3.81)

Le[Llme[M] NERm
v nﬂz 1
= Z WM (g)e,i Z L/ (382)
Le[L] neRy
i—1
=D > Wil U“ ”B (3.83)
Le[L]nER — B

Note that we used (3.66) to obtain (3.82). In matrix notation, we have,

i Lo Vi Ry (1) Vi Ry (1) Wisw(1)
fi=Br,) 7 fLBrL)
Yol |ARu  PRutom) 5 5 5 Win(2) | (3.84)
' . . Yu, Ry (pm) Vi, Ry (pm) '
L—-1 f1=Br (pm) " fL—Br (pm)
_YL_ 672#(1) o 6Ru(ﬂm)_ ~ - E - _VVH,H(L>_
A

Guaranteed by Lemma B.3 and the the definitions of v,,, and 3,, Ym € [M],n € [N], the
L x L matrix AB is invertible, and the desired message is retrievable by inverting the matrix.

Thus the scheme is correct. This completes the proof of Theorem 3.1. 0

3.4.3 A Private Computation Scheme for X =0, py,i, =T+ 1.

From the description of the scheme, it is evident that the demand vectors are protected by
the uniform noise, regardless of how they are chosen. Modifying the choice of demand vectors
would allow the user to privately retrieve various forms of desired information, generalizing

the scheme to broader applications. Here we present a simple example that will also be
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useful for the proof of Theorem 3.3.

Suppose there are no security constraints (X =0) and every message is replicated 7'+ 1 times
(pmin =T+1), so that our scheme operates over blocks comprised of L= py,—X—-T=1
symbol per message. Recall that our scheme allows the user to retrieve an arbitrary message
W, . at the rate R= (pmin—X —7)/N=1/N in this setting. Now, suppose instead of an

arbitrary message, the user wants to retrieve an arbitrary linear combination of all messages,

AW)E DS S W)= Y W, Vi e (L] (3.85)

me[M|kEKm me[M]

where
A =M, Am2, A, |- € FRmx, Vm € [M], (3.86)

are the combining coefficients to be kept private from any set of up to 7' colluding servers.
This is a form of the private linear computation problem studied in [107] applied here to
graph based replicated storage. To apply our scheme to this setting, replace the demand

vectors FI with FX defined as follows.

FIN = (Z f”mn >_ . (3.87)

TLERm

so that continuing from (3.81) we have

i=> Y W, M(Z Um"ﬁz 1), ielL]={1} (3.88)

Le[Llme[M] neR
(3.89)
Umn Umn
ey wen(s ) (2 )
me[M] NnERm ERm
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=Y WomAn=AW) (3.91)

me[M]

Thus, a private computation scheme is readily obtained for the case where all messages are
replicated at least T+ 1 times. The rate of this scheme is (pmin —7)/N =1/N. Just as in
[107], there is no rate loss relative to the case where the user wants to retrieve only one

message W, ..

3.5 Proof of Theorem 3.2

Let T be a subset of R,,, such that |T|=max(|R,,|,T). Let X be a subset of R,,\ T, such
that | X| = max(|R,.| —|T],X). Note that it follows from the definition that 7NX ={). From

the decodability of message W), we have,

L:[(ka ; Al ycg“”’“) (3.92)
< T (W ; AV g Sy | QUM 3.93
>~ mk 5y AR A\ [N\ Rm > X|Q[N} ( . )
_I<Wm,k ; SIN\Rums S | Qm]kv +1<ka ; R \X | SN]\Rm7SX7Q[m H) (3.94)
= 1(Wos s AR S8 Q) (3.95)
:[<Wm,k ; AlH A[ng k]\x W | SX,S[N]\RWQ%’H) (3.96)

I<kaaAmk |SX7 N]\Rm7Q[T]<TL]k>
m,k

+I<Wm,k§AER \XNT | A SX7S[N]\RmuQ%N] }> (3.97)

< I(Wo i AP Sy Spvr, Qi+ Y H(AR) (3.98)
RE(Rm\XN\T

< T(Wo s AT S, Siagpon, QM) + Z H(AMM) (3.99)
ne(Rm \X)\T

< I (Wi A7 S, Sivpm,, Q7+ > H(AY) (3.100)

nE(Rm\X)\T
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In (3.93) we used the fact that AFNn]”\f](Rm\X) is a function of <S[N]\RmaSX,Qm]’k}>, and

I(A; f(B,C)|C) < I(A f(B,C),B|C)=1(A;B|C)+1(A; f(B,C) | B,C)=1(A4;B|C)

where f(B,C) is some function of B,C. The chain rule of mutual information is used for
(3.94). For (3.95) we used the fact that (Sinpx,.,Sx) is independent of (ka,Q%’k])
according to Lemma B.4. The next step, (3.96) simply re-writes the same expression
in different notation, while (3.97) follows from chain rule of mutual information. For
(3.98) we used the fact that I(A;B|C)=H(B|C)—H(B|A,C)< H(B) because entropy
is non-negative and conditioning reduces entropy. (3.99) follows from Lemma B.5. (3.100)

follows because [ (QL? ’K],A[;fl ’K},S[N];Fé) =0 according to Lemma B.6. Equivalently,

(Q[?L’H,A[?’k],sm) ~ ( [7731,1{]7A[7@w,k1’5m) (3.101)

for all m € [M] and k,k’ € [K,,|, which in turn implies (3.100).

Summing (3.100) over all k € [K,,] we have

KmL < Z I(Wmvk;/ﬂ;ﬁ,k/] | SX?‘S’[N]\RvagT’mk,]) +Km Z H<A£;m7k,])
kel neRum\X\T

(3.102)

ST Wy Wi A7 S, S, @)+ Ko Y H(A)
n€(Rm\XN\T

(3.103)

<HAYNY+ K, S HA) (3.104)
ne(Rm\X)\T

(3.103) follows from the chain rule of mutual information and repeated use of the property
that I(A;C| D)+ 1(B;C | D) <I(A;C|D)+1(B;C|A,D)=1(A,B;C|D) when A,B are in-
dependent conditioned on D, i.e., I(A;B|D)=0. This conditional independence property
for (3.103) is proved in Lemma B.7. (3.104) follows from the facts that entropy is non-
negative and conditioning reduces entropy, i.e., I(A;B|C)=H(A|C)—H(A|B,C)<H(A|
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C) < H(A).

From (3.104) we note that if |R,,| < X +T then R,, \ X\T =0, which means that as K, —
00, we must have H (Al}n ’kl]) — 00, and since the download approaches infinity, the asymptotic

capacity is zero. This is the degenerate case in Theorem 3.2.

Having dealt with the degenerate setting, henceforth, let us assume that |R,,|> X +T for
all m € [M]. Since the capacity for this case is not zero (follows from achievability), there
is no loss of generality in assuming that the asymptotic value of download cost is bounded,
ie., H(ALI"’k,])/szo(l) as a function of K,, for all n€[N]. Recall that f(z)=o0(1) is

equivalent to the condition that lim, . f(z) =0. In this case we have

H(A)
Z ol G )

7 +o(l)>1 (3.105)
nE(Rm \X)\T
= Y Dyto(l)>1 (3.106)
n€(Rm\XN\T
[m, ’/]
where D,, = HA is defined as the value of download from server n, normalized by L.

As K — oo all o(1) terms approach 0 and we obtain the set of conditions that define D in
(3.27). The capacity bound in Theorem 3.2 for the non-degenerate setting follows from the

definition of capacity as the supremum of L/D = (Dy+---+Dy)" L. O

3.6 Proof of Theorem 3.3

3.6.1 Proof of Converse for Theorem 3.3

It already follows from Theorem 3.2 that if py;, <7 then the capacity is zero. So let us
assume that pyi, >T. Theorem 3.3 also limits p,, <T+2 for all m € [M], therefore we must

have p,, € {T+1,T+2} for all m € [M], i.e., every message is either (74 1)-replicated or
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(T +2)-replicated. Recall that N7 is the set of servers that do not store any messages that

are (T'+1)-replicated. The remaining servers are in Np,.

According to the general converse bound in Theorem 3.2, the asymptotic capacity Cy, is

bounded above by the maximum value of (D;+---+ Dy)~" subject to the constraints,

D,+D,>1, Vuv € E[N7.4o] (3.107)

D> 1, Vit € [Npi] (3.108)

We use the notation G[N7yo] to represent the induced subgraph of G[V,E] whose vertex
set is Npio and whose edge set, denoted E[N7p o] consists of all edges uv € E such that
u,v € N7yo. Recall that a 2-matching in G[N7.s] is a vector x that assigns to each edge
uwv € E[Nr42], a value from {0,1,2} such that the sum of values assigned to all edges in
E[N7.42] that are incident with any vertex n € N is not more than 2. Let x be the vector

that produces the maximum size 2-matching in G[Nr,2], i.e., the size of = is

Z z(uwv) = vo(G[Nry2]). (3.109)

w€E[NT42]

Multiplying both sides of (3.107) by z(uv), summing up over all uv € E[N7 5], and adding
2% (3.108), we have

> (DutDyaz(ww)+2 > (D)= > a(w)+2Npn|  (3.110)

wWEENT 2] teENT4+1] wEE[NT42]
= Y 2(0(w)NENr)(D)+2 > (D) >va(GNT4a]) +2[Nr | (3.111)
UENT 42 t€NT 1]
=2 ) (D)+2 > (D) = 1a(GNrya]) + 2N | (3.112)
UENT 12 teENT41]
=2 " (Dy) > 1a(G[Nria]) + 2| Ny | (3.113)
u€[N]

vo(GNT2]) + 2| N7 |

= (D1+Dy+--+D,)> 5

(3.114)
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In (3.112) we used the fact that the sum of values assigned by x to all edges in E[N7 s
that are incident with the vertex u is not more than 2. Combining (3.114) with the result

of Theorem 3.2, we obtain the desired converse bound

2
O < . 3.115
3 (G N7 a]) 2N (3.115)

Thus, the proof of converse for Theorem 3.3 is complete. O

3.6.2 Proof of Achievability for Theorem 3.3

Let us define WTH as the set of messages that are replicated T'+1 times. Let U C N742 be
a stable set. We will show that it is possible to retrieve L =2 desired symbols with a total
normalized download,

[ N\U|+ N (U)UNT 4 |

Di+---+Dy= 5

(3.116)

The achievable scheme does not use the servers in U. Let VNVU denote the set of messages
that are stored at any of the servers in U. Note that none of these messages is in WT+1
because U C Nro. Also note that no message is replicated more than once in U because U
is a stable set. After the servers in U are eliminated, the messages W = WU U WTH are now
replicated exactly (T'+1) times in the remaining servers. All other messages are replicated
(T'+2) times. As a thought experiment, suppose we add a genie server that stores W
Now we have a storage system where all messages are replicated (7'+2) times, so that the
scheme presented in the proof of Theorem 3.1 can be used to retrieve L =2 desired symbols
while downloading |[V]\U|+ 1 symbols, which includes one genie symbol, say )\(VAV/*) In
order to obtain A(W*) without a genie, we will use the servers in the set A'(U)UN71. Note
that M (U) and Nr,; may have some servers in common. More importantly, note that W

is replicated (T'+1) times within this set. Therefore, we can privately retrieve )\(W*) by
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downloading one symbol from each of these servers, with the scheme described in Section
3.4.3. Thus, we have a private and correct scheme that retrieves L =2 desired symbols with

a total download of |[N]\U|+ [N (U)UNz41]. Next, we note the following identity,

[INI\U |+ N (U) UNF11] = [N \U |+ N (U) AN |+ 2| N | (3.117)
NT+2 NT—H
N(U)

Figure 3.2: General setting of U C N7, which may have neighbors N'(U) both in N7, and
Nr.o. Note that N (U) does not include U.

Let us verify that the identity holds as follows. First consider the servers in N7,;. On the
LHS all these servers are included in t; as well as t9, i.e., they are counted twice. On the
RHS these servers are included only in t5 which is scaled by a factor of 2, so both sides
match. Now consider servers that are in N7,o and are neighbors of servers in U. On the
LHS these servers are included in t; as well as t,, i.e., they are counted twice. On the RHS,
these servers are included in t3 as well as ¢4, so again they are counted twice and the two
sides match. Finally, consider the servers that are in N'p,o but are neither in U nor among
the neighbors of the servers in U. On the LHS all these servers are included in ¢;, while on
the RHS they are included in ¢3. Thus on both sides these servers are included once, and the
two sides match. Finally, note that the servers in U are not included in any term on either

the LHS or the RHS. Thus, we have verified that (3.117) holds.
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Now, let us recall that according to (3.29),

Vo(GN742]) = min{| N7 2\U|+ [N (U) N Nrsa||such that U C Npyo,U is a stable set}.

(3.118)
Therefore, minimizing over U € N, the scheme achieves the normalized download,
vo(GIN;
D1+...+DNZM+|NT+1|7 (3.119)
and therefore we have a lower bound on capacity,
2
Cy > (3.120)

T v(GNr2)) + 2Ny |

Because the achievable scheme works for any number of messages, it is notable that this
lower bound holds not only for asymptotic capacity, but also for capacity with arbitrary

number of messages K,,. This completes the proof of achievability for Theorem 3.3. OJ

3.7 Discussion
The asymptotic capacity of GXSTPIR studied in this chapter reveals important insights into

the structure of optimal schemes for graph-based replicated storage. In particular the special

structure inspired by dual GRS codes emerges as a powerful idea for GXSTPIR.
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Chapter 4

X-secure T-private Information Retrieval
from MDS Coded Storage with

Byzantine and Unresponsive Servers

The problem of X-secure T-private information retrieval from MDS coded storage is studied
in this chapter, where the user wishes to privately retrieve one out of K independent mes-
sages that are distributed over N servers according to an MDS code. It is guaranteed that
any group of up to X colluding servers learn nothing about the messages and that any group
of up to T colluding servers learn nothing about the identity of desired message. A lower
bound of achievable rates is proved by presenting a novel scheme based on cross-subspace
alignment and a successive decoding with interference cancellation strategy. For large num-
ber of messages (K — oco) the achieved rate, which we conjecture to be optimal, improves
upon the best known rates previously reported in the literature by Raviv and Karpuk, and
generalizes an achievable rate for MDS-TPIR previously found by Freij-Hollanti et al. that
is also conjectured to be asymptotically optimal. The setting is then expanded to allow

unresponsive and Byzantine servers. Finally, the scheme is applied to find a new lower con-
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vex hull of (download, upload) pairs of secure and private distributed matrix multiplication
that generalizes, and in certain asymptotic settings strictly improves upon the best known

previous results.

4.1 Introduction

The study of PIR is important from an information theoretic perspective not only because
privacy is important, but also because optimal PIR schemes often reveal novel coding struc-
tures, thereby advancing our understanding of structured codes, a cornerstone of network
information theory. The fundamental significance of these coding structures is emphasized
by the connections between PIR and a number of other important problems such as locally
decodable codes |62, 136], locally repairable codes [43], batch codes [46], oblivious transfer
[87, 40], instance hiding |2, 23|, secret sharing [95], blind interference alignment [47, 101], and
secure computation [133], including recent works on secure distributed matrix multiplication
[18, 32, 60, 3, 51, 17]. As the literature on information theoretic PIR continues to grow, it is
also valuable to find unified perspectives that combine our understanding of various aspects
of PIR and allow generalizations beyond PIR. Against this background, the contribution of

this chapter is summarized in Figure 4.1.

An important concern in systems that rely on distributed servers is that some of these servers
may turn out to be unresponsive or Byzantine (return erroneous responses)[68, 114, 19, 98|.
In this chapter we study the problem of U-B-MDS-XSTPIR, i.e., PIR with X-secure
data, T-private queries, (INV,K.) MDS coded storage, where U servers are unresponsive

and up to B servers are Byzantine. In particular we show that a rate of R, pe xsrpm =

1— (KC+X+T+QB—1

N ) is achievable for any number of messages K. This rate strictly im-

proves upon the previous best known rate R = (1 — (L2201} (Kﬁﬂx> for U-B-MDS-
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U-TPIR[106]
U-unresponsive
T-Private

Replicated storage

B-TPIR [12]
B-Byzantine
T-Private

Replicated storage

i

U-B-MDS-TPIR [109]

U-unresponsive
B-Byzantine
T-Private
MDS-coded storage

TPIR[106]

T-private

XSTPIR
Ch. 2, [57]

U-B-MDS-XSTPIR

Private Secure

1
. X-secure, T-private 1
Replicated st 5
PIR[]_OQ] — eplicated storage Replicated Storage X-secure, T—pr.lvate : Distributed :
U-unresponsive _>| Matrix Multiplicati |
Replicated storage ~ B-Byzantine Servers , Matrix Multiplication :
MDS—PIR[l 1] 63, 17] 3
MDS-TPIR MDS-coded storage | V\___ __ - _____
MDS-coded storage \} X . .
36, 105] (this chapter) (application)
T-private

MDS-coded storage

Figure 4.1: The U-B-MDS-XSTPIR setting studied in this chapter generalizes previously
studied settings of PIR [102], TPIR [106], MDS-PIR [11], MDS-TPIR |36, 105], XSTPIR
[57], U-TPIR [106], B-TPIR [12], and U-B-MDS-TPIR [109] as shown, and finds application
beyond PIR in the context of Private Secure Distributed Matrix Multiplication (PSDMM).

XSTPIR, found! in [88]. In fact, for MDS-XSTPIR, i.e., with U = B =0, we conjecture that

our rate of Ry =1— (BetXsT-1)

o SXSTPIR = is asymptotically optimal as K — 0o, thus general-

izing a previous conjecture for MDS-TPIR in [36] that can be obtained by further setting
X =0. Remarkably, U-B-MDS-XSTPIR is a generalization of PIR, TPIR, MDS-PIR, XST-
PIR, U-TPIR, B-TPIR, and U-B-MDS-TPIR and the asymptotically optimal (or the best
known) structured coding schemes for all of these problems can be obtained as a special
case of the unified scheme for U-B-MDS-XSTPIR that we present in this chapter. The basis
for this unified view, and the central technical contribution of this chapter, is a scheme that
combines the cross-subspace alignment idea in Chapter 2 with a layered structure that allows
successive decoding and interference cancellation to retrieve multiple layers of symbols from
the desired message. The scheme is also shown to be applicable to the problem of secure and
private distributed matrix multiplication (PSDMM) that was recently introduced in [63, 17].
Remarkably, the new scheme is able to generalize, and in certain asymptotic settings strictly

improve upon the previously best known rates for PSDMM.

IReference [88] considers the problem of private polynomial computation with Lagrange encoding, which
reduces to U-B-MDS-XSTPIR in the special case where the functions to be computed are all distinct coor-
dinate projections.
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4.2 Problem Statement: U-B-MDS-XSTPIR

Consider K independent messages, W1, Wa,...,Wg. Each message is represented by ¢ uni-

formly random symbols from the finite field F,,.

HWy)=HW,)=--=HWk)={, (4.1)

H(Wig) =KL, (4.2)

in g-ary units. Note that as is typical in information theory, the message sizes are unbounded,
and the coding scheme may freely choose the block size ¢. The information stored at the
n' server is denoted by S,, n € [N]. Messages are stored among N servers according to an
MDS(N, X + K.) code which codes each message separately. From any X + K. servers, it

must be possible to recover all messages.

The storage requirement at each server is K¢/ K., i.e.,

H(S:)=7, Vne[N] (4.4)

Thus, compared to replicated storage, the storage requirement is reduced by a factor of
1/K.. X-secure storage, 0 < X < N, guarantees that any X (or fewer) colluding servers

learn nothing about the messages.

I(Sx:Wiky) =0, VX C[N]|X|=X. (4.5)

The user privately and uniformly generates the index of his desired message 6 € [K]. To

retrieve the desired message privately, the user generates N queries, Q?N]. The n'* query Q%
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is sent to the n'” server. The user has no prior knowledge of the information stored at the

servers, i.e.,

I(Sivy;:0,Qfny) = 0. (4.6)

T-privacy, 0 <T < N, guarantees that any 7' (or fewer) colluding servers learn nothing about

the desired message index 6.
[(Q%,S7:6)=0, VT C[N]|T|=T. (4.7)

Upon receiving the user’s query QY the n'" server responds with the answer A?.

There exists a set of servers B, B C [N],|B| < B, known as Byzantine servers, and another
(disjoint) set of servers U, U C [N],|U| =U, known as unresponsive servers. The user knows
U, B but the realizations of the sets U,B, are not known to the user apriori. The Byzantine
servers respond to the user arbitrarily, possibly introducing errors. The unresponsive servers
do not respond at all. However, the remaining servers, i.e., servers in [N]\ (BUU), respond

to the user truthfully with a function of the query and their stored information.
H(A%|Q°,S,)=0, VYne[N]\(Bul). (4.8)

The user must be able to recover the desired message Wy from the responses that he receives.
H(Wy | Alypa:Qn0) =0 YU BC[N|,U=UB=BUNB=0. (4.9)

The rate of a U-B-MDS-XSTPIR scheme is defined by the number of bits of desired message

that are retrieved per total bit of download from all servers on average,

H(W, l
RU-B-MDS-XSTPIR - Z(—G)A - 5 (410)

0
ne[N\U*"n
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D= Zne[N]\Z/{A'?L is the expected number of downloaded bits from all servers. When B =
0,U =0, i.e., there are no Byzantine servers and no unresponsive servers, then we refer to

the problem simply as MDS-XSTPIR.

4.3 Result: An Achievable Rate for U-B-MDS-XSTPIR

THEOREM 4.1. The following rate is achievable for U-B-MDS-XSTPIR,

(4.11)

K.+ X+T+2B-1
RU-B-MDS-XSTPIR(N7KC7X7T7U7B7K) =1- ( N-U > ’

The achievability of this rate, proved in Section 4.4, is the central contribution of this chapter.
It is based on a coding scheme that uses cross-subspace alignment along with a layered
structure that allows successive decoding with interference cancellation. Note that previously

the best known achievable result for U-B-MDS-XSTPIR for large number of messages (K —

00) was R= (1— (HtX3i2B-1)) (Kﬁcx>> found in [88]. Evidently our scheme achieves a
strictly higher rate. While we conjecture that the rate in Theorem 4.1 for MDS-XSTPIR
(U=0,B=0) is also the asymptotic capacity of MDS-XSTPIR, a converse proof to this
effect remains beyond reach. This is to be expected, because the converse proof has also
been unavailable for MDS-TPIR, which is a special case of MDS-XSTPIR. Our final result

appears in Section 4.5 where the result of Theorem 4.1 is applied to the problem of Private

Secure Distributed Matrix Multiplication.

89



4.4 Proof of Theorem 4.1

First we provide the proof of achievability for U =0,B =0, i.e., with no unresponsive or

Byzantine servers. Throughout the scheme, let us define

L=N—(K.+X+T-1). (4.12)
and let us set

(=LK.. (4.13)

Let us start with an illustrative example.

4.41 X=1T=1K.=2,N=4

Here we have L=1 and /=2. So let each message consist of /=2 symbols from a finite
field IF,, where ¢> L+ N =5. Let Wy; and Wy, be two 1 x K row vectors containing the
first and second symbol from every message, respectively. Let Z; be a uniformly distributed
random noise vector from IF;XK , that will be used to provide X =1 security for the stored
data. Let Z}, Z3 be independent, uniformly distributed random noise vectors from FX*!
that will be used to provide T'=1 privacy for the queries. Let Qg be the #-th column of the
K x K identity matrix, where 6 is the index of desired message. The independence between

messages, noise vectors, and desired message index 6 is formalized as follows.

H(W11, Wiz, Z01, 2 25 0) = HW) + H(Wao) + H(Zn) + H(Z)) + H(ZA) + H(6).

(4.14)
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Note that by the definition of W11, W15 and Qg, the inner products W1;Qy and W15Qy
are precisely the two symbols of the desired message, that the user wishes to retrieve. Let
fi,00,009,--+ ,ay, represent N +1 distinct elements of F,. The storage at the n-th server is

constructed as follows.

1
Sp = (—Wn +

1
(fl_an)2 fl_anW12+ZH) ’ (415>

Thus, the data is coded along with the noise according to an MDS(N, K.+ X), i.e., MDS(4,3)
code. The presence of noise guarantees that the data is (X =1) secure. The query sent by
the user to the n-th server to privately retrieve the 6-th message, consists of K. =2 rounds,

which are denoted as Q%! and Q%2 respectively.

Q%I :(fl_an>Q9+(f1_an)2Z/111; (416)

Q0 =Qo+ (fi —an)’Z1}. (4.17)
Upon receiving the query from user, the answer returned by the n-th server is

Al =(S,Q0",5,Q07). (4.18)

n

Now let us see why correctness is guaranteed. We rewrite S,Q%! as

Su @t = (%Wll‘{'#wm‘l’zll) ((f1 —an) Qo+ (fi —an)QZ/fl> (4.19)

(fl _an) fl — Oy
= o Wi1Qp+ (anlﬁ +W12Q0)J
T
+(f1—an) (lez/ﬁ + ZnQe) +(fi — ) Zn 2, - (4.20)
R — HI/—/
I 3

Now, note that the terms 1,(f; —ay,),(fi1 —an)?, can each be expanded into weighted sums

of the terms 1,a,,a2. Re-grouping terms according to this expansion, and collecting S, Q%!
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terms from the answers received from all N =4 servers, we obtain

$1Q7! fl_lal 1oy af W11 Qg
$Q%" _ flim Layaz| | L+ fila+ 115 (4.21)
Sy Q5" e Lag af| | —L— fils— fily |
15.:Q1" | |t Tawad] | I |

N - y

Since the 4 x4 matrix M, 4 is invertible according to Lemma 2.5, the user is able to re-
trieve his first desired symbol, W1;Qy. Now, in order to retrieve his second desired symbol,
W11Qg, the user will use successive decoding along with cancellation of interference from
the previously retrieved desired symbol. Consider the second part of the answer received

from each server, S,,Q%2, which can be written as follows.

1 1 /
Sh 02—~ W —W Z ( — n2Z2> 4.22
Qn ((f1—06n)2 11+f1—06n 12+ 11) Qo+ (fr— o) 2y (4.22)
1 1
= W A\%%
(fl_an)2\%£g+fl_an 120
0
+ (Wi ZE +Z01Qo) +(fi — ) Wi Z 3 +(f1 — o)  Z11 Z15 (4.23)
L. ~~ e &,—/ h;—/
I I I3

Aside from the desired symbol W15,Qy, there are four interference terms Ij,17,15,1;. Now,
since the user has already retrieved W;;Qp, he can subtract I}, from S,Q%2. Furthermore,
like before, the remaining interference terms can be expanded along o, t € {0,1,2}. Thus

the user is able to obtain

(5,007 - T | e L e Wi
5,007~ i | |t 1w od| | B a2
Q8 — b | |7k Las b | | —B—fili— il
_S4QZ72_(]‘1—I—6¢14)2_ |7 Laaad] | I; .
—
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Server (Replace a with «a;,)
Storage(Sh) 7oy a) o Wit 7 =Wy, +7Zy

Query (i=a)Qo+(fi—a)’Z}}

Qo+ (1 —)*Z%3
Desired symbols appear along vectors
(fi—a)”

( Oé)_Z 7(f1_a)7

1—

Interference appears along vectors

T —a)(fi—a)=T.d,a

Table 4.1: A summary of the MDS-XSTPIR scheme for X =1,T7=1,K.=2,N=4,U=0,B=
0, showing storage at each server, the queries, and a partitioning of signal and interference
dimensions contained in the answers from each server.

from which, by inverting the matrix M; 4, the user is able to retrieve his second desired

symbol, W15Qy. This completes the proof of correctness.

For ease of reference, a compact summary of the storage at each server, the queries, and a
partitioning of signal and interference dimensions contained in the answers from each server,
is provided in Table 4.1. Queries and answers of each round are partitioned with dashed
lines. Recovered desired symbols from previous rounds that can be canceled appear along

vectors that are wrapped with rounded-corner boxes.

T = 1-privacy and X = 1-security follows from the fact that queries and storage are protected
by the ii.d. uniformly distributed noise vectors Z,; and Z}), Z}? respectively. Finally,
let us calculate the rate achieved by the scheme. From 8 downloaded g-ary symbols, the
user retrieves 2 desired g-ary symbols, so the rate achieved is R=2/8=1/4=1-3/4. This

completes the proof of achievability for the setting U=B=0,X=1,T=1,K.=2,N =4.
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X=1T=1,K.=2,N=5

Here we have L=N—(X+T+K.—1)=2 and {=LK.=4. So let each message consist of
¢ =4 symbols from a finite field F,, where ¢> L+ N =7. Let W;;,Wy;,W15, Wy, be four
1 x K row vectors containing the four symbols from every message, respectively. Let Zq1,Zo;
be two independent, uniformly distributed random noise vectors from IF}IXK that will be
used to guarantee X =1 security. Similarly, let Z}},Z5}, Z2,Z5; be independent, uniformly
distributed random noise vectors from Ff %1 that will be used to guarantee T'=1 privacy.
As before, let Qg be the #-th column of the K x K identity matrix, where @ is the index of

desired message. The desired message Wy can be represented as

Wo=(WuQp)icp2, k2] (4.25)

=(W11Qp, W12Qp, W21Qp, W2Qy). (4.26)

The independence between messages, noise vectors, and desired message index 6 is specified

as follows.

H<W117W217W127W227Z117Z217Z;117Z/2117Z/1217Z/22179>

= > H(Wy)+H(Zn)+H(Zon)+H(ZY) + H(Zoy) + H(Z3) + H(Z3) + H(0).
le[2],ke[2]

(4.27)

Let fi,fo,01,09,-+,05 be L+ N =245=7 distinct elements of F,, ¢ > 7. The storage at the

n-th server is constructed as follows.

S’I’L: (Snlaan)a (428)
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where

1
=—=W Wi +7Z 4.29
(i —an)? 11+f1—04n 12+ 41, (4.29)

1
— W W Z 4.30
(fz ) 21+f2—04n 20+ Zigy ( )

so that each of (4.29) and (4.30) codes noise with message symbols across N servers according
to an MDS(N, K.+ X) code, guaranteeing X =1 security on top of MDS coded storage. The
query sent to the n-th server to retrieve the " message consists of K. =2 rounds, Q%' and

9 .
Q%2. Furthermore, we will set

Qo = (Q%,Q%) (4.31)

Q02 =(QU,Q%) (4.32)
where

Qo =(fi — ) Qo+ (fi — ) Zi, (4.33)

Qs =(fo— ) Qo+ (fo— n)*Zoy, (4.34)

Qi =Qq+ (f1 —an)’Z 32, (4.35)

Qn3 =Qo+ (f2—n)*Zs). (4.36)

Upon receiving the query from user, the answer returned by the n-th server is comprised of

two symbols,

A (Asze ) (437)
:( le +Sn2Qn27 le ‘I'SnQQ ) (438)
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Now let us see why correctness is guaranteed. Consider the first symbol, AY,.

Al =5,1Q0 +5,,Q%,

= Wi1Qp+ Wy Qo+ (WihZE + Wy Zoh + WisQp+ WoQp)
fl — Oy f2_an
+(f1r — ) (W1 Z 1 +Z01Qp) + (fo — ) (Woa Zh + 701 Qp)
+(f1—CYn)QZnZI111+(f1—an)2zzlzl211- (4.39)

The first two terms in (4.39) are desired message symbols. Each of the remaining 5 terms
can be expanded into weighted sums of terms of the form o, t € {0,1,2}, allowing the user

to represent the symbols A%, downloaded from all n € [N] servers, as

A?l f1i0t1 fz_lal 1 aq Oé% WllQG
A ﬁ f2_1a2 Loz a| |W2Qp
Agl - f1ia3 f2ia3 Lag Oé% * (440)
AZl f1—1a4 f2—1a4 1 oy ai *
| A8 _ﬁ f;% lasaz| | * |
N ﬁ;s _

where we have used * to represent various combinations of interference symbols that can be
found explicitly by expanding (4.39), since those forms are not important. What matters is
that the 5 x 5 square matrix in (4.40) is My 5 which is invertible according to Lemma 2.5, so
the user can retrieve the two desired symbols, W11 Qg, W51 Qg by inverting the matrix. Next,
the user needs to retrieve the remaining two desired symbols W15Qg, W22Qy, for which we

will use successive decoding with interference cancellation. Consider the downloaded symbol

0
AY,.

Al =8 Qo+ 5,500

1 1 1 1
- W W W
(fl_@n)Q 11Q0+(f2_04n>2 21Q9+f1_an 12Q9+f2_04n

W22Q9
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+ (W11Z/121 +WQIZ/221 +Z11Qo+7Z51 Qo)+ (f1 — an)WuZﬁ +(fa— an)W22Z/221

+(fi— )’ ZnZ3 + (fo— on)* Zon Zs;. (4.41)

The first two symbols in (4.41) are desired symbols that have already been decoded. So these
terms can be subtracted out, leaving the user with the following downloaded information

from all N =5 servers.

_A?2 = a1)2W11Q9 = a1)2W21Q9 ﬁ ﬁ 1o o? _W12Q9_
Ag2—mW11Qe—mW21Qe T e L2 3| [ W2 Qe
Ay — i )2W11Q9 a3)2W21Q9 = flia:; f;ag 1 az a3 * (4.42)
AZ2_W 11Q9—m 21Qp flia4 fzim 1aya? *
_Ag2 i %)QWHQQ = %)2 W1 Qp | _m ﬁ 1 as ag_ | ox ]

N — .

Once again, the 5 x 5 square matrix in (4.42) is My 5 which is invertible according to Lemma
2.5, so the user can retrieve his remaining two desired symbols, W15Qg, W22Qy by inverting
the matrix. This completes the proof of correctness. Let us summarize the storage at each
server, the queries, and the partitioning of signal and interference dimensions contained in the
answers from each server in Table 4.2. T'= 1-privacy and X = 1-security follows from the fact
that queries and storage are protected by the i.i.d. uniformly distributed noise vectors. Now
consider the rate achieved by the scheme. Since the user downloads 2 symbols from each of 5
servers, we note that from a total of 10 downloaded g-ary symbols, the user is able to recover
4 desired g-ary symbols, so the rate achieved is R=4/10=2/5=1—-3/5. This completes
the construction of the scheme for the setting U=B=0,X=1,T=1,K,=2,N =5. We now

specify the scheme for U = B =0 and arbitrary X,T,K.,N parameters.
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U=B=0, arbitrary X,T,K.,N

Let each message consist of ¢ = LK, symbols from a finite field F, where L=N — (X +7T'+
K.—1) and ¢>L+N. Let Wy,l€[L],k€[K.] be 1x K row vectors. For each value of
€[L],k € [K.], the 1x K row vector Wy, contains the (L(k—1)+1)"" symbol from every
message. Let (Z;;)icir)2c(x] be independent, uniformly distributed random noise vectors
from IE‘}IXK that will be used to guarantee X-security. Let (ng)le[ 1),te[T),x€[K.] be independent,
uniformly distributed random noise vectors from Ff *1 that will be used to guarantee that
the queries are T-private. As before, let Qg be the -th column of the K x K identity matrix,

where 6 is the index of desired message. The desired message Wy can be represented as,

Wo = (Wi Qo) ic[r) ke[k.] (4.43)

Server ‘n’ (Replace o with av,)

Storage mwn + ﬁwlz +7Zy;
(Sn) mwm + fz;_awm +Zy
Query (i—)Qo+(f1—a)’Z}}
(@) (fo=a) Qo+ (f2— )23,

Qo+ (f1 —)?Z3
Qo+ (f2—)*Z5
Desired symbols appear alon\g vectors
(fi—e) " (fo—a)™
o) 2o P (o)

Interference appears along vectors
\ \ \

?7(f1_aiw(fl_O‘)é7(f2_ajv(f2_a)éE?vﬁvc\?

Table 4.2: A summary of the MDS-XSTPIR scheme for X =1,T=1,K. =2 N=5U=0,B=
0, showing storage at each server, the queries, and a partitioning of signal and interference
dimensions contained in the answers from each server.
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WllQ@u WlQQ@? Ty WIKCQ9

. W21Q97 W22Q97 R} W2K¢Q9 (4 44)

WL1Q97 WL2Q6’7 Tty WLKCQG

The independence between messages, noise vectors and 6 is formalized as follows.

H(<Wlk)le[L},ke[Kc] ) (le)le[L],xe[X] ) (Z;f)le[L},te[T},ae[Kc] 79)
= Y HWw+ > HZw+ Y H(Zj)+H®) (4.45)

le[L],ke[K,] le[L],z€[X] le[L],te[T],ke[K ]

Let fi,f2,-, fr,00,009, - ,ay be L+ N distinct elements of F,. Since ¢ > N + L, these con-

stants must exist. The storage at the n'" server is comprised of L symbols (Sn)ierr), i-e.,

Sn: (Snl,smg,...,SnL). (446)

For all [ € [L], S, is constructed as

1 1 1
Snl = —Wll —+ —WIQ 4+ WlKC + (fl _an)x 1le
(fi—an)e (fi — )™t fi—ay er[X]
(4.47)
1 .
- Z (fi—a )Kc—k+1Wlk+ Z (fi—an) 'Z,,. (4.48)
AR ve[X]

Thus, for each [ € [L], the values S, stored across all N servers comprise an MDS(N, K.+ X)
code which includes X noise symbols for X-security. The query sent by the user to the n-th
server, in order to retrieve the §" desired message, is comprised of K, rounds, (Q%%),c(x.]-

For each k € [K.], the query is constructed as follows.

Qhr = (@ QU5 @10, (4.49)
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where Vi € [L], let us set

in _(fl Oén)Kc KQQ_’_Z fl an KC—H lzlt (450)

te([T]

Upon receiving the query from the user, the n-th server responds with the following K.

symbols.

AL = (An Al Al (4.51)
where for all k € [K_],

Al = (S Qur + Sna Qo+ + S Quy). (4.52)

To show that the scheme is correct, for any k€ [K,], let us rewrite the symbol A9 _ as

=Y S (4.53)
le[L]
1 x—1
:Z Z (fi—a )chkHWzH- Z (fi—an)" 2y
le[L] \ke[K] " z€[X]
(fi=on) " Qo+ > (fi—an) =+ 2 (4.54)
te[T)
=ZZ oy WuQot ) Z (fr= )™ Wi Qy
€[L)kex] le[Llk=r+1
S ) 12,00+ 3 S ST (- an) WLz
le[L]z€[X] le[L)ke[K ]te[T)
+Y > Z fi— o) Kettra=2g, gom (4.55)
le[L]ze[X]te[T
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Now we will see why it is possible to recover all desired symbols (W, Qg)ic[z),ke[k.)- Consider

k=1.

Al =>"SuQn) (4.56)

le[L]

Wl1Q0+ZZ fi=an) PWiQe+ > > (fi—an) " Z2,Qe

le[L] hi= le[L) k=2 le[L]z€[X]
22 2 (iman) ™ IWRZy+ ) ) ) (fiman) LTy
le[L)ke[K ] te[T] le[L]ze[X]te[T]

(4.57)

The first term contains the L desired symbols (W11 Qy,...,W11Qp) that are to be retrieved in
the first round, i.e., for k = 1. Each of the remaining four terms constitute interference which
can be expanded into weighted sums of terms of the form o, t€{0,1,..., K.+ X +T —2}.

Therefore, collecting the A%, symbols from all N servers, the user obtains

Wi Qg
S 1| Wa
AO 1 1 1 o e aKC+X+T_2 Q
11 fi—a1 fr—a1 1 1
0 1 1 ver pFetXHT-2
A _ | fimee fr—az 1 a @2 (4 58)
=0 . WiQo :
b S
0 T Kot X+4T-2
ANl Lfi—an fL—an Lay an i
My ~
k

where * represents various combinations of interference terms, whose precise forms are in-
consequential. What matters is that the N x N matrix in (4.58) M/, y is invertible according
to Lemma 2.5, so that the user is able to retrieve the desired symbols (W11Qy,..., W11Qp)

by inverting the matrix.

The scheme proceeds similarly to retrieve desired symbols (W1,Qg,..., W,.Qp) with the s
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round of queries. To prove this by induction, let us consider any s, such that 2 <k < K,
and assume that the desired symbols (Wleg)le[LLke[,{_l} have already been retrieved. Now

we wish to show that the desired symbols (W;,Qp)icz) can be retrieved.

=3 5uQl (4.59)
le[L]
—Z Z o) k+1Wle9+Zﬁ Wane
le[L]ken 1] le[L]
+Z Z (fi— o) " IWuch-FZ Z (fi— )" 17, Qg (4.60)
le[L)k=r+1 L)ze[X]
20 > (iman) Wz +Z )3 Z fiman) L, 2,
le[L)ke[K )te[T) le[L]ze[X]te[T
(4.61)

The first term contains symbols that have already been retrieved, so the user can subtract

this term from Afm.

A% =AY, Z Z ST 1 Wi Qo (4.62)

le[L]ke[r— 1]

The next term is comprised of the L symbols (W, Qpg)ic[z) that the user wishes to retrieve.
The remaining 4 terms constitute interference which can be expanded as before into weighted

sums of terms of the form of,t€{0,1,...,K.+X+T —2}. Therefore, collecting the AY
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symbols from all N servers, the user obtains,

WIHQG
-t 1| W
A Lo L gy . ofSerX T2 "Q
1 fi—oa fo—a 1 1
4 1 1 K+ X+T-2
A21 _ | Amar T Tr—as 1og - '’ (4 63
=7 | WL.Qo .63)
*
o 11 KA X4+T—2
ANl Lfi—an fL—an 1 ay N i
NS ~~ g
My N
*

The desired symbols (W, Qpg)ic[z) can be retrieved by inverting the N x N square matrix in
(4.63), which is guaranteed to be invertible according to Lemma 2.5. Thus, the induction
argument shows that all / = LK. desired symbols are retrieved successfully. A summary of the
storage at each server, the queries, and a partitioning of signal and interference dimensions

contained in the answers from each server is provided in Table 4.3.

T-privacy is guaranteed because Qg is protected by the noise vectors (Z;f)le[L],te[TL,{e[KC]
that are i.i.d. uniform and coded according to an MDS(N,T’) code. Similarly, X-security
is guaranteed because for each [ € [L], the messages (Wy;)re[x,) are protected by the noise
vectors (Zy)zcix) that are i.i.d. uniform and coded according to an MDS(V,X) code. Now
let us consider the rate achieved by the scheme. From a total of NK,. downloaded g-ary

symbols, the user is able to retrieve his / = LK. desired symbols, so the rate achieved is

R= = 7 (4.64)

LK. L _, (KA+X+T-1
NK, N ’

which matches the result in Theorem 4.1.
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Server ‘n’ (Replace o with ay,)
Storage 7 ;)KCWHJF +#W1KC+ZH+ A (fi—a) 12 x

(Sn) (fa—a) K(. W21+ -4 Fo WZKC+221+ _|_<f2 )X—IZZX

(fL— O[)KCVV[J‘F —|—fL;_aWL/KC—|—ZL1_|_..._|_(fL_a)X71ZLX
Query  (fi—a)X1Qu+ (fi— ) Z} +- 4 (fi —a)KFT1ZL
) 3 ; e
(QL]) (fZ—Q)KC 1Q9+(f2—&)Kczzll+"'+(f2—04>Kc+T 1Z21T

(i — )5 2Qy+ (f1 — )T 4ot (fr — ) KA T1Z/2
<f2 ) 2Q9+(f2 ) c2221_|_..._|_(f2_a>Kc+T_1Z/22T

Qo+ (fr— @)Kcz}fﬁ ot (fr— o) T Z
Desired symbols appear along\vectors

(fi—a) o (fr—a)

(ima) Lo (fr—a) ]
Interference appears along vectors
%
1 7<fl_CYj>"'><fl OC)X_FT_‘—KF : (fL 5 7(fL_a)X+T+KC_§

_>
=1 ’3’,.,’QX+T+KC

Table 4.3: A summary of the general MDS-XSTPIR scheme showing storage at each server,
the queries, and a partitioning of signal and interference dimensions contained in the answers
from each server.
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4.4.2 Arbitrary U, B

Now let us generalize the scheme to non-trivial U and B, i.e., for U unresponsive servers and

up to B byzantine servers. For this generalization, let us set

L=(N-U)—(K.+X+T+2B-1) (4.65)

(=LK, (4.66)

Even though now the values of U, B are non-trivial, the construction of storage, queries and
answers remains identical to the description provided previously for U= B=0. So let us
consider any (N —U) responsive servers, say servers ni,ng,---,ny_y. Instead of the N x N

square matrix My, y in (4.63), we now have the (N —U) x (N —U —2B) decoding matrix,

1 = 1 o K+ X+T-2
fl_anl fL_anl 1 Ctnl a{nl
1 1 Ke+X+T-2
M B fem T Frmam 1 ap, - an2c+ + ,
(N-U)x(N-U—2B) = (4.67)
1 1 s A Kb X+T—2
| fi—any_u fr—any_y 1 Cny_y anN_U ]

Note that if we consider any N —U —2B rows of M(nx_p)x(v—v—2p) then we obtain an in-
vertible square matrix because of Lemma 2.5. Therefore, M(y_yx(nv—v—28) is the generator
matrix of an MDS(N —U,N —U —2B) code, and it is can correct up to (N —-U)—(N—-U —
2B))/2=B errors. Thus by this construction, we establish a scheme that works with U

unresponsive servers and up to B Byzantine servers, while achieving the rate of

K. +X+T+2B-1
Rzl—( rAYIY ). (4.68)

N-U

This completes the proof of Theorem 4.1.
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4.5 Private and Secure Distributed Matrix Multiplica-

tion

Recently in [63, 17|, the problem of private and secure matrix multiplication (PSDMM) is
proposed, where a user wishes to compute the product of a confidential matrix A with a
matrix By,0 € [M] with the aid of N distributed servers. In [17], it is assumed that the set
of matrices By are public and available to the N servers, however, the confidential matrix
A is shared secretly among all N servers, such that no information about A is leaked to
any server. Besides, the user wants to keep the index 6 private from each server. The goal
of the problem is to minimize (i) the upload cost from the source of the confidential matrix
A to the N servers and (ii) the download cost from the NV servers to the user. In [17], the
authors exploit the MDS-PIR scheme proposed in [11] to construct the PSDMM scheme,

and characterize the lower convex hull of (upload, download) pairs.

Using the MDS-XSTPIR scheme present in Section 4.4, we now present a novel PSDMM
scheme for a generalized model. In our model, the index # is T-private, while the confidential
matrix A is X4-secure. Furthermore, we also allow matrices By to be Xp-secure. Note

that the model in [17]| is obtained as a special case of our generalized model by setting

X,=T=1,Xp=0.

4.5.1 PSDMM: Problem Statement

Let A=(A,As,...,Ay) represent ¢ random matrices, each of dimension A Xy, that are
independently and uniformly distributed over FQXX. Let By be M random matrices in-

dependently and uniformly distributed over FX*#. The independence between matrices A
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and By is formalized as follows.

H(ABpn)=> H(A)+ > H(B,). (4.69)
lef4] me[M]
The matrices A and By are made available at N distributed servers through secret sharing
schemes with security levels X4 and Xp, respectively. That is, any group of up to X4
colluding servers can learn nothing about A, and any group of up to Xp servers can learn
nothing about Bpy. To this end, matrices A and By are separately coded according
to secret sharing schemes that generate shares A, B,,n € [N], and these shares are made
available to the n-th server. Furthermore, we assume that the upload cost of A[N] is to
be optimized, while that of B[N] and Q[QN} is ignored, presumably because A matrices are

frequently updated while By are static, and the size of queries does not scale with /.

[B17B27"'7BM] A
7 N ~
- — "= i ~ -
B, B, Bn | _ ! An An
/’ N \\\\
/ AN =<
/ N ~ o
/ AN \\\\ \
A" S ~)
Server 1 Server N

AByg

Figure 4.2: Model for private secure distributed matrix multiplication (PSDMM). A matrices

are X 4 secure, while B matrices are X secure. The uploads to be optimized are the A terms
and the downloads to be optimized are the Y? terms.
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The independence between the securely coded matrices is specified as follows.
(A, Apvy;Biag, Bn) = 0. (4.70)
Matrices must be recoverable from their secret shares.

H(A | Ay =0, (4.71)

H(By| Biyy) = 0. (4.72)

The matrices must be perfectly secure from any set of secret shares that can be accessed by

a set of up to X 4,Xp colluding servers, respectively.

I(A;Ay)=0 X C[N],|X|=Xua, (4.73)

I(Bpuy; Bx) =0 X C[N],|X|=Xp. (4.74)

The user generates an index 6 € [M] privately and uniformly, and wishes to compute the

product
ABy=(A1By,AyBy,....,.A/By). (4.75)

To this end, the user generates N queries Q[ON]. The n-th query QY is sent to the n-th server.

The user has no prior knowledge of matrices A and By and their secret shares, i.e.,
I(eaQ[GN];A[N]aB[N]):O- (4.76)

T-privacy, 0 <T < N, guarantees that any group of up to T' colluding servers learn nothing

about 6.

1(QY, Ay, By:8) =0. (4.77)
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Upon receiving the user’s query Q%, the n-th server responds with an answer Y,?, which is a

function of all information available to it.
H(Y’|Q% A,,B,)=0. (4.78)
The user must be able to recover the product ABy from all N answers, i.e.,
H(ABy|Yl, Q) = 0. (4.79)

The upload cost and download cost are defined as follows.

ZnG[N]H<An)

S TN (4.80)
D==F ARy (4.81)

4.5.2 A New Scheme for PSDMM

In this section, we will present a PSDMM scheme to show that the lower convex hull of

(upload, download) pairs

N N
(U.D) = (? N—(2K6+XA+XB+T—2)> (482)

for

K,=12,. . |(N+1-X,—Xp5—-T)/2] (4.83)

is achievable when ¢ — 0o and x >min(A,x). Furthermore, when X5 =0, i.e., there are

no security constraints on matrices By, and x > min(\, ), then the lower convex hull of
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(upload, download) pairs

N N
(L:D)= <E’N—(KC+XA+T—1)> (4.84)

for
K.=12,... . (N+1-X,-T) (4.85)

is achievable as ¢ — oco.

First, let us consider the case Xpg # 0. For this setting, let us set

L=N—(Xs+Xp+T+2K.—2), (4.86)

(=K.L. (4.87)
For all [ € [L],k € [K.], let us define

A =ALk-1)+1- (4.88)
We will also set

B= [Bl B, ... BM} (4.89)

to be an x x M matrix that contains all By;. Let us also define Qg be a My x p matrix

as follows.
Q=[0 .. 0 I, o0, .. 0, | (4.90)
————— ————
A total of (6 —1)0,’s A total of (M —0)0,’s

where 0, is the p X pu square zero matrix, and I, is the p x p identity matrix. We note that
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by construction, ABQy = (A1BQy,...,A\BQy) = (A1xBQo)ic|r) ke[k. s the desired product.
Let (Ziz)icin),zeix.] and (Zy, )ic[n),2'e[x 5) De independent, uniformly distributed random noise
matrices from IF;XX and ]Ff;XM“ that will be used to guarantee X, and Xpg security levels
for A, By, respectively. Let (Z;;’f)le[Lwe[T]ﬁe[KC] be independent, uniformly distributed ran-
dom noise matrices from ]Fé‘/[“X“, that will be used to guarantee T-privacy of queries. The

independence between A By, noise matrices and 6 is formalized as follows.

H(A B, (Zig)icrn)weixals (Zig )icin),ereixsls (2o )iein) e meix.] - 0)

= Y HAW+ Y HB.)+ Y H(Zw)

le[L),ke[K.] me[M] le[L],z€[X 4]
+ Y H(Zy)+ Y. H(ZS)+H(O). (4.91)
le[L),z'€[X g] le[L] te[T],kE[K,]

Let fi,f2,--,fr,a1,a90,---,ay be distinct elements of F,. We require ¢ > L+ N so these
elements must exist. Now we are ready to construct the scheme. The secret share of By

at the n-th server, B,, is constructed as follows.

Bn:<Bn17Bn27"'7BnL)J (492>
where VI € [L],
Bu=B+ Y (fi—an)"2,. (4.93)
z’E[XB}

The secret share of A at the n* server is constructed as follows.

A’Zln: (AnhAnZ;"-aAnL)v (494)
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where VI € [L],

2T

L — Kc k+1All€+ Z fl an) _lzlx' (495)

K xE[XA]

The query sent by the user to the n'* server, is comprised of K, rounds, Q% = (Q?% ) el -

For all x € [K_], we construct the queries as follows.

Qeﬁ (in ) z’;,--wa{f), (496)

where Vi € [L], we set

Q' = (fi— )" Qo+ > (fi— ) H'Zy7. (4.97)

te([T]

Upon receiving the query from the user, the n'® server responds with the following K.

symbols.

Yne :< TLanlQ +AnQBn2Q + +AnLBnLQnL)KE[KC} (498)

To show the correctness of the scheme, let us consider flnle,Vl e[L].

- 1
A B = Z (fi— o) Ke Srpr At Z (fi=n)™ 2

ke[K ] 2€[X 4]
B+ Z (fi— ) Kete 171 (499
Z'/E[XB]
! z—1
- Z (fi — au) Ko™ rrrAwB Z (fi—an)" 7B
ke[K¢] 2€[XA]
+ Z Z (fl_an)wl+k72AlkZ ,+ Z Z fl Kc+x+z QZ Z/

(4.100)
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- Z (fl_al)Kc—k+1Al’€B+ Z (fl—an)g_lzlg (4.101)

ke[K] EE[Ke+ X+ Xp—1]

In (4.101) we rearranged the last three terms of (4.100) grouping them into weighted sums
of terms of the form (f;—a,)!, i€{0,1,...,K.+Xa+Xp—2}. The grouped terms Z; can
be calculated explicitly but as it turns out the precise form of these terms is inconsequential.
Now note that if we regard (A;;B) le[L),ke[K,] terms as messages, and other terms as noise, then
(4.101) has the same form as (4.48), the storage construction in the MDS-XSTPIR scheme
presented in Section 4.4.2 Also note that the construction of queries is also the same as the
MDS-XSTPIR scheme, thus the correctness follows directly from the proof presented in Sec-
tion 4.4, which means the user is able to recover the product ABQg = (A;:BQo)ic(r) ke(k.)-
Privacy and security follows from the fact that Qg, A, By are protected by the i.i.d. uni-
formly distributed noise matrices coded according to MDS(N,T"), MDS(X 4,T"), MDS(Xp,T')
codes, respectively. This completes the construction of the scheme for Xz #0. Note that
when ¢ — 0o and x > min(A,u), then H(ABy) ={¢Au in g-ary units according to Lemma 5.2

(also see [51], Lemma 2), and the download cost is

NK.\ N N
D— r_D , (4.102)
A L N-Q2K.+Xs+Xp+T-2)
Now let us consider the case X5 =0. For this setting, let us set
L=N—-(Xa+Xp+T+K.—1), (4.103)
(=K_.L. (4.104)

We will continue using other definitions as before, but since there is no security constraint

ZNote that X in (4.48) corresponds to K.+ X4+ Xp—1 in (4.101), so that L=N — (X +T+K.—1) in

Section 4.4 corresponds to L=N — (2K.+ X4+ Xp+T —2) in this section. The condition on K. becomes
K. = N—(Xa+Xp+T+L-2)
c= 2

. However, since we must have L >1 and K.>1 can only take integer values, it
follows that the feasible values of K, are 1 < K. < LNf(XAJr;(BJrT*l)J.
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on B matrices, let us replace B,, as

B,=B. (4.105)

Now we have

- 1 _
AuBu=Y" (o e AuB+ > (fi— )" 2B, (4.106)

ke(K.] T€[X 4]

which is coded according to an MDS(NV, K.+ X 4) code. Thus the correctness, privacy and

security follows from that proof in Section 4.4. The download cost is

NK i N N
D= P -

- = . 4.1
L\ L N—(K.+Xa+Xp+T-1) (4.107)

Now let us consider the upload cost of the scheme. Note that by the construction of A, it

is coded according to an MDS(N, K.) code. Therefore, the upload cost is ch

It is shown in [17] that when X4 =T =1, X5 =0, the lower convex hull of (upload, download)

pairs

(U,D) = (%KKH <1+(K§\;r1> I (Kﬁl)MA)) (4.108)

is achievable for K.=1,2,...,N —1. For the asymptotic setting, i.e., M — oo, we have from

[17] that D= K&tlm, which is strictly worse than the (upload,download) pairs char-

acterized in this work. This is because the scheme in [17] allows the user to decode noise

matrices protecting A, whereas in our scheme, because of cross-subspace alignment, the user

K.+

7 disappears.

is only able to decode desired matrices, thus the penalty term
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4.6 Discussion

The problem of U-B-MDS-XSTPIR, i.e., X-secure T-private information retrieval from MDS
coded storage, with N servers out of which U are unresponsive and up to B may be Byzan-
tine, is studied in this chapter. A lower bound on achievable rates of U-B-MDS-XSTPIR
is characterized by presenting a cross-subspace alignment and successive decoding based
scheme. We also adapt the scheme to the problem of private and secure distributed matrix
multiplication that is recently proposed in |63, 17]. The presented MDS-XSTPIR scheme
is shown to be applicable to PSDMM problem, even if we allow security concerns for all

constituent matrices.
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Chapter 5

Secure Distributed Matrix Multiplication

The problem of secure distributed matrix multiplication (SDMM) studies the communication
efficiency of retrieving a sequence of desired matrix products AB = (A1B;,A3Bs,---,AsBg)
from N distributed servers where the constituent matrices A =(A,As,---,Ag) and B=
(B1,Bg,---,Bg) are stored in X-secure coded form, i.e., any group of up to X colluding
servers learn nothing about A B. It is assumed that A, e FL*X B, e Fi*M se {1,2,---,5}
are uniformly and independently distributed and [F, is a large finite field. The rate of an
SDMM scheme is defined as the ratio of the number of bits of desired information that is
retrieved, to the total number of bits downloaded on average. The supremum of achievable
rates is called the capacity of SDMM. In this chapter we explore the capacity of SDMM,
as well as several of its variants, e.g., where the user may already have either A or B
available as side-information, and/or where the security constraint for either A or B may
be relaxed. As our main contribution, we obtain new converse bounds, as well as new
achievable schemes for various cases of SDMM, depending on the L,K,M,N,X parameters,
and identify parameter regimes where these bounds match. A remarkable aspect of our upper
bounds is a connection between SDMM and a form of private information retrieval (PIR)

problem, known as multi-message X-secure T-private information retrieval (MM-XSTPIR).
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Notable features of our achievable schemes include the use of cross-subspace alignment and a
transformation argument that converts a scalar multiplication problem into a scalar addition

problem, allowing a surprisingly efficient solution.

5.1 Introduction

Distributed matrix multiplication is a key building block for a variety of applications that
include collaborative filtering, object recognition, sensing and data fusion, cloud computing,
augmented reality and machine learning. Coding techniques, such as MDS codes [69], Poly-
nomial codes [140], Entangled Polynomial codes [141], MatDot and PolyDot codes [31] and
Generalized PolyDot Codes [28] have been shown to be capable of improving the efficiency of
distributed matrix multiplication. However, with the expanding scope of distributed comput-
ing applications, there are mounting security concerns [138, 129, 18, 61, 32, 3| about sharing
information with external servers. The problem of secure distributed matrix multiplication

(SDMM) is motivated by these security concerns.

As defined in this chapter, SDMM studies the communication efficiency of retrieving de-
sired matrix products from distributed servers where the constituent matrices are securely
stored. Specifically, suppose A =(A1,Az,---,Ag) and B=(B;,B,,---,Bg) are collections
of random matrices that are stored across N servers subject to an X-security guarantee,
i.e., any colluding group of up to X servers can learn nothing about the A and B matri-
ces. Specifically, A, e FL**, B, e F*M for all se€{1,2,---,5}, are independent and uni-
formly distributed, and [, is assumed to be a large finite field. A user wishes to retrieve
AB=(A,B;,AyB,,---,AsBg), where ecach A;B,,s€{1,2,---,5} is an L x M matrix in F,,
while downloading as little information from the N servers as possible. The rate of an SDMM
scheme is defined as the ratio H(AB)/D, where H(AB) is the number of bits of desired

information that is retrieved, and D is the total number of bits downloaded on average. The
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Figure 5.1: (Left) General context for SDMM showing various sources that produce large
amounts of data represented as matrices M,My,---, and store it at N distributed servers in
X-secure form, coded independently as M. Various authorized users access these servers
and retrieve products of their desired matrices based on the downloads that they request
from all N servers. Unlike PIR (private information retrieval) [23| problems there are no
privacy constraints in SDMM, so users can publicly announce which matrix products they
wish to retrieve. (Right) The SDMM problem considered in this chapter, where the goal is
to minimize the average size of the total download for a generic user whose desired matrices
are labeled A, B.

supremum of achievable rates is called the capacity of SDMM. In this chapter we study the
capacity of SDMM, as well as several of its variants, e.g., where the user may already have
either A or B available as side-information,! and/or where the security constraint for either
A or B may be relaxed. As our main contribution, we obtain new converse bounds, as
well as new achievable schemes for various cases of SDMM, depending on the L,K,M,N,X
parameters, and identify parameter regimes where these bounds match. A notable aspect
of our upper bounds is a connection between SDMM and a form of private information
retrieval (PIR) problem, known as multi-message X-secure T-private information retrieval
(MM-XSTPIR).? Interesting features of our achievable schemes include the idea of cross-
subspace alignment that was introduced in Chapter 2 and was recently applied to SDMM

in [61], and a novel transformation argument that converts a scalar multiplication problem

IThe definition of rate takes into account the side-information available at the user. For example, say,
the user has B available as side-information, then the rate is defined as H(AB|B)/D.

ZNotably while the capacity of multi-message PIR has been explored in [10, 70] and that of X-secure
T-private PIR has been explored in Chapter 2, to our knowledge there has been no prior work on MM-
XSTPIR.
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into a scalar addition problem. The transformation allows a surprisingly?® efficient (and ca-
pacity optimal) solution for scalar multiplication, outer products of vectors, and Hadamard

products of matrices.

Information-theoretic study of SDMM was introduced recently in [18] under a closely related
model with a few subtle differences. Motivated by a master-worker model of distributed com-
putation, it is assumed in [18| that the A,B matrices originate at the user (master), who
securely encodes and sends these matrices to N servers (workers), and then from just the
downloads that he receives from the servers in return, the user is able to compute AB. The
goal in [18], as in this chapter, is to maximize the rate of SDMM, defined as H(AB)/D. The
same model is pursued in [61, 32, 3|, where new coding schemes are proposed for SDMM.
However, certain aspects of the model appear inconsonant. For example, a key assumption
in these models is that the user must not use his prior knowledge of A,;B and must decode
AB only from the downloads. Since the goal is to minimize the communication cost, and the
user already knows A,B, why not do the computation locally and avoid all communication
entirely? Indeed, the question is not merely philosophical, because as shown in this chapter,
in some cases, the best scheme even with the model of [18, 61, 32, 3] turns out to be one that
allows the user to retrieve both A,B from the downloads, and then compute AB locally —
something that could be done without the need for any communication if indeed A,B orig-
inated at the user. On the other hand, the SDMM model assumed in this chapter assumes
that A,B do not both originate at the user,* rather they are stored securely and remotely

at the N servers,” thus eliminating this concern. Another difference between our model

3The achieved rate exceeds an upper bound previously obtained in literature [61]. See the discussion
following Theorem 5.2.

4One of A,B may be available to the user as side-information in some variants of SDMM studied in this
chapter.

5We envision that the matrices A and B comprise sensitive data that originates at other sources, and is
securely stored at the NV servers. The communication cost of uploading the data to the servers is not a focus
of this chapter, because the upload requires communication between a different set of entities (sources and
servers) with their own separate communication channels and cost dynamics. Furthermore, if the data is of
interest to many (authorized) users who perform their desired computations, then the repeated cost of such
downloads could very well outweigh the one-time cost of uploading the secured data to the servers.
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of SDMM and previous works is that the precise assumptions regarding matrix dimensions
L,K,M are left unclear in [18, 61], indeed these dimensions do not appear in the capacity
results in [18, 61]. However, our model allows L,K,M to take arbitrary values, including
large values. As it turns out, our results reveal that the relative size of L, K, M does mat-
ter. For example, capacity-achieving schemes for SDMM from [18, 61] fall short if K/L <1,
and a converse bound for two-sided security that is derived in [61] is violated under certain
conditions as well (see discussion following Theorem 5.2 and Theorem 5.3 in this chapter).
Indeed, we find that in general the capacity depends on all matrix dimensions as well as the
parameters N, X. Another minor distinction between this chapter and [18, 61] is that we
allow joint retrieval of a block of S matrix products AB =(A;B1,A3B,,---,AsBg) where S
can be chosen arbitrarily by the coding scheme. On the other hand, |18, 61] assume one-shot
matrix multiplication, corresponding to S =1. This leads to different approaches to achiev-
able schemes. For example, while both this chapter and [61] use cross-subspace alignment,

we use it to code across S blocks while [61] relies on a matrix partitioning approach.

5.2 Problem Statement: SDMM

Let A= (A1,As,-+,Ag) represent S random matrices, chosen independently and uniformly
from all matrices over F é:XK . Similarly, let B=(B1,B,,---,Bg) represent S random matri-

ces, chosen independently and uniformly from all matrices over Ff *M The user wishes to

compute the products AB=(A;B;,A;Bs,---;AsBg).

The independence between matrices A(g), Bjg) is formalized as follows.

H(AB)=H(A)+H(B)= > H(A,)+ ) H(B,). (5.1)
s€[S] s€[S]

Since we are operating over F,, let us express all entropies in base ¢ units.
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The A,B matrices are available at NV servers with security levels X 4, X g, respectively. This
means that any group of up to X4 colluding servers can learn nothing about A matrices, and
any group of up to Xp colluding servers can learn nothing about the B matrices.® Security
is achieved by coding according to secret sharing schemes that separately generate shares
KQ,EQ corresponding to each A,,B,, and make these shares” available to the n'* server, for

all n € [N]. The independence between these securely coded matrices is formalized as,

TIN SIN
J(A,A{S]l;B,B[[S]l) =0, (5.2)
TNV FINT o1 ~
i (A[S] Bl > =Y HAM)+ Y HBM). (5.3)
s€[S] s€[9]

Each matrix must be recoverable from all its secret shares,
H(A, | AN =0, H(B,| BN) =0, Vs e [9]. (5.4)

The A,B matrices must be perfectly secure from any set of secret shares that can be accessed

by a set of up to X 4,Xpg colluding servers, respectively.

I(A;Efg]) —0, X C [N, X=X, (5.5)
J(B;Efg]) —0, X [N, x| = X5 (5.6)
I(A,B; A%, B) =0, X C[N], |X| = min(X 4, Xp) (5.7)

In order to retrieve the products AB, from each server n € [N], the user downloads A,, which

n

is function of AFspB[sy

H (A, | Afg, By ) =0, (5.8)

6For the most part, we will focus on cases with X 4,Xp € {0,X}, i.e., the security level can either be
X >0 or zero, where a security level zero implies that there is no security constraint for that set of matrices.
"If X4 =0 then we could choose A? =A,. Similarly, if Xp =0, then it is possible to have B} =B;.
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The side-information available to the user apriori is denoted ¥, which can be either the
A matrices, or the B matrices, or null (¢) if the user has no side-information. Given the
downloads from all NV servers and the side-information, the user must be able to recover the

matrix products AB.
H(AB| A, ¥)=0. (5.9)

Let us define the rate of an SDMM scheme as follows.

_ H(AB|U)
h=—"p—

(5.10)
where D is the average value (over all realizations of A,B matrices) of the total number of
g-ary symbols downloaded by the user from all N servers. In order to steer away from the
field-size concerns that are best left to coding-theoretic studies, we will only allow the field
size to be asymptotically large, i.e., ¢ — o0o. The capacity of SDMM is the supremum of

achievable rate values over all SDMM schemes and over all S.

REMARK 5.1. The goal of the SDMM problem is to design schemes to minimize D. The
normalization factor H(AB | V) is not particularly important since it does not depend on the
scheme, it is simply a baseline that is chosen to represent the average download needed from
a centralized server that directly sends AB to the user in the absence of security constraints.
Other baselines, e.g., H(AB) may be chosen instead as in [18], or one could equivalently
formulate the problem directly as a minimization of download cost D. We prefer the formu-
lation as a rate mazximization because it allows a more direct connection to the capacity of

PIR, one of the main themes of this chapter.

Finally, depending upon which matrices are secured and/or available as side-information, we
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have the following versions of the SDMM problem.

SDMM version [secure |side-information W |capacity

SDMM g, | A,B ¢ ClaBy)
SDMMpp) | AB B Clam) (5.11)
SDMM g 4) B ¢ CiB.9)
SDMM g a) B A CB,a)
SDMM g g) B B Cs.B)

Thus, the version of SDMM is indicated by the subscript which has two elements, the first
representing the matrices that are secured and the second representing the matrices available
to the user as side-information. Note that other cases, such as SDMMag a), SDMMa 4),
SDMMa.a), SDMMa B), are equivalent to, SDMMaaggs), SDMMg ), SDMM@gp),
SDMMg,a), respectively, by the inherent symmetry of the problem, leaving us with just

the 5 cases tabulated above.

5.3 Results

5.3.1 A Connection between SDMM and MM-XSTPIR

Let us begin by identifying a connection between SDMM and multi-message X-secure T-
private information retrieval (MM-XSTPIR). We refer the reader to Appendix C.1 for a

formal definition of MM-XSTPIR.

LEMMA 5.1. The following bounds apply.

K>M — max(C(AB,B),C(B,B),C(AB,@,C(B@))SCMM.XSTPIR(N,XAvX&K,M),
(5.12)
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K>L = CaB,p) < Cunexsrrir(N, Xp, Xa, K, L),
(5.13)

where Cyrxstrir(IN, X, T,K,M) is the capacity of MM-XSTPIR with N servers, X -secure

storage and T-private queries, retrieving M out of K messages.

Proof. Let us first prove the bound in (5.12), by showing that when K > M, then any SDMM
scheme where the side-information available to the user is not® A, and where Xp#0, au-
tomatically yields an MM-XSTPIR(N, X 4, Xp, K, M) scheme with the same rate, essentially
by thinking of A as the data and B as the query. Consider MM-XSTPIR with K indepen-
dent messages, each of which consists of L i.i.d. uniform symbols in Fy, say arranged in a
column. For all k € [K], arrange these columns to form the matrix A; so that the k' column
of A; represents the k' message. Let the M desired message indices be represented by the
corresponding columns of the K x K identity matrix, and let these M columns be arranged
to form the K x M matrix B;. Note that retrieving the matrix product A;Bj is identical to
retrieving the M desired messages. Now any (X 4,Xpg) secure SDMM scheme with S =1 that
does not have A as side-information, conditioned on the realizations A; = A,,B; = By, yields
an MM-XSTPIR scheme by treating Z? as the X 4-secure data stored at the n'* server and
E{‘ as the X p-private query sent by the user to the n'* server, for all n € [N]. For arbitrary
S > 1 we can simply extend the data by a factor of 9, i.e., each message is comprised of SL
symbols, so that the k" message is represented by the k%" columns of A1, A,,---, Ag, treated as
realizations of A{,As,---,Ag. Thus, conditioning on the realization Bi=By=---=Bg= B,
gives us the S-fold extension of the same scheme. Furthermore, since B matrices are secure,

i.e., Xp>0 for all SDMM settings that appear in (5.12), it follows that B is independent

8 A cannot be the side-information because as noted, the transformation from SDMM to MM-XSTPIR
interprets A as the data, which cannot be already available to the user in MM-XSTPIR. On the other hand,
B may be included in the side-information because it is interpreted as the queries, which are automatically
known to the user in MM-XSTPIR. Note that if B is also not included in the side-information, that just
means that the user can retrieve AB from the downloads without using the knowledge of B in the resulting
MM-XSTPIR scheme.

124



of é{’g] for any n € [N]. This in turn implies that B is independent of the download A,
received from Server m. Therefore, conditioning on B taking values in the set that corre-
sponds to MM-XSTPIR (i.e., B; restricted to any choice of M columns of the K x K identity
matrix) does not affect the distribution of A,,, or the entropy H(A,). In other words, the
average download of the SDMM scheme remains unchanged as it is specialized to yield an
MM-XSTPIR scheme as described above. Now, since the number of desired g-ary symbols
retrieved by this feasible MM-XSTPIR scheme is SLM, the average download, D for the
SDMM scheme cannot be less than SLM /Cyvxsteir (N, X a, X, K, M). Therefore, we have

a bound on the rate of the SDMM scheme as

R— w (5.14)
A (gB) (5.15)
< SLTM (5.16)
= SLM/CMM—XSTZEZ\]{[7XA7XBaKaM) (5:-17)
= Cyinexsteir(N, X a4, X, K, M) (5.18)

In (5.15) we used the fact that conditioning reduces entropy so that H(AB|B) < H(AB).
In (5.16) we used the fact that the matrix AB has SLM elements from F,, and since the
uniform distribution maximizes entropy, H(AB) <SLM. The bound in (5.13) is similarly
shown, by treating E{‘ as the X j-secure data stored at the n'* server and ,Zf? as the Xp-

private query sent by the user to the n* server. This completes the proof of Lemma 5.1. [

5.3.2 An Upperbound on the Capacity of MM-XSTPIR

Motivated by Lemma 5.1, an upper bound on the capacity of MM-XSTPIR is presented in

the following theorem.
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THEOREM 5.1. The capacity of MM-XSTPIR is bounded as follows.

CMM—XSTP[R(NaXaTaK7M)

(

0, N<X,
M(N—X)
KN

K

—1
N—X T T \lwl?

The proof of Theorem 5.1 is presented in Appendix C.1.2. Note that Theorem 5.1 also works

X<N<X+T,

IN

(5.19)

for trivial security or privacy, i.e., when X =0 or T'=0.

REMARK 5.2. In fact a closer connection exists between SDMM and MM-XSTPC, i.e.,
multi-message X -secure T-private (linear) computation problem that is an extension of the
private computation problem studied in [107]. However, we use only the connection to MM-
XSTPIR because this setting is simpler and the connection between SDMM and MM-XSTPIR

suffices for our purpose .

5.3.3 Entropies of Products of Random Matrices

The following lemma is needed to evaluate the numerator in the rate expressions for SDMM

schemes.

LEMMA 5.2. Let A, B be random matrices independently and uniformly distributed over

FéXK, FfXM, respectively. As q— oo, we have

LM, K >min(L,M)
H(AB)= , (5.20)
LK+ KM —K? K <min(L,M)

H(AB|A)=min(LM,KM), (5.21)
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H(AB|B)=min(LM,LK), (5.22)

m q-ary units.

The proof of Lemma 5.2 appears in Appendix C.2.

We now proceed to capacity characterizations for the various SDMM models.

5.3.4 Capacity of SDMM a3

Let us start with the basic SDMM setting, where both matrices A,B are X-secured, and
there is no prior side-information available to the user. This is essentially the two-sided

secure SDMM setting considered previously in [18, 61].

THEOREM 5.2. The capacity of SDMMap.¢), with X,=Xp =X, is characterized under

various settings as follows.

N<X — C(AB,qS) =0 (523)
X
N>X,K:1 :>C(AB7¢):1_N (524)
K
OX>N>X,— Ciapg =0 5.25
=N i@ Y T AR (5:29)
K 2X
N>2X,— Ciapgy=1——— 5.26
T (LM 0 T M AaBe) N (5.26)
L.M X
N>X,K§min(L,M),%—>oo — Clag=1- 7 (5.27)
K X
N>X,— <1 Coapo <1— = 5.28
T (L) S T T STy (5:28)
K X\ min(L,M)
OX>N>X,———>1 =Capy<|(l-= )"l (529
=N (L) (AB’@—( N) K (5.29)
K
N>2X,—  >1—
"min(L,M) ~
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X X X\ bt 1\
C(AB,¢)§(1_N) 1+(N_X>+"'+<N_X) (5.30)

Case (5.23) is trivial because A,B are X-secure, and nothing is available to the user as side-
information, which means that even if the user and the servers fully combine their knowledge,
A B remain a perfect secret. The converse proof for cases (5.24) and (5.27) of Theorem 5.2
is presented in Section 5.4.2. Converse proofs for all other cases follow from Lemma 5.1
and Theorem 5.1. For example, consider case (5.25). According to (5.12),(5.13), we have
CaB,¢) < Ovnvixsteir (IV, X, X, K,min(L,M)) which in turn is bounded by min(L,M)(N —
X)/(KN) according to Theorem 5.1. Therefore, if K/min(L,M)— oo, then we have the
bound C(ag) =0. Converse bounds for other cases are found similarly. The proof of
achievability for case (5.24) is presented in Section 5.5.4. All other achievability results

are presented in Section 5.5.3.

. . . . . X\t
REMARK 5.3. The capacity of 2-sided SDMM problem is characterized in [61] as (1 — %) .

Our capacity characterizations for cases (5.24) and (5.27) present a contradiction that calls
into question? the converse bound in [61]. To further highlight the contradiction, note that
in the SDMMag,4 problem, for arbitrary L,K,M, just by retrieving each of A,B sepa-

rately using the scheme described in Section 5.5.1, it is possible to achieve a rate equal

1o _H(AB) (1 B X) ~ min(LM,LK+KM-K?)

(o) N CRTEM) (1—%) which can be larger than ( —%)Jr. Since

N

[61] assumes S =1, consider for example, L=K =M, and N=X+1. Then with S=1 this

simple scheme achieves a rate % (1 — %) = ﬁ which exceeds (1 — %)+ =0 forall X >1. On

_%)Jr

the other hand, the achievable scheme presented in [61] does not'’ achieve the rate ( ~

when K <min(L,M), so it remains unknown if (1 — %)Jr 15 even a lower bound on capacity

9The information provided by the genie to the user in the converse proof of [61] is subsequently considered
useless on the basis that it is independent of AB. However, it turns out this independent side-information
can still be useful in decoding AB, just as a noise term Z that is independent of AB can still be useful in
decoding AB from the value AB+Z.

19This is because H(AB)# LM when K <min(L,M). Instead, according to Lemma 5.2, H(AB)=
LK+ KM —M?. So while the download for the scheme in [61] is LM N/(N —2X), the rate achieved
when K <min(L,M) is H(AB)/D = %}\w (1—%)+, which is strictly smaller than (1— %)+ for
K <min(L,M).
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mn general.

COROLLARY 5.1. Consider a modification of the SDMMag ) problem, where instead of
AB, the user wants to retrieve the Hadamard product AoB. The capacity of this problem,
i.e., the supremum of H(AoB)/D, as g— o0, is 1 — X/N.

The converse for Corollary 5.1 follows directly from the converse proof of Theorem 5.2,
case (5.24) in Section 5.4.2 where we replace AB with AoB. On the other hand, since
the Hadamard product is the entrywise product of matrices, thus the scalar multiplication

scheme presented in Section 5.5.4 achieves the capacity.

5.3.5 Capacity of SDMM g a)

The next SDMM model we consider corresponds to the one-sided SDMM problem considered
in [18]. Recall that the one-sided security model in [18] assumes that one of the matrices is
a constant matrix known to everyone. This corresponds to the A matrix in our model of
SDMMg,a) because A is not secured and is available to the user as side-information. Here

our capacity result is consistent with [18].

THEOREM 5.3. The capacity of SDMMp Ay with X4, =0,Xp=X s

0, N<X,
CB,A) = D% (5.31)
1-—, N>X.
N7

Theorem 5.3 fully characterizes the capacity of SDMMg a). The converse for Theorem 5.3
follows along the same lines as the converse presented in [18], but for the sake of completeness

we present the converse in Section 5.4.1. The proof of achievability provided in [18] is tight
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only if K> L and L is a multiple of N —X. Therefore, a complete proof of achievability

is needed for Theorem 5.3. Such a proof is presented in Section 5.5.3.

5.3.6 Capacity of SDMM g p)

THEOREM 5.4. The capacity of SDMM gy, with X,=0,Xp=X, is characterized under

various settings as follows.

M
K>MN<X  —Cep= (5.33)
K X
N>X, — = C =1-— 5.34
’M — 0 (B.B) N ( )
X X\ b
K>MN>X :>C(B,B)§ 1+(N)+“'+(N) (5.35)

The converse for K < M is trivial because the capacity by definition cannot exceed 1. The
converse for the remaining cases follows directly from Lemma 5.1 and Theorem 5.1. For ex-
ample, consider the case (5.33). According to Lemma 5.1, Cg g < Cyivi-xsteir(N,0,X, K, M)
which is bounded by M/K according to Theorem 5.1. Other cases follow similarly. The

proof of achievability for Theorem 5.4 is provided in Section 5.5.3.

HThe achievable scheme for the one-sided secure setting in [18] always downloads NLM /(N — X) g-ary
symbols, whereas the capacity achieving scheme needs to download only NK M /(N — X)) g-ary symbols when
K<L.
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5.3.7 Capacity of SDMM(B,@

THEOREM 5.5. The capacity of SDMMg 4y, with X4 =0,Xp=X, is characterized under

various settings as follows.

X\ H(AB) X
K>LN>X = =(l-—)|————=(1—— .
LN o= (1-3) mamr = (w) 697
K X
K<L N>X,— =1-— 5.3
<L,N>X, 75 —0o0 — CB,¢) N (5.38)
L
K<MN>X 2200 =Cpg=1 (5.39)
M X H(AB) X
K<LN>X — = =(l-——)|———=(1—— 4
<LN>X,——00 CB.9) ( N)H(AB]A) N) (5.40)
X X\ b
L>K>M,N>X :C(B7¢)§ 1+ N +- N (5.41)

The case N < X is trivial because B must be X-secure and there is no side-information at
the user, which means that neither the user, nor all servers together have any knowledge of
B. The converse for (5.37) and (5.40) follows from the fact that any SDMMg 4 scheme is
also a valid SDMMg 4 scheme, so the download, say Dg, for the best SDMMpg , scheme
cannot be less than the download, say Dp a for the best SDMMp A scheme. For (5.38) the
converse follows directly from Lemma 5.1 and Theorem 5.1. The converse for (5.39) is trivial
because the capacity can never be more than 1 by definition. Finally, the converse for (5.41)
also follows from Lemma 5.1 and Theorem 5.1. The achievability results for Theorem 5.5

are proved in Section 5.5.3.
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5.3.8 Capacity of SDMMjugp

THEOREM 5.6. The capacity of SDMMag gy, with X4=Xp=X, is characterized under

various settings as follows.

N<X =Capp)=0 (5.42)

N>X,K<M :>C’(AB7B):1—% (5.43)
2X>N>X,K>M = CaBpB) :% (5.44)
N>2X,K>M,%—>oo :>C(AB,B):1_% (5.45)

N>2XK>M —

N-X X X\
< 1
CaBB) < N +<N—X>+ +<N—X>

(5.46)

The case (5.42) with N <X is trivial because the A is X-secure and not available to the
user as side-information, which means that it is unknown to both the user and all servers.
The converse for (5.43) follows from the observation that relaxing the security constraint for
B cannot hurt, so Cap B) is bounded above by C(a By, which is equal to Ciga)y=1— % by
the symmetry of the problem and the result of Theorem 5.3. The converse for (5.44), (5.45),
(5.46) follows from Lemma 5.1 and Theorem 5.1. The proof of achievability for Theorem 5.6

appears in Section 5.5.3.
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5.4 Converse

5.4.1 Proof of Converse for Theorem 5.3

The case N < X is trivial because B must be X-secure and not available to the user as side-
information, which means that neither the user, nor all servers together have any knowledge
of B. Now let us consider the case N > X. Let X’ denote any subset of [N] such that |X| = X.

We start with the following lemma.

LEMMA 5.3. I(Ax;AB|A)=0.

Proof.

I(Ax;AB|A)

— H(Ax|A)—H(Ax|AB,A) (5.47)
<H(Ax|A)~H(Ay|AB) (5.43)
— [(Ax;B|A) (5.49)
<1(B%.A:B|A) (5.50)
g[(ﬁ[’fgl,A;B> (5.51)
—1(B%B)+1(AB|BY) (5.52)
<1(B%B)+1(AB,B) (5.53)
0. (5.54)

The steps in the proof are justified as follows. Step (5.47) applies the definition of mutual
information. Step (5.48) follows from the fact that (AB,A) is function of (A,B) and condi-
tioning reduces entropy. Step (5.49) applies the definition of mutual information, and (5.50)
holds because Ay is function of (é&,A). In (5.51), (5.52) and (5.53), we repeatedly used
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the chain rule and non-negativity of mutual information. The last step follows from the
security constraint defined in (5.6) and separate encoding of matrices (5.2). The proof is

completed by the non-negativity of mutual information. O

The proof of converse of Theorem 5.3 is now presented as follows.

H(AB|A)

— H(AB|A)— H(AB|Ay,A)+H(AB| A, A) (5.55)
— H(AB|A)—H(AB|Ap,A) (5.56)
—I(AB;Ap | A) (5.57)
— H(A | A)—H (A | AB,A) (5.58)
<H(Aw|A)—H(Ax|AB,A) (5.59)
=H(Aw [A)-H(Ax|A). (5.60)

Steps are justified as follows. (5.55) subtracts and adds the same term so nothing changes.
(5.56) follows from the correctness constraint,(5.9). Steps (5.57) and (5.58) follow from the
definition of mutual information. In (5.59), we used the fact that dropping terms reduces

entropy. The last step holds from Lemma 5.3.

Averaging (5.60) over all choices of X and applying Han’s inequality (Theorem 17.6.1 in
[26]), we have

H(AB|A)

< H(Dow | A) =3 H (A | A) (5.61)
= (1—%) H(A[N”A) (562)
< (1 - %) H(Aw) (5.63)
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< (1— %) > H(A,). (5.64)

ne[N]

Thus we obtain

H(AB|A
Cea :sup% (5.65)
<sup H(AB|A) (5.66)
Zne[N}H(An)
X
<l——. .
<1 N (5.67)

5.4.2 Converse of Theorem 5.2: (5.24),(5.27)

Let X denote any subset of [N] such that |X'| = X. The proof of converse is as follows.

H(AB)

— H(AB)— H(AB|Ay) + H (AB| A) (5.68)
— H(AB)—H (AB|Apy)) (5.69)
— [(AB;Ap)) (5.70)
=H (A) — H(An | AB) (5.71)
<H(Ap)—H(Aw | AB) (5.72)
<H(Ap)—H(Ax|A,B) (5.73)
= H(Aw) —H(Ax). (5.74)

Steps are justified as follows. (5.68) subtracts and adds the same term so nothing changes.
(5.69) follows from (5.9), while (5.70) and (5.71) follow from the definition of mutual infor-
mation. (5.72) holds because adding conditioning reduces entropy and AB is function of

(A,B). (5.73) holds because dropping terms reduces entropy. The last step simply follows
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from the following fact,

0=1(AB; A%, BY) (5.75)
=I(AB;Ay) (5.76)
=H(Ax)-H(Ax|A,B) (5.77)

where (5.75) is the security constraint defined in (5.7). (5.76) follows from non-negativity of
mutual information and the fact that Ay is function of (gfg],é[/g}) (5.77) is the definition

of mutual information.

Averaging (5.74) over all choices of X and applying Han’s inequality, we have

X
H(AB)<H (A) — NH(A[N]) (5.78)
X
_ (1—N>H(A[N]) (5.79)
X
< —
< (1 N) H(A,) (5.80)
ne[N]
Thus we obtain
H(AB
C(AB,g) = Sup (D ) (5.81)
H(AB)
< .
P Zne[N] H(An) (5 82)
<1-x (5.83)
— N‘ .

5.5 Achievability

Let us present two basic schemes that are essential ingredients of the proofs of achievability.
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5.5.1 A General Scheme

This scheme allows the user to retrieve all A B, after which he can locally compute AB.
Let S=N—X, and let Z,,,Z, ., s € [S],x € [X4],2" € [Xp] be uniformly distributed random
matrices over FL*® and Ff*M respectively. Note that X4,Xp € {0,X}. The independence

of these random matrices and matrices A[g,Bjg) is specified as follows.

H ((Zsma Z/sx/)SG[S]@G[XA]@/E[XB] ’A[S] 7B[S])

_ 3 H(Zy)+H(Z,,)+ Y H(A, B,). (5.84)

s€[S],xe[X a],2’' €[ X ] s€[S]

Let av,,n € [N] be N distinct elements from [F,,. The construction of securely encoded matrices

A" and B" for any s € [S] and n € [N] is provided below.

At=ai A+ > a2y (5.85)
z€[X 4]

=i A+l T g+ ol TNk (5.86)

B! =a;B.+ > as™Z, (5.87)
mG[TB

=aiBs+a) 2+ +al PP (5.88)

The answer from the n-th server is specified as follows

Argy I
A,=1|" - (5.89)
By -+ B

B apAq+ - +a§AS—|—Oé,S;+1 ESG[S] Zg+-- +&7§+XA ZSE[S} ZSXA (5 90)

B+ @y Bs+an ™Y g Zl 4ol Y g,

Note that the desired matrices and the random matrices are coded with an RS code. There-

fore, from the answers provided by all N servers, the user is able to decode all matrices
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A[5),Bjg), and then determine AB = (A, xB,)sc[s). Note that X,-security is guaranteed
for matrices A because they are protected by the X4 noise matrices Z,,x € [X 4], that are
i.i.d. uniform and coded according to MDS(X 4,N). Similarly, X g-security is guaranteed for

matrices B;.

5.5.2 Cross Subspace Alignment Based Scheme

For this scheme, let us set
S=N-X,—X5. (5.91)

And let Zg,,Z.,,, s€[1:S],x € [Ta],2" € [T] be uniformly distributed random matrices over

LxK
IFQ

and FffXM

respectively. The independence of random matrices and matrices A g}, Big

is specified as follows.

H ((Zoz,Z.,)) sei8),0e4) 0 €[15): Als], Bis))

= > H(Zu)+ Z H(Zl,)+ ) H(A)+ Y H(B,). (5.92)

s€[S],x€[X 4] s€[S],z’€[X ] s€[S] s€[S]

For the construction of this scheme, we will need N+ .S distinct constants a,,,n € [N], fs €
F,,s € [S], that are elements of F. The securely encoded matrix A" for any s € [S] and n € [N]

is provided below.

=A+ > (f (5.93)

z€[X 4]

:As+<fs_an)zsl+"'+(fs_an>XAZsXA- (594)
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Similarly, the securely encoded matrix EQ for any s € [S] and n € [N] is as follows,

Bl=— | Bt S (fo—on)" 2, (5.95)
s " ' €[ X ]
1
= 7o (Bet(fman)Zy ot (foman) P2, ). (5.96)

The download from any server n, n € [N] is constructed as follows.

A=Y AB! (5.97)
(5 ) S 3 (-2,
B O‘” selS]z€[X 4]
Y (fma)TTAZL Y Y (feman) T 2,2, (5.98)
s€[S]z’€[X B] s€[S]ze[X 4]z’ €[XB]

Each of the last three terms can be expanded into weighted sums of terms of the form
af, t€{0,1,..., X4+ Xp—1}. Thus, upon receiving all N answers from servers, the user is
able to decode all S desired product matrices (A x By)qc[s), as long as the following N x N

matrix is invertible,

1 1 Xa+Xp—1
fi—oa fs—ou Loy a
1 1 1 o Oé(A"FXB_l
My=|f17e2 s , (5.99)
1 cee 1 cee XA+XB_1
_fl_an fS_an 1 aN aN

which is shown to be true by Lemma 2.5. X 4-security is guaranteed for matrices A because
they are protected by the X 4 noise matrices Zg,,r € [X 4], that are i.i.d. uniform and coded

according to MDS(X 4,N) codes. Xp-security is similarly guaranteed for the matrices By, s €

[5].
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5.5.3 Proofs of Achievability

Throughout these proofs, we will allow ¢— oco. Furthermore, we will use Lemma 5.2 to

calculate the entropy of random matrices.

Achievability Proof of Theorem 5.3

First, let us consider the setting when K > L. For this setting, let us apply the cross subspace
alignment based scheme presented in Section 5.5.2. Note that X, =0,Xpg = X, and the total

number of downloaded g-ary symbols is NLM, so the rate achieved is

_ H(ABJA)
SLM
X
=1—— 102
23 (5102

which matches the capacity for this setting. On the other hand, when K < L, let us apply
the general scheme presented in Section 5.5.1. Since X, =0,Xp =X, we have

anAl+-+adAg
A, = . (5.103)

@, Bi+-+aiBg+ait! doses) L+t aptX > sers) Lix

But note that left matrices A are already available to the user as side information, so
it is not necessary to download (c,A;+---—a> Ag) terms. Therefore, the total number of

downloaded g-ary symbols is NK M, and the rate achieved is

n_H(AB|A)

.104
NKM (5.104)
SKM
= (5.105)
X
=1—-— 5.106
N’ ( )
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which matches the capacity for this setting. This completes the achievability proof of The-

orem 5.3.

Achievability Proof for Theorem 5.4

First consider the trivial scheme with S =1 that downloads the matrices Ag directly from
any one out of IV servers, since there is no security constraint on these matrices (X4 =0).
Since Byg is already available as side information, downloading Ag allows the user to

compute AB locally. The rate achieved with this scheme is

H(AB|B)
_ 1
R T (5.107)
_ min(LM,LK) (5.108)
LK '
1, K< M,
_ 5.109)
Y (
— K> M.
K07

Thus, this simple scheme is optimal for K < M and for (K > M,N < X).

Next let us consider N > X as K /M — oco. For this, let us apply the cross subspace alignment
based scheme presented in Section 5.5.2 with S= /N —X. Note that X, =0,Xp =X, and

the total number of downloaded g-ary symbols is N LM, so the rate achieved is

H(AB|B)
S S A1
R NLM (5.110)
SLM
~NLM (5.111)
X
=1—— 5.112
N’ ( )

which matches the capacity for this setting. This completes the achievability proof of The-

orem 5.4.
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Achievability Proof for Theorem 5.5

For the cases (5.37), (5.38), let us apply the cross subspace alignment based scheme presented
in Section 5.5.2 with S= N — X. Since X4 =0,X5 =X, and the total number of downloaded

g-ary symbol is N LM, the rate achieved is

H(AB)
R=—r (5.113)
SLM
X
=1——. A1
N (5115)

This completes the achievability proof of Theorem 5.5 for the cases (5.37), (5.38).

Now consider the cases (5.39) and (5.40). For these cases, let us apply the general scheme

presented in Section 5.5.1. Since X4 =0,Xp= X, we have

anAl+-+adAg
A, = . (5.116)

anBit ot apBs+ap Y g 2+ on TN g 2y
Note that from the downloads A, of any S servers, we are able to recover the matrices
A[g, so we can eliminate the first part from the remaining N —S redundant downloads

while preserving decodability. Therefore, the total number of downloaded ¢-ary symbols is

SLK+ NKM. Thus, as ¢ — oo, the rate achieved is

_ H(AB)
= SLK+NKM (5.117)
S(LK 4+ KM — K?)
 SLK+NKM (5.118)

As L/M — oo and when M > K, we have R=1. This completes the proof of achievability
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of (5.39). On the other hand, when M/L — co and K < L, we have

S(LK + KM — K?)

— A1

i SLK+NKM (5.119)
M/L—co S
= = 5.120
= (5.120)
X

= 1—— 5.121

- (5121)

This proves achievability for (5.40), thus completing the proof of achievability for Theorem
5.5.

Achievability Proof of Theorem 5.6

Let us start with the cases (5.43) and (5.44), for which we apply the general scheme presented

in Section 5.5.1. Since X4 = Xpg =X, we have

A+ tal Ag+al Zo+-+ai ™ Z,
An: 1 S ZSE[S] 1 ZSE[S] X . (5122)

a,Bi 4 +afBg+a, ! Dsers) L+t ap 2 egs) Lix

Now we note that since the matrices B(g) are available to user as side information, it is not
necessary to download the second part of A,. Therefore, the total number of downloaded

g-ary symbols is NLK, and the rate achieved is

R_LUABum
 NLK
~ Smin(LK,LM)
N NLK

X
— K<M

N (5.125)
M K>M
KN

(5.123)

(5.124)
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This completes the achievability proof for cases (5.43) and (5.44).

Next, let us consider case (5.45), and for this setting let us apply the cross subspace alignment
based scheme presented in Section 5.5.2. Note that X, = Xpg= X, and the total number of

downloaded g-ary symbols is NLM, so the rate achieved is

»_H(AB|B)

- (5.126)
SLM
= (5.127)
2X
=1—— 12
= (5.125)

which matches the capacity for this setting.

Achievability Proof of Theorem 5.2

Let us start with case (5.26), for which we apply the cross subspace alignment based scheme
that was presented in Section 5.5.2. Note that X, = Xpg= X, and the total number of

downloaded g-ary symbols is NLM, so the rate achieved is

T, (5.129)
SLM
- (5.130)
2X
=1-= 131
N (5.131)

which matches the capacity for this setting.

Next, consider case (5.27). For this setting, let us apply the general scheme presented in
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Section 5.5.1. Since X4 =Xp =X, we have

anAL 4+ +adAg+ast! Zg +--+ad+X Z,
A, = ! s Lsels) Lot 2esets)Zox | (5.132)

ap B4+ OCSBS + aﬁ“ Zse[S} Zy+-+ O‘S+X Zse[S} Zx

Thus the total number of downloaded g-ary symbols is N(LK + KM). Therefore, when

K <min(L,M), we have

H(AB)
= 1
& N(LK +KM) (5.133)
S(LK + KM — K*?
- (LKA ) (5.134)
N(LK +KM)
max(L,M)/K—oco X
= 1——. 1
~ (5.135)

This completes the achievability proof of case (5.27).

5.5.4 Achievability Proof of Theorem 5.2: Case (5.24)

K=L=M=1

Let us first consider the setting where K =L=M =1, and let us set S=N—X. Note
that in this setting, A, B, are independent scalars drawn uniformly from the finite field
F,. Let us first present a solution based on the assumption that A, B, take only non-
zero values for all s € [S]. Tt is well-known that the multiplicative group Fy =TF,\ {0} is a
cyclic group. Moreover, every finite cyclic group of order ¢ — 1 is isomorphic to the additive
group of Z/(¢q—1)Z (i.e., addition modulo (¢—1)). Therefore it is possible to translate
scalar multiplication over F into addition modulo (¢q—1). However, the additive group of

Z/(q—1)Z is not a field, and our scheme will further require the properties of a field. This
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problem is circumvented by using a prime field [, for a prime p such that p>2(¢—1) and

noting that for any two integers a,b € {0,1,...,¢ —2}, we have
(a4+b) mod(¢—1)=((a+b) modp) mod(¢g—1). (5.136)

In other words, suppose the isomorphism between the multiplicative group Fy and the
additive group Z/(¢—1)Z maps all a € F to f(a) €Z/(q—1)Z. Then for all a,b,c € F such
that ¢=a x b, we have f(c)= f(a)+ f(b) in Z/(q—1)Z, and furthermore, under the natural
interpretation of all f(a) as elements of F,, we have ¢ = f(a)+ f(b) in F, such that f(c)=¢
mod (¢—1). Thus, we are able to transform the problem of scalar multiplication in F) to
scalar addition over I, i.e., instead of c=a xb€F, the user will retrieve ¢’ = f(a)+ f(b) €
[F, from which he can compute f(c) by a mod ¢—1 operation, and then from f(c) the user

can compute ¢ by inverting the isomorphic mapping.

To account for potential zero values of A, B, €F,, let us define f(0)=0. In light of this
discussion, let us assume f(Aj),f(Bs) are scalars in [, and the user wishes to retrieve
f(As)+ f(Bs) €F, for all those s € [S] where Ag,B; are both non-zero, and he wishes to
retrieve the answer 0 for all those s € [S]| where either one of Ay B; is zero. Now let us
present a scheme to achieve this task. For this scheme let us choose p to be the minimum
prime number such that p>2(¢—1). Let Zg,,Z. ., s€[S],z €[X] be uniformly distributed
random (noise) scalars over F,. The independence of these random scalars and the scalars

f(Ay), f(Bs) is specified as follows.

H((Zsmzlsm)sE[S],xE[X]7(f(AS)7f<BS))SE[S])

= Y HZ.)+ Y HZ,)+ Y H(FA)+ Y H(f(B,). (5.137)

s€[S],ze[X] s€[9],ze[X] s€[9] s€[S]

Let ay,,n€[N] be N distinct elements from F,. The construction of A" and B for any
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s€[S] and n € [N] is provided as follows.

Ar=ayf(A)+ D oSz, (5.138)
ze[X]

=ap f(Ag)+an ™ Zg +-+ay N Zox (5.139)

Bl =a;f(B)+ > aitZ, (5.140)
z€[X]

=S f(By)+ad N Z 4T (5.141)

The answer from the n-th server is obtained as follows

Ap=Al4- .+ AL+ B+ ...+ B2 (5.142)
= a,(f(A1)+ f(B1))+-+ap (f(As)+ f(Bs))
+ai Y (Za+Zh) oY (Zax + Zi). (5.143)
s€[S] s€[S]

X-security is guaranteed because matrices A, B, are protected by noise terms that are
i.i.d. uniform and coded according to MDS(X,N) codes. Note that desired scalars and
random scalars are coded with an RS code, and S+ X = N. Therefore, from the answers
provided by all N servers, the user is able to decode (A,+B;)sc(s). By the transformation
argument, correctness is guaranteed for all those s € [S], where A #0 and B, # 0. However,
correctness is not yet guaranteed for those s € [S] where either Ay =0 or B;=0. For this
we will implement a separate mechanism to let the user know which A, and B, are equal
to zero, so he can infer correctly that A;B,=0 for those instances. Specifically, for each
scalar A and By, let us define binary symbols 74,18, that indicate whether or not A, B,
are equal to zero. These na,,nB, are also secret-shared among the N servers in an X-secure
fashion, and retrieved by the user at negligible increase in download cost as ¢ — co. Now, by
the Bertrand—Chebyshev theorem, for every integer v > 1 there is always at least one prime

p’ such that v < p’ < 2v, thus we must have p such that 2(¢—1) <p<4(g—1). Therefore, as
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q — 00, the rate achieved is

= H(AD>< 2 (5.144)
H(AB|B)
= Nlog, (p)+25Nlog, (2) (5.145)
= e (5.146)
Nlog,(4(g— 1)) +25Nlog, 2)
(V- X))
(5.147)

~ Nlog,(4(g— 1)) +2(N — X)Nlog, (2)

which approaches 1— X/N as ¢ — co.

K =1, Arbitrary L,M

Now let us consider the setting with arbitrary L, M, and with K =1, i.e., the user wishes to
compute the outer product of vectors A, By for all s € [S]. As before, let us set S=N— X,
and choose p to be the smallest prime such that p>2(¢g—1). We will allow the user to
download a normalized version of each A, and B, vector, along with the product of the
normalizing factors, from which the user can construct A ;B;. To this end, let us define iy, j,
as the index of the first non-zero element in A, By, respectively, and normalize each vector
A, by it’s i'" element A, (i), each vector By by it’s ji* element B,(j,) Vs € [S]. Now Vs € [S]

such that A, is not the zero vector, we have

A, = A,(i,)[0,+,0,1, A (is+1),..., (L), (5.148)

~~
/
AS

where the vector A is the normalized vector. Similarly, Vs € [S] such that By is not the zero

vector, we have

N J/

B, = B,(j,)[0,+,0,1,B.(js+1),...,B.(M)]. (5.149)

B;
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Note that if A or By is the zero vector, then we simply set i;=0,j5s=0 and A, =0,B. =0,
and Ag(is) =1,B,(js) =1, respectively. The scheme is constructed as follows. Separate X-
secure secret sharing schemes are used to distribute the secrets i, s, As(is), Bs(js), AL, B,
among the N servers, where A’ B, are length L —1,M — 1 vectors respectively, obtained by
eliminating the leading 1 term from each of A’ B’ (or one of the zeros if A’ B’ are zero
vectors). The vectors A’ B’ are retrieved by the user according to the scheme presented
in Section 5.5.1, with total download cost equal to N(L—1)4+N(M —1)=N(L+ M —2) ¢-
ary symbols. The indices iy, are retrieved according to same scheme presented in Section
5.5.1, with total download cost not exceeding Nlog,(L+1)+ Nlog, (M +1) in units of g-ary
symbols because the alphabet size for the indices ig,js is L+1,M +1, respectively. The
scheme presented in Section 5.5.4 is utilized by the user to retrieve the scalar products
Ay(is)Bs(js) with total download from N servers not exceeding Nlog,(4(¢—1)). Note that

since Ag(is)Bs(js) is always non-zero there is no need for downloading additional indicators

needed to identify zero values. The correctness follows from the fact that

A x By = (Ag(is)Bs(js)) AL x B, (5.150)

and by the construction of the scheme, (A;(is)Bs(js)) and Al x B, are recoverable for all

s € [S]. Therefore, the rate achieved is

H((AS X Bs)sé[S])
> N(L+M —2)+Nlog, (L+1)+ Nlog,(M+1)+ Nlog,(4(g—1)) (5.152)
- e (5.153)
= N(L+M—2)+N10gq(L+ 1)+N10gq(M+1) +N10gq(4(q— 1)) .
- et s (5.154)

N(L+M —2)+ Nlog,(L+1)+Nlog, (M +1)+ Nlog,(4(g—1))

which approaches 1— % as ¢ — oco. This proves achievability of case (5.24), and completes

the achievability proof of Theorem 5.2.
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5.6 Discussion

A class of Secure Distributed Matrix Multiplication (SDMM) problems was defined in this
chapter, and its capacity characterized in various parameter regimes depending on the secu-
rity level X, number of servers /N, matrix dimensions L,M,K and the set of matrices that
are secured or available to the users as side-information. Notable aspects include connections
between SDMM and a form of PIR known as MM-XSTPIR that led us to various converse
bounds, and cross-subspace alignment schemes along with monomorphic transformations
from scalar multiplication to scalar addition that formed the basis of some of the achievable
schemes. Note that most of the achievable schemes in this chapter can also be adapted to the
one-shot matrix multiplication framework of [61, 18|, say where L, K, M all approach infinity
and the ratios L/K, K/M are fixed constants. The converse parts follow directly, for the
achievability parts, we can adapt our schemes to one-shot matrix multiplication based on
matrix partitioning and zero-padding. For example, consider the cross subspace alignment
based scheme in Section 5.5.2. Let us define Ly = |L/S"] S, where S’=N — X, — Xp. Now

let us partition matrix A as follows.

A=A ... Ag A ... Ay modS’)]Ta (5.155)

where (A1 y)scis are Ly /S" x K matrices, (Ags)se[r, mods)) are 1 x K vectors. Now with the
schemes presented in this chapter, for all s’ € [S’], by setting Ay =A; ¢ and By =B, one
can recover (A ¢B)scpgq. On the other hand, we can then set Ay =A,y,s' € [L modS'],
Ay =05 {(L modS)+1,....5'} and also By =B,s € [S'] to recover (AzyB)scik mods-
Note that the extra cost of zero-padding is upper bounded by KS'/LK =S’/L, which goes

to zero as L — 0o. Thus the desired rates are still achievable.
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Chapter 6

Cross Subspace Alignment Codes for

Coded Distributed Batch Computation

The goal of coded distributed computation is to efficiently distribute a computation task,
such as matrix multiplication, N-linear computation, or multivariate polynomial evaluation,
across S servers through a coding scheme, such that the response from any R servers (R
is called the recovery threshold) is sufficient for the user to recover the desired computed
value. Current state-of-art approaches are based on either exclusively matrix-partitioning
(Entangled Polynomial (EP) Codes for matrix multiplication), or exclusively batch process-
ing (Lagrange Coded Computing (LCC) for N-linear computations or multivariate polyno-
mial evaluations). We present three related classes of codes, based on the idea of Cross-
Subspace Alignment (CSA) which was introduced originally in the context of secure and
private information retrieval. CSA codes are characterized by a Cauchy-Vandermonde ma-
trix structure that facilitates interference alignment along Vandermonde terms, while the
desired computations remain resolvable along the Cauchy terms. These codes are shown to
unify, generalize and improve upon the state-of-art codes for distributed computing. First

we introduce CSA codes for matrix multiplication, which yield LCC codes as a special case,
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and are shown to outperform LCC codes in general in download-limited settings. While
matrix-partitioning approaches (EP codes) for distributed matrix multiplication have the
advantage of flexible server computation latency, batch processing approaches (CSA, LCC)
have significant advantages in communication costs as well as encoding and decoding com-
plexity per matrix multiplication. In order to combine the benefits of these approaches, we
introduce Generalized CSA (GCSA) codes for matrix multiplication that bridge the extremes
of matrix-partitioning and batch processing approaches and demonstrate synergistic gains
due to cross subspace alignment. Finally, we introduce N-CSA codes for N-linear distributed
batch computations and multivariate batch polynomial evaluations. N-CSA codes include
LCC codes as a special case, and are in general capable of outperforming LCC codes in
download-constrained settings by upto a factor of N. Generalizations of N-CSA codes to

include X-secure data and B-byzantine servers are also provided.

6.1 Introduction

In the era of big data and cloud computing along with massive parallelization, there is partic-
ular interest in algorithms for coded distributed computation that are resilient to stragglers
[140, 31, 28, 141, 138, 91, 69, 68, 29, 30, 139, 48, 6, 100, 122, 77, 121, 94, 44, 96, 49, 65, 86, 72|.
The goal in coded distributed computation is to distribute the computation task according
to a coding scheme across S servers (also known as workers or processors), such that the
response from any R servers is sufficient for the user to recover (decode) the result of the
computation. The parameter R is called the recovery threshold. Coded distributed comput-
ing offers the advantage of reduced latency from massive parallelization, because the tasks
assigned to each server are smaller, and the redundancy added by coding helps avoid bot-

tlenecks due to stragglers. The main metrics of interest for coded distributed computation
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include: the encoding and decoding complexity, latency® and complexity of server compu-
tation, the recovery threshold, and the upload and download costs (communication costs).
With high end communication speeds approaching Gbps and computing speeds (processor
clock speeds) commonly of the order of GHz, communication and computation costs may
be comparable for many applications, allowing meaningful tradeoffs between the two. On
the other hand, since communication bottlenecks are quite common, communication costs
remain a key concern in distributed computing. Note that even with higher communication
costs distributed computing may be necessary if, e.g., the computation task is too large
to be efficiently carried out locally, or if the sources that generate the inputs for computa-
tion are not the same as the destination where the output of computation is desired, i.e.,
communication is unavoidable. Figure 6.1 shows such a setting for coded distributed batch
matrix multiplication (CDBMM). Another notable aspect of such settings is that the cost
dynamics for uploads and downloads may be different, e.g., if the input data is relatively
static and multiple users request computations on different parts of the same dataset, then
the download cost may be much more of a concern than upload cost. This will be significant

when we compare different coding schemes in this chapter.

Distributed coded computing can be applied to a myriad of computational tasks. Of partic-
ular interest to this chapter are matrix multiplications, N-linear computations (e.g., com-
puting the determinants of N x N matrices, or the product of N matrices), and evaluations
of multivariate polynomials. These are some of the most fundamental building blocks of
computation. Moreover, these problems are closely related. Indeed matrix multiplications
are bilinear operations, so they are special cases of multilinear computations, and multilinear
computations may be seen as special cases of multivariate polynomial evaluations. Several
elegant coding schemes, or codes, have been proposed for solving these problems. Codes for

distributed matrix multiplication evolved through MDS codes [68|, Polynomial codes [140],

ILatency is the time it takes a server to complete a specific computation job. Unlike server computation
complexity, it is not normalized by the size of the job, so it depends on the size of the job assigned to the
server. Latency constraints are explored in the discussion following Theorem 6.2 in Section 6.5.
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Server Server j Server S

%

A total of R answers/'downloaded

AB:(A1B1,...,ALBL)

Server 1

Figure 6.1: The CDBMM problem. Source (master) nodes generate matrices A =
(A1,As,---,Ap) and B=(B;,B,,---,B1), and upload them to S distributed servers in coded
form Al Bl respectively. For all [ €[L], A; and B; are Ax k and k Xy matrices, re-
spectively, over a field F. The sih server computes the answer Yy, which is a function of all
information available to it, i.e., A® and B®. For effective straggler (e.g., Server i in the figure)
mitigation, upon downloading answers from any R servers, where R < .S, the user must be
able to recover the product AB=(A;B;,A3Bs,...,A;B).

MatDot and PolyDot codes [31] to the current state of art reflected in Generalized PolyDot
codes [28] and Entangled Polynomial (EP) codes [141]. For multilinear computations and

evaluations of multivariate polynomials, the state of art is represented by Lagrange Coded

Computing (LCC), introduced in [138].

It is interesting to note that the solutions to these problems fall into two distinct categories
— those based on partitioning of a single computation task [140, 31, 28, 141], and those based
on batch processing of multiple computation tasks [138]. For example, consider the CDBMM
problem shown in Figure 6.1 where the goal is to efficiently multiply L instances of A X k ma-
trices, A = (A1,As,---,A ), with L instances of k x u matrices B = (B;,Bs,---,B), to com-
pute the batch of L matrix products, AB=(A;B1,A;B,,---;A;B). Matrix-partitioning
approaches compute each of the L products A;B; one at a time by partitioning individual

matrices A; and B; and coding across these partitions. Batch processing approaches do not
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partition individual matrices, instead they code across the batch of A matrices and across
the batch of B matrices. The state-of-art for matrix-partitioning approaches is represented
by Entangled Polynomial Codes (EP codes) [141], while Lagrange Coded Computing (LCC)
[138] represents the state of art for batch processing. Since the problems are related, it is
natural to ask, how do the matrix-partitioning solutions compare with the batch-processing
solutions? Furthermore, can these solutions be improved, unified, generalized? These are

the questions that we address in this chapter.

The essential ingredient in this chapter that allows us to compare, improve, unify and gener-
alize the solutions to matrix multiplication, multilinear computation and multivariate poly-
nomial evaluation, turns out to be the idea of cross-subspace alignment. Cross-subspace
alignment (CSA) was originally introduced in the context of X-Secure T-Private Informa-
tion Retrieval (XSTPIR) in Chapter 2. Coding schemes that exploit CSA have been used to
improve upon and generalize the best known schemes for PIR with X-secure data, T-private
queries and various forms of storage, e.g., fully replicated (Chapter 2, [56]), graph based
replicated storage with limited replication factor (Chapter 3, [53]), or MDS coded storage
(Chapter 4, [54]). CSA schemes have also recently been shown to be useful to minimize
download communication cost for secure and/or private matrix multiplication (Chapter 5,
[61, 60, 51, 54]). Building upon these efforts, in this chapter we introduce a new and gener-
alized class of coded distributed computation codes, called CSA codes, that are inspired by
the idea of cross-subspace alignment. The contributions of this chapter are summarized as

follows.

1. CSA Codes. In Theorem 6.1 of this chapter that appears in Section 6.4, we intro-
duce CSA codes for coded distributed batch matrix multiplication. These codes are
used to multiply a batch of matrices Ai,As,---,A with B{,Bs,--- By, to recover the
L desired matrix products A1B1,A5Bs,---,A;By. There is no partitioning of individ-

ual matrices. Instead, coding is done across the matrices within a batch. CSA codes
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partition a batch of L matrices into ¢ sub-batches of K, matrices each (L =/K_.). Due
to cross-subspace alignment, the interference is limited to K. — 1 dimensions regardless
of the number of sub-batches ¢, so that the recovery threshold R=L+ K.—1. The
download per server does not depend on ¢, although the upload and server compu-
tation complexity do scale with ¢. Surprisingly, setting =1 recovers the Lagrange
Coded Computing (LCC) solution to coded distributed batch matrix multiplication as
a special case of CSA codes. Besides the additional flexibility, the main advantage of
choosing ¢ >1 in CSA codes is to reduce the download cost relative to LCC codes (see
Fig. 6.4 in Section 6.5.1). This advantage is especially significant in settings where the

download cost is the primary bottleneck.

. EP vs CSA Codes. We compare matrix partitioning approaches (say EP codes that
generalize MatDot and Polynomial codes) with batch processing approaches (CSA
codes that generalize Lagrange Coded Computing) for distributed matrix multipli-
cation? (see Fig. 6.2 in Section 6.4.2). Remarkably, we find that batch processing
presents a significant advantage in communication cost per matrix multiplication (i.e.,
normalized by the batch size L). As a function of the recovery threshold R, and for
any fixed recovery ratio R/S, CSA codes have the same server computation complexity
per matrix multiplication as EP codes, but CSA codes simultaneously achieve normal-
ized (upload cost, download cost)=(O(1),0(1)), overcoming a key barrier of existing
matrix-partitioning codes where upload cost of O(1) can only be achieved with down-
load cost of O(R) and download cost of O(1) can only be achieved with upload cost of

O(\/ﬁ) A corresponding improvement in the tradeoff between encoding and decoding

2Similar to Observation 2 in Section 6.4.2, let us reiterate that in this chapter we do not explore improve-
ments that are possible by using more efficient matrix multiplication algorithms. This is in part because, as
noted previously for A = =k, optimally efficient matrix multiplication algorithms [67] represent a research
avenue that is largely open, and the strongest advances in this direction are considered far from practical
[45] due to large hidden constants in the O notation. For the sake of fairness, in this chapter we consider
only coded distributed matrix multiplication schemes that are also built upon straightforward algorithms
of matrix multiplication, e.g., the elementary version of EP codes. More elaborate matrix multiplication
algorithms, e.g., Strassen’s algorithm [99], can indeed be used for further improvements. See the discussion
in Section 6.5.2.
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complexity is also observed.

. GCSA Codes. Since there is no partitioning of individual matrices in the afore-
mentioned CSA codes, this means that each server must carry out a computational
load equivalent to at least one full matrix multiplication before it can respond with an
answer. This presents a latency barrier for batch processing schemes that cannot be
overcome regardless of the number of servers and the batch size. For applications with
stricter latency requirements such a solution may be infeasible, making it necessary to
reduce the computational load per server by further parallelization, i.e., partitioning
of individual matrices. To this end, in Theorem 6.2 that appears in Section 6.5.1 of
this chapter, we present Generalized CSA codes (GCSA codes in short) that combine
the matrix partitioning approach of, say EP codes, with the batch processing of CSA
codes. GCSA codes bridge the two extremes by efficiently combining both matrix-
partitioning and batch processing, and offer flexibility in how much of each approach is
used. Both EP codes and LCC codes can be recovered as special cases of GCSA codes,
but GCSA codes are capable of outperforming both EP and LCC codes in general (see
Fig. 6.3 and Fig. 6.4 in Section 6.5.1). When no matrix partitioning is used, GCSA
codes reduce to CSA codes, and if no batch processing is used then GCSA codes reduce
to EP codes. With GCSA codes, the degree of matrix partitioning controls the server
latency by limiting the computational load per server, while the batch partitioning on
top yields the advantage of batch processing in communication costs. The combination
is far from trivial. For example, consider a matrix partitioning approach that splits
the task among 10 servers such that any Ry =7 need to respond, and a similar batch
processing approach that also splits the task among 10 servers such that any Ry =7
need to respond. Then if we simply take the 10 matrix-partitioned tasks and use batch
processing on top to distribute each task among 10 servers, for a total of 100 servers,
then the recovery threshold of the naive combination is 6 x 1044 x 6+ 1 =85. However,

GCSA codes achieve a significantly lower recovery threshold (R < Ry Ry =49).
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4. N-CSA Codes. As noted, CSA codes are a generalization of LCC codes for dis-
tributed batch matrix multiplication. However, the applications of LCC codes extend
beyond matrix multiplication, to N-linear batch computation and multivariate poly-
nomial batch evaluations, raising the question whether corresponding generalizations
of LCC codes to CSA type codes exist for these applications as well. We answer this
question in the affirmative, by introducing N-CSA codes for the problem of coded dis-
tributed N-linear batch computation as well as multivariate polynomial evaluations,
that are strictly generalizations of LCC codes for both of these applications. This
generalization for batch size L = (K, is done as follows. For all n € [IV], the batch of L
realizations of the n'* variable is split into ¢ sub-batches, each containing K, realiza-
tions. The K. realizations within each sub-batch are coded into an MDS (S,K.) code
according to a Cauchy structure, and distributed to the S servers. Each server evalu-
ates the N-linear map function with the coded variables of each sub-batch, and returns
a weighted sum of evaluations of these ¢ sub-batches. By cross-subspace alignment,
undesired evaluations only occupy (N —1)(K.—1) dimensions, so that the recovery
threshold is R= L+ (N —1)(K.—1). Finally, because N-linear maps are fundamental
construction blocks of multivariate polynomials of total degree IV, it is straightforward
to apply N-CSA codes for multivariate polynomial batch evaluation. Specifically, we
can regard any multivariate polynomial of total degree N as a linear combination of
various restricted evaluations of N-linear maps. Each server prepares answers for var-
ious N-linear maps that constitute the given multivariate polynomial, then returns
the user with the linear combination of these answers according to the given polyno-
mial. Once again, the N-CSA code based scheme for multivariate polynomial batch
evaluation thus obtained, generalizes LCC codes, which can be recovered by setting

¢=1. The main advantage of choosing ¢>1 with CSA codes remains the download

cost. N-CSA codes achieve normalized download cost D = % =1+ (%) <K;<_1> . The

special case of £ =1 which gives us LCC codes corresponds to download cost of O(N),
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but by using the full scope of values of ¢ the download cost can be reduced by up
to a factor of IV, albeit with increasing recovery threshold. Reducing download cost
generally also reduces decoding complexity, which can be important when downlink

and/or computational resource at the user side is limited.

Next we provide an overview of the state of art approaches for coded distributed computing,
summarize the key ideas behind cross-subspace alignment, and tabulate the comparisons

between the codes proposed in this chapter and the prior state of art.

6.2 EP Codes, LCC Codes, CSA Codes

6.2.1 Matrix Partitioning: EP Codes

EP codes [141] for coded distributed matrix multiplication problem are based on matrix
partitioning. The constituent matrices A and B are partitioned into m x p blocks and p xn
blocks, respectively, as shown below, so that the desired matrix product involves a total of

mn linear combinations of products of block matrices.

ALl AL2Z ... Alp BLl B2 ... BL»
A2’1 AQ,Q A2’p B2,1 B2’2 B2,n
A= B= (6 1)
Am,l Am,2 cee AP BP»l Bp’2 ... Bpn»
5?:1 ALIBI Z?ﬂALij’Q §:1A1’ij’n
POA2IBIL S A25BI2 ... TP A25Bm

P m,jRBH1 §P mjRBsH2 ... NP m,jBIm"
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Coded matrices are constructed as follows,

Ao)= 3 3T A gp ), (6.3)

m/€[m]p'€[p

Bla)= Z Z BY " qp ¥ Hpm(n'=1) (6.4)
p'Elpln’€[n]

and the s server is sent the values E(as) and B (cvs). Here oy, , g are distinct elements

from the operating field F. Each server produces the answer A(c,)B(a), which can be

expressed as
A(a)B(a) = ZC(i)ai_l, (6.5)

where R=pmn-+p—1 is the recovery threshold, and C",C® ... C® are various linear
combinations of products of matrix blocks. Note that for all i € [R], C®) are distributed over
1,a,--,off 1, thus from the answers of any R servers, C(Y . C? ... C%) are recoverable by
inverting a Vandermonde matrix. Furthermore, it is proved in [141] that by the construction
of g(a) and E(Oé), the CM,C@ ... CH terms include the mn desired terms, while the

remaining undesired terms (interference) align into the remaining R —mn dimensions.

For example, suppose p=m =n =2, so that the coded matrices are constructed as follows.

;1/(04) =AM oA AP L 0PAR? (6.6)

B(a)=aB" +a°B"? + B> +o'B??. (6.7)

And the answer can be expressed as follows.

A(oz)é(oc) :A1’1B2’1+OC(A1’1B1’1 +A1,2B2,1)+a2 (A2,1B2,1 +A1’2B1’1>

J (. J/

-~

c® c c®
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+O(3 (AQ,IBLI +A2,2B2,1)+a4 (A1,1B2,2+A2,2B1,1)

(. J/ N

-~

c@ le]6))

+a5(A1’1B1’2—I—A1’2B2’2)+a6(A1’2B1’2+A2’1B2’2)

J/ N J/

C(©) c

—|—Ck7 (A2’1B1’2+A2’2B2’2)—|—a8 (A2’2B1’2). (68)

(& N

~~ ~~
c® c®

Note that the desired product AB corresponds to the mn=4 terms C® C® C©6) C®),
which appear along o,a®,a% a”. The remaining R —mn = (pmn+p—1)—mn =5 terms, i.e.,

CW,.cO®,c®,Cc C® are undesired terms (interference).

In particular, note that the term C®) which is interference, has a higher order (a®) than
all desired terms. In general, EP codes produce p— 1 such terms, namely C®™n+1) ... C(8)
that have a higher order than all desired terms. It turns out this is useful in the construction
of GCSA codes to achieve better Interference Alignment (because these higher order terms
produced by EP codes naturally align with the interference terms that result from batch

processing).

EP codes may be seen as bridging the extremes of Polynomial codes and MatDot codes.
Polynomial codes [140] can be recovered from EP codes by setting p=1, and MatDot codes
[31] can be obtained from EP codes by setting m=n=1. EP codes also represent an
improvement of PolyDot codes [31] within a factor of 2 in terms of recovery threshold, due
to better interference alignment. Finally, EP codes have similar performance as Generalized
PolyDot codes [28]. Thus, EP codes represent the state of art of prior work in terms of

matrix partitioning approaches to coded distributed matrix multiplication.
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6.2.2 Batch Processing: LCC Codes

Lagrange Coded Computing (LCC) codes [138] represent the state of art of prior work in
terms of batch processing approaches for coded distributed batch multivariate polynomial
evaluation, which includes as special cases distributed batch matrix multiplication as well
as distributed batch N-linear computation. LCC codes are so named because they exploit
the Lagrange interpolation polynomial to encode input data. For example, consider the
multivariate polynomial ®(-) of total degree N, and suppose we are interested in batch
evaluations of the polynomial, ®(x;),P(x3),---,P(xy) over the given batch of data points
X1,Xg, -+,Xr. Note that for matrix multiplication, x;=(A;,B;) and ®(x;) = A;B;, which
is a bilinear operation (N =2). LCC codes encode the dataset according to the Lagrange

interpolation polynomial,

)= x H - gl (6.9)
€[] el \{l} v
and the s server is sent the evaluation )?(Oés). Here ay,as, -, g, 51,02, -, 01 are (S+ L)
distinct elements from the operation field F. The s server returns the user with the answer
®(X(cv,)). Note that the degree of the polynomial ®(X () is less than or equal to N (L —
1)=NL—N. Therefore, from the answers of any R=NL— N +1 servers, the user is able
to reconstruct the polynomial ®(X (a)) by polynomial interpolation. Upon obtaining the

polynomial ®(X ()), the user evaluates it at 3, for every I € [L] to obtain ®(X (5,)) = ®(x;).

6.2.3 Cross Subspace Alignment: CSA Codes

The distinguishing feature of CSA codes is a Cauchy-Vandermonde structure that facilitates
a form of interference alignment (labeled cross-subspace-alignment in Chapter 2), such that

the desired symbols occupy dimensions corresponding to the Cauchy part, and everything
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else (interference) aligns within the higher order terms that constitute the Vandermonde part.
As a simple example of the CSA codes introduced in this chapter, consider the problem of
coded distributed batch matrix multiplication, and suppose we wish to compute the batch
of L =4 matrix products A;B;, AsB,, AsB3, A;B,. For this, the A and B matrices are

encoded into the form

Z(Q):A(a)(_ —Ay+ A+ A3+—A4> (6.10)

B(Q)Z—Bl—l— aBQ—I— B3—|— B4, (611)

and the s server is sent the evaluations Z(Ozs),é(as). Here the values aq,a9,-++,0g,1,2,--+,4
represent any S+ 4 distinct elements of the operational field F, and A(a) = (1 —a)(2—a)(3—
a)(4—a). Each server multiplies its A(a,) with B(e,) producing an answer which (after

some algebraic manipulation) can be expressed as

~ = 1 1 1
A(a)B(a) =C1 (1_ )AlBl +cy (2 a) AQBQ—I—Cg (é—a) A3B3

1
+cq (4_ )A4B4+11+Oé12+05 13, (612)

where ¢q,co,c3,¢4 are non-zero constants. The desired matrix products A;B; appear along
(ﬁ) (the Cauchy terms), and everything else (interference) can be distributed over the
higher order terms 1,a,a? (the Vandermonde terms) and consolidated into I;,I,,I3. The
full-rank property of the Cauchy-Vandermonde matrix ensures that the desired symbols are
separable from interference provided we have at least R =7 responding servers to resolve
the 7 total dimensions (4 desired and 3 interference dimensions). Surprisingly, upon close
inspection this special case of CSA codes turns out to be equivalent to the Lagrange Coded

computing scheme for distributed matrix multiplication. However, CSA codes further gen-

eralize and improve upon the Lagrange Coded Computing approach as explained next.

Suppose we double the batch size from L =4 to L =38, i.e., we wish to compute the matrix
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products A1Bq, AsBs, -+, AgBg. A straightforward extension is to simply use the previous
scheme twice, which would double all costs. This could be accomplished equivalently with
CSA codes or with Lagrange Coded Computing. However, because CSA codes generalize
Lagrange Coded Computing, they offer much more flexibility. For example, we can partition
the batch of L =8 A ,B matrices into ¢ =2 sub-batches of K.=4 matrices each, and then

proceed as before, so that we have,

Zl(a):Al(a)(%A1+rA2+3iQA3+éiaA4), (6.13)

~ 1 1 1 1

Ag(a):Ag(a)(mAg,—{—GTAﬁ#-? aA7+§—aA8>’ (6.14)

El(og):LBlJr ! g, ! B+ LB, (6.15)
11—« 2—a 33—« 4—a

ég(oé):LBfr L Byt By Bs, (6.16)
S—a 6—a —« 88—«

where Aj(a)=(1—a)2—a)(3—a)(4d—a) and Ay(a)=(5—a)(6—a)(T—a)(8—«). Evi-
dently the upload cost is doubled. However, we will see that the download cost remains
unchanged. This is because each server computes and (if responsive) returns (for its corre-

sponding realization of «)

Ay () By (@) + Ay(@) By(a) (6.17)

1 1 1
— (1 )A1B1+02<2 )A2B2+ +c8(8 )A8B8+I’+a1’2+a21’
p— __a __

(6.18)

Since we have 8 desired dimensions and 3 interference dimensions, responses from any R =11
servers suffice to separate desired matrix products from interference. Remarkably, while
the number of desired matrix products has doubled, the number of interference dimensions
have not increased at all. This is why 4 additional responding servers allow us to recover 4
additional desired matrix products. This is an advantage unique to cross-subspace alignment,

that cannot be achieved with other coding approaches, such as Lagrange Coded computing.

164



CSA codes for distributed matrix multiplication based on batch processing are introduced in
this chapter in Theorem 6.1, a generalization to include matrix partitioning is presented in
Theorem 6.2, and another generalization for N-linear batch computations and multivariate

batch polynomial evaluations is presented in Theorem 6.3.

For ease of reference, Table 6.1 and Table 6.2 compare EP codes, LCC codes, CSA codes,
GCSA codes and N-CSA codes with respect to their recovery thresholds, communication
costs for uploads and downloads, encoding and decoding complexity, and server computation

complexity.

This chapter is organized as follows. Section 6.3 presents the problem statements and defi-
nitions for coded distributed batch matrix multiplication (CDBMM), coded distributed N-
linear batch computation and coded distributed multivariate batch polynomial evaluations.
CSA codes for CDBMM are introduced in Section 6.4. Section 6.5 presents GCSA codes.
N-CSA codes are presented in Section 6.6. Appendix D.1 presents further generalizations

to allow X-secure data and B-byzantine servers. Section 6.7 concludes the chapter.

6.3 Problem Statement

6.3.1 Coded Distributed Batch Matrix Multiplication (CDBMM)

As shown in Figure 6.1, consider two source (master) nodes, each of which generates a
sequence of L matrices, denoted as A =(Aj,A,,...,Ar) and B=(B,B,,...,B;), such that
for all [ € [L], we have A; € F*** and B; € F**# i.e., A; and B; are A X  and k X 1 matrices,

respectively, over a finite® field F. The sink node (user) is interested in the sequence of

3With the exception of the generalizations to X-security presented in Appendix D.1, our coding schemes
are applicable over infinite fields (R,C) as well. However, our problem statement assumes that [ is a finite
field, because of the difficulty of defining communication costs or computation complexity over infinite fields.
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Recovery Threshold Upload Cost Download Cost
(R (Ua,Ug) (D)

EP pmn+p—1 S/(pm),S/(pn) (pmn+p—1)/(mn)
codes R O(m), O(m) O(R/m?)
LCC 2K, —1 S/K.,S/K (2K, —1)/K.,
codes R O(1), O(1) O(1)

CSA L+1)K.—1 S/K.,S/K. ((L+1)Ke.—1)/((K.)
codes R O(1), O(1) O(1)
GOSA | pmn((t+ 1)K, 1) +p—1 S/ (Kpm). 5/ (KZ/pn) e e
codes R O(m), O(m) O(p)
Server Computation Encoding Decoding
Complexity (Cs) Complexity (Cea,C Complexity (Cq)
~ (AkSlog? 1 ~
EP O (Auks/(pmn)) O ( rSlog S) (H'LLS og S) O(Auplog? R)
pm
~ AV 2
codes O (X3/R) @] ()\Zmlog2 S), (Azmlog2 S) O ( A Rlo2g R)
m
LCC O(\uk/K?") (’\”Sk’g S), (”“Slog S) O(\ulog? R)
codes O(N/R) ()\Zlog S), O(X\%log?S) O(X\log? R)
1 1 2 ~
CSA OOur/Ke) (A”S 0g”§ 0] ““S 08”5 ) O(Aulog? R)
codes O(N3/R) ()\210g sS), 0 ()\2log s O(X\log? R)
1 I ~
GCSA OOk (K pmn)) (A“S og”S , ( ”“S o8 i ) O(A\uplog? R)
K!"pm -
codes O (N\3/R) O (A\2mlog?s), O )\leog S) O(N?plog? R)

Table 6.1:

codes).

gers (0" and fixed ratio R/S. The batch size is L =/(K, for CSA codes, L' =
=/(K! for GCSA codes. Note that for arbitrary R, we can choose the batch

codes, and L" =

Performance summary of EP [141], LCC [13§],
CDBMM. Note that choosing /= K.=1 reduces GCSA codes to EP codes, while setting
m=n=p=1 reduces GCSA codes to CSA codes (further restricting {=1 recovers LCC

Shaded rows represent balanced settings with m =n,\=pu =k, fixed positive inte-
K! for LCC

size to guarantee the feasibility of LCC/CSA/GCSA solutions.

Recovery Threshold Upload Cost Download Cost
(R) (Ux @), €[N]) (D)
LCC NK,-N+1 S/K! S/K (NK.—N+1)/K.
codes R O(N) O(N)
N-CSA | (N+{—1)K.—N+1 S/K.,S/Ke. (N+i—1)K.—N+1)/((K.)
codes R O(N+¢-1) 0(1+¥)
Computational Encoding Decoding
Complexity (Cs) Complexity (C_x(ny,n € [N]) Complexity (Cq)
dim(Vy,)Slog? S ~
LCC O(w/K") o ( im( ) o8 ) O(dim(W)Nlog? R)
codes O(Nw/R) O (Ndim( Vn log S) O(dim(W)Nlog?R)
1 _
N-CSA O(w/Ke) o(d‘m(v")S o8 S) o((1+¥)dim(vv)1og23)
codes O(N+£—1)w/R) | O((N+£—1)dim(V;)log?5) 6((1+%)dim(W)1ogQR)

Table 6.2: Performance summary of LCC codes [138] and N-CSA codes for N-linear dis-
tributed batch computation. Setting /=1 reduces N-CSA codes to LCC codes as a special
case. Shaded rows represent settings with fixed ratio R/S. w is the number of arithmetic
operations required to compute the N-linear map €(-). dim(V,,) is the dimension of the n'
variable of (), dimW is the dimension of the output of €(-). The batch size is L =/(K, for
N-CSA codes, and L' =

K for LCC codes.
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product matrices, AB=(A;B;,A3B,,...,A;B;). To help with this computation, there
are S servers (worker nodes). Each of the sources encodes its matrices according to the
functions f= (f1, f2,..., fs) and g=(g1,92,...,9s), where f, and g, correspond to the s server.

Specifically, let us denote the encoded matrices for the s server as A® and ES, so we have

‘Zs _ fs(A)7 (619)

B* =g,(B). (6.20)

The encoded matrices, AVS,ES, are uploaded to the s server. Let us denote the number of

elements from F in A* and B* as |A*| and |B*|, respectively.

Upon receiving the encoded matrices, each Server s, s € [S], prepares (computes) a response

Y, that is a function of A® and ES, ie.,
Y, = hy(A°, B*), (6.21)

where hg,s € [S] are the functions used to produce the answer, and we denote them col-
lectively as h=(hq,hs,...,hs). Some servers may fail to respond, such servers are called
stragglers. The user downloads the responses from the remaining servers, from which, using

a class of decoding functions (denoted d), he attempts to recover the desired product AB.

Define
d={dr:R C|[S]}, (6.22)

where dr is the decoding function used when the set of responsive servers is R. We say
that (f,g,h,d) form a CDBMM code. A CDBMM code is said to be r-recoverable if the user
is able to recover the desired products from the answers obtained from any r servers. In

particular, a CDBMM code (f;, g, h,d) is r-recoverable if for any R C [S], |R| =, and for any
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realization of A, B, we have

AB =dx(Yr). (6.23)

Define the recovery threshold R of a CDBMM code (f,g,h,d) to be the minimum integer r
such that the CDBMM code is r-recoverable.

The communication cost of CDBMM is comprised of upload and download costs. The

(normalized)? upload costs U4 and Ug are defined as follows.

ZSE[S} |A/Sy
== 6.24
UA L)\fiN ) ( )

ZsE[S} |B5|
Up=—7""+"—-—. 6.25
B Ly (6.25)

Similarly, the (normalized) download cost is defined as follows.

ZsGR'YS|

D—
RRC[S]|RI=R  LAp

(6.26)

where |Y;| is the number of elements from F in Y.

Next let us consider the complexity of encoding, decoding and server computation. Define
the (normalized) computational complexity at each server, Cs, to be the order of the number
of arithmetic operations required to compute the function hs at each server, normalized
by L. Similarly, define the (normalized) encoding computational complexity C.4 for AlS)
and C.p for B9 as the order of the number of arithmetic operations required to compute
the functions f and g, respectively, each normalized by L. Finally, define the (normalized)
decoding computational complexity C4 to be the order of the number of arithmetic operations

required to compute dg (Y ), maximized over R,R C [S],|R| = R, and normalized by L. Note

4We normalize the upload cost and download cost with the number of elements contained in the con-
stituent matrices A,B, and the desired product AB, respectively.
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that normalizations® by L are needed to have fair comparisons between batch processing

approaches and individual matrix-partitioning solutions per matrix multiplication.

6.3.2 Distributed N-linear Batch Computation

Consider an N-linear map, which is a function of N variables that is linear separately in

each variable. Formally, a map Q:V; x V4 X --- X Viy = W is called N-linear if for all n € [N],

QDo 2D o) ) G4 L (V)
— QM s 0D g ) L N0) L () L ) i) D) L ()

(6.27)

where Viy; and W are vector spaces over the base field F, for all i € [V 1,20 e V;, '™ eV,
and ¢;,c, € F. Consider N sources (master nodes), n € [N], such that the n'" source generates

a sequence of L variables x(™ = (2" 2{" ... 2 2" eV, Vi€ |L]. Let us define

Xl:('xl(l)?xl@)a“"xl(N))a (628)

for all [ € [L]. The sink node (user) is interested in the evaluations of the N-linear map €2
over X[z, i.e., Q(xl(l),xl@),--- ,xl(N)) =Q(x;), l €[L]. To help with this computation, there are
S servers (worker nodes). For all n € [N], the n' source encodes its variables according to the
functions f ™ = ( F fé")), where f™ corresponds to the s server. Let us denote
(f V@ . £ collectively as f Like the problem of CDBMM, for all n € [N],s € [S],

——— 5

the coded share of the n'” source for the s server is denoted as X | and we have

——— 5

X0 = fm(xm), (6.29)

5 Absolute latency constraints without such normalizations are also quite important in practice. See the
discussion following Theorem 6.2 in Section 6.5 leading to Fig. 6.3.
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<)/(\(;)S> - are uploaded to the s server. Let us denote the number of elements in X ()"
ne(N

as ‘ﬁ)s

, s€[S],ne[N].

Upon receiving the coded shares, each server s, s € [S]| prepares (computes) a response Y,

that is a function of )?(Z)s,n € [N].

—~—S8

Y, = hy( XD X .. X)), (6.30)

where hg,s € [S] are the functions used to produce the answer, and we denote them collec-
tively as h = (hy,hg,---,hg). The user downloads the responses from the servers in the set

R, and exploits a class of decoding functions (denoted d) to recover the desired evaluations

Q(xy), L € [L]. Define
d={dr: R C[S]}, (6.31)

where dg is the decoding function used when the set of responsive servers is R. We say
that (f,h,d) form a distributed N-linear batch computation code. A distributed N-linear
batch computation code is said to be r-recoverable if the user is able to recover the desired
evaluations from the answers obtained from any r servers. In particular, a distributed N-
linear batch computation code (f, h,d) is r-recoverable if for every R C [S], |R|=r, and for

every realization of x[;, we have

(Q(x1))iez) = dr(Yr)- (6.32)

Define the recovery threshold R of a distributed N-linear batch computation code (f,h,d)
to be the minimum integer r such that the distributed N-linear batch computation code is

r-recoverable.

The communication cost of distributed N-linear batch computation is comprised of upload
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5]
and download costs. For all n € [N], the (normalized) upload cost for X(® " denoted as

Uxm, is defined as follows

X T Ldim(V,) ‘
Similarly, the (normalized) download cost is defined as follows.
Y,

N R,Rcr%g]i,}\{R:R\ Ldim(W)’
where |Y;| is the number of elements from F in Y.

Define the (normalized) computational complexity at each server, Cs, to be the order of
the number of arithmetic operations required to compute the function h, at each server,
normalized by L. For all n € [N], we also define the (normalized) encoding computational
complexity C, ) for X ’ as the order of the number of arithmetic operations required to

n)

compute the functions f ™, normalized by L. Similarly, define the (normalized) decoding
computational complexity C; to be the order of the number of arithmetic operations required

to compute dg(Yr), maximized over R,R C [S],|R| = R, and normalized by L.

6.3.3 Distributed Multivariate Polynomial Batch Evaluation

Consider a multivariate polynomial ®:V; x V5 x -+ x V3 — W with M variables of total de-
gree N, where V}p;) and W are vector spaces over the base field F. Consider M sources
(master nodes). For all me[M], the m'™ source generates a sequence of L variables

xm) = (2™ 2™ . 2™ such that for all I € [L], 2™ € V. Similarly, we define

xi = (x ™), (6.35)
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for all [ €[L]. The sink node (user) wishes to compute the evaluations of the multivariate
polynomial ® over x, i.e., q)(a:l(l),xl@),'n,xl(M)) =®(x;), [ € [L], with the help of S servers
(worker nodes). To this end, for all m € [M], the m'* source encodes its variables according
to the functions f ™ = ( flm), f2(m),-~-, ém)), where f{™ corresponds to the s server. And
(f(l),f@)?...’f(M)) are collectively denoted as f. For all n € [N],s € [S], the coded share of

—~—38§

the m'" source for the s server is denoted as X (™) . and we have
X ) = fm) (xm)y, (6.36)

<)/(E"/‘) > ” are uploaded to the s server. Let us denote the number of elements in )/(Z”T)
me[M

—~—8

as | X (m)

, s€[S],me[M].

Upon receiving coded variables, each server s, s € [S] prepares (computes) a response Yj,

S

that is a function of X 'm € [N].

—~— S

Y, = hy (XD X® ... X0 ), (6.37)

where hg, s € [S] are the functions used to produce the answer, and we denote them collec-
tively as h = (hy,ha,---,hs). The user downloads the responses from the servers in the set R,

and uses a class of decoding functions (denoted d) to recover the desired evaluations ®(x;),

l € [L]. Define
d={dr:RC[S]}, (6.38)

where dg is the decoding function used when the set of responsive servers is R. We say that
(f,h,d) form a distributed multivariate polynomial batch evaluation code. A distributed
multivariate polynomial batch evaluation code is said to be r-recoverable if the user is able

to recover the desired evaluations from the answers obtained from any r servers, i.e., for any
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R C[S], |R|=r, and for any realization of x[z), we have
(P(x1))ier) = dr(Yr). (6.39)

Define the recovery threshold R of a distributed multivariate polynomial batch evaluation
code (f,h,d) to be the minimum integer r such that the distributed multivariate polynomial

batch evaluation code is r-recoverable.

——9

(5]
For all m € [M], the (normalized) upload cost for X(™ | denoted as Uxm), is defined as

follows
o B ZSE[S] ‘X(m) ‘ (6 40)
X L dim (V) '
Similarly, the (normalized) download cost is defined as follows.
Y,
o S erli 6.41)

R,RCIES”?,)\(R:R\ Ldim(W)’
where |Y;| is the number of elements from F in Y.

Define the (normalized) computational complexity at each server, C,, to be the order of
the number of arithmetic operations required to compute the function hg at each server,

normalized by L. For all m € [M], we also define the (normalized) encoding computational

(5]
complexity C,ym for X(m)  as the order of the number of arithmetic operations required
to compute the functions 7, normalized by L. Similarly, define the (normalized) decoding
computational complexity C; to be the order of the number of arithmetic operations required

to compute dg(Yx), maximized over R,R C [S],|R|= R, and normalized by L.
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6.4 CSA Codes for CDBMM

6.4.1 CSA Codes: Main Result

The main result of this section introduces CSA Codes, and is stated in the following theorem.

THEOREM 6.1. For CDBMM over a field F with S servers, and positive integers £, K. such

that L=(K.<|F|—S, the CSA codes introduced in this chapter achieve

Recovery Threshold: R=({(+1)K.—1, (6.42)
Upload Cost for A Bl (Ua,Up) = i,i : (6.43)

K. K.

HK.—1

Download Cost: D= u, (6.44)

(K,
Server Computation Complexity: Cs=0(\ku/K,), (6.45)

~igl ~ log? ~ Slog?S

Encoding Complezity for A, BIS!: (Cen,Cep) = ((’) ()m?}(_ogS) O (%)) ’
(6.46)
Decoding Complexity: Ci=0 ()\ulog2 R) . (6.47)

The proof of Theorem 6.1 appears in Section 6.4.3. A high level summary of the main ideas
is provided here. CSA codes split the L =/K, instances of A; matrices into ¢ groups, each
containing K, matrices. The K. matrices within each group are coded into an MDS (S, K,)
code by a Cauchy encoding matrix to create S linear combinations of these K. matrices.
Multiplication with a Cauchy encoding matrix corresponds to the well studied Trummer’s
problem [42]| for which fast algorithms have been found in [39, 38, 84| that limit the en-
coding complexity to Cca = 5(%) The s coded linear combination from each of the
¢ groups is sent to the s server. The B; matrices are similarly encoded and uploaded to

the S servers. Note that because K. matrices are linearly combined into one linear com-
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bination for each server, and there are S servers, the upload cost of CSA codes is S/K..
Each server multiplies the corresponding instances of coded A,B matrices and returns the
sum of these ¢ products. With straightforward matrix multiplication algorithms, each of
the ¢ matrix products has a computation complexity of O(Axu) for a total of O((Aku),
which upon normalization by L =/(K_, yields a complexity of C;=O(Aku/K.) per server.
The responses from any R= (¢4 1)K,— 1 servers provide R observations to the user, each
comprised of linear combinations of various product matrices, including both desired prod-
ucts and undesired products (interference). Interpreting the R observations as occupying
an R-dimensional vector space, the L desired matrix products (A;By)ic) occupy L =(K,
of these R dimensions, leaving only R — L = K. —1 dimensions for interference. Remarkably,
while there are a total of /K .(K.—1) undesired matrix products, A;B,l # !’ that appear in
the responses from the servers, they collectively occupy only a total of K.—1 dimensions.
This is because of cross-subspace alignment, facilitated by the specialized Cauchy structure
of the encoding. Since L =/¢K,. desired matrix products are recovered from a total of R
that are downloaded, the normalized download cost is % = % Note that the decoding
operation involves inverting a Cauchy-Vandermonde matrix, where the Cauchy part spans
the dimensions carrying desired signals while the Vandermonde part spans the dimensions
carrying interference. Fast algorithms for inverting such matrices are also known [35], which

limits the decoding complexity to O (Alog®R).

6.4.2 Observations

In this section we present some observations to place CSA Codes into perspective. In par-
ticular we would like to compare CSA codes which generalize and improve upon the state of
art of batch processing approaches (LCC codes), against EP codes which represent the state

of art for matrix-partitioning approaches.
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1. From the conditions of Theorem 6.1, the field size |F| must be at least equal to S+ L.
However, it is possible to reduce the field size requirement to |F| > S by constructing

a systematic version of the code (see Section 6.4.4).

2. To estimate the complexity of computation at each server we use only straightforward
matrix multiplication algorithms that require (5()\;m) arithmetic operations over I in
order to compute the product of a A x y matrix with a pu x x matrix. It is well known
that this complexity can be improved upon by using more sophisticated® algorithms
[99, 25, 67]. Such improvements do not constitute a relative advantage because they

can be applied similarly to other codes, such as Entangled Polynomial codes as well.

3. We are primarily interested in balanced settings, e.g., A==k, that are typically
studied for complexity analysis. While the achievability claims of Theorem 6.1 are also
applicable to unbalanced settings, it is not difficult to improve upon Theorem 6.1 in
certain aspects in highly unbalanced settings. For example, as shown recently in [51],
when k£ < min(\, ), it may be significantly beneficial for the user in terms of download
cost to retrieve the A,B matrices separately from the distributed servers and do the

computation locally.

4. First let us compare CSA codes with LCC codes, both of which are based on batch pro-
cessing. Remarkably, setting /=1 in CSA codes recovers the LCC code for CDBMM,
i.e., LCC codes are a special case of CSA codes. The parameter ¢ in CSA codes is
mainly” useful to reduce download cost (by choosing large £). On the one hand, note
that the download cost in (6.44) is always bounded between 1 and 2, so even the worst
case choice of ¢ will at most double the download cost. So if the download cost is only

important in the O sense (as a function of R), then it is desirable to set /=1 and

6Notably, for A = =k the best known algorithms [67] thus far have computation complexity that is still
super-quadratic (more than O(A??)), and are not considered practical [45] due to large hidden constants in
the O notation.

7¢ may be also useful for parallel processing within each server because the computation at each server is
naturally split into £ independent computations.

176



K.= L which reduces the number of parameters for the coding scheme. On the other
hand, for settings where the download cost is the dominating concern, the generaliza-
tion to £>1 is important. For example, suppose for some application due to latency
concerns there is a hard threshold that the download from each server cannot exceed
the equivalent of one matrix multiplication, i.e., no more than A\? elements of F. Then
for large batch sizes L, the lower download cost of CSA codes translates into a smaller
recovery threshold by up to a factor of 2 relative to LCC codes (albeit at the cost of

increased upload and server computation).

5. Next, let us compare the performance of CSA codes with Entangled Polynomial®
codes[141]. For this comparison we will only focus on £ =1, so this also applies equiv-
alently to LCC codes which are obtained as special cases of CSA codes when {=1. In
order to compute a batch of matrix products (A;By),(;;, we will show that joint/batch
processing of all L products with CSA codes achieves significantly better communica-
tion (upload-download) costs than separate application of Entangled Polynomial codes
for each [ € [L], under the same recovery-threshold-computational-complexity-trade-off.

It is proved in [141] that for any positive integers (p,m,n), Entangled Polynomial codes

achieve
Recovery threshold: R=pmn+p—1, (6.48)
Upload cost: (Ua,Ug)=(S/pm,S/pn), (6.49)
—1
Download cost: p=tmnEr—l (6.50)
mn

To simplify the order analysis, let us assume that A\ =k = u, and to balance the upload
costs (Ua,Up) let us choose m =n. Let us regard the recovery threshold R as a variable,

and consider the upload cost U4,Up and the download cost D as functions of R. So

8Entangled Polynomial codes generalize MatDot codes and Polynomial codes, improve upon PolyDot
codes, and have similar performance as Generalized PolyDot codes, so it suffices to compare CSA codes with
Entangled Polynomial codes.
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for the Entangled Polynomial codes [141], we have

msS S
Us=Up=U me_m<R>, (6.51)

A tradeoff is evident. For example, if we want download cost of O(1), then we need
m =0(v/R) which yields upload cost of O(S/v/R). On the other hand, if we want
upload cost of O(S/R), then we should set m =©(1) which yields download cost of
O(R). If S/R is held constant, then to best balance the upload and download cost,
we need m = O(R'/3), which yields both upload cost and download cost of O(RY?).
Evidently, it is not possible to achieve both upload and download cost of O(1) with
Entagled Polynomial codes. However, with CSA codes, setting /=1, we have upload
cost of O(1) and download cost of O(S/R). In particular, if S/R is a constant, then
both upload and download costs are O(1). Note that CSA codes have the same server

computational complexity of O(A3/R) normalized by batch size as EP codes.

. Continuing with the comparison between CSA codes and EP codes, Figure 6.2a, 6.2b
and 6.2c show lower convex hulls of achievable (balanced upload cost, download cost)
pairs of Entangled Polynomial codes and CSA codes given the number of servers and
the recovery threshold (S =30,R <25), (S=300,R <250) and (S =3000,R <2500) re-
spectively. Each value of (S,R) produces an achievable region in the (U, D) plane (in-
cluding all possible choices of m,n,p parameters for Entagled Polynomial codes, and
all choices of ¢, K. parameters for CSA codes). What is shown in the figure is the union
of these regions for each case, e.g., in the first figure the union is over all (S,R) with
(S=30,R<25). Evidently, the advantage of CSA codes over Entangled Polynomial
codes in terms of communication cost is significant and grows stronger for larger (S, R)

values.

. CSA codes show a similar advantage over Entangled Polynomial codes in terms of

the tradeoff between encoding complexity and decoding complexity normalized by
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Figure 6.2: Lower convex hulls of achievable (balanced upload cost, download cost) pairs

(U,D) of Entangled Polynomial codes (EP codes) and cross subspace alignment codes (CSA

codes) given (a) (S =30,R<25), (b) (S=300,R<250) and (c) (S=3000,R <2500).
batch size. For example, consider the balanced setting of m=n, A\=p=x, and con-
stant S/R. The encoding complexity of Entangled Polynomial codes is O (N2Ulog?S),
and the decoding complexity is 6()\2Dlog2R), where U =U,=Up is the balanced
upload cost, and D is the download cost. For CSA codes, the encoding complex-
ity is 6(A210g2 S), and the decoding complexity is 6(>\210g2 R), which corresponds to
U=D=0(1). Thus, the communication cost advantage of CSA codes over Entangled
Polynomial codes is further manifested in the improved tradeoff between encoding and

decoding complexity.

8. Finally, let us place CSA codes in perspective with previous applications of cross-
subspace alignment. The idea of cross-subspace alignment was introduced in the con-
text of X-secure T-private information retrieval (XSTPIR) in Chapter 2. The goal of
XSTPIR is to allow a user to retrieve, as efficiently as possible, a desired message W
out of K messages, W1,Ws,--- Wy that are ‘secret-shared’ across S servers in an X-
secure fashion, without revealing any information about the index # to any group of up
to T colluding servers. According to the scheme proposed in Chapter 2 the £ symbol
of each message is stored in the 1 x K vector W,. The query vector Qg is the 6" col-

umn of a K x K identity matrix, so that retrieving the product W,Qy retrieves the ¢
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symbol of the desired message Wj. In order to guarantee security of data and privacy
of queries, the W, and Qg vectors are mixed with independent noise terms. Intuitively,
by replacing W, and Qg with matrices A and B, and eliminating the corresponding
noise terms if the privacy and/or security constraints are relaxed, cross-subspace align-
ment schemes can be used to retrieve arbitrary matrix products AB. This intuition
helps with some of the achievable schemes® in [51, 61]. However, in Chapter 2, the
W, vectors are not jointly encoded. Each W, vector is separately mixed with noise.
Similarly, in [51, 61] the matrices are separately mixed with noise for security, and not
jointly encoded. Joint encoding of messages arises in PIR when instead of replicated
storage [102, 106], coded storage is assumed [11, 108, 36, 105, 142, 116]. PIR with
MDS-coded storage, X-secure data and T-private queries is studied in [54] and indeed
a generalized cross-subspace alignment scheme is the key contribution of [54|. However,
since there is only one query vector Qg, applications of this cross-subspace alignment
scheme are useful primarily for matrix multiplications of the form A;B,A5;B,--- A B,
where we have only one B matrix to be multiplied with each A matrix. This is indeed
how the scheme is applied in the context of private secure distributed matrix multi-
plication (PSDMM) in [54]. Batch multiplications of the form A;By,A;Bs, -+ A By,
that are studied in this chapter, present a significantly greater challenge in that joint
coding is now to be applied both among A,A,,---,A; and among B{,B,,---, B matri-
ces, which introduces new interference terms A;B;,l #1’. A central technical challenge
behind this chapter is to determine if and how these terms can be aligned. The CSA

codes introduced in this chapter present a solution to this challenge.

9Notably, batch processing is used in [51] while matrix partitioning is used in [61]. The achievable schemes
in [51, 61] can be regarded as special cases of X-secure CSA codes presented in this chapter with K,=1.
See Appendix D.1 for details.
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6.4.3 Proof of Theorem 6.1

In this section, we present the construction of CSA codes. Let L =/K,.. Before presenting

the general code construction let us start with some illustrative examples.

(=2K,=2L=4

Let fi1,f12,f21,f22,01,...,a5 represent (S+/(K.)=(S+4) distinct elements from F. For all

s € [S], let us define

AV = (fii— o) (fra— ), (6.52)

AZ? = (fa1— o) (fa2 — ). (6.53)

Let us set Ayp= Ak 1)+ and By =Bk g-1)4x for all [€[2],k€[2]. Coded shares of

matrices A are constructed as follows.

e = (A3, A), (6.54)
where
A =AL2 L SN (6.55)
! T\ i1 b fi2—ag b2 '
=(fiz—as) A+ (fi1—as)Arg, (6.56)
~ 1 1
A5 =A% A A 57
? ° (f2,1 — O 21F f2,2—Oés 2’2> (6 )
= (fao —as) A1+ (fo1 —as)Aga. (6.58)
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Coded shares of matrices B are constructed as follows.
B = (B f?BS)’
where

B; =

fl,l—as
1

f2,1—Oés

E; = By +

The answer provided by the st
Y, = ASB + A3B;3.

To see why the R=({+1)K,

Y, = A} B + A3B;

_f2-a

f11—045

A1 1Bi+ ?’1 —

1,2~

Qs
A 2B+
S

+(A11B12+A15B11+A21Byo+ A 5B ;)
:f1,1—043+(f1,2—f1,1) fiz—as+(fi1— fi2)

f1,1—045 f1,2—045

for—as+(foo—fa1) foo—a

A 1B+

+(fo1— fo2)

+ Ay 1By +

f2,1—Oés f2,2—Oés
+(A11B12+A15B11+A21By2+ A 0B ;)

f12 fll fll f12A172B172
fll_as f12_as
f22_f21A2’1B2’1+f21 f22

f21—Oés f2,2—045

A 1B+
Ay 5By,

+ (A1,1B1,1 +A12B12+Ay 1By +A5Bos

+A1Bi2+A 9B 1 +A1Boo+ A2,2B2,1)-

. s

I
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(6.59)

(6.60)

(6.61)

server to the user is constructed as follows.

(6.62)

—1 =75 recovery threshold holds, we rewrite Y, as follows.

(6.63)

Ai-Bio

As-Bs 5

(6.65)

(6.66)



Therefore, for any R =>5 servers, whose indices are denoted as s1,59,...,55, we can represent

their answers in the following matrix form.

Y 1 1 1 1 1 A B

S1 fii—os; fio—as; fei—as; fao—as; C11 1,1P1,1

52 fii—osy flo—os, fo1—asy f22—asy C1,2 12812
Vo | = | 772 - L L1 c ®I) | Ay, B 6.67

53 fii—asy flo—asy fai—as; f2a—asg 2,1 21D21|> ( )
Y 1 1 1 1 1 A B

S4 fii—as, fie—as, fei—as, foo2—as, C2,2 2,222
Y 1 1 1 1 1 1 I
|~ S5 L f11—asy fr2—asy f2,i—asy fae—asy ~d L i L L

N o\ >
Vv vV
Vaos Vios
where Cii1—= fl,? - f1,17 Co1 = f2,2 - f2,17 Cl2=—C11, Co2=—Ca71. SIDCG f1’17f1727f2’17f272 are

distinct elements from I, the constants c¢; 1,¢1,2,¢2,1,¢22 take non-zero values. Guaranteed by
Lemma 2.5 and the fact that Kronecker product of non-singular matrices is non-singular, the
5\ x 5\ matrix (Va5V} 4 5) @1 is invertible, and the user is able to recover desired products
(A1By,...,A4By) = (A1 By k) ic2 kefz from the answers received from any R =5 servers. This
completes the proof of the R=>5 recovery threshold. Finally, note that the upload cost is
Us=Up=>S5/2=5/K,. and the download cost is D =4/5 because a total of R=5 matrix
products, each of dimension A x p, are downloaded (one from each server) from which the 4

desired matrix products, also each of dimension A X u, are recovered.

Let fi1,f12,f13,00,0Q2,...,as represent (S+(K.)=(S+3) distinct elements from F. For all

s€[9], let us define

A= (fra— ) (fra— ) (frs — ). (6.68)
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Shares of A and B at the s server are constructed as follows.

~ 1 1 1

AS=AL3 A A A 6.69
’ (fl,l—as 1A7F fi2—ag 127F fi3—ag 1’3)’ ( )

~ 1 1 1

B = B i,+—Bi,+——B 3, 6.70

fia—oas b fi2—ag b fi3—as b ( )

where we set A=Ay and By, =By, for k€ [3]. The answer returned by the st server to

the user is
Y, = A*B®. (6.71)

Now let us prove that the user is able to recover desired products (A;B;)icig = (A1xB1k)kefs)

with recovery threshold R=({+1)K.—1=2x3—1=5. Let us rewrite Y as follows.

y - O (6.72)
_ (fra—as)(fis—as) AiiBi+ (fr1—as)(frz—ay) A15Bi,
Jia1—as frz—as
— Qg — O
I (fi1 )(fi2 >A1,3B1,3+ (fi1—as)(A12B13s+A; 3B o)
f1,3 — O
+(frz— ) (AnBis+A13B11) + (fi3 —as) (A1iBia+ A By ). (6:73)

Next let us manipulate the first term on the RHS. By long division of polynomials (regard

numerator and denominator as polynomials of «;), we have

(f1,2 —ay) (f1,3 — )

f1,1 — O

— <—oz5+(f1,2+f1,3—f1,1)+

A171B171 (674)

(f1,2 _f1,1>(f1,3 _f1,1>

f1,1—Oés

)A1,1B1,1- (6.75)

Now it is obvious that the scaling factor of A;;B;; can be expanded into weighted sums
of the terms (f1;—as)™!,1 and a,. For the second and third terms in (6.73), by the long

division of polynomials, we can similarly show that the second term can be expanded into
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weighted sums of the terms (f12—as)™',1 and «, and that the third term can be expanded
into weighted sums of the terms (f1,3—ozs)_1,1 and «,. Note that the last three terms in
(6.73) can be expanded into weighted sums of the terms 1,a5. Now, consider any R=5
servers, whose indices are denoted as s;,i € [5], and we can represent their answers in the

following matrix notation.

Y. 1 L 1 1 A B

s1 fl,l_asl fl,Q_Oésl f1,3_0~’51 a1 Cl’l L1211
Y. ! 1 L 1« c A ,B

52 fii—asy fre—asy fiz—as, 2 1,2 1,21,2

= 1 1 1 ®I 6.76

}/;3 fl,l*asg, fl,2*as3 f1,3*a53 1 a3 €13 A A1’3B1’3 ’ ( )
Y. 1 1 1 1 1 *

54 fii—as, fi2—as, fiz—oas, Q4
Y, L L L 1la 1 *
|~ 55 ] L fii—asy fi2—asy; fi1,3—asg 51 L J L i

‘ o —
3, 1,3,5

where we have used * to represent various combinations of interference symbols that can be
found explicitly by expanding (6.73), since those forms are not important. We have ¢;; =
(f1,2 - f1,1)<f1,3 - fl,l); Ci2= (f1,1 - f1,2)(f1,3 - f1,2) and C13= (f1,1 - f1,3)(f1,2 - f1,3)- Since
fi1,f12 and fi 3 are distinct by definition, it follows that ¢;;, ¢12 and ¢; 3 are non-zero
values. Therefore, the matrix (Vi35V/ 35)®I, is invertible according to Lemma 2.5 and
the properties of Kronecker products. Thus, the user is able to recover the desired matrix
products by inverting the matrix (Vi35V) 35)®@Ix. This completes the proof of R=5 re-
covery threshold. Similarly, we can compute the upload cost and download cost of the code

as follows, Uy =Up=S5/K.=S/3, and D =5/3, which achieves desired costs.
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Arbitrary /K. and L=/(K.

Now let us present the general code construction. Let f1 1, f12,*, fr.kx.,01,009, -+, aug represent

(S+L) distinct elements from F. For all [ € [¢],s € [S], let us define

Afe= 1] (fix—as). (6.77)

ke[K.]

Let us also define

Ak =AK (-1)+k (6.78)

Bik =Bk (-1)+k; (6.79)

for all [ €[],k € [K.]. Note that by this definition, desired products can be represented as

follows.
Ai1Big - A k. Bk, A B, - Ak Bg,
Ay 1By - Ay k. Bo k. Ak 1Bk, 1 - Aok Bok,
_ . (6.80)
ApiByy - Ak Bk, A vyr+1Bu-1)k.+1 - A Brk,

Now we are ready to construct the CSA code with arbitrary parameters (¢,K.). For all

s €[5], let us construct shares of matrices A and B at the s server as follows.

As = (A3 A3, AD), (6.81)

B*= (B, B;,...,B), (6.82)

where for [ € [(], let us set

- 1
A=Ay A, (6.83)

—
ke[Ke] fl,k s
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~ 1
Bi=Y By (6.84)

The answer returned by the s server to the user is constructed as follows.

Y,=Y AiB; (6.85)
lefl)
— BB+ AyBy+---+ A B, (6.86)

Now let us see why the R=(¢+1)K.—1 recovery threshold holds. First, let us rewrite Y

as follows.
Y, = ASBS+ ASB+ -+ ASB; (6.87)
1
_ZAIK Z Z B, o
ZE[Z k)E[KC flk_as kG[KC] fl,k_as
A B
= Al Ke 1LkD1k 659
gﬁ: kg.r; k’ez[;{] (fre = cus) (frar — )
[ cimm (frw —as)
oy y e,
e[ ke[Ke) Lk — Qs

+Z Z H (firr —as) | ApBu, (6.90)

le[l] k k’e[K E'"e[K:)\{k,k'}

where in the last step, we split the summation into two parts depending on whether or not

k=E.

Let us consider the first term in (6.90). If we regard both numerator and denominator as
polynomials of «, then by long division of polynomials, for each [ € [¢],k € [K ], the following

term

Hk/e[Kc}\{k}(fl,k:' —ay)
(fl,k - as)

A Bk, (6.91)
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K.—2

Sc7% l.e., it can be

can be expanded into weighted sums of the terms (f;r— ;)™ 1,a5, -, a

rewritten as
<C,1 (fl,k - Oés)il + Co +Cc10g+-+ CKC,2@£(672> Al,kBl,k- (692)

Now note that the numerator polynomial Hk,e[KC]\ {k}( fiw —as) has no root fx, while f is
the only root of the denominator polynomial. Since (fx)icjq kejx,] are distinct elements from

F by definition, by the polynomial remainder theorem, c¢_; = Hk’e[KC]\{k}(flak’ — fix) #0.

Next we note that the second term in (6.90) can be expanded!® into weighted sums of the

K.—2

fe7% so in the matrix form, answers from any R=({+1)K.—1 servers,

terms 1,ay, -, «

whose indices are denoted as si,2,+-+,Sg, can be written as follows.

1 1 1 R—L—1
Y;l fii—asy fia—as foke—asy 1 Qs Ay
Y, 1 1 1 1 ... . R—L-1
52 — | Aiamasy frz—as, fo, e —sy Qsy sy
Y. 1 1 1 1 . R—L-1
| SR Lfii—asp fia—asg JoKe—asp Osp Agr
vV
Vi ke R
€11 A 1B,
€1,2 Ai2Bi»
CLK. L |Ayk.Brk, | (6.93)
1 *
1 *
N TV s
!
VZ,KC,R

OWhen K.=1, the second term in (6.90) equal zero, thus the Vandermonde terms do not appear and
the matrix form representation only involves Cauchy matrices, i.e., Cauchy-Vandermonde matrices without
Vandermonde part.

188



where we have used * to represent various combinations of interference symbols that can
be found explicitly by expanding (6.90), whose exact forms are irrelevant. We note that
R-L-1=({(/+1)K,—1—(K,—1=K.—2. And we also note that for all [ € [(] and k € [K_],
k= Hk’e[Kc]\{k}<flak’ — fix) #0. Therefore, guaranteed by Lemma 2.5 and the fact that the
Kronecker product of non-singular matrices is non-singular, the matrix (Vo x, rVy x, z) @ Ix
is invertible. Therefore, the user is able to recover desired products (A;rBi)icp ke[, by
inverting the matrix. This completes the proof of R= ({+1)K,—1 recovery threshold. For
the upload costs, it is easy to see that we have Uy =Up = ({S)/L=S/K.. The download
cost is D=R/L=(({+1)K.—1)/(¢{K.). The computational complexity at each server is

O(Mkp/K.) if we assume straightforward matrix multiplication algorithms.

Finally, let us consider the encoding and decoding complexity. Recall the encoding functions
(6.81), (6.82), (6.83), (6.84). Note that each of the A3 can be regarded as products of
an S x K, Cauchy matrix with a total of Ax column vectors of length K.. Similarly, each
of the Ej can be considered as products of an S x K. Cauchy matrix by a total of xu
column vectors of length K.. Remarkably, the problem of efficiently multiplying an S x .S
Cauchy matrix with a column vector is known as Trummer’s problem[42]|. Fast algorithms
exist [39, 38, 84] that solve Trummer’s problem with computational complexity as low as
(5(5 log®S), in contrast to straightforward algorithms that have computational complexity of
O(S?). Similarly, with fast algorithms the computational complexity of multiplying a S x K,
Cauchy matrix with a column vector is at most 5(8 log®S), so the encoding complexity of
A5 and B is at most 6(()%510ng) /KC) and (;)v((/{pSlogQS) /KC), respectively. On the
other hand, consider the decoding procedure of CSA codes, which can be regarded as solving
a total of Ay linear systems defined by an R x R coefficient matrix. Indeed, this coefficient
matrix is a Cauchy-Vandermonde matrix. There is a large body of literature studying fast

algorithms for solving linear systems defined by R x R Cauchy-Vandermonde matrices, and
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the best known computational complexity is (5(Rlog2R), see, e.g., [35]'1. Therefore, the
decoding complexity of O (()\,LLRlog2 R)/L) = 5(A,ulog2 R) is achievable. This completes the

proof of Theorem 6.1.

6.4.4 Systematic Construction of CSA Codes

In this section, we present a systematic construction of CSA codes. Instead of uploading
coded version of matrices A and B to all of the S servers, the systematic construction of
CSA codes uploads uncoded constituent matrix pair (A,,B,) directly to the st* server for
the first L servers, i.e., for all s€[L]. For the remaining S — L servers, coded shares are
uploaded following the same construction that was presented in Section 6.4.3. We will see
that the systematic construction of CSA codes works on a smaller field I, compared to the
construction presented in Section 6.4.3. The systematic construction of CSA codes requires
less encoding complexity. Its decoding complexity decreases as more of the first L servers
respond. In fact, if all of the first L servers respond, then no computation is required at all
for decoding. The systematic construction also preserves backward compatibility to current

systems that apply straightforward parallelization strategies. Formally, we have

A=A, (6.94)

B° =B, (6.95)

for all s € [L] and

AP = (A3 A3, AY), (6.96)

"The fast algorithm of solving Cauchy-Vandermonde type linear systems here takes inputs of only pa-
rameters of a Cauchy-Vandermonde matrix V, ie, (as,,Qs,,*,Qsp, f1.1,f1,2,,fe,k.) and a column vec-
tor y, and outputs the column vector x such that Vx =y with the computational complexity of at most
(’)(Rlog2 R). Therefore, it is not necessary for the user (decoder) to store extra information beyond aysy and

(fir)ieln ke[K.-
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B*=(B},B;,....B}) (6.97)

for all se {L+1,---,5}, where le[Sg] and E[Sa are defined in (6.83) and (6.84) respectively.

Similarly, the answer returned by the s server is constructed as follows.
Y,=A°B* (6.98)
for all s € [L] and

Y,=Y AiB; (6.99)
el
for all s€ {L+1,---,5}. Note that since coded shares are used only for S — L servers, we no

longer need distinct values g, s, -, ap, so the field size required is only |F| > S.

Now, let us prove that the recovery threshold R is not affected by the systematic construction,
i.e., the desired products are still recoverable from the answers of any R= L+ K.—1 servers.
Denote the set of responsive servers as R, |R| = R. Note that if [L] CR, then the desired
products AB can be directly recovered from answers of the first L servers. On the other hand,
if [L]N'R =0, then we can recover the desired products AB following the same argument
that was presented in Section 6.4.3. When [L]NR # (), denote the elements in the set R\ [L]

as (81,52, +,8r). The answers from these R servers can be written in the following matrix
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form.

Ai1By;
[ ] i 7 Ai2Bi
Y. L1 @2 . _“Ke ] g ... qR-I-1
1 fl,lfasl fl,Q*Olsl fg’KC*asl 51 s1
C c C —],—
1/82 L1 1,2 cee —viC 1 a52 . aR L-1
| famasy  fiz—as, fo, e —0sg 52
= ®I/\ A£7KCB£7KC 5
*
1,1 ‘2 .. Gk R—L—1
_Y;R/_ | fri—asy, fle—asy, FoKe—s gy 1 Qg p CYSR,
k

(6.100)

Note that the dimension of the first matrix on the RHS, or the decoding matrix, is (R’ x R),
thus it appears to be not invertible. However, from answers of the servers in the set RN[L],
we can directly recover |[RN[L]| desired products. Note that the desired products appear
along the dimension spanned by the Cauchy part. By subtracting these known products
from the answers, we obtain the decoding matrix of dimension (R’ x R’'), which is invertible
by Lemma 2.5. This completes the proof of recovery threshold R=L+ K.—1. It is easy to
see that the upload and download costs are also not affected by the systematic construction.
For the encoding complexity, the systematic construction requires less arithmetic operations
because no computation is needed to obtain ALl and B, For the decoding complexity,
when [L] C R, no computation is needed, and when [L]NR =), it follows the same argument
presented in Section 6.4.3. When [L]NR # 0, the user (decoder) eliminates all products
obtained from answers of the servers in the set RN[L], and then decodes the remaining
products according to the fast decoding algorithm. Thus the decoding complexity is not

increased.
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6.5 Generalized Cross-Subspace Alignment (GCSA)
Codes: Combining Batch Processing and Matrix-

Partitioning

In this section, we present Generalized CSA codes (GCSA codes), which combine the
batch processing of CSA codes with the matrix-partitioning approach of EP codes. Al-
though we have shown that batch processing with CSA codes significantly improves the
tradeoff between upload-download costs, evidently CSA codes require at least one ma-
trix multiplication of dimensions A Xk and kX u at each server. For a computation-
latency limited setting, partitioning may be necessary to reduce the computation load per
server. A naive approach to combine the batch processing of CSA codes and the parti-
tioning of EP codes is to first (separately for each [ € [L]) apply EP codes for each pair
of matrices, A;,B;. Next, since only matrix multiplication is involved in obtaining the
answers for EP codes, we can then apply CSA codes for these matrix multiplications.
Specifically, for positive integers ¢, K/, S’ p,m,n such that L=0K! m|A, n|p, p|x and
S">pmn+p—1, apply EP codes of parameter p,m,n with S” servers for each matrix mul-
tiplication. This yields a total of S’¢'K! matrix multiplications. For these matrix mul-
tiplications, we can further apply CSA codes. Now we can see that by this construc-
tion, if we choose CSA codes parameters ¢ =/¢' K.= K.S', we can achieve the upload cost
(Ua,Up) = (S/(K.pm),S/(K.pn)). It is also easy to see that for this simple combination of
EP and CSA codes, the recovery threshold achieved is R=¢'K.S'+ K!S"—1, and the down-
load cost is D= (('K!S"+ K!S"—1)/(¢'K.mn). However, we will see that under the same up-
load cost, GCSA codes can improve the recovery threshold to R=pmn(¢{' K.+ K/ —1)+p—1
and the download cost to D = (pmn(¢'K.+ K. —1)+p—1)/(¢'K.mn). This result is better
than the naive construction because S’ >pmn+p—12>1. On the other hand, note that the

Lagrange Coded Computation (LCC) codes in [138| can be regarded as a special case of CSA
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codes with parameter =1, so the naive approach of combining LCC codes with EP codes
achieves the recovery threshold of R=2LS"—1. With GCSA codes of parameter £ =1, the

recovery threshold is improved to R=2Lpmn+p—1.

6.5.1 GCSA Codes: Main Result

Our main result for GCSA codes appears in the following theorem.

THEOREM 6.2. For CDBMM over a field F with S servers, and positive integers
(¢,K.,p,m,n) such that m |\, n|p, p|k and L=0K.<|F|—S, the GCSA codes presented in

this chapter achieve

Recovery Threshold: R=pmn(({+1)K.—1)+p—1, (6.101)
e~ S S
Upload Cost for A1 Bl (U4, Up) = (m,m) , (6.102)
K. —1 —1
Download Cost: D= pn((+ DK —1) +p ,  (6.103)
mnlkK,
: . AR
Server Computation Complexity: Cs=0 , (6.104)
K.pmn
" " . 1 2 . 1 2
Encoding Complexity for Al BIS!: (Cen,Cep)=10O M ,O M
K.pm K.pn
(6.105)
Decoding Complexity: Ci=0O ()\uplog2 R) ) (6.106)

6.5.2 Observations

1. GCSA codes generalize almost all state of art approaches for coded distributed batch
matrix multiplication. Setting m =n = p reduces GCSA codes to CSA codes. Further
setting £ = 1 recovers LCC codes. Setting ¢ = K, =1 reduces GCSA codes to EP codes.

Further setting p =1 recovers Polynomial codes, while setting m =mn =1 recovers Mat-
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Dot codes.

2. Let us explain why GCSA codes, which include CSA codes, LCC codes and EP codes
as special cases, are capable of achieving more than what each of these codes can
achieve in general. Consider a finite horizon setting, where!'? the job size J, i.e., the
number of matrices to be multiplied, is fixed. So we need to compute J matrix multi-
plications, A;1By,---,A B, where each A; B;,j€[J] is a A x A matrix. Suppose each
scalar multiplication takes T}, seconds, and it takes T, seconds to communicate one
scalar over any communication channel. For simplicity let us assume that multiplying
two A X A\ matrices requires AT}, seconds of computation time. There is a required
latency constraint for this job, such that the total computation time at each server
cannot exceed A\*T,,/K, where K >1 is a given parameter that determines the server
latency constraint. Note that this latency constraint immediately rules out LCC codes,
and even CSA codes because they need at least A\3T), seconds of computation time at
each server which violates the given constraint. Now consider EP codes which can
partition the matrices to reduce the size of computation task at each server, but need
to repeat the process J times because each A;B; is computed separately. EP codes
need computation time JA3T;,/(pmn) at each server, so they can satisfy the latency
constraint by choosing pmn > JK. On the other hand, GCSA codes with, say /=1
and K.=J, need computation time \3T},/(p”"mn") at each server. So GCSA codes
can satisfy the latency constraint by choosing p”"m/”n” > K, i.e., with less partitioning
than needed for EP codes. Note that GCSA codes need less partitioning than EP
codes to satisfy the same latency constraint, because they make up some of the com-
putation time by batch processing of the J multiplications that must be carried out

separately by EP codes. It turns out that this allows GCSA codes to have lower com-

. . . . 2 J —1)A2T,
munication cost. EP codes require a total download time of Z8zeA"Te — Jpmntp=DAT.

mn mn ’

12We make a distinction between batch size and job size, in that the job size is fixed as part of the problem
specification while the batch size may be chosen arbitrarily by a coding scheme, e.g., to partition the job
into smaller jobs.
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f JS)\ Tc+

and an upload time o ‘]S)‘ Le seconds, where S is the number of servers uti-

lized by the scheme. For straggler tolerance, suppose Rpp/S=n<1, so that the

J(pmn+p—1))\2TC (i + l) .

o - For balanced upload and down-

upload time is expressed as

load times we need m=mn and npm/2am?, so that the balanced upload/download

J(2m?3 /n+2m/n—1)N\T,
m2

time for EP codes is ~ . Given the latency constraint which forces
2m?/n> JK, we find that the optimal balanced upload/download time for EP codes
is achieved with m ~ (%)1/3. On the other hand, now consider GCSA codes, which

R )\ T p”m”n" 2J—1 +p”—1 )\2T-
need total download time of =¢E5a7—=c = ¢ ( m,,g,, T

, and total upload time

of S/:,’\Q + S//,j\g,:,rc For similar straggler robustness, let Rgcsa/S” =n be the same as

for EP codes. For balanced costs, similarly set m”=n" and np”m”/2~m"?. Thus

((2m'3 /n)(2J—1)+2m" /n—1)N2T.

m// Y

GCSA codes achieve balanced upload/download time of ~
respectively. Combined with the latency constraint which forces 2m”®/n> K, we find
that the optimal balanced upload/download time for this particular construction of

1/ . For a quick comparison of approximately

GCSA codes is achieved with m” ~ (ﬂ)
optimal balanced upload/download time, note that for EP codes it is lower bounded

by Q‘JmT)‘QTC, and for GCSA codes it is upper bounded by %Q‘QTC, so EP codes need
more balanced communication time by a factor of at least ;=7 =~ %/3 which can be
significantly larger than 1 for large job sizes .J. To complement the approximate analy-
sis, Figure 6.3 explicitly compares the balanced upload/download time (the maximum
of upload and download times) versus the job latency constraint parameter K. The
values shown for EP codes are precisely lowerbounds, i.e., EP codes cannot do any

better, while those for GCSA codes are strictly achievable. Thus, GCSA codes can

achieve more than what can be achieved by CSA, LCC or EP codes.

. The finite horizon, i.e., fixed job size and fixed latency constraint for each job is im-
portant in the previous discussion. If instead of the absolute value of server latency
for a fixed job size, we only insisted on normalized server latency per job, where each

job is still comprised of J matrix multiplications, then we could jointly process K jobs
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(a) Job size, J =100 (b) Job size, J =1000

Figure 6.3: Balanced upload/download time vs the value of the latency constraint parameter

K for EP codes, CSA/LCC codes and GCSA codes (normalized by A\*T,). CSA /LCC codes
are not feasible for K > 1. The values for EP codes are lower bounds while those for GCSA
codes are upper bounds, showing that GCSA codes strictly outperform both batch processing
(CSA/LCC) and matrix-partitioning (EP) codes.

codes with an absolute latency of A37,, which allows LCC and CSA codes, while still
achieving the latency per job of A*/K. Since batch processing approaches like LCC
codes and CSA codes have already been shown to achieve better communication costs
than any matrix partitioning approach, neither EP codes nor GCSA codes would be
needed in that case. On the other hand, it is also worth noting that if we go to the
other extreme and require a fixed server latency of less than A3T,./K for each matrix
multiplication, i.e., set J =1, then it can be seen that batch processing cannot help,
i.e., matrix partitioning alone is enough. In other words, if latency constraints are

imposed on each matrix multiplication (J=1) , then EP codes suffice, and neither

LCC codes, nor CSA or GCSA codes are needed.

4. Figure 6.3 shows the advantage of GCSA codes in terms of communication cost over
exclusively batch processing (LCC) and matrix-partitioning (EP) codes under absolute
server latency constraints, even when GCSA codes are restricted to the choice £=1.
However, the advantage of GCSA codes over LCC and EP codes can be seen even

without absolute latency constraints. This is illustrated in Figure 6.4 which only
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constrains the recovery threshold R and the number of servers S. The figure shows
lower convex hulls of achievable (balanced upload cost, download cost) pairs of GCSA
codes for various bounds on the matrix partitioning parameters pmn, given that the
number of servers S =300 and the overall recovery threshold R <250. Each value of
(S,R,pmn) produces an achievable region in the (U,D) plane (including all possible
choices of parameters m,n,p,¢,K.). What is shown in the figure is the union of these
regions. The larger the value of pmn, the more the GCSA code construction shifts
toward EP codes, generally with the benefit of reduced latency of computation at each
server that comes with matrix partitioning. On the other hand, the smaller the value
of pmn, the more the GCSA code construction shifts toward CSA codes, with the
benefit of improved communication costs that come with batch processing. As noted
previously, when no matrix partitioning is allowed, LCC codes can be recovered as a
special case of GCSA codes by setting £ =1. The figure also shows how GCSA codes

are capable of improving upon LCC codes in terms of download cost by choosing ¢ > 1.

15

\ ==== EP Codes (Matrix-Partitioning)
‘|‘ = GCSA Codes (pmn > 15)
.\ = GCSA Codes (pmn > 5)
%\ ——— GCSA Codes (pmn > 1)
\
[y
[y
[y

10 ==== LCC Codes (Batch Processing)

Download cost, D —

2 4 6 8 10 12 14
Upload cost, U —

Figure 6.4: Lower convex hulls of achievable (balanced upload cost, download cost) pairs
(U,D) of GCSA codes for various bounds on pmn, given that S = 300 and the overall recovery
threshold R <250. Note that EP codes and LCC codes are also special cases of GCSA codes,
obtained by setting /= K.=1, and /=m=n=p=1, respectively. CSA codes are obtained
by setting m=n=p=1.

5. While in this chapter we do not explore improvements that are possible by using

more efficient matrix multiplication algorithms, it is worthwhile to note that stronger
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constructions can indeed be built upon more efficient matrix multiplication algorithms,
e.g., Strassen’s algorithm. For example, it is recently shown in [137] that the recovery
threshold of 2LR(p,m,n)—1 is achievable where R(p,m,n) is the bilinear complexity
for multiplying two matrices of sizes m X p and p x n. Note that R(p,m,n) <pmn. On
the other hand, since GCSA codes are built upon straightforward matrix multiplication
algorithms, there is a leading factor of pmn in the expression of the recovery threshold
of GCSA codes. As aresult, the recovery threshold achieved in [137] is order-wise better
than GCSA codes for large batch size L. It is notable that for smaller batch sizes, GCSA
codes based on straightforward matrix multiplication can still outperform those in [137]
that are based on more sophisticated matrix multiplication algorithms. For example, it
is known that R(2,2,2) =7. Thus if we set =1, we have 2LR(2,2,2) —1>8(2L—1)+1
when L =1,2,3.

6.5.3 Proof of Theorem 6.2

Let us recall the standard result for Confluent Cauchy-Vandermonde matrices [37], repro-

duced here for the sake of completeness.

LEMMA 6.1. If fi1,fi2,, fok.,01,Q2,--,ag are R+ L distinct elements of F, with |F|>
R+ L and L=/(K., then the following R x R Confluent Cauchy-Vandermonde matriz is in-
vertible over .

1 1 1 1 1 ... ft-RL—1
(fia—an)® Jii—aa (fo.ro—a1) B fe,xo—a1 1
1 1 1 1 1 ... - RL-1
3 A —ag) R —« —a) R —a 2
exopp s | im0 fiimea (fore—ea) Jexce 02 (6.107)
1 1 1 1 1 ... R
| (fi,1—ar)F fii—ar (fo.rce—ar)® fec—or R J

Before presenting the generalized CSA codes construction let us start with an illustrative
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example.

(=1,K.=2,L=2,p=2m=n=1
Let fi1,f12,00,09,...,ag represent (S+2) distinct elements from F. For all s € [S], define,
A= (fra—as)(fra—as)?. (6.108)

We set Aj1=A;, Aj2=A, B;;=B; and B;,=DB,. Besides, we partition each of the

matrices A;; and A, into 1 x 2 blocks, denoted as Aij, Ai% and Aié, A%g respectively.

Similarly, we partition each of the matrices By ; and B 3 into 2 x 1 blocks, denoted as BH,
Bﬂ and Bt;, Bf; respectively. Note that the desired products A; B 1,A12B;2 can be

written as follows.

A 1B, :AHBH"‘AHB%i (6.109)

A.5Bi2=ABy;+ABY. (6.110)

Shares of matrices A are constructed as follows.

1

~ 1
T AL (— AM G (o)A
‘ 11+ (fui—as)Ap) (f172_as)2(

(f1,1—045)2 ( A}é"’_(fl,?_as)A}é))
(6.111)

=(fro—as) (A1 + (fig— o) AT]) +(fin — ) (ATs+ (fio—as)Ays).  (6.112)

N J/ J/

-~ -~

1,1 1
Py P?

Note that now the term PM! follows the construction of Entangled Polynomial codes of
parameter m=n=1,p=2, and it is a polynomial of (f;;—«,). Similarly, the term P2

follows the construction of Entangled Polynomial codes, and it is a polynomial of (f1 2 — as).
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Shares of matrices B are constructed as follows.

B — m\((fl,l — Ozs)BH +Bﬁ)l+m\((f1,2 - as)Bié +B?é), (6.113)
o Q! c e

The terms Q' and Q! also follow the construction of EP codes for the given parameter

values p,m,n, and they are polynomials of (f11—as) and (f12—as) respectively.

The answer from the s** server, Y, is constructed as Y, = A*B*. To see why it is possible

to recover the desired products from the answers of any R =7 servers, let us rewrite Y, as

follows.
Vo= A5 (6.114)
—ag)? —a,)?
- Eﬁfip@ i %PCN (PQy* +P2Q) (6.115)
_ ((u—as)+(fa— f11))? PRLQU 4 ((fr2—as)+(fia— f1’2>>2P1’2Q1’2
(fi1—as)? s (frz— )2 s Ws
+ (Psl,lQi,Q _i_PSl,ZQqu,I) (6116>

C C C C
_ (( 1,1,0 + 1,1,1 )Psl’lQ;’l‘i‘ (( 1,2,0 + 1,2,1 )P51’2Qi72

f1,1—Oés)2 f1,1—043 f1,2—043)2 f1,2—Oés

H(PIQ +PIPQUH PUQ + PR, (6.117)

where in the last step, we perform binomial expansion for numerator polynomials. According

to the Binomial Theorem, (¢ )kej2)icfo,1} are non-zero. Note that

PHQV = ATIBYI A+ (fin — o) (A BT +HATIBY) + (fin—as)’AiBry,  (6.118)

PI2QY = ADBY + (fio— o) (ABra+ ATSBYY) + (fiz — ) ?AsBr,y.  (6.119)

Therefore, we can further rewrite the first term in (6.117) as follows.

1,12,1 1,12,1 1,1 1,1 1,252,1
c1,1,0A1,1B1,1 c1,1,1A1,1B1,14'01,1,0(A1,1B1,1‘f’AmBm)
(f1,1—045)2 f1,1—0és
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1,2151,1 1,111 1,212,1
+(Cl,1,0A1,1B1,1+Cl,1,1(A1,1B1,1+A1,1B1,1))

+(fi1—oay) (01,1,1A}:§B

1,1
1,1)-

(6.120)

The second term in (6.117) can be similarly rewritten. Note that the third term in (6.117)

and the last two terms in (6.120) can be expanded into weighted sums of the terms 1,a,,a?,

so in the matrix form, answers from any 7 servers, whose indices are denoted as s1,59,-,57,

can be written as follows.

1

1

1

1
Y,

1
Ys,

(fi1—os;)?

fii—as;

1

(fi2—wsy)? fie—as,

1

1

1
Y,

_ | (fii—asy)?

fii—as,

1

(f1,2—asy)?

1

fi,2—as,

1

(.

| (fii—as;)? fii—as
7 7

(fi2—as,)? fio—as
7 7

2
L ag, ag,

2
L ag, af,

2
L as, o |

T(Cl,l,Oacl,l,l)

g

Vi2o7

T(01,2,0701,2,1)

I

®I)\/m

g

7/
Vioor

1,121
A1,1B1,1

1,111 1,2152,1
A1,1B1,1 +A1,1B1,1

1,121
A1,2B1,2

1,111 1,2152,1
A1,231,2+A1,2B1,2

(6.121)

where we have used * to represent various combinations of interference symbols that can

be found explicity by exapnding (6.117), whose exact forms are irrelevant. Note that the

matrix v/1,272,7 is a block diagonal matrix composed with two lower triangular toeplitz ma-

trices and an identity matrix, thus is invertible, and the matrix \717272’7\7—’17272’7@1,\ /m is then

invertible from Lemma 6.1 and the fact that the Kronecker product of invertible matrices is

. . . . : 11pl,1 1,252,
invertible. Therefore, the user is able to recover desired products, i.e., (A; B +A1B77)

and (ABBB%—A}%B?%), from the answers of any 7 servers by inverting the matrix. This
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completes the proof of recovery threshold R=7. Finally, it is straightforward to verify that
the upload cost is Uy =S/4=S5/(K.pm), Ug=S5/4=5/(K.pn), and the download cost is

=7/2, which matches Theorem 6.2.

Arbitrary (¢,K.,p,m,n) and L=/(K,

Define R =pmn. Let fi1, fi2, -, for., a1, @z, -+, ag be (S+ L) distinct elements from the

field F. For all [ € [(],k € [K.], we define ¢ ;,i€{0,1,---,R'(K.—1)} to be the coefficients

satisfying
R/(Ke—1)
Vipla)= [ (a+(Uw—fu)®= D anr, (6.122)
ke[K:]\{k} i=0

L.e., they are the coefficients of the polynomial Wy (a) = [ Tpe e iy (@ F (frw — f”g))R/, which

is defined here by its roots. Now for all [ € [¢],s € [S], let us define

Afe= T (fe—a). (6.123)

ke[K.]

Let us also split the L = /K, instances of A and B matrices into ¢ groups, i.e.,

A=Ak 1)+ (6.124)

Bix=Bxk.q-1)+k (6.125)

for alll € [¢],k € [K.]. Further, for each matrix A, we partition it into m x p blocks, denoted
as AL, AL, AP, Similarly, for each matrix By, we partition it into pxn blocks,

denoted as B}V’;,Bllj’,?,m Bl Now, for all [ € [¢],k € [K.], let us define

PR = 37 ST AT (fige— a0, (6.126)

m/€[m]p’€[p]
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Q=30 37 BI (a0, (6127)

p'€lp|n’€[n]

i.e., we apply EP codes for each A;; and B;j;. Note that the original EP codes can be
regarded as polynomials of ay, and here for each (,k), we construct the EP codes as poly-

nomials of (f;x — ;). Now recall that by the construction of EP codes, the product P-FQL*

can be written as weighted sums of the terms 1,(fix —ay), -, (fir — ) ¥ P72 ie.,
R'+p—2
i+1 ;
PR = 3" Cl (i), (6.128)
=0
where Cl(lk) , Cl(Qk) yoo ’Cl(jj/-‘rp 1 are various linear combinations of products of blocks of A; ;, and

blocks of B; . In particular, the desired product A; ;B can be obtained from Cl(vlk),m 7Cz(,}13/)-
Now we are ready to formally present the construction of generalized CSA codes. For all

s €[5], let us construct shares of matrices A and B at the s server as follows.

As = (A3 A5, AD), (6.129)

B*=(B:,B;,....BY), (6.130)

where for [ € [(], let us set

~ 1
Ay =AY ———— P (6.131)
s . R’ s
ke [Ke] (fz,k )
~ 1
Bi=)Y ———F5Q (6.132)
k‘E[KC} (fl,k_as)

The answer returned by the s server to the user is constructed as follows.

Y,=Y AL (6.133)
lefy]
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Now let us prove that the generalized CSA codes are R =pmn(({+1)K.—1)+p—1 recover-

able. Let us rewrite Y, as follows.

Y, = A By + By + AL (6.134)
_ ZN K. Z ;/Pslk Z ;/Qik (6.135)
= ke[Ke] (fl,lc_as)R ke[K.] (fl,k — )
_Z Z Hk’e[Ki)]C\{k}_fl l;’ a,)® pUrQUF
le[ ke[K.] Lk

> D I[I (e | PO, (6.136)

e[ k k’E[Kc k' e[K\{k,k'}
k#k!

Note that in the last step, we split the summation into two parts depending on whether or

not k =~k
Let us consider the first term in (6.136). For each [ € [¢],k € [K.], we have

I ey (fiw — a,)f

: PLEQLF 6.137
(fl,k_as)R Q ( )
R/
:kae[Kc]\{k}((fz,k—Oés);/(fl,k'—fl,k)) pLEQLE (6.138)
(fl,k_Oés>
_ Y(fre—as) PLEQLE
_/ 6.139
(flk—as)R Q ( )
Cl,k,0 Clk,1 Clk,R'—1 1.k Ak
= -+ —— Psv o
((fz,k—Oés)R (fl,k_as)R71 flJc_as) @
R/(K.—1)
+ Y anilfin—a)™ | PHRQU, (6.140)
i=R’

where in (6.139), we used the definition of W;;(-), and in the next step, we rewrite the

polynomial W, ;. (fir — c) in terms of its coefficients. Let us consider the first term in (6.140).

ClLEO CLk1 CLER—1 \ plk ALk
LA Rl SRR plEQ, 6.141
<<fl,k'_as)R (fip—as)ft fl,k_as> ( )
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R'+p—2
Cl,k,0 Clk1 CLER—1 z+1
== D /_|_ ) vy y —I'— C 6142
((flk_as)R (fl,k—as)R -1 flk—@s) Z flk ) ( )

R’—l oClki '/C(i’Jrl) p—2 R +i
D ir—oCki—Crp i (i'+1)
= E Fir— o) + E (fir—as) E kR —ir+iCy g
L,k s i—0 .

1! =i+1
R'+p—3 R'+p—2 .
+ ) (fl,k_Oés)Z< > Cz,k,RI—z‘/ﬂCl(ka))- (6.143)
i=p—1 =i+l

We further note that when K.=1, for all i #0,¢;;; =0, thus the second term in (6.136), the

second term in (6.140) and the third term in (6.143) equal zero. The second term in (6.143)

can be expanded'® into weighted sums of the terms 1,ay,---,a?72. Since K.=1, we can
equivalently write these terms as 1,as,--- ,af/(KC_al ~2. On the other hand, when K, >1,

the second term in (6.136), the second term in (6.140), the second and the third terms in
(6.143) can also be expanded into weighted sums of the terms 1,a, - ,afl(Kc_l)er_Q. Because
R(K.—1)+p—2=R—R'L—1, in the matrix form, answers from any R=pmn(({+1)K.—

1)+p—1 servers, whose indices are denoted as s1,$2,-+,Sg, can be written as follows.

vl [ 1 ] 1 e L[] QRRL
51 (fra—as)® frai—as (fe.kce—asy ) fo,kc—as; P51
1 1 1 1 R—R'L—-1
Y. 1«
52 — (fl,l—asg)R/ Jii—as, (fl,KC_O‘SQ)R/ fe, ko —0sq $2
!
Y. 1 1 1 1 1 ... oF-RL-1
| SR | L (fi1—asp)® fii1—osy (fo.re—asg) fe,xo—asp SR .
Ny - -~ J/
Vi ko, R'\R

13When K.=p=1, the second term in (6.143) is zero, thus the Vandermonde terms do not appear. The
matrix form representation now involves only confluent Cauchy matrices, i.e., confluent Cauchy-Vandermonde
matrices without Vandermonde part.
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_ .
ct
R/
ciy
T(c11,0,5C1,1,R/-1)
v
®I)\/m o )
T(Ce,Kc,m e ,Ce,KC,R/—l) :
Rl
| IR*R’L_ Cé,K)c
VZ,KC,R’,R *
*
(6.144)

We have used * to represent various combinations of interference symbols that can be found
explicitly by expanding (6.136), whose exact forms are irrelevant. Now since fi 1, f12,-+, fo.i.

are distinct, for all [ € [(],k € [K.|, we must have

aro= [ w—=5n" (6.145)

k'e[Ke]\{k}

are non-zero. Hence, the lower triangular toeplitz matrices T(c11,0,¢1,1,1, " C11,R~1), "

T(cor.0,Cok,.1, " ,Co.k,. r—1) are non-singular, and the block diagonal matrix \A/'QKC,R/’R is
invertible. Guaranteed by Lemma 6.1 and the fact that the Kronecker product of non-
singular matrices is non-singular, the matrix (Vg Ko R, R\A/'Z’ Ko.r.r) @Iy /m 1s invertible. There-
fore, the user is able to recover (Cl(flz)le[ﬁ],ke[KC],ie[R’} by inverting the matrix. And the de-
sired products (A;B;)c) are recoverable from (Cl(,i;)g)le[é},ke[Kc],z'e[R/]a guaranteed by the con-
struction of Entangled Polynomial codes. This completes the proof of recovery threshold

R=pmn(({+1)K.—1)+p—1. It is also easy to see that the upload cost Uy =S/(K.pm)

and Up = S/(K.pn). Note that we are able to recover Lmn desired symbols from R down-
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loaded answers, so the download cost is D= == m"((ztrlggf(_l)ﬂ ~1 Thus the desired

costs are achievable. Note that the encoding procedure can be considered as products of
Confluent Cauchy matrices by vectors. By fast algorithms [83], the encoding complexity
of (Cen,Ce) = (5 (%) ,(5 (%)) is achievable. Now let us consider the decoding
complexity. Note that the decoding procedure involves matrix-vector multiplications of in-
verse of Toeplitz matrix and inverse of confluent Cauchy-Vandermonde matrix. From the in-
verse formula of confluent Cauchy-Vandermonde matrix presented in [132], the matrix-vector
multiplication of the inverse of confluent Cauchy-Vandermonde matrix \A/'& K.,r',R can be de-
composed into a series of structured matrix-vector multiplications including confluent Cauchy
matrix, transpose of Vandermonde matrix, Hankel matrix and Toeplitz matrix. By fast al-
gorithms [83, 41], the complexity of decoding is at most 6()\uplog2 R). With straightforward

matrix multiplication algorithms, the server computation complexity is Cs = (Akp) /(K.pmn).

This completes the proof of Theorem 6.2.

6.6 /N-CSA Codes for N-linear Coded Distributed Batch

Computation (N-CDBC)

6.6.1 N-CSA Codes: Main Result

In this section, let us generalize CSA codes for N-CDBC. The generalization, called N-CSA

codes, is presented in the following theorem.

THEOREM 6.3. For N-CDBC over a field F with S servers, and positive integers {, K. such

that L=(K.<|F|—S, the N-CSA codes introduced in this section achieve

Recovery Threshold: R=K.N+(-1)—N+1, (6.146)
S

19
Upload Cost for X " ne[N]:  Uxm = (6.147)

Za
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K. N+{—-1)—N+1
Download Cost: D= el +££K) s . (6.148)

Server Computation Complexity: Cs=0(w/K.,), (6.149)

18] ~ (dim(V,,)Slog” S
Encoding complezity for X ne[N]:  Coxm = O( im( [)( 08 ), (6.150)
~({+N -1
Decoding complexity: Cq=0 (+T dim (W) Rlog® R) ,

(6.151)

where w is the number of arithmetic operations required to compute the N-linear map (+).

6.6.2 Proof of Theorem 6.3

Now let us present the construction of N-CSA codes for N-CDBC. Let fi 1, f12,*, fr.x..

aq,Q, g represent (S+ L) distincet elements from F. For all [ € [{],s € [S], let us define

Afe= T (-, (6.152)

kJE[Kc]

For all n € [N],l € [(],k € [K.], we define

) (6.153)

L1k = TR (1-1)+k

—— 5

For all s € [S],n € [N], we construct X as follows.

X = (X X0, .. XM, (6.154)

where for [ € [(], let us set

— 5 1
X = AN zy). (6.155)
ke[Ke] fl,k — Qg
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The answer returned by the s server is constructed as follows.

—~—S

LX@ L X)) (6.156)

le[e
To prove that the code is R-recoverable, let us rewrite Y; as follows.

—~—S

X(l X(?) LX) (6.157)
le[z
—Z AL N =Y x<N> (6.158)
Kc . . Lk
le[f] A ke[K,] flk ke[K.] flk
_ 1 N
=S AEP Y e 3 (0 i) | (6159
le[(] P R S o P
_ Meeranumfio =070 ) ooy
Z Z (Fr—ts) (‘rl,k’ 'Ly
le(] ke[Ke] Lk s

—I—Z Z ( (AEe)N-1 QzV o 2™ )) (6.160)
(firr —s) - (frpy — ) Lk P Lkn /) |

€[l k1, knE[K,],
—(k1=--=kn)

where in (6.160), we split the summation depending on whether or not ky =ky=---=ky.
Following the same argument presented in Section 6.4.3, by performing long division of
polynomials for the first term in (6.160), and noting that the second term in (6.160) can

be expanded to weighted sums of the terms 1,ay,a2,-- afC(N - N, the presented code is
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(R=K.N+/{—1)— N+ 1)-recoverable as long as the following matrix is non-singular.

C1.1
B 7 C1,2
1 1 1 o oen L1 '
fii—as;  fiz2—as, fo,xo—0sy 51 S1
1 1 1 R—L—1
fii—asy  fra—as, Jo,Ke—0sg Lo, Ys2 6.161
. S Ce.K. , (6.161)
1
1 1 1 R—L-1
e a e a
| fii—asp fi2—asp foxe.—asp SR SR i
N -~ o
Vi ke R
1
\_ _/
Vv
!
Vike,R

where for all I €[],k € [Ke], cLe = [Tpepcg uy (fuw — fre) ™" The indices of any R respon-
sive servers are denoted as si,82,-+-,5g. Since fi 1, f12, -, fir are distinct elements from FF,
(cuk)ici ek, are non-zero, and R—L—1=K.(N —1)— N, the matrix Vg, rV) . p is in-
vertible guaranteed by Lemma 2.5. This completes the proof of recovery threshold. The

]
upload cost for X " ne[N] is readily verified to be S/K., and the download cost is

e . By fast algorithms discussed in Section 6.4.3, we can achieve the

encoding/decoding complexity as presented in Theorem 6.3. The computational complex-
ity at each server is O(lw/L) = O(w/K,), where w is the number of arithmetic operations

required to compute §(-). This completes the proof of Theorem 6.3.

REMARK 6.1. Let us regard a multivariate polynomial of total degree N as a linear combi-
nation of various restricted evaluations of N-linear maps.’4 Note that the construction for
T symmetric across all n € [N]. N-CSA codes can also be transformed to evaluate a

multivariate polynomial at L points as follows. For each server s € [S], the answer is com-

puted for each N-linear map according to N-CSA codes, and each server returns the user

14Note that this does not alter the computation complexity of the multivariate polynomial. For any
monomial of the polynomial of degree M < N, when it is viewed (homogenized) as a restricted N-linear
map, it is viewed as a product of M variables, along with (N —M) ones. The latter is constant, which
requires no extra computation.
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with the linear combination of the answers. It is easy to see that the user is able to recover
the evaluation of the multivariate polynomial of total degree N at the given L points from the
answers of any R=K.(N+{—1)—N+1 servers. The LCC codes in [138], which achieve

the recovery threshold R=K.N — N +1, are a special case of this construction, where {=1.

REMARK 6.2. The systematic construction presented in Section 6.4.4 can be also applied
directly to N-CSA codes for N-CDBC, i.e., for all s € [L], uncoded variables (a:é”))nem are
uploaded to the s server, and coded shares are uploaded to the remaining S — L servers,
according to the same coding scheme. Similarly, the recovery threshold is not affected by the

systematic construction.

REMARK 6.3. The Lagrange codes presented in [138] for N-CDBC' and can be considered as

a special case of N-CSA codes obtained by setting the parameter { =1. Note that the download

cost can be written as D=1+ (#) (Kf(zl). The parameter £ plays an important role in
improving the download cost, which may be of interest when N is large and the down-link is
costly. For example, let us assume that R/S is held constant, then the order of the download

5]
cost achieved is O(14 (N —1)/{) and the order of the upload cost for X " n € [N] achieved

is O+ (N —1)), which offers flexible trade-off between the upload cost and download cost.

6.7 Discussion

The main contribution of this chapter is a class of codes, based on the idea of Cross Subspace
Alignment (CSA) that originated in private information retrieval (PIR) literature. These
codes are shown to unify, generalize and improve upon existing algorithms for coded dis-
tributed batch matrix multiplication, N-linear batch computation, and multivariate batch
polynomial evaluation, such as Polynomial, MatDot and PolyDot codes, Generalized Poly-
Dot and Entangled Polynomial (EP) codes, and Lagrange Coded Computing (LCC). CSA

codes for coded distributed batch matrix multiplication, which include LCC codes as a special
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case, improve significantly upon state of art matrix-partitioning approaches (EP codes) in
terms of communication cost, and upon LCC codes in download-constrained settings. Gen-
eralized CSA (GCSA) codes bridge the extremes of matrix partitioning based approaches
(EP codes) and batch processing approaches (CSA codes, LCC codes), and allow a tradeoff
between server computation complexity, which is improved by emphasizing the matrix par-
titioning aspect, and communication costs, which are improved by emphasizing the batch
processing aspect. N-CSA codes for N-linear batch computations and multivariate polyno-
mial evaluations similarly generalize LCC codes, offering advantages especially in download
constrained settings. As a final observation, note that LCC codes in [138] also allow settings
with X-secure data and B-byzantine servers. Given that cross-subspace alignment schemes
originated in PIR with X-security constraints in Chapter 2 and have also been applied to
B-byzantine settings in Chapter 4, extensions of CSA codes, GCSA codes and N-CSA codes
to X-secure and B-byzantine settings are relatively straightforward, as shown in Appendix

D.1.
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Chapter 7

X-Secure T-Private Federated Submodel

Learning with Elastic Dropout Resilience

Motivated by recent interest in federated submodel learning, this chapter explores the fun-
damental problem of privately reading from and writing to a database comprised of K files
(submodels) that are stored across N distributed servers according to an X-secure threshold
secret sharing scheme. One after another, various users wish to retrieve their desired file,
locally process the information and then update the file in the distributed database while
keeping the identity of their desired file private from any set of up to 71" colluding servers.
The availability of servers changes over time, so elastic dropout resilience is required. The
main contribution of this chapter is an adaptive scheme, called ACSA-RW, that takes ad-
vantage of all currently available servers to reduce its communication costs, fully updates the
database after each write operation even though the database is only partially accessible due
to server dropouts, and ensures a memoryless operation of the network in the sense that the
storage structure is preserved and future users may remain oblivious of the past history of
server dropouts. The ACSA-RW construction builds upon cross-subspace alignment (CSA)

codes that were originally introduced for X-secure T-private information retrieval and have
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been shown to be natural solutions for secure distributed matrix multiplication problems.
ACSA-RW achieves the desired private read and write functionality with elastic dropout re-
silience, matches the best results for private-read from PIR literature, improves significantly
upon available baselines for private-write, reveals a striking symmetry between upload and
download costs, and exploits redundant storage dimensions to accommodate arbitrary read
and write dropout servers up to certain threshold values. It also answers in the affirmative
an open question by Kairouz et al. by exploiting synergistic gains from the joint design of

private read and write operations.

7.1 Introduction

The rise of machine learning is marked by fundamental tradeoffs between competing con-
cerns. Central to this chapter are 1) the need for abundant training data, 2) the need for
privacy, and 3) the need for low communication cost. Federated learning |78, 80, 73, 131] is
a distributed machine learning paradigm that addresses the first two concerns by allowing
distributed users/clients (e.g., mobile phones) to collaboratively train a shared model that
is stored in a cluster of databases/servers (cloud) while keeping their training data private.
The users retrieve the current model, train the model locally with their own training data,
and then aggregate the modifications as focused updates. Thus, federated learning allows
utilization of abundant training data while preserving its privacy. However, this incurs higher

communication cost as each update involves communication of all model parameters.

Communicating the full model may be unnecessary for large scale machine learning tasks
where each user’s local data is primarily relevant to a small part of the overall model.
Federated Submodel Learning (FSL) [82] builds on this observation by partitioning the model
into multiple submodels and allowing users to selectively train and update the submodels

that are most relevant to their local view. This is the case, for example, in the binary
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relevance method for multi-label classification|90, 76|, which independently trains a series of
binary classifiers (viewed as submodels), one for each label. Given a sample to be predicted,
the compound model predicts all labels for which the respective classifiers yield a positive

result.

What makes federated submodel learning challenging is the privacy constraint. The identity
of the submodel that is being retrieved and updated by a user must remain private. Prior
works [82, 79, 1, 34, 5] that assume centralized storage of all submodels are generally able
to provide relatively weaker privacy guarantees such as plausible deniability through differ-
ential privacy mechanisms that perturb the data and rely on secure inter-user peer-to-peer
communication for secure aggregation. On the other hand, it is noted recently by Kim and
Lee in [64] that if the servers that store the submodels are distributed, then stronger informa-
tion theoretic guarantees such! as “perfect privacy” may be attainable, without the need for
user-to-user communication. Indeed, in this chapter we focus on this setting of distributed
servers and perfect privacy. The challenge of federated submodel learning in this setting

centers around three key questions.

Q1 Private Read: How can a user efficiently retrieve the desired submodel from the

distributed servers without revealing which submodel is being retrieved?

Q2 Private Write: How can a user efficiently update the desired submodel to the dis-

tributed servers without revealing which submodel is being updated?
Q3 Synergy of Private Read-Write: Are there synergistic gains in the joint design of

retrieval and update operations, and if so, then how to exploit these synergies?

The significance of these fundamental questions goes well beyond federated submodel learn-

ing. Asrecognized by [82] the private read question (Q1) by itself is equivalent to the problem

1By perfect privacy we mean that absolutely no information is leaked about the identity of a user’s desired
submodel to any set of colluding servers up to a target threshold.
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of Private Information Retrieval (PIR) 23, 24|, which has recently been studied extensively
from an information theoretic perspective [102, 106, 103, 120, 117, 12, 109, 119, 111, 116, 36,
105, 54, 143, 130, 57, 7, 128, 4, 127, 112, 71, 126, 22, 104, 134, 9, 97, 123, 115, 107, 81, 21,
53, 75]. Much less is known about Q2 and Q3, i.e., the fundamental limits of private-write,
and joint read-write solutions from the information theoretic perspective. Notably, Q3 has

also been highlighted previously as an open problem by Kairouz et al in [80].

The problem of privately reading and writing data from a distributed memory falls under the
larger umbrella of Distributed Oblivious RAM (DORAM)|74| primitives in theoretical com-
puter science and cryptography. With a few limited exceptions (e.g., a specialized 4-server
construction in [66] that allows information theoretic privacy), prior studies of DORAM
generally take a cryptographic perspective, e.g., privacy is guaranteed subject to computa-
tional hardness assumptions, and the number of memory blocks is assumed to be much larger
than the size of each block. In contrast, the focus of this chapter is on Q2 and Q3 under
the stronger notion of information theoretic privacy. Furthermore, because our motivation
comes from federated submodel learning, the size of a submodel is assumed to be significantly
larger than the number of submodels (see motivating examples in [82] and Section 7.3.1).
Indeed, this is a pervasive assumption in the growing body of literature on information the-
oretic PIR[102, 106, 103, 120, 117, 12, 109, 119, 111, 116, 36, 105, 54, 143, 130, 57, 7, 128,
4,127, 112, 71, 126, 22, 104, 134, 9, 97, 123, 115, 107, 81, 21, 53, 75]. In a broad sense, our
problem formulation in this chapter is motivated by applications of (information theoretic)
PIR that also require private writes. There is no shortage of such applications, e.g., a dis-
tributed database of medical records that not only allows a physician to privately download
the desired record (private read) but also to update the record with new information (private
write), or a banking service that would similarly allow private reads and writes of financial
records from authorized entities. Essentially, while FSL serves as our nominal application of
interest based on prior works that motivated this effort, our problem formulation is broad

enough to capture various distributed file systems that enable the users to read and write
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files without revealing the identity of the target file. The files are viewed as submodels, and
the assumption that the size of the file is significantly larger than the number of the files

captures the nature of file systems that are most relevant to this chapter.

Overview: We consider the federated submodel learning setting where the global model is
partitioned into K submodels, and stored among N distributed servers according to an X-
secure threshold secret sharing scheme, i.e., any set of up to X colluding servers can learn
nothing about the stored models, while the full model can be recovered from the data stored
by any X + K servers. One at a time, users update the submodel most relevant to their local
training data. The updates must be T-private, i.e., any set of up to 7' colluding servers must
not learn anything about which submodel is being updated. The contents of the updates
must be Xa-secure, i.e., any set of up to X colluding servers must learn nothing about the
contents of the submodel updates. The size of a submodel is significantly larger than the
number of submodels, which is significantly larger than 1, i.e., L > K > 1 where L is the size
of a submodel and K is the number of submodels. Due to uncertainties of the servers’ I/0O
states, link states, etc., an important concern in distributed systems is to allow resilience
against servers that may temporarily drop out [59, 68, 114, 19, 98|. To this end, we assume
that at each time ¢,t € N, a subset of servers may be unavailable. These unavailable servers
are referred to as read-dropout servers or write-dropout servers depending on whether the
user intends to perform the private read or the private write operation. Since the set of
dropout servers changes over time, and is assumed to be known to the user, the private
read and write schemes must adapt to the set of currently available servers. Note that this
is different from the problem of stragglers in massive distributed computing applications
where the set of responsive servers is not known in advance, because servers may become
unavailable during the lengthy time interval required for their local computations. Since
our focus is not on massive computing applications, the server side processing needed for
private read and write is not as time-consuming. So the availabilities, which are determined

in advance by the user before initiating the read or write operation, e.g., by pinging the
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servers, are not expected to change during the read or write operation. We do allow the server
availabilities to change between the read and write operations due to the delay introduced
by the intermediate processing that is needed at the user to generate his updated submodel.
A somewhat surprising aspect of private write with unavailable servers is that even though
the data at the unavailable servers cannot be updated, the collective storage at all servers
(including the unavailable ones) must represent the updated models. The redundancy in
coded storage and the X-security constraints which require that the stored information at

any X servers is independent of the data, are essential in this regard.

Since the private-read problem (Q1) is essentially a form of PIR, our starting point is the
X-secure T-private information retrieval scheme (XSTPIR) of Chapter 2. In particular, we
build on the idea of cross-subspace alignment (CSA), and introduce a new private read-
write scheme, called Adaptive CSA-RW (ACSA-RW) as an answer to Q1 and Q2. To our
knowledge ACSA-RW is the first communication-efficient private federated submodel learn-
ing scheme that achieves information-theoretically perfect privacy. ACSA-RW also answers
Q3 in the affirmative as it exploits query structure from the private-read operation to reduce
the communication cost for the private-write operation. The evidence of synergistic gain in
ACSA-RW from a joint design of submodel retrieval and submodel aggregation addresses
the corresponding open problem highlighted in Section 4.4.4 of [80]. The observation that
the ACSA-RW scheme takes advantage of storage redundancy for private read and private
write is indicative of fundamental tradeoffs between download cost, upload cost, data secu-
rity level, and storage redundancy for security and recoverability. In particular, the storage
redundancy for X-security is exploited by private write, while the storage redundancy for
robust recoverability is used for private read (see Theorem 7.1 and Section 7.3.1 for details).
It is also remarkable that the ACSA-RW scheme requires absolutely no user-user commu-
nication, even though the server states change over time and the read-write operations are
adaptive. In other words, a user is not required to be aware of the history of previous updates

and the previous availability states of the servers (see Section 7.3.1 for details). The down-
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load cost and the upload cost achieved by each user is an increasing function of the number
of unavailable servers at the time. When more servers are available, the download cost and
the upload costs are reduced, which provides elastic dropout resilience (see Theorem 7.1).
To this end, the ACSA-RW scheme uses adaptive MDS-coded answer strings. This idea orig-
inates from CSA code constructions for the problem of coded distributed batch computation
in Chapter 6 (also see [55]). In terms of comparisons against available baselines, we note (see
Section 7.3.1) that ACSA-RW improves significantly in both the communication efficiency
and the level of privacy compared to [64]. In fact, ACSA-RW achieves asymptotically opti-
mal download cost when X > XA + 71, and is order-wise optimal in terms of the upload cost.
Compared with the 4 server construction of information theoretic DORAM in [66], (where
X=1T=1,XA=0,N=4) ACSA-RW has better communication efficiency (the assumption
of L>> K is important in this regard). For example, as the ratio L/K approaches infinity,
ACSA-RW achieves total communication cost (i.e., the summation of the download cost and
the upload cost, normalized by the submodel size) of 6, versus the communication cost of 8

achieved by the construction in [66].

7.2 Problem Statement: Robust XSTPFSL

Consider K initial submodels (W§°),W§°>,--- ,Wg), each of which consists of L uniformly

i.i.d.? random symbols from a finite field® F,. In particular, we have

2Note that the proposed ACSA-RW scheme does not require the assumption of uniformly i.i.d. model data
to be correct, secure and private. The assumption is mainly used for converse arguments and communication
cost metrics. However, we note that the uniformly i.i.d. model data assumption is in fact not very strong
because submodel learning is performed locally, and it may be possible to achieve (nearly) uniformly i.i.d.
model data by exploiting entropy encoding.

3Note that the size of the finite field required is not too large. By our ACSA-RW scheme (see Theorem 7.1),
it is sufficient to choose a finite field with ¢ > 2/N. Besides, finite field symbols are used as a representation of
the submodels. Since the submodels are trained by the user locally, without loss of generality we can assume
finite field representations.
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(a) The private-read phase of robust XSTPFSL. The ith server is unavailable, i € S,gt).
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(b) The private-write phase of robust XSTPFSL. The j** server is unavailable, j € Sg). Note that
Server ¢ and Server j may be different servers.

Figure 7.1: The two phases of robust X-Secure T-Private Federated Submodel Learning
(XSTPFSL) with arbitrary realizations of unavailable servers.
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in ¢g-ary units. Time slots are associated with users and their corresponding submodel up-
dates, i.e., at time slot ¢,t €N, User ¢ wishes to perform the t** submodel update. At time
t,t e Z*, the K submodels are denoted as (Wgt) ,Wét),--- ,Wg?). The submodels are repre-

sented as vectors, i.e., for all t € Z*, k € [K],
.
wi =W ),w 02, W) (7.2)

The K submodels are distributively stored among the N servers. The storage at server

n,n € [N] at time ¢,t € Z* is denoted as Sg). Note that SS)) represents the initial storage.

A full cycle of robust XSTPFSL is comprised of two phases — the read phase and the
write phase. At the beginning of the cycle, User ¢ privately generates the desired index
0;, uniformly from [K], and the user-side randomness Z((Jt), which is intended to protect
the user’s privacy and security. In the read phase, User ¢t wishes to retrieve the submodel
W((,ifl). At all times, nothing must be revealed about any (current or past) desired indices
(01,05,---,0;) to any set of up to T' colluding servers. To this end, User t generates the

read-queries ( ?’9”, gtﬂf),u-,Q%"’”), where Qg %) is intended for the n' server, such that,

H (QS’G”

et,zg)) =0, Vn e [N]. (7.3)

Each of the currently available servers n,n € [N] \Sﬁt) is sent the query ng 1) by the user,

and responds to the user with an answer Al ’et), such that,
H (AS’Q” ‘ Sﬁf”@%’”) —0, Vn e [N]\S®. (7.4)

From the answers returned by the servers n,n € [N]| \Sﬁt), the user must be able to reconstruct
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the desired submodel Wéﬁfl).

t—1 . _
[Correctness| H(Wét ) ‘ (AS’Bt))ne[N]\ST(«t),(Q,(f’g))ne[N],et) =0.

This is the end of the read phase.

Upon finishing the local submodel training, User ¢ privately generates an increment? for the
0" submodel. The increment is represented as a vector, A; = [AY),AS),M,AS)]T, which
consists of L i.i.d. uniformly distributed symbols from the finite field F,, i.e., H(A;) =L in
g-ary units. The increment A; is intended to update the 6" submodel Wg_l), such that
the next user who wishes to make an update, User £+ 1, is able to retrieve the submodel
Wg) :ng_l) + A, if 0,1 =0;, and the submodel Wé? :ng_l) if 0,11 ="0,#0;. In other

words, for all t € N, k € [K], the submodel W,(:) is defined recursively as follows.

WV LA k=4,
wi= F S (7.5)
Wi k46,

Y

User t initializes the write phase by generating the write-queries (Pl(t’at) Pz(t’et),---,P](\f’at))
For ease of notation, let the write-queries be nulls for the write-dropout servers, i.e., po) —

for neSY. For all ne [N],

H(Pr(f,et) ‘ €t7zg)’(Ag:9t))ne[N]’At) =0. (7.6)

The user sends the write-query P\"*) to the n server, n e [N]\SY), if the server was

available in the read-phase and therefore already received the read-query. Otherwise, if the

4In general, the increment is the difference between the new submodel and the old submodel. We note
that no generality is lost by assuming additive increments because the submodel training is performed locally.
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server was not available during the read phase, then the user sends® both read and write
queries ( (¢ ’et),PTEt’et)). Still, any set of up to T colluding servers must learn nothing about

the desired indices (0,0s,--.,6;).

Upon receiving the write-queries, each of the servers n,n € [N] \Sg ) updates its storage based

on the existing storage SV and the queries for the two phases (Prst’et), (¢ ’et)>, ie.,

H (SS) S,Eltl),PTEt’et),Qgﬂt)) =0. (77)

On the other hand, the write-dropout servers are unable to perform any storage update.

St —glt=1), vneSW. (7.8)

Next, let us formalize the security and privacy constraints. T-privacy guarantees that at any
time, any set of up to 7" colluding servers learn nothing about the indices (0;,6s,---,6;) from

all the read and write queries and storage states.

|T-Privacy|l ((QT)TE[t]; (qut,et)7Qg79t))neT (827_1),13,(;—1,0771)7Q£Lr—1,0771))T€[t] neT) =0,

YT € [N],|T|=T,teN, (7.9)

where for all n € [N], we define pLobo) — o)

Similarly, any set of up to Xa colluding servers must learn nothing about the increments

(A17A27"'7At>-

aeSocuity] 1((A0)gi (P, | (BTPEH0.00%) Ly ) =0

5For ease of exposition we will assume in the description of the scheme that during the read phase, the
read queries are sent to all servers that are available during the read phase, or will become available later
during the write phase, so that only the write-queries need to be sent during the write phase.
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VX C[N],|X| = Xa,tEN. (7.10)

The storage at the N servers is formalized according to a threshold secret sharing scheme.
Specifically, the storage at any set of up to X colluding servers must reveal nothing about

the submodels. Formally,

H(SO | (W Zg) = N 11

(Sn ( h >kem, 5 0,Vn € [N], (7.11)
: (®) (Q®) _ _ *

| X-Security] I((W,c >kem’<sn )nex> =0,YX C[N],|X|=X,t€Z", (7.12)

where for all n € [N], we define S;' =. Note that Zg is the private randomness used by the

secret sharing scheme that implements X-secure storage across the N servers.

There is a subtle difference in the security constraint that we impose on the storage, and the
previously specified security and privacy constraints on updates and queries. To appreciate
this difference let us make a distinction between the notions of an internal adversary and an
external adversary. We say that a set of colluding servers forms an internal adversary if those
colluding servers have access to not only their current storage, but also their entire history
of previous stored values and queries. Essentially the internal adversary setting represents
a greater security threat because the servers themselves are dishonest and surreptitiously
keep records of all their history in an attempt to learn from it. In contrast, we say that a
set of colluding servers forms an external adversary if those colluding servers have access to
only their current storage, but not to other historical information. Essentially, this repre-
sents an external adversary who is able to steal the current information from honest servers
who do not keep records of their historical information. Clearly, an external adversary is
weaker than an internal adversary. Now let us note that while the T-private queries and
the Xa-secure updates are protected against internal adversaries, the X-secure storage is

only protected against external adversaries. This is mainly because we will generally assume
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X >max(Xa,T), i.e., a higher security threshold for storage, than for updates and queries.
Note that once the number of compromised servers exceeds max(Xa,T"), the security of up-
dates and the privacy of queries is no longer guaranteed. In such settings the security of
storage is still guaranteed, albeit in a weaker sense (against external adversaries). On the
other hand if the number of compromised servers is small enough, then indeed secure storage
may be guaranteed in a stronger sense, even against internal adversaries. We refer the reader

to Remark 7.5 for further insight into this aspect.

The independence among various quantities of interest is specified for all t € N as follows.

©) ()
H(("Vk >kem’(Af>re[t1’(9T)re[tl’(ZU )Tem’zs>

= (W), )+ (@) + 1 (O0,0) 41 ((20) _, ) +H(29)
(7.13)

To evaluate the performance of a robust XSTPFSL scheme, we consider the following metrics.
The first two metrics focus on communication cost. For ¢ € N, the download cost D; is the
expected (over all realizations of queries) number of g-ary symbols downloaded by User t,
normalized by L. The upload cost U; is the expected number of g-ary symbols uploaded
by User ¢, also normalized by L. The next metric focuses on storage efficiency. For t € Z*,
the storage efficiency is defined as the ratio of the total data content to the total storage

resources consumed by a scheme, i.e., ) = KL ) If n® takes the same value for all

znG[N] H(‘SS)
t € Z*, we use the compact notation 7 instead.
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7.3 Main Result: The ACSA-RW Scheme for Private

Read/Write

The main contribution of this chapter is the ACSA-RW scheme, which allows private read
and private write from N distributed servers according to the problem statement provided
in Section 7.2. The scheme achieves storage efficiency K./N, i.e., it uses a total storage of
(KLN/K_.)log,q bits across N servers in order to store the K Llog,q bits of actual data,
where K. €N, and allows arbitrary read-dropouts and write-dropouts as long as the number
of dropout servers is less than the corresponding threshold values. The thresholds are defined

below and their relationship to redundant storage dimensions is explained in Section 7.3.1.

Read-dropout threshold: Sihresh £ N — (K, + X +T-1). (7.14)
Write-dropout threshold: Sthresh & X' (XA +T—1). (7.15)

It is worth emphasizing that the ACSA-RW scheme does not just tolerate dropout servers,
it adapts (hence the elastic resilience) to the number of available servers so as to reduce
its communication cost. The elasticity would be straightforward if the only concern was
the private-read operation because known PIR schemes can be adapted to the number of
available servers. What makes the elasticity requirement non-trivial is that the scheme must
accommodate both private read and private write. The private-write requirements are par-
ticularly intriguing, almost paradoxical in that the coded storage across all NV servers needs
to be updated to be consistent with the new submodels, even though some of those servers
(the write-dropout servers) are unavailable, so their stored information cannot be changed.
Furthermore, as server states continue to change over time, future updates need no knowl-
edge of prior dropout histories. Also of interest are the tradeoffs between storage redundancy
and the resources needed for private-read and private-write functionalities. Because many of

these aspects become more intuitively transparent when L > K > 1, the asymptotic setting
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is used to present the main result in Theorem 7.1. In particular, by suppressing minor terms
(which can be found in the full description of the scheme), the asymptotic setting reveals an
elegant symmetry between the upload and download costs. The remainder of this section
is devoted to stating and then understanding the implications of Theorem 7.1. The scheme

itself is presented in the form of the proof of Theorem 7.1 in Section 7.4.

THEOREM 7.1. In the limit L/K — oo, for all t €N the ACSA-RW scheme achieves the

following download, upload cost pair (Dy,U;) and storage efficiency n:

K.
— 7.16
-, (7.16)

N—|s¥ N—|S¥
(DmUt) = < | | l l s

Sthresh _ ‘Sﬁt)‘ ’ Sthresh _ |81(Ut)|

for any K.eN such that |S\"|< Sthresh | SD| < gthresh  gnd the field size q> N+

max { Sﬁhresh, Sqtvhresh ’ Kc} )

7.3.1 Observations
Storage Redundancy and Private Read/Write Thresholds

The relationship between redundant storage dimensions and the private read/write thresh-

olds is conceptually illustrated in Figure 7.2.

//////////////////////////
//////////////////////////

Kc S;cﬂhresh _ ‘SS)| S}ﬂhresh _ ‘Sﬁt)| ;

//////////////////////////
//////////////////////////

Figure 7.2: Conceptual partitioning of total server storage space (N dimensions) into data
content (K, dimensions), storage redundancy that is exploited by private-write (X dimen-
sions), and storage redundancy that is exploited by private-read (N — K.— X dimensions).

The total storage utilized by the ACSA-RW scheme across N servers is represented as the
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overall N dimensional space in Figure 7.2. Out of this, the actual data occupies only K.
dimensions, which is why the storage efficiency of ACSA-RW is K./N. Because the storage
must be X-secure, i.e., any set of up to X colluding servers cannot learn anything about the
data, it follows that out of the N dimensions of storage space, X dimensions are occupied by
information that is independent of the actual data. The storage redundancy represented by
these X dimensions will be essential to enable the private-write functionality. But first let
us consider the private-read operation for which we have a number of prior results on PIR as
baselines for validating our intuition. From Figure 7.2 we note that outside the X dimensions
of redundancy that was introduced due to data-security, the T-privacy constraint adds a
storage redundancy of another T'— 1 dimensions that is shown in red. To understand this,
compare the asymptotic (large K) capacity of MDS-PIR [11]|: Cyps.pir =1 — K./N with the
(conjectured) asymptotic capacity of MDS-TPIR [36, 105]: Cypsrpir =1— (K.+7—1)/N.
To achieve a non-zero value of the asymptotic capacity, the former requires N > K., but
the latter requires N > K.+T — 1. Equivalently, the former allows a read-dropout threshold
of N— K. while the latter allows a read-dropout threshold of N —(K.+7—1). In fact,
going further to the (conjectured) asymptotic capacity of MDS-XSTPIR [54|, which also
includes the X-security constraint, we note that a non-zero value of capacity requires N >
K.+ X +T —1. Intuitively, we may interpret this as: the X-security constraint increases the
demands on storage redundancy by X dimensions and the T-privacy constraint increases the
demands on storage redundancy by another 7'—1 dimensions. This is what is represented in
Figure 7.2. Aside from the K. dimensions occupied by data, the X dimensions of redundancy
added by the security constraint, and the T'—1 dimensions of redundancy added by the T-
privacy constraint, the remaining dimensions at the right end of the figure are used to
accommodate read-dropouts. Indeed, this is what determines the read-dropout threshold,
as we note from Figure 7.2 that N — (X + K.+ (T —1)) = S™eh Now consider the private-
write operation which is novel and thus lacks comparative baselines. What is remarkable is

the synergistic aspect of private-write, that it does not add further redundancy beyond the
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X dimensions of storage redundancy already added by the X-security constraint. Instead,
it operates within these X dimensions to create further sub-partitions. Within these X
dimensions, a total of X +7T — 1 dimensions are used to achieve X a-secure updates that also
preserve T-privacy, and the remaining dimensions are used to accommodate write-dropout
servers, giving us the write-dropout threshold as X — (Xa +7 —1) = Sthresh - Remarkably in
Figure 7.2, the (K., X, T — 1,Sresh) partition structure for private-write replicates at a finer
level the original (K., X, T — 1,5 partition structure of private-read. Also remarkable is
a new constraint introduced by the private-write operation that is not encountered in prior
works on PIR — the feasibility of ACSA-RW requires X >T. Whether or not this constraint

is fundamental in the asymptotic setting of large K is an open problem for future work.

Optimality

Asymptotic (large K) optimality of ACSA-RW remains an open question in general. Any
attempt to resolve this question runs into other prominent open problems in the information-
theoretic PIR literature, such as the asymptotic capacity of MDS-TPIR [36, 105] and MDS-
XSTPIR in Chapter 4 that also remain open. Nevertheless, it is worth noting that Theorem
7.1 matches or improves upon the best known results in all cases where such results are
available. In particular, the private-read phase of ACSA-RW scheme recovers a universally
robust X-secure T-private information retrieval scheme (see [16] and Chapter 2). When K, =
1,X > XA+T, it achieves the asymptotic capacity; and when K, >1,X > XA +7T, it achieves
the conjectured asymptotic capacity in Chapter 4. While much less is known about optimal
private-write schemes, it is clear that ACSA-RW significantly improves upon previous work
as explained in Section 7.3.1. Notably, both upload and download costs are O(1) in K, i.e.,
they do not scale with K. Thus, at the very least the costs are orderwise optimal. Another
interesting point of reference is the best case scenario, where we have no dropout servers,

|S7(,t)| =0, |Sg)| =0. The total communication cost of ACSA-RW in this case, i.e., the sum of

230



upload and download costs, is D; +U; = N (ﬁ + ﬁ), which is minimized when K.=1,
Sthresh — Gthresh “and X = (N + XA —1)/2. For large N, we have D;+U; ~2+2=4, thus in
the best case scenario, ACSA-RW is optimal within a factor of 2. Finally, on a speculative
note, perhaps the most striking aspect of Theorem 7.1 is the symmetry between upload and
download costs, which (if not coincidental) bodes well for their fundamental significance and

information theoretic optimality.

The Choice of Parameter K,

The choice of the parameter K. in ACSA-RW determines the storage efficiency of the scheme,
n=K./N. At one extreme, we have the smallest possible value of K, i.e., K.=1, which
is the least efficient storage setting, indeed the storage efficiency is analogous to replicated
storage, each server uses as much storage space as the size of all data (K Llog,q bits). This
setting yields the best (smallest) download costs. The other extreme corresponds to the
maximum possible value of K., which is obtained as K.= N — (X +T') because the dropout
thresholds cannot be smaller than 1. At this extreme, storage is the most efficient, but
there is no storage redundancy left to accommodate any read dropouts, and the download
cost of ACSA-RW takes its maximal value, equal to N. Remarkably, the upload cost of
the private-write operation does not depend on K.. However, K, is significant for another
reason; it determines the access complexity (see Remark 7.6) of both private read and write
operations, i.e., the number of bits that are read from or written to by each available server.
In particular, the access complexity of each available server in the private read or write
phases is at most (K L/K.)log,q, so for example, increasing K. from 1 to 2 can reduce the

access complexity in half, while simultaneously doubling the storage efficiency.
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Tradeoff between Upload and Download Costs

The trade-off between the upload cost and the download cost of the ACSA-RW scheme is
illustrated via two examples in Figure 7.3, where we have N =10,X, =T =1 for the blue
solid curve, and N =10,Xx =1,T7 =2 for the red solid curve. For both examples, we set
K.=1 and assume that there are no dropout servers. The trade-off is achieved with various
choices of X. For the example shown in the blue solid curve, we set X =(2,3,4,5,6,7,8).
For the example in the red solid curve, we set X =(3,4,5,6,7). Note that the most balanced

trade-off point is achieved when X = N/2.

10 ~<eem
Il
R
S
3
S 4 .
: <l (X=3)
A 2 —2
(X =2)
0 L

0 2 4 6 8 10
Upload cost, Uy —

Figure 7.3: Upload, download costs pairs (Uy, D;) of the ACSA-RW scheme in the asymptotic
setting L>> K > 1, for N=10,XA =T =1 (the blue curve) and N =10,XA=1,7=2 (the
red curve), with various choices of X. Both examples assume that K.=1 and there are no
dropout servers.

Synergistic Gains from Joint Design of Private Read and Write

A notable aspect of the ACSA-RW scheme, which answers in the affirmative an open question
raised in Section 4.4.4 of [80], is the synergistic gain from the joint design of the read phase

and the write phase. While the details of the scheme are non-trivial and can be found in
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Section 7.4, let us provide an intuitive explanation here by ignoring some of the details. As a
simplification, let us ignore security constraints and consider the database represented by a
vector W = [Wy,Ws,--- Wk]T that consists of symbols from the K submodels. Suppose the
user is interested in Wy, for some index 60; € [K] that must be kept private. Note that Wy, =
WTeg(0;), where ek (6;) is the standard basis vector, i.e., the desired symbol is obtained as
an inner product of the database vector and the basis vector ex(6;). To do this privately,
the basis vector is treated by the user as a secret and a linear threshold secret-sharing
scheme is used to generate shares that are sent to the servers. The servers return the inner
products of the stored data and the secret-shared basis vector, which effectively form the
secret shares of the desired inner product. Once the user collects sufficiently many secret
shares, (s)he is able to retrieve the desired inner product, and therefore the desired symbol
Wy,. This is the key to the private read-operation. Now during the write phase, the user
wishes to update the database to the new state: W' = [Wy,--- Wy, 1, Wy, + Ay, Wy, 41+ ,Wk],
which can be expressed as W/ =W + Asex(0;). This can be accomplished by sending the
secret-shares of Ajex(6;) to the N servers. The key observation here is the following: since
the servers (those that were available during the read phase) have already received secret
shares of ek (6;), the cost of sending the secret-shares of Asex(6;) is significantly reduced.
Essentially, it suffices to send secret shares of A; which can be multiplied with the secret
shares of ex(6;) to generate secret shares of Aex(0;) at the servers. This is much more
efficient because Aex(6;) is a K x 1 vector, while the dimension of A; is 1 (scalar), and
K >1. This is the intuition behind the synergistic gains from the joint design of private
read and write operations that are exploited by ACSA-RW. Note that the servers operate
directly on secret shares, as in homomorphic encryption [27], and that these operations
(inner products) are special cases of secure distributed matrix multiplications. Since CSA
codes have been shown to be natural solutions for secure distributed matrix multiplications
(see Chapter 6 and [55]), it is intuitively to be expected that CSA schemes should lead

to communication-efficient solutions for the private read-write implementation as described
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above.

How to Fully Update a Distributed Database that is only Partially Accessible

A seemingly paradoxical aspect of the write phase of ACSA-RW is that it is able to force
the distributed database across all N servers to be fully consistent with the updated data,
even though the database is only partially accessible due to write-dropout servers. Let us
explain the intuition behind this with a toy example® where we have N =2 servers and X =1
security level is required. For simplicity we have only one file/submodel, i.e., K =1, so there
are no privacy concerns. The storage at the two servers is S; =W + 7, Sy =7, where W is
the data (submodel) symbol, and Z is the random noise symbol used to guarantee the X =1
security level, i.e., the storage at each server individually reveals nothing about the data WW.

The storage can be expressed in the following form.

Sy 11| |\W
S 01| [ Z
——

G

so that G is the coding function, and the data can be recovered as S; — S, =W.

Now suppose the data W needs to be updated to the new value W/ =W + A. The updated
storage 57,55 should be such that the coding function is unchanged (still the same G matrix)
and the updated data can similarly be recovered as S|} — S5 =W’. Remarkably this can be
done even if one of the two servers drops out and is therefore inaccessible. For example,

if Server 1 drops out, then we can update the storage only at Server 2 to end up with

S]=5=W+Z7Z,and S, =7 —A, such that indeed S]—S,=W" and the coding function is

6The toy example is not strictly a special case of the ACSA-RW scheme, because the number of servers
N =2 is too small to guarantee any privacy. However, the example serves to demonstrate the key idea.
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unchanged.

S, Sy 11| |[W+A 11| |w
S} Sh 01| |z-A 01| |2

Similarly, if Server 2 drops out, then we can update the storage only at Server 1 to end up
with S| =W +A+Z, and S, =S =Z, such that we still have 5] —S, =MW" and the coding

function is unchanged.

sl s (1] |{wHal |11] (W
S} Sy 01 Z 01| |z

This, intuitively, is how the paradox is resolved, and a distributed database is fully updated
even when it is only partially accessible. Note that the realization of the “noise” symbol is

different for various realizations of the dropout servers, 2’ # Z.

While the toy example conveys a key idea, the generalization of this idea to the ACSA-RW
scheme is rather non-trivial. Let us shed some light on this generalization, which is made
possible by the construction of an “ACSA null-shaper”, see Definition 7.8. Specifically, by
carefully placing nulls of the CSA code polynomial in the update equation, the storage of the
write-dropout servers in Sg ) is left unmodified. Tt is important to point out that the storage
structure (i.e., ACSA storage, see Definition 7.3) is preserved, just as the coding function
is left unchanged in the toy example above. Let us demonstrate the idea with a minimal

example where X =2, T=1,X,=0,N =4. Let us define the following functions.

S(a) =W +aZ; +a’Zy, (7.20)

Q(a) =ex(0y) +aZ, (7.21)

where W = [W7;,Wy,--- Wi] is a K x 1 vector of the K data (submodel) symbols, Z1,Z,,Z’
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are uniformly and independently distributed noise vectors that are used to protect data
security and the user’s privacy, respectively. Let aq,as,a3,a4 be 4 distinct non-zero elements
from a finite field F,. The storage at the 4 servers is S(a ), S(aa), S(as), S(au), respectively.
Similarly, the read-queries for the 4 servers are Q(a1), Q(az), Q(as), Q(ay), respectively.
We note that the storage vectors and the query vectors can be viewed as secret sharings of
W and eg(6;) vectors with threshold of X =2 and T'=1, respectively. Now let us assume
that S = {1} for some t €N, i.e., Server 1 drops out. Let us define the function Q(«)=
(oy —a)/ay, which is referred to as ACSA null-shaper, and consider the following update

equation.
S'(a) =S(a) + () A Q(a). (7.22)

Inspecting the second term on the RHS, we note that

1

Qa)AQ(a) = a—l(al —a)A(ex(0;)+aZ’) (7.23)
_ ailAt (anex () +a(anZ —ex(6,) — 7)) (7.24)
=As(ex(by)+a(Z' —ai'ex (b)) —a’a;'Z), (7.25)
—A, <eK(0t) +al, —0212) , (7.26)

where I, = Z' — a7 'ex (6;) and I, =a;'Z’. Evidently, by the update equation, the user is
able to update the symbol of the ! message with the increment A;, while maintaining the

storage as a secret sharing of threshold 2, i.e.,
S/(Oé) = (W"— Atek(et)) +04(Z1 + Atil) +a2(Z2 + Atj:Q). (727)

However, by the definition of ACSA null-shaper, we have Q(«a;)=0. Thus S'(ay) =S(),

and we do not have to update the storage at the Server 1. In other words, I and I, are
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artificially correlated interference symbols such that the codeword Q(a;)Q(ay) is zero, and
accordingly, the storage of Server 1 is left unmodified. Note that ACSA null-shaper does
not affect the storage structure because X =2 >7T =1. The idea illustrated in this minimal

example indeed generalizes to the full ACSA-RW scheme, see Section 7.4 for details.

Comparison with [64]

Let us compare our ACSA-RW solution with that in [64]. The setting in [64] corresponds to
X=0,T=1,Xx=0, and |S|=|5"| =0 for all ¢ € N. Note that our ACSA-RW scheme for
X=1,T=1,XaA=0 and K,=1 applies to the setting of [64] (X =1 security automatically
satisfies X =0 security). To make the comparison more transparent, let us briefly review the
construction in [64], where at any time ¢,t € Z*, each of the N servers stores the K submodels

in the following coded form.

WU OA, VE € K. (7.28)
For all te N, (z,g,t)> - are distinct random scalars generated by User ¢ and we set zé? =
ke[K

1. For completeness we define A, :0,2,(;)) :O,W,(;l) :W,io),Vk € [K]. In addition, the N
servers store the random scalars (z,(:)> — as well as the increment A; according to a secret
sharing scheme of threshold 1. In the retrieval phase, User ¢ retrieves the coded desired
submodel Wéi_z) +z(§f_1)At_1 privately according to a capacity-achieving replicated storage
based PIR scheme, e.g., [24]. Besides, User t also downloads the secret shared random scalars
<z,(:1))k€[K] and the increment A;_; to correctly recover the desired submodel W((;zfl). In
the update phase, User ¢ uploads to each of the N servers the following update vectors PS)
for all k € [K].

(t) (t=1)
2 A=z VA, kF 0,
P](ft): k t k t—1 7é t—1 (729>

DA, k=0, .
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(t)

Also, User t uploads the secret shared random scalars <zk and the increment A; to

)ke[K]
the N servers. To perform an update, each of the N servers updates all of the submodels

k € [K] according to the following equation.
(W42 0a ) + PP =W 20, (7.30)

Perhaps the most significant difference between our ACSA-RW scheme and the construction
in [64] is that the latter does not guarantee the privacy of successive updates, i.e., by moni-
toring the storage at multiple time slots, the servers are eventually able to learn about the
submodel indices from past updates”. On the other hand, our construction guarantees infor-
mation theoretic privacy for an unlimited number of updates, without extra storage overhead.
Furthermore, we note that the normalized download cost achieved by the construction in
[64] cannot be less than 2, whereas ACSA-RW achieves download cost of less than 2 with
large enough N. For the asymptotic setting L/K — oo, the upload cost® achieved by [64] is
at least 2N +1, while ACSA-RW achieves the upload cost of at most N. The lower bound
of upload cost of XSTPFSL is characterized in [64] as NK. However, our construction of
ACSA-RW shows that it is possible to do better.? In particular, for the asymptotic setting

K — 00,L/K — 00, the upload cost of less than N is achievable by the ACSA-RW scheme.

"This is because the update vectors (7.29) for the K submodels at any time t can be viewed as P; =
span{A;,A;_1}. For any two consecutive time slots ¢ and t+1, it is possible to determine span{A;} =
span{A;, A;_1}Nspan{A¢11,A+} =P;NPry1. Due to the fact that for User ¢, the update vector for the
6i" | submodel only lies in span{A;}, any curious server is able to obtain information about 6;_; from P; if
A, is linearly independent of A;_;.

8In [64] the achieved upload cost is NLK + L+ K. However, in terms of average upload compression,
e.g., by entropy encoding, allows lower upload cost. For example, in the asymptotic setting L/K — oo, the
upload cost of (2N +1+41/(N —1)) may be achievable.

9Tt is assumed in [64] that for the desired submodel, the user uploads L symbols for the update, while for
other submodels, the user should also upload (K —1)L symbols to guarantee the privacy. However, it turns
out that the uploaded symbols for the update of the desired submodel and the symbols for the purpose of
guaranteeing the privacy do not have to be independent.
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Comparison with [66]

Let us also briefly review the 4-server information-theoretic DORAM construction in [66] to
see how our ACSA-RW scheme improves upon it. Note that the setting considered in [66] is
a special case of our problem where X =1,7=1,XA=0,K.=1 and |3£5)| = |ST(t)| =0 for all
t € N. First, we note that in the asymptotic setting L/K — oo, the upload cost achieved by
the ACSA-RW is the same as that in [66]. Therefore, for this comparison we focus on the read
phase and the download cost. Specifically, the information-theoretic DORAM construction
in [66] partitions the four servers into two groups, each of which consists of 2 servers. For the
retrieval phase, the first group emulates a 2-server PIR, storing the K submodels secured
with additive random noise, i.e., W +Z. The second group emulates another 2-server PIR
storing the random noise Z. To retrieve the desired submodel privately, the user exploits a
PIR scheme to retrieve the desired secured submodel, as well as the corresponding random
noise. Therefore, with capacity-achieving PIR schemes, the download cost is 4 (for large
K). On the other hand, our ACSA-RW scheme avoids the partitioning of the servers and
improves the download cost by jointly exploiting all 4 servers. Remarkably, with the idea
of cross-subspace alignment, out of the 4 downloaded symbols, the interference symbols
align within 2 dimensions, leaving 2 dimensions interference-free for the desired symbols,
and consequently, the asymptotically optimal download cost of 2 is achievable. Lastly, the

ACSA-RW scheme also generalizes efficiently to arbitrary numbers of servers.

On the Assumption L> K> 1 for FSL

Finally, let us briefly explore the practical relevance of the asymptotic limits K — oo, L/ K —
0o, with an example. Suppose we have N =6 distributed servers, we require security and
privacy levels of XA =T =1,X =3. Let us set K.=1, and we operate over Fg. Consider an

e-commerce recommendation application similar to what is studied in [82|, where a global
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model with a total of 3,500,000 symbols (from Fg) is partitioned into K =50 submodels.
Each of the submodels is comprised of L =70,000 symbols. Note that L> K > 1. Let us
assume that there are no dropout servers for some t € N. Now according to Lemma 7.2, the
normalized upload cost achieved by the ACSA-RW scheme is U; = Mgﬂ(ﬁ% ~ 3.00857.
On the other hand, the normalized download cost achieved is D; =6/2=3. Evidently, the
asymptotic limits K — 0o, L/ K — oo are fairly accurate for this non-asymptotic setting. For
this particular example, the upload cost is increased by only 0.29% compared to the asymp-

totic limit. On the other hand, the download cost is increased by only 1.4 x 10722% compared

to the lower bound (evaluated for K =50) from Theorem 2.1.

7.4 Proof of Theorem 7.1

For all t €N, we require that the number of read and write dropout servers is less than
the corresponding threshold values, 0 < |S,(,t)| < Sthresh and 0 < |ng§t )| < Sthresh “Since the read
and write dropout thresholds cannot be less than 1, we require that X > XA +7, and N >
K.+ X +T for a positive integer K. Let us define J = ¢-lem ([SIPesh] U [SEresh]) and we set
L=JK,, where £ is a positive!® integer. In other words, i|.J for all i € [Sthresh][Sthresh],
For ease of reference, let us define R\” £ Gthresh ]S,(at)], #D 2 g / RY RP & Gthresh _ | 5(0))
and #5}5) = J/Rg) for all £ € N. Note that it is guaranteed by the choice of J that #S”,#S)
are positive integers for all t € N. Indeed in the ACSA-RW scheme, private read and write
operations can be viewed as operations that consist of Kc#,(f) and Kc#g) sub-operations,
and in each sub-operation, RY and RY symbols of the desired submodel are retrieved
and updated, respectively. The choice of J guarantees that the number of sub-operations
is always an integer, regardless of ]S,(t)] and ]Sg)]. The parameter £ guarantees that L

is still a free parameter so that L/K — oo is well-defined. In other words, L can be any

0The purpose of ¢ is primarily to allow the scheme to scale to larger values of L, one could assume & =1
for simplicity.
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multiple of K. -lem ([Sesh] U [SEresh]) | Let us define p = max(Sthresh, Sthresh) “We will need a
total of N +max(p, K.) distinct elements from the finite field F,,q¢ > N +max(u, K. ), denoted
as (ag,as, - ,an), (ﬁ,fg,"',fmax(%m))- Let us define the set 31(5): [N}\Sl(f), and the set

S =[N\SY. For all t € 2*,j € [J],k € [K]i € [K.], let us define
WO =W+ Ko (i—1 7.31
D0 =W i+ Ko (- 1)), (7.31)

i.e., the L=JK, symbols of each of the K messages are reshaped into a J x K. matrix.

Similarly, for all t e N,j € [J],i € [K.], we define

AV = A i+ K. (j—1)). (7.32)

For all t € Z*,j € [J],i € [K.], let us define the following vectors.

. T
W = [WiG0,W80 G, Wi G| (7.33)

‘777/

Further, let us set Z,= {Z(Oj} , Where Z(»Ocz are i.i.d. uniform column vectors from
P el aelx] g

Fl, vje[Jl,ze[X] ForallteN,jelJ],ze[X], let Z;ti be K x 1 column vectors from the

finite field IF,. For all t e Nu € [u],i € [K.],s €[T], let Z". be i.id. uniform column vectors

u,t,8

...(t)

L,z

from FX . and let us set Zg) = {Z(t)

q° wi,s where for

O {2} ’
}UE[WE[KCLSG[T} tef))iE[Ke] welXa]
all teN,l e [#D]i € [K.),x € [Xal, Zétl)x are i.i.d. uniform scalars from the finite field F,.

The ACSA-RW scheme (Definition 7.9) is built upon the elements introduced in Definitions

7.1-7.8.

DEFINITION 7.1. (Pole Assignment) If u> K., let us define the pux K. matriz F to be
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the first K. columns of the following pu X p matrix.

[ o B R

T A

S A T (7.34)
fur e
| i Juer e Fo i

On the other hand, if p < K., let us define the pux K. matriz F to be the first u rows of the

following K. x K. matrix.

(i Feo Fr T |
fr. fi o froa

f. oo |- (7.35)
T
_J;; fs o k. K

Let (fjvi)je[J],ie[Kc] be a total of JK. elements from the finite field F,, which are defined as
follows.

fl,l f1,2 fl,KC

f2',1 f2',2 f2,'Kc _ F ' (7.36)

foa Joz e Juke] | F

According to the definition, we have the following two propositions immediately.

Proposition 7.1. For all i€ [K /] ,m,n€[J] such that m<n, |[m:n]|<u, the constants

(fj,i)je[m:n] are distinct.

Proposition 7.2. For all j € [J], the constants (f;;) are distinct.

i€[Kc]
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DEFINITION 7.2. (Noise Assignment) For allteN,ie€ [K,.],s€[T], let us define

- (¢ ¢ - (4
(Zg,zwzéis’ 7Zf]}i,s>

= (zg,wzg,sa e 72;(3‘,57252‘,5722 i,50° " JZ;(f)z st 72%2‘7572&2,57 o 722?1‘,5) ) (7'37>
i.e., (Zfzs,zgtzs, 7Z;(f)z S) are assigned in cyclic order to <Z(1tls,22tzs, ,Z((]tzs)

DEFINITION 7.3. (ACSA Storage) For anyt€Z*, the storage at the N servers is said

to form an ACSA storage if for all n € [N], S has the following form.

t) a1z
D ek ot fl Wg it 2 eex) % IZ( A

W(tz—i- - 1Z(t)
Sg): ZZG[KC} Qo — le 2 er[X . (7.38)

t) o1ry(t
ZZE[KC} an— f] WL(]z+Zx€[X IZ()

Note that X i.i.d. uniform random noise terms are MDS coded to guarantee the X -security.

DEFINITION 7.4. (ACSA Query) For any t €N, the read-queries (QS"’”) . by User
ne(N

t for the N servers are said to form an ACSA query if for all n € [N], we have

QU — (@il Qi) (7.39)

where for all i € [K.]

eK(Qt) ( fl z)zse[T ap- 1Z§25

e (6:) + (an fu)zsew a2y

ngt) _ (740)

exc(0) + (an = F1) X sepm @5 25, |

Note that for all t € N;n € [N], H< 5{“”) = uK K in q-ary units, because according to Def-

inition 7.1 and Definition 7.2, for all i€ [K.], Q(t’-et) is uniquely determined by its first pIi

n,t
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entries (the rest are replicas). Also note that T i.i.d. uniform random noise terms are MDS

coded to guarantee the T-privacy.

REMARK 7.1. Indeed, the fact that QS”ft) is uniquely determined by its first uK entries
1s jointly guaranteed by the cyclic structures of pole assignment and noise assignment, i.e.,
Definition 7.1 and Definition 7.2. These cyclic structures are important in terms of mini-
mizing the entropy of ACSA queries, so that it does not scale with the number of symbols

L.

DEFINITION 7.5. (ACSA Increment) For any t €N, the write-queries (P,Et’et)> - by
ne(N

User t for the N servers are said to form an ACSA increment if for all n € [N], we have

n,l ' n2

where for all i € [K,],

P th dlag (Ag i KR“) ,A2 ZIKR“)"“ ,Ai)(t) iIKR$)> s (742)

and for all ¢ € [#S)],

ggl): Z _f]z ]1+ Z n IZEzm (743)

JEl-1)RY+1:RY) v€[Xal
Note that for all t € N;n € [N], H(Pét’at)) :#g)KC in q-ary units. This is because for all
i€[K, P s uniquely determined by (KS?) .- Also note that Xx MDS coded i.i.d.

”” tel#)
uniform noise terms are used to guarantee the Xa-security.

DEFINITION 7.6. (ACSA Packer) For all t € N;n € [N], the ACSA Packer is defined as

follows.

[1]

<t>:(5<t> ) 7.44
n i) b ek (7.44)
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where for all £ € [#I], i € [K.),

=0 diag iy (an f“)IK~- Hwe[KA\{z‘}(O‘n—vai’)IK
e Woereangy (Fra=fra) " Tloeimean (Fri = for)

X dlag( OIK,"' ,OIK ,1IK,"' ,1IK, OIK, ,OIK ) (745)

~~

ROw—1)01x’s R 1Ixs  (J—¢RY) 0Ix’s

Note that the ACSA packer is a constant since |S,Et)| is globally known.

DEFINITION 7.7. (ACSA Unpacker) For allt € N;n € [N], the ACSA Unpacker is defined

as follows.
Tg) (TSMT 2y 7TS,)KC> ) (746>

where for all i € [K.],
I1. <t>(0én—fj,i) 11, (t>(0‘n_fj,z‘)
O _ g iR Lo ... A I 7.47
n,i 1ag ( (Hje}-ﬁt) (f17i — fj7i)> K" (H]-E]_-L(]t) (f],i — iji)) K) ) ( )

where for all j€[J], we define F;= [([g/RSﬂ —1) RY+1: [j/Rg)—‘ Rg)] \{j}. Note that

the ACSA unpacker is a constant since \Sq(,f)\ is globally known.

REMARK 7.2. As noted at the beginning of the proof, private read and write operations con-
sists of Kc#gt) and Kc#g) sub-operations, and for each sub-operation, RY and RY symbols
of the desired submodel are retrieved and updated respectively. This is respectively made pos-
sible by the constructions of ACSA Packer and Unpacker. For private read, by ACSA Packer,
in each sub-operation RY symbols of the desired submodel are “packed” into a Cauchy-
Vandermonde structured answer string for best download efficiency, where Cauchy terms
carry desired symbols and interference symbols are aligned along Vandermonde terms. Re-
coverability of the desired symbols is gquaranteed by the invertibility of Cauchy-Vandermonde
matrices (see, e.g., [37]). On the other hand, ACSA Increment (Definition 7.5) can be viewed
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as a bunch of Cauchy-Vandermonde structured codewords, and in each codeword, a total of
RrY symbols are “packed” together for best upload efficiency. To correctly perform private
write, each of the codewords is “unpacked” by the ACSA Unpacker to produce RY codewords
that individually carry different increment symbols to preserve the ACSA Storage structure

(Definition 7.3).

DEFINITION 7.8. (ACSA Null-shaper) For all t e Nyn € [N], the ACSA null-shaper is
defined as follows.

O — <QS7)1’Q§)2,... ’QS)KC) , (7.48)

where for all i € [K,],

)\ Op — O &) (O, — Oy
) = ding [ (et =) )y (Hncso@nzan) )y ) (7.49)
7 Hmesfj) (fri—com) Hmesgp (fri— o)

Note that for all ne&(j), we have €2, =0. Besides, the ACSA null-shaper is a constant

since Sg) 15 globally known.

DEFINITION 7.9. (ACSA-RW Scheme) The initial storage at the N servers is the ACSA

storage at time 0, i.e., (S,(@O)> N At time t,t €N, in the read phase, the user uploads the
ne[(N

ACSA query for the N servers and retrieves the desired submodel Wéi_l) from the answers

returned by the servers n,n Eg(t) which are constructed as follows.

T o7

At00) _ <(S(t71))TE(t) Q(tﬁt) ne git). (7.50)

n n n,,1 %n,i

)fe[#ﬁ”},ie[m]

In the update phase, the user uploads the ACSA increment for the servers n,negg), and

each of the servers updates its storage according to the following equation.

S =s( "+ > hrPlQl nes). (7.51)

i€[Kc]
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Now let us prove the correctness, privacy and security of the ACSA-RW scheme. To proceed,

we need the following lemmas.

LEMMA 7.1. At any time t,t €N, User t retrieves the desired submodel Wéﬁfl) from the
answers returned by the servers n,n Ggff) according to the ACSA-RW scheme while guaran-

teeing T-privacy.

Proof. Let us consider the answers returned by the servers n,n ng,t) in (7.50). Note that

for all £ € [#], i € [K.], we have

n

jel(t-1) R +1:¢rM] \¥'ElKe A i z€[X]
i — fiw
H E[Kc\{}( Js ) ( sz Zas lzgtzs
Iocmay (fii = fir)

s€[T)

(86720 Q)

(7.52)

R D S (75
3

jel(t—=1)RY+1:0r(H) \¥ K]

e oo — fi) e (0~ o)
(HAG[KC]\{- GRS ) AALCAS | vy et oy
e\ iy \Jii = Jia el N\ Jii = i) (o7

1
- Y Wi ey Y e, (7.55)

jel(e—1)RP +1:4RrY) ~Ji me[X+T+Ke—1]

1 B
_ 3 I FX) E N oy AV (7.56)

— Jja
jel(e—1)RM +1:4RM)] me[X+T+Kq—1]

For all je[Jlme[X+T+K.—1], I () are various linear combinations of inner prod-

]7Z7m

ucts of (W(-t-_l)> ex(0;), (Z(.t_1)> and (Z(t) ) , whose exact forms are
z‘e[Kc] z€[X] ze[KC] s€[T]

7,8 7,z 7,8,8

irrelevant. Besides, fh)m Zje[(f DAY 4 1.0 jzm,VKE [#7« ;i€ [K.. Note that for all
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jelJ], i€lKd, ey (fii—fiw) is the remainder of the polynomial division (with
respect to ) (Hi'e[KC]\{i}(an_fj,i')>/(Oén—fj,i), which is for normalization. The exis-
tence of multiplicative inverse of [ [, 11y (fi — f5,) is guaranteed by Proposition 7.2, i.e.,
1L o {i}( fii— fjir) #0. Therefore, due to the fact that the desired symbols are carried by
the Cauchy terms (i.e., the first term in (7.56)) and the interference symbols (i.e., the unde-
sired symbols, second term in (7.56)) are aligned along the Vandermonde terms, the desired

bol (W“‘” )
symbols { Wy, (j1) Jel(e-1) R +1:RY)

the following Cauchy-Vandermonde matrix.

of the submodel Wg_l) are resolvable by inverting

1 VR S ot
f(éfl)Rst)Jrl,iiagg)(l) feRgt),iiaég)m) 3@(1)
1 A S N
C= f(z71)R$t)+1,fa§$t)(2) fmﬁ“,faéﬁ)@) 59(2) ) (7.57)
1 1 XA
| S nr® 417000y Tea® %0 gs0)) SRS

It is remarkable that the non-singularity of the matrix C follows from Lemma 2.5, as
well as the determinant of Cauchy-Vandermonde matrix (see, e.g., [37]) and the fact

that according to Proposition 7.1, the constants <( fii) are dis-

je[(f—l)Rﬁ”HfRﬁ”]’(a")neéi”)
tinct for all £ € [#,(f)], regardless of the realizations of git) and 33). Recall that 37@(1),
39(2), etc., refer to distinct elements of 37@ (arranged in ascending order). There-
fore, the user is able to reconstruct the desired submodel due to the fact that Wéi_l) =
(<W6(tt1)(j’i))je[(€1)R5t>+1:m£t)}>ge[#ﬁﬁue[m]' To see why the T-privacy holds, we note that

by the construction of the query (QS ’Gt)> e the vector eg(6;), which carries the infor-
ne[N

mation of desired index 6;, is protected by the MDS(N,T) coded uniform i.i.d. random
noise vectors. Thus the queries for the N servers form a secret sharing of threshold T,
and are independent of the queries and the increments of all prior users 7,7 € [t —1]. Thus
T-privacy is guaranteed. To calculate the download cost, we note that a total of L=JK,

symbols of the desired submodel are retrieved out of the KC#,(f)B,(f)] downloaded symbols.
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Therefore we have D, = (Kc#g) !3,@ ’) /(J

<N

K= (#0 (N=1800)) 17 = (N
— |S,§t) |> / (Sf,hreSh — |S£t)|). This completes the proof of Lemma 7.1.

LEMMA 7.2. At any time t,t €N, User t correctly updates the desired submodel W,

and achieves ACSA storage by uploading the ACSA increments to the servers n,n ng

~ 1) /7 =

O

tl)

and

exploiting the update equation (7.51) according to the ACSA-RW scheme while guaranteeing

T-privacy and X a-security.

Proof. Let us first inspect the second term on the RHS of (7.51). Note that for any ¢ € N,

for all n € [N],i€ [K.], we can write

(tvat)

n,i

)

Q(t)~T(t)-P(t’-9t)Q

(

(®)

n,2,i

F(t)

’T'L,l,

.
) (e

T T
(®)
F t) z) :| )

where for all £ € [#], we define ¢, = ({—1)RY, and
t
T
r 1. & (an—fi)
1€ %41 () x—1"
(H ) ‘ (fop+1,i—Fi0) (Zj€[¢z+1:¢e+R§f)] an— fng Jsi +Z$E[XA]Q Z
dp+1

(7.58)

;(t)

L,i,x

)

I1

(an—am)

[T  _@(en—am) .
(H e(i?fd’(-ﬁ-l,i_am)) (eK<0t) + (an N f¢£+1’i> ZSE[T] Ods 1Z((ZSZ)+L275)
IT_ o =T
I g 42 (t) z—175(t)
1. &y (fop+2:i—1Fii) (Z]dqﬁﬁ-l de+RY ] an— f zA +Z$€[XA]a Ze )
I€7 g, +2

— mes{d s—1r7(t)
N (H Ejts) (f¢e+2,i—am)) (eK(et) + (o — f¢g+2,i)zse[T]O‘ 1Z¢g+2,1,s>
Hyef;w " (an—Fj.1) 0 o
ot z—1"
Iz Rl )(f¢ Lr® i) (EJE[W-H S+ RY] an— f] zA +E‘”€[XA]Q ZZ ¢ ””)
Pt
H ) (@n—am)
mESy, _ s—1r7(t)
L Hmes(t) (f¢[+R(t) i_a’”)) <eK(9t) + (Oén f¢é+R$>vi)Zse[T]a Z¢ +RrRY 4, ) i
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(an—am)

Hmesg)

(t)

Hmesfﬁ (fop+1,i—am)

1
) <Oén_fd>e+1,i A

= fot1,) Dse e

be+1,i

ay- lzt(bg)—l-l 7 s)

m—1"
+Zm€[XA+R<t) 1] %n 1

(®)

¢€+1’Z7m>

(an—aum)

(
(erB)+

Hm
Hmesg) (fgp+2,i—m)

(eK(GtH—(

1 (t)
) (Oén_f¢[+2,i A¢z+2 (

= fo,42,) Zsem

fl 1Z((bi)+2 % s)

+ZmE[XA+R(t) 1]am '

()

¢z+2,i7m>

I _@(en—am)
mESy, 1 (t) m 1’
(HmeSfut) (f¢e+R55),i_QM))(an_fcszrR(” -A¢z+R5‘f),'+Zm€[X4\+R(t> @ I
s—1
i <eK(0t)+(O‘n_f¢é+R£§)7m)zse[T]a Z¢ +Rg)ﬂ’s>
[ 1 (t) am-1 (t)
<o¢n fop+1,i ¢2+11+ZmEXA+R +|S \ 1] I¢e+1,i,m)
(ww»u%—mﬂ»z[}sﬂ&mg
1 (t) amt (t)
<an fogt2.i ¢z+21+2m6 (Xa+RD 45— I ¢e+2¢,m>
- (ww»u%—mwwz[}sﬂ&mg

( L A®
e m D

(eKwt) (0

Qn— f¢€+1 i ¢4+1 ’LeK

¢e+RY,

~fopir ) e L

m (t)
T Zme[xAJrR“)Hs(’H 1%
(t) )
Ge+R i

m II()

(0:) +Zme (Xa+R 4180 |4+7—11 Y .

-1 I
¢2+R££>,z,m>

+1zm>

(1)

am 11()

(6:) + Zmé (Xa+ RO 48O 411 b

+2,z,m>

(t)
¢> +RY,

<an f¢z+21 ¢)Z+2 zeK

s +R(“

where for all ve[Rg)],

—
< Gt ) XA+ RO +ISD 471

not important.

(7.59).

Note that in (7.60),

It can be justified from the fact that the constants (f;;)

m

) eK(QtH'Zme (Xa+RD+SY|+17-1]Y

(1 ¢2+”:m)me[XA+R§j)—1]’

are various interference symbols,

13(®)
d) +R’LU 77’7m

¢o+RY i m)

)

(1 ¢e+v,m)me[XA+R(uf)+\Sg)|*1]

(7.60)

(7.61)

. (7.62)

and

whose exact forms are

we multiply the first two terms in each row of

iclbt b LR AT distinct

according to Proposition 7.1. Besides, for all v € [Rg)], according to the definition of ]:é?ﬂ,
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Rfﬁ) —1 and

we can equivalently write fgw [pe+1: do+ R )]\{¢z+’0} thus ’ ot

(pe+v) & Fg,+v. Note that the denominator in the first term in each row of (7.59) is for
normalization, which is the remainder of the polynomial division (with respect to a,)
(Hjefé?ﬂ(an—fj,i)) J(otn,— fo,404). In (7.61), we multiply the first two terms in each
row of (7.60), and it can be justified by noting that the denominator in the first term
in each row of (7.60) is the remainder of the polynomial division (with respect to a,)
<Hm€8’$)(an—am))/(ozn—fmﬂ’i). And finally in (7.62), we multiply the two terms in
each row of (7.61). Therefore, for all n € [N],i € [K,.], the term Q(t T(t)P wt)Q(t 9 can be

written as follows.

QO O Lo Qo)
1f AlleK(Qt)+Zm€XA+R(t)+|S(t)‘+T 1] ay’ Ilzm

(t) 17(®)
_ an*fQ,i AQ,ieK(Qt) + Zme[XAJqu(lf)Jr'S(t)‘JrT 1] n I2,27m . (763)

1 (t) am™ 17(®)
L an—fri AJ?eK(et) + Zme XA-i-R +|S t)H-T 1] Qp, Jyim

Note that X = X+ R + \&Sf)\ +7T —1, the update equation (7.51) is thus correct because

S(t 1) + Z Q zP(t ,0t) Qq(@tft)
ZE[K‘:}

o 1ry(t—1)
Yicii) o Wi+ e a2

s—1ry(t=1)
ZiE[KC] an_flf&iw?,i +er[X]an 1Z2,m

(t—1) At (t 1)
D e v\ A TREE) DT Al

_ ]
Zie[KC]ﬁAueK(GQ"‘EmX]O‘ 11(

S et mim A ek (00) + ey 0L,

(7.64)

r— t
| ek a AGlex (B0 + 3 e on 17 |
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=8 (7.65)

where for all t e N, j € [J],z € [X], Z;tg)g = thx_l) —1—1%, and I% = ic(K.] Igtz)x Note that for all
ne Sq(f), i € [K.], we have fo)l =0. Therefore, for all n ESS), it holds that S =SV Tn
other words, the update equation (7.51) correctly updates the desired submodel and achieves
the ACSA storage at time t+ 1 by updating the storage of server n,n € Ef,f). The proof of T-
privacy follows from that in Lemma 7.1, so we do not repeat it here. The proof of X A-security
follows from the fact that by the definition of ACSA increment <P7Et79t)>ne[N]’ the symbols
of the increment A; are protected by the MDS(N, X ) coded uniform i.i.d. random noise
symbols. Thus the ACSA increment for the N servers form a secret sharing of threshold Xa,
and it is independent of the write-queries by the users 7,7 € [t — 1] and the read-queries by
the users 7,7 € [t]. Finally let us calculate the upload cost. The upload cost consists of two
parts, i.e.; the upload cost of the ACSA query and the upload cost of the ACSA increment.
Note that to upload the ACSA query, a total of |[N] \87@ \SS) uK K. g-ary symbols must
be uploaded. On the other hand, to upload the ACSA increment, we need to upload a total
of (N— |Sz(f)|> #U K. g-ary symbols. Therefore, in the limit as L/K — oo, the normalized

upload cost is

Ko (N=1801) #0 + [N\ SIS | uE K.

(t)
L/K—c00 N —|Su’|
= —m (7.67)
Ry,
N—|SY
= # (7.68)
Sqtuhresh _ ‘Sg) ‘
This completes the proof of Lemma 7.2. m

The ACSA-RW scheme satisfies the correctness, T-privacy, and Xa-security constraints for
each update t,t € N because of Lemma 7.1 and Lemma 7.2, which hold for all ¢, € N. Now

let us see why the X-security constraint is satisfied. By the definition of the ACSA storage
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(i.e., Definition 7.3) at any time ¢,t € N, the symbols of the K submodels are protected by
the MDS(V,X) coded i.i.d. uniform random noise symbols. In other words, it forms a secret

sharing of threshold X, thus X-security is guaranteed.

REMARK 7.3. (Byzantine Tolerance) It is remarkable that the answers returned by the
servers in the private read phase can be viewed as codewords of an MDS code (generated by
the Cauchy-Vandermonde matrix, see, e.g., Chapter 4 and [5]]). Therefore, with additional

2B redundant answers from the servers, we can correct up to B erroneous answers.

REMARK 7.4. (Symmetric Security) If common randomness is allowed among the
servers, so-called symmetric security can be achieved[20], i.e., the user will learn noth-
ing about the global model beyond the desired submodel. Note that this does not affect the

communication cost of the ACSA-RW scheme.

REMARK 7.5. (External Adversaries versus Internal Adversaries) Recall that the
X -security constraint only requires protection against an external adversary who can access
the current storage but not the past history at any X-servers. However, a closer look at
the ACSA-RW scheme reveals that if the number of compromised servers is no more than
min(Xa,T’), then even an internal adversary, i.e., an adversary who has access to the entire
history of all previous stored values and queries seen by the compromised servers, can still

learn nothing about the stored submodels.

REMARK 7.6. (Access Complexity) We define the access complezity as the number of
elements over the finite field F, that must be accessed/updated during the private read and
private write phases. We note that at any time t,;t €N, the access complexity of each of
the responsive servers in the private read and write phases is at most KL/K.. Hence with

greater K., it 1s possible to reduce the access complexity.

REMARK 7.7. (Encoding and Decoding Complexity) Let us consider the complexity
of the encoding and decoding algorithms of our construction. It is worth noting that the

computations for producing the ACSA storage, ACSA query and ACSA increment can be
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regarded as multiplications of (scaled) Cauchy-Vandermonde matrices with various vectors.
The computation for recovering the desired submodel by the user from the answers of the
N servers can be viewed as solving linear systems defined by Cauchy-Vandermonde matri-
ces. Cauchy-Vandermonde matrices are an important class of structured matrices, for which
“superfast” algorithms have been studied extensively [85, 35]. Therefore, by these superfast
algorithms, the complexity of producing the ACSA storage, ACSA query and ACSA incre-
ment is at most O((LKNlog*N)/K.),O(uK NKlog*N) and O(U,Llog?N), respectively.
On the other hand, the complexity of decoding the desired submodel from the answers of the
servers is at most (’3(DtLlog2N). It is obvious that the encoding/decoding algorithms have

a complexity that is almost linear in their output/input sizes.

7.4.1 Example

Let us consider an illustrative example to make the construction of the ACSA-RW scheme
and the proof of Theorem 7.1 more accessible. In particular, for this example, let us set
N=8X=4T=1,Xa=1and K.=1 (note that L = J in this case). We follow the notations
used in the proof of Theorem 7.1, and since K.=1, we are able to omit an index in some of
the subscripts, which corresponds to i € [K.|. For example, for all [ € [L], f,1 is abbreviated
as f;, etc. We have Sthresh =3 Gthresh — 3 Tof ¢ be a positive integer, and we set L=
&-lem ([SErresh] Y [SiPresh]) = 6¢, i.e., each of the K submodels consists of L =6£ symbols from
a finite field F,,¢ > N+ p=11. Let al,ag,'~-,a8,ﬁ,ﬁ,ﬁ be a total of 11 distinct elements

from the finite field F,. For (f, l)le[L}’ let us define

(fl,fm“',fL) = (f17f2,f3,f1,f2,f3,“',ﬁ,ﬁ,ﬁs)- (7-69)
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Let (Z( )

Lo be uniformly i.i.d. column vectors from Ff . The initial ACSA storage

) le[L],z€[4]
at the N =8 servers is defined as follows.

x7(0 —_1r7(0
an];fIW( )+ZIL‘€ 4]&1 IZE;

1 z—1 (0)
—I— o Z
SO = i er g Vnels. (7.70)

n

W(O +er[4 a®™ lz(o)

| On — fL

Now let us assume that User 1 experiences |S§1)| =1, |Sful)| =2, i.e., there is 1 dropout server
in the read phase and 2 dropout servers in the write phase. Note that the two sets can be
arbitrarily realized. We have RY = 2,R,(1} )= 1,#9) =3¢ ,#q(,} ) = 6£. The ACSA query sent by

User 1 to the n'" server, n € [N] is defined as follows.

o
QLo — i (7.71)

where

2(1) 1 1 1 ~(1 7(1) 7(1) 7(1
(200,280 28)) - (20028, 200200, 20281 - 210, 250280, 77)

and (Z(ll)> " are i.i.d. uniform column vectors from F f . Evidently, for all n € [8], (1.61)
"/ 1e3

is uniquely determined by its first 3K rows. Upon receiving the queries, servers n,n Ggi

respond to User 1 with answers AN constructed as follows.

A (A(lfl)) ne g(1>7 (7.73)
™ 0€[3¢]

255



where for all n € 3£1)7€ € [3¢],

AL = (Sn‘”)TESZ (o) (7.74)
T
- ¥ W<°>+ S 'z (eK(61)+(an— fl)zl{ll’) (7.75)
le[20—1:20] O~ ze[4]
Wy (20—1)  WyP(20) .
— 40 +y oy, 7.76
— Ja1 o — fae ;[5] b ( )
where <Ig )e - are various interference symbols. Thus for all £ € [3¢], User 1 recovers
€[3¢],i€[5

the desired symbols We(?)(% —1) and Wéf)(%) by inverting the following matrix.

1 1 a4
fam1=agy ) Fmagy ) s
1 1 1 4
PR ai
— —— )
C— far—1—« 5D 2 fae O‘Sgl)@) S:7(2) ) (777)
1 1
.o ai
_fze 1705 oy f2£*0‘§$1>(7) 31(})(7)_

Again, its invertibility is guaranteed by Lemma 2.5, as well as the determinant of Cauchy-
Vandermonde matrices [37] and the fact that the constants (for_1, far, 1,09, -, g) are dis-
tinct for all £ € [3¢]. Recall that 37(“1)(1), 351)(2), etc., refer to distinct elements of 351), ie.,

available servers during the first read phase, arranged in ascending order. Therefore, the

user is able to reconstruct the desired submodel Wé?)

To update the desired submodel with the increment A;, User 1 constructs the ACSA incre-

1,01)

ment P as follows.

pLo1) dlag(A(l Lo, AT - ,Z(L”IK), (7.78)
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where for all £ € [L],

~ 1
AL AW
¢ O‘n_ff ¢

+ 75

(7.79)

Note that the ACSA unpacker at time ¢t =1 is Y\ =), for all n € [N], therefore,

Q(l)‘r(l)P(lﬁﬂQ(lﬁﬂ
ies{V

(m
(Hiesgp (an—ay

I1

ies(H

(7.80)

A

+ 70

1

L an—fL

1 i—
LAVer(6,) + 2 iey On

i)

> (eK(et) + (an — fL)Z(Ll)s>

(7.81)

Thus by the update equation (7.51), the ACSA scheme updates the storage at time 0, i.e.,

it holds that S + QY PPIQI =SV, Besides, it is guaranteed that S& =S for

all n€SY. This is the end of the full cycle of ACSA-RW at time 1. We note that in the

limit as L/K — oo, we have D; =7/2=3.5 and U; =6.

Now let us assume that at time t=2, i.e., for the second cycle with a second user, we

have |87£1)| =2, |81(UI)| =1. Therefore, RY = 1,R1(3) = 2,#7@ = 65,#53) =3¢, Upon receiving

the queries, the servers n,n € 352) respond to the user with the answers as follows.

A(2702)

n

A(2’92)> es?
( we ) ey
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where for all £ € [L], we have

wiD (e -
@) — b ( )+Za;‘11§?. (7.83)

A
= fe i€[5)

Thus, User 2 recovers the desired submodel by inverting the matrix C as defined in (7.57).
To update the submodel with the increment Ay, User 2 constructs the ACSA increment

P%Q’QQ) as follows.
P,ELZ’HQ) = dlag (A?)IQK)A?)IQK’ T 781(525)]:2]() ) (784)

where for all £ € [3¢],

~ 1
A(2) _ A(2) +
¢ Oy — for—1 21 Qy — fou

A+ 73, (7.85)

Recall that the ACSA unpacker at time ¢ =2 is defined as follows.

IL. - (an—fi) I, (an—fi)
2) _ 1 1€F,) 1EF
T ding ((HH@ —— ) Lo (HW N ) IK> (7.56)

—di Qp— fo an— f1 Oy — f4 Qp — f3
_dag((fl—f2)IK’(fz—f1)IK’(fg—f4)IK’(f4—f3>IK’
an_fL an_fL—l
""<fL_1—fL)IK’(fL—fL_1)IK>' (7.87)

Therefore, for all n € [N], we can write

TP
. 1 2 i 1:(2 1 (2) . ...(2)

=d —— AP+ a0l T | I, AP 30l TR 1
1ag C(n_fl 1 + o, Il,z K Oén_fL 1 + a, ]L,z K

i€[2] i€[2]

(7.88)

Accordingly, the second term in the RHS of the update equation (7.51) can be written as
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follows.

) T(Q)P(2’92)Q(2’62)

2 im1+(2) ]
1_f1A§ )eK(Qt)JFZiem] Qy, 115,2

L APer(0)+3, i)
_ | ammle ex Ot 2eon by | (7.89)

Qn

A(Q)eK(Qt) + Zze 4] g 11(2)

Qn

which guarantees the correctness of the update. It is remarkable that by the construction
of ACSA null-shaper, for all n € Sl(u), it is guaranteed that QP = =0, thus we have s =gV
for all neSY. Therefore, the write dropout constraint is satisfied. It is easy to verify
that the privacy and security constraints are satisfied, and in the limit as L/K — oo, the
normalized upload cost is Uy =7/2=3.5, the normalized download cost is Dy =6. We can
see that when the number of dropout servers is decreased, the communication efficiency is

accordingly improved (e.g., Uy < Uy, Dy > Dy).

7.5 Discussion

Inspired by the recent interest in X-secure T-private federated submodel learning, we ex-
plored the fundamental problem of privately reading from and writing to a distributed and
secure database. By interpreting the private read and write operations as secure matrix
multiplications (between query vectors and stored data), and recognizing that CSA codes
are natural solutions to such problems, we constructed a novel Adaptive CSA-RW scheme.
ACSA-RW achieves synergistic gains from the joint design of private read and write oper-
ations because the same one hot vector representation of the desired message index needs
to be secret shared for both the private read and write operations. In addition to allowing

private read and write, ACSA-RW also provides elastic resilience against server dropouts, up
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to thresholds that are determined by the number of redundant storage dimensions. Surpris-
ingly, ACSA-RW is able to fully update the distributed database even though the database
is only partially accessible due to write-dropout servers. This is accomplished by exploiting
the redundancy that is already required for secure storage. The scheme allows a memoryless
operation of the database in the sense that the storage structure is preserved and users may

remain oblivious of the prior history of server dropouts.
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Chapter 8

Conclusion

In this dissertation, we introduced the idea of cross-subspace alignment and its applications
to the problem of X-secure T-private information retrieval, X-secure T-private information
retrieval with graph-based replicated storage, X-secure T-private information retrieval with
MDS coded storage, secure distributed matrix multiplication, coded distributed batch com-
putation and X-secure T-private federated submodel learning. The idea of CSA is shown
to be the essential ingredient of the construction of optimal /asymptotic optimal /state-of-art
approaches that minimize the download and/or communication cost of these problems. To

conclude the dissertation, we present several promising directions for future work.

In terms of Chapter 2, we note that as indicated by various open problems identified in
Chapter 2, XSTPIR is a fertile research avenue for future work. In particular, the capacity
characterization for arbitrary K could reveal fundamentally new schemes for PIR. Especially
intriguing would be the role that field size might play in such a result. Capacity of Sym-
XSTPIR is another promising open problem. XSTPIR with constraints on the amount of

storage per server, multi-message retrieval are other open problems that merit investigation.

For GXSTPIR studied in Chapter 3, generalizations of the private computation scheme
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presented in Section 3.4.3 represent an interesting problem for future work, especially because
such private computation schemes are needed for GXSTPIR, as evident from the achievability
proof of Theorem 3.3. Asymptotic capacity for GPIR with arbitrary graph based storage
when each message is replicated 4 times is the next step for the direction initiated by Theorem
3.3. The relationship between GXSTPIR and index coding, through the connecting thread of
min-rank problems that arise in both contexts is another promising research avenue. Finally,
the tightness of the converse bound in Theorem 3.2 remains an interesting question. Given
that the bound is tight in all cases for which the asymptotic capacity is settled so far, it is
tempting to conjecture that the converse bound is tight in general. Settling this conjecture is
perhaps the most important immediate objective for future work on the asymptotic capacity

of GXSTPIR.

As for Chapter 4, the immediate challenge for future work is to settle the asymptotic capacity
conjectures for MDS-TPIR, and also of MDS-XSTPIR, either in the affirmative by finding
tight converse bounds or in the negative by finding better asymptotic achievable schemes.
Beyond this, settling down the conjecture of asymptotic capacity of U-B-MDS-XSTPIR with

unresponsive and Byzantine servers also merits investigation.

In Chapter 5, we studied the capacity of SDMM. In terms of future work, open problems
that merit immediate attention include the many cases of SDMM where the capacity remains
open. For example, the capacity of the basic SDMM ag ¢) setting, previously believed to be
solved in [61] is shown to be still open in general, including the important case of square
matrices L = K = M > 1 with sufficiently many servers N > X. From thecase L=K =M =1
that is already solved in this chapter, it seems that the generalization could require expanding
the scope of constructions based on non-trivial monomorphic transformations, which presents
an interesting research avenue. In terms of the connection to PIR, this chapter highlights
the importance of finding the capacity characterizations for MM-XSTPIR, as well as MM-

XSTPC. Evidently solutions to these PIR problems would not only add to the growing
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literature on PIR that already includes many successful capacity characterizations [102, 106,
103, 11, 57, 107, 81|, but also have a ripple effect on important problems that are intimately
connected to PIR. Similar to PIR, the models of SDMM could also be further enriched to
include privacy of retrieved information, coded storage [11, 36, 105], storage size and repair
constraints [113, 4, 127] and generalized forms of side-information [58, 112, 22]|. Thus, just
like PIR, SDMM offers a fertile research landscape for discovering new coding structures and

converse arguments.

In respect of the problem of CDBC studied in Chapter 6, an interesting direction for future
work is the possibility of task partitioning (similar to matrix partitioning) for N-CSA codes
to reduce the computation cost per server in settings where latency constraints prevent any
server from fully computing the N-linear map, or the multivariate polynomial evaluation by

itself.

Finally, for the problem of XSTPFSL considered in Chapter 7, as indicated in Section 7.3.1,
the converse argument of the asymptotic capacity of XSTPFSL is still open in general.
Another promising direction for future work is to explore applications of the idea of write

dropout resilience to multi-version coding [124].
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Appendix A

Appendix of Chapter 2

A.1 Proof of Lemma 2.7

Let J;, denote the k x k anti-diagonal identity matrix, and let O, «, denote the k; X ks matrix
where all elements are equal to 0 (when ky = ko, this notation is further simplified to O, ).

Define

I. Orx1
T, = . (A.1)

Ol><k 0

Choose B as follows.
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§
Ix Jx
2z if K is even,
B=< - (A.2)
Jra
Jrin +T |, + 1k 2
’ : ’ 0,,x-1 |,if K is odd.
2
([T Oy | O
For example,
- . 00101
1001
01010
0110
when K =4: B= , and when K =5: B=|10100/.- (A3
0100
01000
1000
- - 10000

Let us show that B and Ix + B are both invertible.

First, consider B. Regardless of whether K is even or odd, B is an upper anti-triangular

matrix where all anti-diagonal elements are 1 so that det(B)=1 and B has full rank.

Next, consider Ix +B.

Ix Ok Ik Jk Ox Jx

When K iseven: Ix+B=| 2 2 || 2 2 |=| 2 2 (A.4)
Ox Ix Jr Ok Jr Ik
2 2 2 2 2 2

= det(Ix +B)=1. (A.5)
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Jr1
I [Oks1 k1 Jr + Tk +1xn ?
When K is odd: Iy +B = 2 2 23 |y ? 2 “ 10, xa
Oxpuxp| leg 2
JT—I ()T,1><1 OK;l
(A.6)
Jr
J7+1+I/K_1 2
- : 2 01XK71 (A7)

— det (J@ H T, +1’K;1> — det (Jﬁ) —1 (A.9)
2 2 2 2

where (A.8) follows from the following formula on the determinant of a block matrix that is

made up of matrices A,B,C,D with proper dimensions and D is invertible.

AB
det =det(D)det (A—BD™'C). (A.10)
CD
The proof is thus complete. 0

A.2 Proof of Corollaries 2.1, 2.2, 2.3, 2.4

The proof of Corollary 2.1 is trivial because imposing the symmetric security constraint

cannot increase capacity.
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A.2.1 Proof of Corollary 2.2

To prove Corollary 2.2 we provide a scheme as follows. Each message Wy, k € [1: K], consists
of L=1 symbol from some finite field F,. Let Z, ), x€[l: X]|,ke[l:K],me[l: K] be
independent uniform noise symbols from FF,. The subscript, m, in Z,,, is interpreted

modulo K, i.e., Z; pm = Zzrm+k- The storage at each server is specified as,

Sp={Znpm k€[l K];me[l: K]}, nell:X], (A.11)
X

sn:{Wk+ZZx,k,m,ke[1;K],me[1;m}, n=N. (A.12)
=1

The queries from each server are specified as,

QE]:Ask for {Z, k.m,. k€ [1: K|}, nell: X], (A.13)
X

QW Ask for {Wi+ > Zokm,—o4k:k € [1: K]}, n=N, (A.14)
r=1

where m, is chosen privately and uniformly randomly by the user from [1: K]. Thus, in order
to retrieve 1 desired message symbol, the user downloads a total of KN symbols from all
servers. The scheme is X-secure because each message symbol is protected by independent
uniform noise terms. It is correct because for k = the download from Server N, contains the
symbol Wg—l—Zi(:leﬂ,mO and the downloads from the first X servers include all the noise
terms Z; 9 m,. The scheme is private because m, is chosen uniformly and privately by the
user. It satisfies symmetric security because all the undesired message symbols Wy, k #6,
contained in the answers are protected by noise terms Z, i, —o+% and these noise terms are
independent of the noise terms downloaded from servers n € [1: X] because m,—60+k #m,

when k #6. The rate achieved is K—lN, which is the capacity for this setting. 0J

Note that in the Sym-XSPIR scheme described above, each server stores K? symbols, when

the total data is only KL = K symbols. Thus, this Sym-XSPIR scheme takes advantage of
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unconstrained storage when K is large, more so than the XSTPIR schemes which store no

more than K L symbols at each server.

A.2.2 Proof of Corollary 2.3

To prove Corollary 2.3, we show that the scheme presented in Section 2.6 automatically

guarantees symmetric security when 7'=1. Define

We={W,le[l:L],l #i} (A.15)

78, ={Zuy,l €[1: L, € [1: X], (1) # (i,5)}. (A.16)

We need to prove that beyond the information that the user must have, i.e., WQ,QE N],Q, he

cannot learn anything about the messages W(;.z) from the answers Aﬁ]: N

I<W[1:L]3Aﬁ]:m |W97Q{?}:N]79> = Z I<Wl;z4ﬁ]:m ’W[1:1—1]7W07Qﬁ];]v}70) (A.17)
le[1:L]

< 3 (WAl Wi We,Qly 0) (A.18)
le[1:L]

< 3 1WAy 125, Wi We,Qlly 0) (A.19)
le[1:L]

where we repeatedly used the fact that I(A;B|C)<I(A;B|C,D) if I(A;D|C) =0 and the

facts that

I(Wi ;Wi | W[u_l},We,Qﬁ}:N]a@) =0 (A.20)

1(WiZiy | Wi WaQffy.0) =0 (A.21)

that follow from the indepenence of messages, queries, and the noise terms, by construction

of the scheme in Section 2.6. To prove Corollary 2.3 it suffices to show that each of the terms
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in the summation is zero. Without loss of generality, let us consider [ =1. Because of the
conditioning on Zil,W‘{,Wg,QFﬂ N],G, we can subtract the contributions from these terms,

whose values are fixed, from ALQ}, leaving us with only

A= (Wit (- an)) (7225 ) @ (- a2 (A22)
(f A )W1Q9+A (lel +Z11Q9)+A (fl Oén)ZHZ/l <A23)

where Zq(7) is the it" element of the vector Zi;. Note that Wy, is also a constant because
of the conditioning on Wy. Given Zfl,Wf,Wg,Q@ N],H, the random variable Ah] N is an

invertible function of A’

(1N
1 (WAl 126, W W,Qlf y.0) (A.25)
= 1WAl 126, Wi 0,011y, .0) (A.26)
_[<W1,A’ L | Wor, Q2. ) (A.27)
< I(W ;W1 Z, + Zy (0), Z0y Z, | Wir,Qo.0) (A.28)
< I(W ;W1 Z, + Zoy (0), 201 Z, | Wer, Qo Z,.0) (A.29)
=0. (A.30)

In (A.28) we used the fact that given Wy, the random variable A’ E] w] 1s a function of
W\ Z)| +Z1,(0),Z1,Z] because of (A.24), and the fact that for any random variables A, B,C,
we must have I(A; f(B)|C)<I(A;B|C). In (A.29) we used the fact that conditioning on an
independent random variable cannot reduce mutual information, i.e., [(A;B|C) <I(A;B|
C,D) if I(A;D|C)=0, and the fact that Z) is independent of W after conditioning on
Wo1,Qg,0 by construction of the scheme as described in Section 2.6. The last step is justified

as follows. Because of the conditioning on Z/, its value is a constant for which there are only
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three possibilities: Z] is either the zero vector, or it is equal to ;1Qy for some non-zero p € I,
or it is neither zero nor equal to uQy. If Z) is the zero vector, then the mutual information is
automatically zero because Wy is eliminated entirely. If Z} = uQy for some non-zero p, then
W, Z) = uWy; and the mutual information is again zero because of the conditioning on Wp;.
Finally, if Z) is neither zero nor a scaled version of Qp, then Z;;Z/ is a sum of uniformly
random noise terms in F,, at least one of which is independent of Z;;(6) and Z). So in this

case also the mutual information is zero. This completes the proof of Corollary 2.3. O

A.2.3 Proof of Corollary 2.4

The proof of Corollary 2.4 is presented next. Recall that in the scheme of the proof of

Theorem 2.4, the user obtains the following three symbols from the answers,

WQy=W, (A.31)
WZ' +77 (A.32)
WZ' +ZBZ'+ZBQy. (A.33)

We show that symmetric security holds, i.e., conditioned on Z’, from these three symbols
the user learns nothing about the undesired messages Wy,--- Wy_1,Wyiq, -+, Wg. When
7/ is the zero vector, the symbol WZ' is zero as well, leaking nothing about the undesired
messages. Now consider (A.32). If Z' is not the zero vector, then the symbol WZ' is protected
by an independent noise term. Similarly, consider (A.33) and consider three possibilities:
B(Z' + Q) is either zero, or equal to Z’, or not zero and not equal to Z’. If B(Z'+ Q) is the
zero vector, then because B is invertible, we must have Z' = Qg, so the symbol WZ' = WQy
is the desired message, again leaking nothing about undesired messages. If B(Z'+ Qg) =Z’

then (A.33) is redundant, i.e., same as (A.32), so it leaks no new information. Finally, if
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B(Z' +Qy) is not zero and not equal to Z/, then ZB(Z’+ Qy) is independent of ZZ', so that
(A.33) is protected by an independent noise term. Therefore, in all cases, the user learns

nothing about undesired messages, and this completes the proof of symmetric security. [
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Appendix B

Appendix of Chapter 3

B.1 Lemmas

LEMMA B.1. The optimal value of total normalized download, minp(D1+ Dy+---+ Dy),

in Theorem 3.2 is equal to the fractional matching number of G[V,E].

Proof. Let us consider the non-degenerate scenario, pui, > X +7T, because otherwise the
asymptotic capacity is zero. According to Theorem 3.2, the optimal value of total normalized

download minp(D; + Dy +---4 Dy ) is expressed as the result of the following linear program.

D* =min Z D, (B.1)
né€[N]
such that, (B.2)
> D,>1, Vee& (B.3)
n: nee
D, >0, Vn € [N] (B.4)

Since the linear program is bounded and feasible, by the strong duality of linear program-
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ming, we have as its dual the following linear program.

D*= maXer (B.5)

ecf
such that, (B.6)
» oz <1, Vn € [N] (B.7)
e: esn
xe >0, Vee& (B.8)

Thus, the optimal converse bound D* is precisely the maximum weight of a fractional 1-

matching in G. Therefore, the converse bound in Theorem 3.2 coincides with the achievability

bound in Theorem 3.1 if and only if D* = % This completes the proof of Lemma
pmln

3.1 U

LEMMA B.2. For distinct non-zero values [(y,--+,5, and for vy,---,v, defined as

-1

IT BG-8)] . i€n] (B.9)

j€l]\{i}

&
I

the following identity is satisfied,

> vl =0, vje{0,1,---,n—2}. (B.10)

i€n]

Proof. The proof of Lemma B.2 follows directly from the properties of dual GRS codes for

which we refer the reader to [33]. For our purpose let us recall that given two n-dimensional

vectors
u=[ug,ug, U (B.11)
B=1[51.82,", 5] (B.12)
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where uq,us, -+ ,u,, are non-zero, while (31,3,,---, /3, are non-zero and distinct, the canonical

generator matrix for the Generalized Reed-Solomon code GRSy ,(u,/3) is given by

ul u2 .o un

wfBr uBay o upfBh (B 13)

B B |

The dual code of a GRS code is also a GRS code. Specifically, the dual for GRS ,(u,3) is
-1

GRS, —in(v,B) where v =[vy,v9,---,v,] and v; = <“iHje[n]\{¢}(5i_5j)> . For the purpose

of Lemma B.2 let us set uq =us =--- =wu, = 1. Since the dual of a code C is a code C* that

spans the null space of C', we have

n—k—1
Ul /1}2 Y Un 1 ﬁl e 1

Uﬂ Uﬁ vnﬁn 16 o By
v e S —0 (B.14)

_Ulﬁf_l ve Byt vnﬂfi‘l_

1y B

which implies that

> vl =0 (B.15)

1€[n]

for 7€{0,1,---,;n—2}. This completes the proof of Lemma B.2. O

LEMMA B.3. For two positive integers n,L such that n> L, and for distinct non-zero values

b1, By such that B;+#0,Vi € [n|, € [L] and for vq,---,v, defined as

-1

v £ H (Bi—B;) ; i€ n] (B.16)
jem\{d}
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the following L x L matrix

1 .. 1
fvjﬁl vajﬁl
B B '
: : : (B.17)
1L—1 /87[;—1 flv_nﬂn V fLU_an L
R - 1 s
A
18 tnvertible.
Proof. Let us define the matrix C as follows.
v vy . v BEET!
C= : (B.18)

Vp Upfn ... v B0 71

Guaranteed by Lemma 2.5, which is also a standard result for Cauchy-Vandermonde ma-
trices [37], the n xn matrix [B|C] is invertible. Besides, guaranteed by Lemma B.2 and
the definitions of f,---,5, and vy,---,v,, the rows of the L xn matrix A generate the null
space of the matrix C. Therefore, we have rank(A) =rank(A x [B|C]) =rank([AB|AC]) =
rank([AB|0]) =rank(AB), where 0 is the L x (n— L) zero matrix. Note that the rank of the
transposed Vandermonde matrix A is L, thus we have rank(AB) = L, which indicates that

the matrix AB is invertible. This completes the proof of Lemma B.3. O

LEMMA B.4. For allm € [M],k € [Kyn], X CRm, |X| < X,

I(S[N]\Rm,Sx;Wm,QO’k]) =0. (B.19)
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Proof.

I(SINp\Rum > S Wm,k,Qm]’k}) (B.20)
= I(Wn i Sivn R S2) L QU5 SiNp Ry S | Wi ) (B.21)
< I (Wn i Sivn R S2) + L QU5 SINp Ry S Wi ) (B.22)
= I(Wyi:Sivpmons i) (B.23)
< I(Wy W, W) (B.24)
= I(Wo W) + L (W is W W) (B.25)
— [(W W [T (B.26)
< I (Wi, W bWV (B.27)
<I(WosW) (B.28)
~0. (B.29)

where W' = (W, o,V € [M],K € (K], (m',}') # (m,k)), and Wy = (W, n € X). Steps
of the proof are justified as follows. (B.21) and (B.22) follow from the chain rule and the
non-negativity of mutual information. (B.23) follows from (3.18), while (B.24), follows from
the definition of replicated storage in (3.11). (B.25) is the chain rule of mutual information,
while (B.26) follows from the security constraint in (3.16). (B.27) follows from chain rule
and the non-negativity of mutual information. In (B.28) we used the fact that (ka,WS{ ,1)

is function of W, x, and the last step follows from (3.8). This completes the proof of Lemma

B.4. U

LEMMA B.5. For allme [M),k € [K,], X, T C R,

LWt A7 | S, S Q™) < I (Wi i AT | S, S, Q). (B.30)

287



Proof.

I(Wiy g AH | SX,S[N}\RM,Q%M)
— HAP | Sy St s Q) = HAZ [ W Ses Sty QL) (B.31)
< H(APM | S, Spar,, Q) = H(AZ W, 1,50, Siae, - Q) (B.32)
= H(ATM | Sx, Spvp o, Q7 M) — H(AZ M | Wi 1, S, Sivp s Q)
+H(A[7’31’k] | Wm,k,SX7S[N}\Rm7Q’[77z%k}) —H(A[;%k] | Wm,k»SXaS[N]\Rm’Q%anik])
(B.33)
= I(Won i AT | S, Spae, Q) + LAY QUM [ W, S St Q) (B.34)
< I (Wi AT | S, Sivp o @) + T (AT Wi i, S, Sivpm, i Qi 1 Q) (B.35)
< T(Wo i AT | S, Sy, Q) + T(AF, S QI | Q) (B.36)
= I(Wm,k;A[?’k] \ SX,S[M\RWQ[?’H)
+ ISy QU | QY )+ 1(AT M QI | 5, Q1) (B.37)

=I<Wm,k;A%’f“ \SX,S[N]\RW@;”“ ) (B.38)

(B.31) follows from the definition of mutual information, (B.32) follows because dropping
conditioning cannot reduce entropy, (B.33) adds and subtracts the same term so nothing
changes, (B.34) uses the definition of mutual information, (B.35) uses the chain rule of
mutual information and the fact that mutual information is always non-negative, (B.36)
uses the fact that (W, x,Sx,SN\r,.) is a function of Spy; according to (3.9) and (3.11),
and (B.37) uses chain rule of mutual information. For (B.38) we use the fact that Spy
is independent of ka} according to (3.18), and A[{-n K s fully determined by S[N],Q[{-n ]

according to (3.20). This completes the proof of Lemma B.5. O

LEMMA B.6. For any me [M], TCR, |T|<T,
QI A Ginyk) =0 (B.39)
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Proof.

1(QE Al S k) = H(QE™™: k) + 1(Spvyiw | QY™ + 1(AF: 1| S, Q)

(B.40)

= 1(QF"™; %)+ I(Sinie | Q™) (B.41)
< H(QF™ k) + I(Sppss, Q™) (B.42)
=0 (B.43)

(B.40) is the chain rule of mutual information, (B.41) follows because AL’;’H] is fully deter-
mined by Sjy, Q[“ "I according to (3.20). The next step, (B.42) follows because of the chain
rule of mutual information and the non-negativity of mutual information, and (B.43) follows

from (3.18),(3.19). This completes the proof of Lemma B.6. O

LEMMA B.7. For any m € [M],k € [K,,] and subsets X, T CR,, such that |X|< X,
I<Wm,IC ; Winx | SX,S[N]\RWQ[?’H) =0 (B.44)
where K C [Kp], K'=[Ku\K, Whx=WpikeK) and Wy = Wi, ke K').

Proof. Let us define Wy = (W1, ¥m' € [M],k € [Kypi],m' #m). W= Wi,k €K).

Wit = (Wi, kb € K'). Wﬁff,,)cz(W;)k,neX kek). Wf,f,)@:(Wﬁ)k,neX,kelC’).

I Wi ic; Win x| SX,S[N}\RWQ%T—H’M) (B.45)
< ](Wm,IC;Wm,ICHSXaS[N]\Rm7@%71%]6,]) (B.46)
=IWinc; Wk Sx, SINp\ R ) + 1 ( m/c,Q;P W, Sx,SIN\Rm ) (B.47)
< T Winoi: Wik Sx, SINI\R ) +[(Q[m MW, Ko Wi Sx s SIN\R ) (B.48)
= I Wi c; Wik Sx, SINI\R ) (B.49)
< I(WmJg;Wm,,C/,WM/,Wm ,C,Wm ) (B.50)
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(X)

S ](Wm,K;WmJC’)WM’»Wm,IC) (B51)
_, () -

- (Wm,K7Wm7}C) +I(Wm,ICan,IC’aWM’ | Wm,]C) <B52)
= I (Wi W Waw | W) (B.53)
< I(Wch,Wg;)c;Wm,/cuWM/) (B.54)
< ](Wm,IC;WmJCUWM’) <B55)
—0. (B.56)

(B.46), (B.47), (B.48) follow from the chain rule and the non-negativity of mutual informa-

tion. (B.49) holds because of (3.18), while in (B.50), we used the definition of the storage

as in (3.11). (B.51) follows because (Wm,;C/,Wg,)C,) is function of W, k. (B.52) is again

the chain rule of mutual information, and (B.53) follows from the X-security constraint as

in (3.16). (B.54) follows from the chain rule and the non-negativity of mutual information,
TA5(X)

while in (B.55), we used the fact that <Wm,;g,Wm7,C) is function of W,, x. The last step

holds because of (3.8). This completes the proof of Lemma B.7. U
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Appendix C

Appendix of Chapter 5

C.1 Multi-Message X-Secure T-Private Information Re-

trieval

C.1.1 Problem Statement

Consider K messages stored at N distributed servers, Wi,Ws,...,Wg. Each message is

represented by L random symbols from the finite field F,.

H(Wy)=H(W,) == H(Wg) =L, (C.1)

H(Wig)) =KL, (C.2)

in g-ary units. The information stored at the n-th server is denoted by S,,, n € [N]. X-secure

storage, 0 < X < N, guarantees that any X (or fewer) colluding servers learns nothing about
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messages.

I(Sx;Wik)) =0, VX CI[N]|X|=X. (C.3)
To make information retrieval possible, messages must be function of Syy.

H(Wix|Siny) = 0. (C4)

The multi-message T-private information retrieval allows the user to retrieve M messages
simultaneously. The user privately and uniformly generate a set of indices of desired messages

K, KC|[K],|K|=M. To retrieve desired messages privately, the user generates N queries

’5\,]. The n-th query Q% is sent to the n-th server. The user has no prior knowledge of

information stored at servers, i.e.,
I(Siv: K, Q) = 0. (C.5)

T-privacy, 0 <T < N, guarantees that any T' (or fewer) colluding servers learns nothing about

K.
1(@Q%.S7:K) =0, VT C[N],|T|=T. (C.6)

Upon receiving user’s query QN the n-th server responds user with an answer AY, which is

function of the query and its storage, i.e.,
H(AKIQE,S,) =0, )
The user must be able to recover desired messages Wy from all answers Aﬁv]-
H(Wi|Afy, Q). K) = 0. (C.8)
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The rate of a multi-message XSTPIR scheme is defined by the number of g-ary symbols of

desired messages that are retrieved per downloaded ¢-ary symbol,

_ HWx) ML
L SR -y (€9)

D=3 v AKX is expected number of downloaded g-ary symbols from all servers. The ca-
pacity of multi-message XSTPIR is the supremum of rate over all feasible schemes, denoted

as OMM-XSTPIR(N7X7T7K7M)-

Note that setting X =0 reduces the problem to basic multi-message T-private information
retrieval where storage is not secure. The setting T'=0 reduces the problem to X-secure

storage with no privacy constraint.

C.1.2 Upper Bound of the Capacity of Multi-Message XSTPIR

To prove Theorem 5.1, we need following lemmas.

LEMMA C.1. For all K.K' C [K], |[K|=|K'|=M, VT C[N],|T|=T, we have

Proof. 1t suffices to prove [ (Q?,AQC—,S[N],W[K];IC) =0. The proof is presented as follows.

1(QF, A%, Sing, Wik); K) (C.11)
=1(QF:K) + (S, Wik KIQTF) + (A K|QF, Sing, Wik) (C.12)
=I(QF:K) + (S, Wik KIQ7T) (C.13)
=1(QF:K) +1(Sin:K|Q%F) (C.14)
<I(QFK) + (S K, QF) (C.15)
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—0. (C.16)

Steps are justified as follows. (C.12) is the chain rule of mutual information. (C.13) holds
from the fact that A% is function of (Q%,S|y)) according to (C.7). (C.14) follows because Wik
is function of Sjyj, according to (C.4). (C.15) follows from the chain rule and non-negativity
of mutual information. In last step, we simply used (C.5) and (C.6). This completes the

proof of Lemma C.1. O

LEMMA C.2. For all T,X C[N], |T|=T,|X| =X, VK,K'C [K], |K| = |K| =M, ¥« C [K],

we have
H(AF|Sx,Qfxg, W) = H(AR|Sx, QW) (C.17)
Proof.
H(A§”SX7Q§'7WH)_H(Ag"SXaQﬁv}aWn) (018)
= [(AFQf)|Sx, Q7 W) (C.19)
< I(AF,Sx, Wi Qi |QF) (C.20)
< I(AF,Sin Wi Qg [QF) (C.21)
= (A7, Sin; Qg [@F) (C.22)
= I(Sivy; Qg Q) + 1 (A% Qi | Q% Siv) (C.23)
= I(S[N]QQEVHQ?) (C.24)
<I(Sp; Q) (C.25)
=0. (C.26)

Steps are justified as follows. (C.19) is the definition of mutual information. (C.20) follows
from the chain rule and non-negativity of mutual information. In (C.21), we added terms in

mutual information. (C.22) holds from the fact that Wik is function of Spy), according to
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(C.4). (C.23) is the chain rule of mutual information. (C.24) follows from the fact that A%
is fully determined by (Q%,S}y)) according to (C.7). (C.25) follows from the chain rule and
non-negativity of mutual information, while the last step holds from (C.5). This completes

the proof of Lemma C.2. O

LEMMA C.3. Denote D,, the expected number of q-ary symbols downloaded from the n-th
server. For all X C[N], |X| =X, X =[N]\ &, VK, C [K], |[Ki| =M, we have

ML <Y Dy—H(AS|S%, QR Wi, )- (C.27)
nex
Proof.
ML=H(Wg,)=I(Wx,; AR |Q,) (C.28)
< [(chl;A[]\}pSﬂQ[]\}}) (C.29)
= I(Wi,; Sx| Q) + (Wi, Al [ S, Q) (C.30)
<T(Wie,, Qi Sx) + 1 (Wi, s ARy 1S, Q) (C.31)
=I(Wk,;Sx) +I(Qﬁ\}];sx | Wi,) "‘[(WKl;A’ﬁ\}]’SX,Q’[f\}]) (C.32)
< T(Quy Wiy »Sx) + 1 (Wi, s ARy 1S, Q) (C.33)
= I(Wi,; A, AL S, Q) (C.34)
= [(Wic,;; AR Sx, Q) (C.35)
= H(AR S, Q1) — H(AY Wi, S, Qfyy) (C.36)
<> D= H(AYS2,Qf, Wi, )- (C.37)
nex

Steps are justified as follows. (C.28) follows from (C.8), while in (C.29), we add terms in
mutual information. In (C.30), (C.31), (C.32) and (C.33), we repeatedly used the chain
rule and non-negativity of mutual information, while (C.33) and (C.34) holds from the

independence of query and storage, according to (C.5). (C.35) holds from the fact that
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A1 is fully determined by (Q’S\}],S x) according to (C.7). (C.36) is the definition of mutual
information, while (C.37) follows from the fact that dropping conditions can not reduce

entropy. This completes the proof of Lemma C.3. O

LEMMA C.4. For all X C[N], |X|=X, VK C[K], |K|=M, Vk C [K], we have
Proof.

I(Wie: Sx, Qg W)
:](W’C)WR>+[(WK7SXaQ’[§V]|WK) (039)

= |KNK|L+1(Wic; Sx, Q[ Wa).- (C.40)

(C.39) is the chain rule of mutual information, and (C.40) follows from (C.1) and (C.2). Let

us consider the RHS term, we have

I(WlesX?Q’[?V”Wm)

< I(Sx,Qfiy: Wic, W) (CAL)
= 1(Sx;Wic,W,e) + 1(Qfiy; Wic, Wi |Sx) (C.42)
= I(Qf; Wi, Wi S) (C.43)
< I(Qfx;Wic; Wi, Sx) (C.44)
< I(Qfx:Sm) (C.45)
0. (C.46)

Steps are justified as follows. (C.41) and (C.42) follows from the chain rule and non-
negativity of mutual information, while (C.43) follows from the X-secure constraint in (C.3).

(C.44) holds from the chain rule and non-negativity of mutual information, and (C.45) fol-
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lows from the fact that (Wy,W,,Sx) is function of Sy). The last step follows from (C.5).

This completes the proof of Lemma C.4. m

Now we are ready to formally present the proof of Theorem 5.1.

Proof. First, let us consider X < N < X +T. For this setting, let us assume that K;=i:

i+M —1],i€[K —M+1]. Note that by the selection of K;’s, Vi € [K — M], we have

i N (KU UK)| = (M —1). (C.47)

Now let us consider the RHS term in (C.37). For all i € [K — M|, we have

H(A% 52, Q0 Wiau-ur,)

= H(AY|S%, Q% , Wic,u-ux,) (C.48)
= H(AL S, Q5 Wi, uen,) (C.49)
= H(AS IS, Q" Wi ouk,) (C.50)
= H(Wi, AL S, Qi Wiaiook) (C.51)
=HWk,,, |SX7Q§\Z}}H,W/C1UWU/C¢) + H(A%H |SX7Q§\Z}]+1 Wiy UKy ) (C.52)
= L+ H(AZ " S%, Qi Wicyuins)- (C.53)

Steps are justified as follows. (C.48) follows from Lemma C.2, while (C.49) follows from
Lemma C.1. (C.50) again follows from Lemma C.2. (C.51) follows from (C.7) and (C.8).
(C.52) is the chain rule of entropy, while the last step follows from Lemma C.4 and (C.47).
Applying (C.53) repeatedly for i =1,2,..., K — M, we have

ML<Y D, —H(AS|Sx, QR Wi,) (C.54)
nex

= Dy —L—H(AZ|S%, Q% Wi, k) (C.55)
nexX

297



(C.56)

n

:ZDn—(K—M)L. (C.57)

Averaging over all X', we have

N
D=) D,> v KL (C.58)
n€[N]

Therefore we have

po ML _M(N-X)
D KN

(C.59)

Thus

M(N-X)

2 N XT,KM)<
CMM XSTPIR( IEA RIS ) )_ KN )

X<N<X+T. (C.60)

Next, let us consider N > X +T. For this setting, let us assume that IC;={M(i—1)+
1L,M(i—1)+2,....Mi}, Vi€ [[ 4 ]]. Note that K;’s are disjoint sets. Similarly, let us consider

the RHS term in (C.37). Consider any set T C X, |T|=T, For all i,i+1 € [[ £ |], we have

H(A%[Sx,Q) Wiu--urc:)

> H(AY|Sv,Qf Wiau--uxc:) (C.61)
= H (A% |Sx, Q% Wic,u-ux,) (C.62)
= H(AF* S, Q7 Wi, ueur,) (C.63)
= H(A7™! ’SXaQ’[?\;faWIClu---UICi)- (C.64)

Steps are justified as follows. (C.61) follows from the fact that dropping terms can not
increase entropy. (C.62) follows from Lemma C.2. (C.63) follows from Lemma C.1, while

(C.64) again follows from Lemma C.2. Now let us average (C.64) over all 7 and apply Han’s
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inequality.

H(A% SXaQ’[%]7WIC1U~--UICi)
T | |

> HI S S, Q™ Wiciueuk,) (C.65)
T | ,

= 5 H Wi A S, Q™ Wik (C.66)
T Kit1 Ki1 Kit1

— N _X (H(W’Ci+1 ‘SX)Q[N} 7WIC1U-..UIC¢) +H(Af ’SX?Q[N] ,W]Clu...uj(:“rl)) (CG?)
T | .

- (ML+H (Al |SX,Q%+17WK1U,.,U,CM)> . (C.68)

(C.65) follows from the Han’s inequality, and (C.66) follows from (C.7) and (C.8). (C.66) is
the chain rule of entropy, while the last step holds from Lemma C.4 and the fact that IC;’s

are disjoint sets. Now let us apply (C.68) repeatedly for i=1,2,..., L%J —1, we have

ML <Y Dy—H(AS S, QR Wi,) (C.69)
nex
T Ko Ko

SZXDn_ﬂ<ML+H<AX |SX7Q[N]7WIC1U/C2)) (C70>
ne

<. (C.71)

T T\

< _ . .

_X;(Dn ML((N_X)+ +(N_X) ) (C.72)
ne

Thus we have

ZD@ML(”(N?X)+"'+(NTX)L§[J1)' (C.73)

nex

Averaging over all X', we have

N T T\ br
DZZ;V}DHZMLN_X (1+(N_X)+--~+(N_X) : (C.74)
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Therefore,

K —1
ML N-—X T T \lal=t
— < 1 . .
R (1 () () ) o

So we have,

Cymvexsteir (N, X, T, K, M)

-1
N-X T T\l
< <1+(N_X)+-~-+(N_X) . N>X+T. (C.76)

This completes the proof of Theorem 5.1. O

REMARK C.1. Note that when X =0, i.e., the basic multi-message T-private information
retrieval problem where storage is not secure, the proof of Theorem 5.1 follows directly, and

the resulting upper bound is obtained by setting X =0.

REMARK C.2. Note that when T =0, i.e., the problem with X -secure storage and no privacy

requirement, we have

CMM—XSTPIR(NaXaT - 07K7M)

0, N<X,
C.77)
N_X (
N2 Nex
N 7

<

C.2 Proof of Lemma 5.2

To prove Lemma 5.2, we need the following lemmas.

LEMMA C.5. For independent random matrices A EFéXk,B GF’;Xk, if the elements of B
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are i.i.d. uniform then

lim H(AB|B)=H(A) (C.78)

q—o0

m q-ary units.

Proof. Define ¢ as 0 if B is singular, and 1 otherwise. Then we have

H(AB|B)=H(AB|B,0) (C.79)
—H(AB|B,o=1)P(c=1)+H(AB|B,0 =0)P(s=0) (C.80)
—H(A|B,o=1)P(c=1)+H(AB|B,0 =0)P(c =0) (C.81)
=H(A)P(c=1)+H(AB|B,0 =0)P(0=0) (C.82)

k k
= H(A)Ha —¢ )+ HAB|B,0=0) (1 —H(1 —q—i)> (C.83)

In (C.81) we used the fact that given a square non-singular (invertible) matrix B, the matrix
AB is an invertible function of the matrix A. In (C.83) we used the result from [125]
that the probability of a matrix B drawn uniformly from Ff** being singular is exactly
1— Hle(l —q ). Now, since H(AB|B,o =0) is a finite value bounded between 0 and Ik,

as ¢ — oo we have H(AB|B)=H(A). O

The random matrices A,B in the next two lemmas are as defined in Lemma 5.2. Note that

we assume that ¢ — oo throughout the remainder of this section.

LEMMA C.6. When K > M, let us express A as

A=] (A)xm | (A2)pxx—nn |- (C.84)

First M columns Last K — M columns
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Similarly, let us express B as

(BI)MXM }First M rows

B= (C.85)

(B2>(K—M)><M }LastK—M TOWS.

Then we have
H(AB'Bl,BQ,Ag):H(Al) (C86)

Proof. As q— oo, the square matrix B is invertible with probability 1. Therefore, using
Lemma C5, H(AB ’ B17B27A2) = H(A1B1 +A2B2 | Bl,BQ,A2> = H(A1B1 | B17B2,A2) =
H(Al‘Bl,BQ,Ag):H(Al). D

LEMMA C.7. When K <M, let us express B as

B=[ (B)ix | B)icxr i |- (C.87)

First K columns Last M — K columns

Then we have

H(AB|B;,By)=H(A). (C.88)
In particular, when K < L, we have

H(AB|B,)=H(A)+ H(B,). (C.89)

Proof. As q— o0, the square matrix B is invertible with probability 1. Therefore, H(AB |
Bl,BQ) == H(ABl,ABQ | Bl,Bg) - H(A,ABQ ’ Bl,Bg) - H(A | Bl,Bg) - H(A)

When K <L, the matrix A has full column rank with probability 1, so

that given A, the matrix B, is an invertible function of AB,. There-
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fore, H(AB|Bi)=H(AB1,AB>[B;)=H(A,AB2|B,)=H(A[B)+H(AB2|B;,A)=

Now we are ready to prove the first part of Lemma 5.2.

C.2.1 Proof of Lemma 5.2: (5.20)

Proof. Case 1. K <min(L,M).

First, let us consider the upper bound. Note that we can rewrite matrix A as

(AI)KXK }First K rows

A= (C.90)
<A2>(L—K)><K }Last L — K rows.

Similarly, let us rewrite matrix B as

B=[ (Bi)kxx | (B2)rkxw—x) |- (C.91)

First K columns Last M — K columns

Note that as ¢ — 0o, square matrices A; and B, are invertible with probability 1. Thus we

have
I
N e (C.92)
AyAT!
B=B, [Ix|B;'B,]. (C.93)
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Therefore,

Ik

ALA!

Then we have

H(AB)< H(A;AT' A B;,B'B,)
<K(L-K)+K*+K(M-K)

—LK+KM—K?,
in g-ary units. On the other hand, from (C.89) of Lemma C.7, we have

H(AB)>H(AB|B))
—H(A)+ H(By)
=LK+ KM—-K?,
in g-ary units. This completes the proof of (5.20) for Case 1.

Case 2. M <min(L,K).

(C.94)

(C.95)
(C.96)

(C.97)

(C.98)
(C.99)

(C.100)

Let us consider the upper bound first. Since AB has dimension L x M, it is trivial that

H(AB) < LM in g-ary units. On the other hand, from Lemma C.6, we have H(AB)>

H(AB|By,By,Ay)=H(A,)=LM in g-ary units. This completes the proof of (5.20) for

Case 2.

Case 3. L <min(K,M). By symmetry this case is identical to Case 2. This completes the

proof of (5.20) for Lemma 5.2.
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C.2.2 Proof of Lemma 5.2: (5.21),(5.22)

Proof. First let us prove that H(AB|B)=min(LM,LK). If K <M, then from (C.88) of
Lemma C.7, we have H(A xB|B)=H(A)= LK in g-ary units. Now consider K > M. We
have H(AB|B) < H(AB)=LM, in g-ary units. On the other hand, from Lemma C.6,
we have HAXB|B)=H(AxB|B1,By)>H(AXxB|B;,By,Ay)=H(A;)=LM in g-ary
units. By symmetry, H(A x B|A) =min(LM,KM) can be similarly proved. This completes

the proof of Lemma 5.2. O
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Appendix D

Appendix of Chapter 6

D.1 N-CSA Codes for X-secure B-byzantine N-linear

Coded Distributed Batch Computation

Let us consider the problem of X-secure B-byzantine N-linear coded distributed batch com-

18]
putation (XSBNCDBC) over a finite field F,, where the shares X(™  n € [N] are coded in an
(n)

X-secure fashion, i.e., any X colluding servers learn nothing about the data, Ty - Formally,

we have
— X
I(Xw ;xfgf):o, VX C[S],|X|=X,ne[N]. (D.1)

Furthermore, we assume that there exists a set of servers B, BC[S], |B| < B, known as
Byzantine servers. The user knows the number of Byzantine servers B but the realization
of the set B is not known to the user apriori. The Byzantine servers respond to the user
arbitrarily, possibly introducing errors. However, the remaining servers, i.e., all servers

s € [S]\ B, if they respond at all, respond truthfully with the function hs. We will follow the

306



problem statement and definitions of N-CDBC in all other aspects. The goal in this section

is to present a generalized N-CSA codes construction for XSBNCDBC, which achieves the

recovery threshold R=K.(N+¢—1)+ N(X —1)+2B+1. To construct N-CSA codes for

XSBNCDBC, let fi1,fi12,::,fex. and aq,a9,---,as be (S+ L) distinct elements from F,,

where ¢ > S+ L. For all n € [N], let (21(77,?@)16[g]7k€[KC]7IE[X] be independent uniformly random

noise vectors from V,,, that are used to guarantee the security. The independence between

data and random noise symbols is specified as follows.

H(Xma(Zl(fZ),x)ne[Nuem,ke[che[XJ):H(X[L1)+ > H(Zz(,Z?x).
n€e[N],lel4],
ke[K ),z X]

For all [ € [(],s € [S], let us define

Afe= T (fe—aw).

ke[K,.]

For all n € [N],l € [{],k € [K ], we define

(n) _ _.(n)
L1k = TR (1-1)+k

For all s € [S],n € [N], we construct X ™" as follows.

X = (X0 XM, .. X)),

where for [ € [(], let us set

S 1
n). _ A-Ke (n) z—1_(n)
XMy = A E flk_asxl,k: + E s,
ke[K]“ " z€[X]

Now it is readily seen that the X-security of data is guaranteed by the i.i.d.

(D.2)

(D.3)

(D.4)

(D.5)

(D.6)

and uni-

formly distributed noise terms, i.e., (zl(f,gm)ne[N]7l€[g],k€[KC]7xe[X] that are coded according to
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an MDS(X,S) code (a Reed-Solomon code). The answer returned by the s server is con-

structed as follows.

—~~—S

X(2) LX), (D.7)

le[e

Now let us see why it is possible to recover the desired evaluations from the answers of any

R=K.(N+{—1)+N(X —1)+1 servers. Note that Y can be rewritten as follows.

—~—S§

X(2> X)) (D.8)
le[z
c Tr— 1
=Y (Af)Mal Y P T+ Y Ak s
le[l] ke[K ' bF T z€[X]
Tr— N
Z fir—a xm Ly Zas 1Zl(k:)x (D.9)
ke[K¢) Lk 5 z€[X]

N-1

Hk/e[KC]\{k} fuw —as) 1 N i—
—Z Z Q(:cl(7k),~-~,xl(7k))+ Z oL

le[fl ke[K,] fl kE— Oés) i€[(Ke—1)(N—1)+NX]

(D.10)

In (D.10), we rewrite (D.9) following the same argument that we used in Section 6.4.3. Note
that [;,i € [(K.—1)(N —1)+ NX] represent various linear combinations of €(-), which can
be found explicitly by expanding (D.9). Their exact forms are irrelevant, hence omitted for
ease of exposition. Now we can see that the answers from any R=K.(N+{—1)+ N(X —
1)4+2B+1 servers, whose indices are denoted as si,$2,::-,5g, are coded according to the

following R x (R—2B) generator matrix of an MDS(R—2B, R) code.

1 1 1 1 R—2B—L—1
e a e a
fii—as;  fiz—as, fo,e—asy 51 51
1 1 1 R—2B—-L-1
Fri—om Fo—om " Tomeam © %o 7 O (D.11)
1 1 1 R—2B—L—1
| fii—asy fi2—asp fok.—sp 1 Qs Fsp i
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Thus the user (decoder) can correct up to (R— (R—2B))/2= B errors in the answers. Upon
error correction, the user is able to recover desired evaluations, which appear along the
dimensions spanned by the Cauchy part. This completes the proof of recovery threshold
R=K.(N+{—1)+N(X—-1)+2B+1.

REMARK D.1. Because of the X-secure constraint, the systematic construction presented

in Section 6.4.4 cannot be applied to N-CSA codes for XSBNCDBC.

REMARK D.2. GCSA codes for coded distributed batch matriz multiplication presented in
Section 6.5 can similarly be generalized to allow X -secure and B-Byzantine settings. Such a

generalization is straightforward, thus omitted here.
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