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ABSTRACT OF THE DISSERTATION

Video Transmission in Tactical Cognitive Radio Networks Under
Disruptive Attacks

by

Madushanka Soysa

Doctor of Philosophy in Electrical Engineering
(Communication Theory and Systems)

University of California, San Diego, 2015

Professor Pamela C. Cosman, Chair
Professor Laurence B. Milstein, Co-Chair

In this dissertation, I examine the performance of a cognitive radio (CR) system
in a hostile environment where an intelligent adversary tries to disrupt communications
with a Gaussian noise signal. I analyze a cluster-based network of secondary users
(SUs). The adversary can limit access for SUs by either transmitting a spoofing signal
in the sensing interval, or a desynchronizing signal in the code acquisition interval. By
jamming the network during the transmission interval, the adversary can reduce the rate
of successful transmission.

In the first part (Chapters 2 and 3), I investigate the optimal strategy for spoofing

and jamming to minimize the SU throughput in a generic communication system. I

Xiv



investigate the system performance under attack over slow and fast Rayleigh fading
channels. I present how the adversary can optimally allocate power across subcarriers
during sensing and transmission intervals with knowledge of the system, using a simple
optimization approach. I determine a worst-case optimal-energy allocation for spoofing
and jamming, which gives a lower bound to the overall information throughput of SUs
under attack. I then extend the analysis to optimal spoofing power allocation for a
CR network operating in Nakagami-m fading. The optimized adversary reduces the
throughput by a factor of 4 to 5, relative to an adversary who divides power equally
across all bands, around 25 dB jamming-to-signal-power ratio (JSR), under slow fading.
Under fast fading, the optimized adversary can disrupt the communication at a JSR 10
dB lower than an unoptimized adversary.

In the second part (Chapters 4 and 5), I consider the disruptive attacks on a
video-transmitting CR network. I investigate the optimal strategy for spoofing, desyn-
chronizing and jamming a cluster based CR network with a Gaussian noise signal. 1|
generalize the optimization approach from Chapter 1 to show how the adversary can
optimally allocate its energy across subcarriers during sensing, code acquisition and
transmission intervals. I determine a worst-case optimal-energy allocation for spoofing,
desynchronizing and jamming, which gives an upper bound to the received video distor-
tion of SUs. I also propose cross-layer resource allocation algorithms and evaluate their
performance under disruptive attacks. The optimized adversary can reduce the received

video peak-signal-to-noise-ratio up to 5 dB lower than an equal-power adversary, at low

JSR.
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Chapter 1
Introduction

Robust and efficient video transmission over wireless networks has become an
important challenge, as mobile video traffic rose to 55% of the total mobile data traffic
by the end of 2014 [1]. This is becoming increasingly important, as 72% of mobile
data traffic is forecasted to be video traffic by 2019. In the last few years, mobile
devices have become increasingly powerful processing units and are being equipped with
larger screens, which drive the demand for increasingly higher quality video delivery over
wireless channels. With the spread of social media, video sharing from mobile devices
has become commonplace. Video communication is important not only for personal use,
but also for professional purposes. Videoconferencing is more often used with the global
spread of organizations and increase of remote workers, which also increases the video
traffic on wireless networks. In addition, video over wireless is attractive in tactical
settings, such as surveillance applications [2]. Further, for applications such as search-
and-rescue operations, video communication over wireless channels is better suited, as it
is easier to send cameras to remote locations without wired network infrastructure.

Increased numbers of users, data communication and increased video communi-
cation, have caused the demand for wireless spectrum to grow rapidly. Even though
the demand for spectrum has grown, a large portion of the assigned spectrum is used
only sporadically. The limited available spectrum and the inefficiency in spectrum us-
age necessitate a new communication paradigm to exploit the existing wireless spectrum
opportunistically. Cognitive radio has been proposed as a solution.

In addition to the constraints in spectrum availability, in tactical networks, a



key challenge is the presence of adversarial units that may attempt to disrupt commu-
nications. Incidents of radar jamming to disrupt guided enemy missiles or aircrafts, and
jamming enemy radio broadcasts, have occurred throughout history since World War
IT [3]. Attacking consumer broadcasting networks has been used by some governments
as a tool of censorship [3]. Further, incidents of jamming mobile devices to disrupt civil-
ian protests and stop the flow of information, such as video broadcasts by protesters,
have been reported [3]. There are also several reported incidents of hijacking a radio or
TV broadcasts in order to change the broadcasting content, which are called broadcast
signal intrusions [4]. With the widening use of unmanned aerial vehicles (UAVs) and
video surveillance, the tactical value of video transmission over wireless channels is be-
coming even more significant now. Therefore, methods of attacks on video transmission
over wireless networks, and robustness of communication systems against such potential
attacks, are of interest. In this work we investigate video over a tactical cognitive radio

network, under a disruptive attack.

1.1 System introduction

1.1.1 Cognitive Radio

Cognitive radio (CR) [5], which allows dynamic spectrum access, has been widely
investigated as a solution to improve the spectrum usage efficiency. In CR systems, users
are defined as primary users (PUs) if they have priority of access over the spectrum,
and secondary users (SUs) otherwise. SUs will sense the wireless channels (or bands)
licensed by PUs before transmission, to detect if a PU is already communicating in those
bands. Any time an unlicensed SU senses that a licensed band is unused by PUs, it
can dynamically access the band, as shown in Figure 1.1, where we denote the sensing
intervals which detect PUs by red and the sensing intervals which detect the bands as

vacant by green.

1.1.2 Network model

We investigate the impact of an adversary on a cluster-based SU network, as

shown in Figure 1.2. We denote the cluster head serving the SUs by the CH, and A is
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Figure 1.1: Dynamic spectrum access by secondary users

(1>

Figure 1.2: The system network model

the adversary. A cluster is an organizational structure in an ad hoc network deployment,
and the cluster head acts as a replaceable base station for the cluster. In our system, the
CH performs the sensing decision and resource allocation. All SU communication goes
through the CH. SUs and the CH transmit video over wireless channels, and we look
at both downlink communication from the CH to SUs, and uplink communication from
SUs to the CH. The adversary attempts to disrupt the communication by transmitting

Gaussian interference signals.

1.1.3 Video source

A video source outputs a sequence of images, where each image can be described
by a matrix of pixels. Pixels can be parameterized by either three color values or a lumi-
nance and two chrominance values. An uncompressed video described as above contains
a large amount of data, which can be prohibitively expensive to transmit over wireless
channels, due to limited bandwidth resources. However, because there is significant spa-
tial and temporal correlation among the pixels of a video, it is possible to compress the
video data to a fraction of its size without noticeable reductions in quality.

In this work we consider a video source encoded with the H.264/AVC standard [6].



H.264/AVC, first released in 2003, is a block-oriented motion-compensation-based lossy
compression standard, which has a wide set of applications from Blu-ray discs to video

streaming sources, such as YouTube and Vimeo [7].

H.264 frame types

There are three frame types in H.264; ‘I’, ‘P’ and ‘B’. I-frames are intra-coded
frames; i.e. they do not use any information from other frames in encoding or decoding.
Therefore, I frames are largest in size, and generally have the highest quality. Further, I
frames can stop decoding errors from previous frames propagating further. P frames, or
'predicted’ frames, are encoded using previous I or P frames as a reference. B frames can
use bi-directional prediction; i.e., they are encoded using both forward and backward I, P
or B frames as references, Therefore, B frames have the most efficient compression out of
the three frame types. In encoding, frames are divided in to smaller macroblocks, which
are regions of 16 pixels x 16 pixels or smaller [8]. A consecutive group of macroblocks

is called a slice, and each slice is encoded independently from other slices [9].

Group of pictures (GOP)

A group of pictures (GOP) is a parameter which defines the order of I, P and
B frames. A GOP starts with an I frame, which is followed by several P and B frames.
This pattern repeats throughout the video. A short GOP has better protection against
error propagation, and using long GOPs improves the compression rate.

In this work we use an IPP GOP structure, with GOP length 15.

Quantization Parameter (QP)

The frame data residual, after prediction from reference frames, is transformed
into the spatial frequency domain by an integer transform [8]. The quantization param-
eter (QP) determines the step size for quantizing the transformed coefficients. Smaller
values of QP result in smaller quantization step sizes, and result in a more accurate rep-
resentation of the spatial frequency spectrum. This relates to a higher quality of video,
as the loss of data due to compression is smaller. However, this is at the cost of higher

encoded bit rate. Therefore, by varying QP, we can change the compressed video source



rate and the quality of the video. The source rate can also be changed by altering the
frame rate (temporal scalability), or modifying the video resolution (spatial scalability).

In this work, we vary QP to change the source rate and video quality.

Error concealment

Due to channel conditions, noise or interference, there can be packet losses. A
packet loss will result in one or more slices not being decoded. Error concealment is a
post-processing technique used at the decoder to reconstruct the areas corresponding to
the lost slices [10]. A widely used error concealment method is ‘frame-copying’, where
a lost slice replaced by the corresponding slice in the nearest reference frame that is
already decoded [9]. This is best suited for frames with less motion relative to the
reference. Frame-copying is a method of temporal error concealment. Another category
of error concealment methods is called spatial error concealment. Here, the lost slices
are interpolated using the neighboring macroblocks [10]. Further, the relative motion of
the neighboring macroblocks in its frame or reference frames can also be used to recover
lost slices, which is called ‘motion-copying’. In this work, we use frame-copying as the

method for error concealment.

1.1.4 Multicarrier direct sequence code division multiple access (MC-

DS-CDMA)

Direct sequence spread spectrum code division multiple access (DS-CDMA) of-
fers resistance against jamming and is widely used in tactical communication networks.
In DS-CDMA, the data is multiplied by a spreading sequence before transmission. At
the receiver, the received signal is multiplied by the same sequence to retrieve the original
data. The multiplication by the spreading sequence spreads the signal in the frequency
domain, and the despreading operation at the receiver spreads the interference in fre-
quency, and retrieves the original symbols, which makes it more robust against jamming
signals [11]. In our system, SUs and the CH communicate over a multicarrier direct
sequence code division multiple access (MC-DS-CDMA) system. In MC-DS-CDMA, we
have several substreams, each of which is a DS-CDMA signal, modulated in different

orthogonal frequency bands (subcarriers) [12,13].



1.1.5 Channel fading

Channel fading is the random variations of the signal attenuation in a wireless
communication channel. Channel fading changes with time, signal frequency and physi-
cal location. Fading can be due to diffractions around large obstacles, or due to reflections
and scattering from objects causing multiple versions of the transmitted signal to arrive

at the receiver [14].

Slow and Fast fading

Fading is characterized as slow and fast fading, based on the rate of fluctuations in
the channel, with reference to the symbol time. The coherence time of a wireless channel
is the time period during which the channel remains constant or highly correlated. Slow
fading is when the coherence time is larger than the symbol time of the system, and fast

fading is when the coherence time is smaller than the symbol time [15].

Flat and frequency selective fading

A channel experiences flat fading if the signal bandwidth is smaller than the
coherence bandwidth of the channel. The coherence bandwidth is the range of frequencies
over which the channel fading remains constant. In flat fading, all frequency components
of the signal undergo the same channel fade. Frequency selective fading is when the
coherence bandwidth is smaller than the signal bandwidth, causing different frequency

components in the signal to experience different channel fades [15].

Statistical channel models

Due to the rapid fluctuations in wireless channels, statistical models are used to
characterize channel fading. One popular statistical model used is Rayleigh fading, which
is applicable when there is no line-of-sight (LOS) signal component from the transmitter
to the receiver, and the received signal is a combination of reflected paths from a large
number of scatterers. The probability distribution function (pdf) of a Rayleigh random

variable (r.v.) with scale parameter o is [14]

f(z)=—e 22, x>0, (1.1)



A more general Nakagami-m fading distribution was developed to fit a range of

empirical measurements. The pdf of a Nakagami random variable is

2m™ ma?

flz) = Wﬁm*le* a, x>0 (1.2)

where m > % is the scaling parameter and 2 > 0 is the spreading parameter [14].
In this work, we focus mainly on slow, flat, Rayleigh fading channels, but an

extension to Nakagami-m fading is considered in Chapter 3.

1.2 Performance metrics

We use two performance metrics to evaluate the performance of the CR system.

1.2.1 Throughput

The throughput of a wireless system is the number of packets or bits successfully
transmitted in a given time interval. This depends on the transmission rate and the

error rate, and is applicable to general data communication networks.

1.2.2 Video peak-signal-to-noise-ratio (PSNR)

Video distortion can be defined to be the mean square error (MSE) of the received
video, with reference to the source video. Peak-signal-to-noise-ratio (PSNR) is calculated

as follows:

PSNR £ 101 252 dB 1.3

The distortion and the PSNR depend on the video properties, source encoding rate,
and frame errors. While throughput is a good performance metric for general data
communication systems, it is not suited for video communication networks. For example,
consider the two cases where (1) a single transmitted packet is lost due to error and (2)
the number of transmitted packets is decreased by one through reduced source rate. In

both cases, the throughput is the same. However, in case 1, a packet loss due to error



will make one or more slices of a frame undecodable. Therefore, the undecoded area of
the frame needs to be reconstructed using neighboring (spatially or temporally) blocks.
Further, if the undecodable slices belong to a reference frame, the errors due to imperfect
slice recovery can propagate to other frames. In case 2, the encoder can decide on how
to allocate bits to macroblocks in order to reduce the source rate as required, while
controlling the increase in the overall source distortion. Therefore, the source distortion
in case 2 is generally smaller than the concealment distortion in case 1. The distortion
in case 1 is further increased by error propagation. Consequently, the distortion increase
in case 1 can be significantly higher than that of case 2. Therefore, video distortion
and PSNR are better performance metrics than throughput, for video communication

networks.

1.3 Methods of disruptive attacks

In this section, we look at the system vulnerabilities and methods of possible

disruptive attacks.

1.3.1 Spoofing attack

As discussed in Subsection 1.1.1, spectrum sensing is a key concept for CR, but
it is also a vulnerable aspect. An adversary intending to disrupt the communication
in a CR network can transmit a spoofing signal during the sensing interval [16]. Here
the spoofing signal may cause SUs to mistakenly conclude that the channel is occupied
by a PU and therefore, not available for transmission. We call this a spoofing attack.
In this way, an intelligent attacker reduces the bandwidth available for the SU. Such

exploitations and their impact are discussed in [17-24].

1.3.2 Desynchronizing attack

In MC-DS-CDMA receivers, the received signal is multiplied by the despreading
sequence to retrieve the source signal. For this, the receiver must be synchronized with
the incoming waveform. This synchronization is achieved through code acquisition, which

is an initial detection of the correct phase of the spreading sequence needed to retrieve



the source signal. Another method of attack to disrupt the communication is to transmit
an interference signal to degrade the performance of the code acquisition process. We

call this a desynchronizing attack.

1.3.3 Jamming attack

Further, the adversary can disrupt communications using jamming techniques
during data transmission [11]. Here the adversary is transmitting a jamming signal that
interferes with the symbol detection at the receiver, which increases the probability of

detection error.

1.4 Problem description

In this work, we are investigating the worst-case performance of video cogni-
tive radio systems under a disruptive attack. We aim to study how the adversary can
optimally allocate energy across MC-DS-CDMA subcarriers during the sensing period,
desynchronizing period and data transmission period. That is, we look at optimal energy
allocation for each individual method of attack, spoofing, desynchronizing and jamming.
Then we examine the optimal energy allocation among these three methods of attack,

in order to minimize the system throughput or maximize the video distortion.

1.5 Dissertation outline

In Chapter 2, we investigate the optimal strategy for an adversary trying to
disrupt communications by minimizing the CR network throughput, via spoofing and
jamming with a Gaussian noise signal over a Rayleigh fading channel. We present how
the adversary can optimally allocate power across subcarriers during sensing and trans-
mission intervals with knowledge of the system parameters, using a simple optimization
approach specific to this problem. We determine a worst-case optimal energy alloca-
tion for spoofing and jamming, which gives a lower bound to the overall information
throughput of SUs under attack. Appendix A presents the optimization approach, and
Appendix B provide supporting proof for the analysis in Chapter 2.
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In Chapter 3, we extend the analysis to Nakagami-m fading for spoofing opti-
mization by the adversary. We use the optimization approach described in Chapter 2
to determine the power allocation that minimizes the number of accessible bands under
Nakagami-m fading.

In Chapter 4, we investigate the optimal strategy for spoofing, desynchronizing
and jamming a cluster-based video CR network downlink with a Gaussian noise signal.
The adversary can limit access for SUs by either transmitting a spoofing signal in the
sensing interval, or a desynchronizing signal in the code acquisition interval. By jamming
the network during the transmission interval, the adversary can reduce the rate of suc-
cessful transmission. We show how the adversary can optimally allocate its energy across
subcarriers during sensing, code acquisition and transmission intervals. We determine a
worst-case optimal-energy allocation for spoofing, desynchronizing and jamming, which
gives an upper bound to the received video distortion of SUs. We also propose cross-layer
resource allocation algorithms for the downlink and evaluate their performance under
disruptive attacks. Appendix C presents the generalized optimization approach used in
this Chapter.

In Chapter 5, we study disruptive attacks in a video CR network uplink. We
look at the optimal strategy for desynchronizing and jamming attacks on the uplink.
Using results for optimal spoofing and downlink desynchronizing attack from Chapter
4, we determine the optimal energy allocation among spoofing, downlink desynchroniz-
ing, uplink desynchronizing and jamming. We also propose uplink resource allocation
algorithms and evaluate their performance under disruptive attack.

In Chapter 6, we summarize the contributions of this dissertation and discuss

possible future work.



Chapter 2

Spoofing and jamming
optimization over Rayleigh fading
channels of a cognitive radio

adversary

2.1 Introduction

In this chapter, I examine the performance of a cognitive radio system in a hostile
environment where an intelligent adversary tries to disrupt communications by minimiz-
ing the system throughput. I analyze two modes of attack, spoofing and jamming, under
slow and fast fading Rayleigh channels. Spoofing, i.e. attacking the sensing subsystem,
reduces the bandwidth available for SUs, and hence reduces the system throughput.
Such exploitations and their impact are discussed in [16-24]. Jamming increases the
error rate and also reduces the throughput [11].

I analyze the worst-case impact of an intelligent adversary on a tactical, spread
spectrum, CR system. In [17], the presence of such an intelligent adversary disrupting
the sensing by spoofing with a noise signal in an additive white Gaussian noise (AWGN)
channel was discussed. This work was extended in [18], to obtain spoofing performance

bounds under Rayleigh fading, when the adversary is aware of instantaneous channel

11
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state information (CSI). In [19], the design of an adversary with optimal power allocation
for spoofing and jamming under an AWGN channel was investigated. In this chapter, I
extend the analysis to a Rayleigh fading channel, and include forward error correction
(FEC) coding, which reduces the effectiveness of jamming. Assuming knowledge of
the SU system at the adversary, I determine a worst-case optimal energy allocation
for spoofing and jamming. I further propose an optimization method specific to this
problem, to find the optimal power allocation over subcarriers to minimize throughput.
This enables us to perform the optimization when a closed form expression for the
objective function is not available. In [25] and [26], jamming attacks are analyzed as
a dynamic game, where the users and the adversary use the probability of successful
jamming as a predetermined parameter. In the jamming section of this work, I analyze
the probability of successful jamming by the adversary, and optimize the adversary power
allocation to maximize the average probability of successful jamming.

In Section 2.2, I present the system model, and derive the performance metrics as
functions of spoofing or jamming powers under fast and slow Rayleigh fading. Sections
2.3 and 2.4 discuss the spoofing and jamming optimization, respectively, where I prove
that the performance metric functions derived in Section 2.2 have the required properties
that enable the optimization method in Appendix A to be used, in almost all cases. In
Section 2.5, I discuss the optimal energy allocation between spoofing and jamming.
Section 2.6 contains system simulation results and Section 2.7 presents the conclusions.
In Appendix A, I present the optimization approach, and Appendix B provide proofs

supporting the jamming optimization.

2.2 System model

I investigate the impact of an adversary on a cluster based SU network, as shown
in Figure 2.1. The cluster head serving the SUs is denoted by CH, and A is the adversary.
I consider the downlinks from the cluster head to the users of an MC-DS-CDMA system
with Np bands (or subcarriers). The Np bands are shared among PUs and SUs. Vacant
bands are ones unoccupied by PUs. Busy bands are bands that the SU network cannot

use due to PU activity. A vacant band may appear busy due to background noise and
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Figure 2.1: The downlink network model

spoofing. This is called a false detection. The bands detected as vacant are called allowed
bands. I ignore the effects of missed detections in this analysis, as the adversary cannot do
anything to increase the probability of missed detections. The CH periodically performs
spectrum sensing, and uses a subset of allowed bands to transmit data to the SUs. The
cluster head uses power control to maintain constant average link signal-to-noise ratio
(SNR) for all SUs. I denote the length of the sensing interval by Ty and the length of
the data transmission interval by 7T7.

Let B =1{1,2,..., N7} be the set of bands, and By, C B be the subset of bands
used by the SU network for communication in one transmission interval. The throughput

(T") of the SU network during the data transmission interval is given by

Q;
T= Y Y Lp(—pl"™)logy M, (2.1)

1€ Bsy u=1

where €; is the number of SUs in the i-th band, Lp is the packet length in symbols, pg’“)

is the probability of packet error of the u-th user in the i-th band, and log, M; ,, is the
number of bits per symbol in the alphabet used by the u-th user in the ¢-th band. The
SUs use a single 4-QAM alphabet for fast fading, and may use either a single alphabet
or adaptive modulation for slow fading. The adversary uses a Gaussian noise signal to
attack by spoofing or jamming. Spoofing reduces |Bg,|, and jamming increases p((f’u) in
(2.1), thus reducing T

In Subsection 2.2.1, I discuss the portion of the system involved in sensing, and

derive expressions for the probability of false detection. The transmission and receiver
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Input ———  Pre-filter ——»  (-)? ftt_TO dt, > Y()

Figure 2.2: Energy detector block diagram

structures of SUs, i.e. the portion of the system involved in the transmission interval, is
presented in Subsection 2.2.2, with the derivations of the expressions for the packet error
rate. The assumptions regarding the knowledge available for the adversary are detailed

in Subsection 2.2.3.

2.2.1 Sensing subsystem

The CH uses an energy detector for sensing (Fig. 2.2). Let W be the bandwidth
of one subcarrier. The energy detector output, Y (¢), when there is no PU signal present,
is given by Y (t) = fttTO(\/mns(tl) + no(t1))%dty, where ay(t) is the gain of the
channel from the adversary to the CH, ns(t) is the spoofing signal, and n(t) is the noise
after passing through the bandpass filter. The signal ns(t) is Gaussian with double sided
power spectral density (PSD) & in the band, ng(t) is Gaussian with PSD % in the band,
and a(t) is exponentially distributed with mean a;. The integrand can be expressed

aj(t)ng(t) +no(t) = (Vas(t)ns:(t)+no,i(t)) coswet — (v a(t)ns q(t)+no4(t)) sin wet

where w, is the subcarrier frequency, ns;(t), nsq(t) are Gaussian with PSD 7, in the

frequency range (—%, %), and ng ;(t), no,q(t) are Gaussian with PSD Ny in the frequency
range (—4%-, ).
From [27],
1 ToW
Y(t) = W Z(a?,k +al) (2.2)
k=1
where a;p = \/Oéj (t — T+ %)n“ (t — T+ %) + no (t — T+ %) and agr =

Vo (6= Tot s (6= To+ i) + g (6= To+ )
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Fast fading

Under fast fading, I assume the channel coherence time is much smaller than
the sensing duration Tj, and the channel varies significantly during the sensing inter-
val so that the channel samples in time are mutually independent. Then, F [af’k] =
ansW + NoW, E[aik] = 6a%n2W? + 6a,msNoW? + 3NGW? and Var(a%k,) = E[aﬁk] -
E[a%k]2 = 5a2n2W2 + 4 ms NoW? 4+ 2NZW?2. Following the same approach, I can show
E[a%k + aik] = 2(aymsW + NoW) and Var(a?vk + a;k) = 2(5a%n2W? + 4a,msNoW? +
2NZW?). Since Var(aﬁk + az,k) is finite, I can use the Lindeberg-Lévy central limit the-
orem to approximate Y (¢) in (2.2). Therefore, for large ToW, Y (t) ~ N (ToW (ayns +
No),ToW (5a2n?% +4a,msNo+2NZ)/2). A band is detected as occupied by PUs if the
energy detector output is greater than the threshold K+/ToW. Let Prd,f(Ps;) be the
probability of false detection under fast fading, as a function of the spoofing power in

that band Pg;. Then,

pfd,f(PS,z') = Pr(Y(t) > K/ T()W)

K\TyW — T()W(O_JJ(PSJ‘/W) + No)

=Q
\/ToW (533 (P /W )2 + 4a s (Ps 1/ W)No + 2N3) /2

Slow fading

Under slow fading, I assume the channel coherence time is larger than the sens-
ing duration Tp. Therefore, the channel gain remains constant during the sensing in-
terval and I denote it by a;. When conditioned on ay, a; = /ajns; (t — Ty + %) +
no.i (t — Ty + %) ~ N(0, . ynsW 4+ moW), and similarly, agr ~ N(0, ynsW + noW).
Therefore, E[azk + a§7k|aJ] = 2(aynsW + noW) and Var(a?yk + aak\aJ) = 4(aynsW +
noW). Using these results in (2.2), for large ToW, I conclude, when conditioned on ay,
Y (t) ~ N(ToW (agns +n0), ToW (agns +1n0)?).

The average probability of false detection under slow fading (pfqs), when the
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spoofing signal PSD is ng;, is given by

Pr(Y(t) > Kv/ToW|ns,i)
= /Ooo Pr(Y(t) > K\/ToW|ay = y,ns,i) fa, (y)dy (2.4)

where f,,(y) is the probability density function of the channel gain av;. Since the channel

has Rayleigh fading, fa,(y) = = e a. Substituting this in (2.4) yields

oy

Pr(Y(t) > K\/ToW|ns)
1 o0 K _

- Q(—MTW)e asd 2.5
aj Jo ns:Y + Mo 0 Y (25)

Note that Ps; = ng;W. Hence, the probability of false detection in a band, as a

function of the spoofing power allocated for that band under slow fading, is given by

) (2.6)

Ps ;
w

pya,s(Ps;) = Pr (Y(t) > K\/TyW|

2.2.2 Transceiver subsystem

The transmitter model is adapted from [19]. A block diagram of the transmitter
for a single user is given in Figure 2.3. Low density parity check (LDPC) codes are
used for FEC. The output bit sequence of the FEC block of the u-th user is denoted by

dsﬁf). This binary sequence is mapped to a symbol sequence séu) from an alphabet a;,

based on the predicted instantaneous CSI. Note that s,(cl) is generally complex valued,
and normalized to have unit average energy, i.e. FEl|sg|?] = 1. The {c&u)} are the
chips of a pseudo-random spreading sequence, and there are N, chips per symbol. The
sequence s,(j‘)cﬁf‘) modulates an impulse train. After passing through both the chip-
wave shaping filter ¢g(¢) and modulator, the transmitted signal takes the form x(t) =
R {Zgjl \/E D s,(gu)c%u)g(t — nT,.)elwettou }, where EX is the energy per chip,
T, is the chip duration, 2, is the number of users sharing the band, ¢, is the carrier

phase of the u-th user, & = |n/N.| and g(t) is a root raised cosine chip-wave shaping
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CSI CSI
Information {dn} | Adaptive {sk} = sk + Jskq
source Buffer FEC Modulation

Sk Impulse Glw)

Modulator

Chip wave shaping filter
V2 cos(w,t
VE.c,

Skq Impulse Glw)

Modulator

Figure 2.3: Transmitter block diagram of a single subcarrier of MC-DS CDMA

w1y (perés” y(t)

M (1)

Figure 2.4: Channel response and jamming

filter, such that

T., if Jw| < %
G@)G (@) = 3 % (14cos (= (jw| - 37))) , if 37 <lwl < T2 (2.7)
0, elsewhere

where G(w) is the Fourier transform of g(¢) and § is the roll-off factor.

Figure 2.4 shows the channel fading and jamming experienced by the I-th user
in one subcarrier. The transmitted signal z(t) is attenuated by Rayleigh fading, and
corrupted by AWGN and jamming. The jamming signal undergoes Rayleigh fading,

independent of the source-user channel.
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(u)
* Nc.—1
G'w) Sl

Chip wave shaping filter
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i (u)
Gw) S g Tk
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Figure 2.5: u-th user receiver block diagram

The received signal of the u-th user (y*)(t)) is given by

y(u) (t) = §R{ 2E( u) 6]4)(“) Z Z Sk. C t . nTc)ejwct—l-d)u

u=1n=—o00

T () + /o (tmt)},

where agu) (t) and qﬁgu) (t) are the power gain and phase components of the response of the
channel from the source to the u-th user. The power gain of the jammer-to-user channel
is aL(,u) (t). T assume the channel gains agu) (t) and af]u) (t) are mutually independent. The
background noise n,,(t) is AWGN with a double-sided PSD % and a(Ju) (t)ns(t) is the
received jamming signal. The receiver block diagram is given in Figure 2.5. I assume
the gains and phases of fading channels remain constant during a symbol detection. I
denote the gain and phase components of the response of the channel from the source

to the u-th user during the k-th symbol detection by a(sul)c and qﬁgu,)ﬁ, respectively. The

(u)

gain of the jammer-to-user channel is denoted by ;. The complex output samples are

given by

r,i“) = r,(;fi) + r,(gq) = Eé“)a(sf,ls,iu) + 4/ Ct‘(]?]sz,k + Nk + Ix (2.8)

where Egu) = EEU)NC, is the symbol energy, nj; is the jamming signal, n,, ) is the
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background noise and I, is the interference from other users occupying the same band.
Further, nji ~ CN(0,75) and ny, 1 ~ CN(0, Np), where k is the time index and % is
the double sided PSD of the jamming signal. I assume the users in the downlink are
synchronized at the transmitter, and hence the interference can be removed by using
mutually orthogonal spreading codes (e.g., Walsh-Hadamard codes). The received in-
stantaneous signal-to-interference-plus-noise ratio (SINR) at the k-th symbol detection

can be written as

(u) (u) (u) 7y
= oSSk _ Csite _ P (2.9)
(u) (W) ) '
nJaJk—i-No Ozjjkfé—i-l 6;7,Jk;yJ_|_1

() & (u) BS” (u

where 75 = ag ;- and “YJ,k) £ ol = S
(

_ _ag by _
s s = E[’yg7(k]) = 5 and(’ZJ =, where
u u

~(u) _ (u) = _ u) = A % s oA %y ]
ag’ = Elag,] and a; = Elajy]. T define agy = &ij and ayy = aka to simplify the
analysis, so that
Qs k7S
= — 2.10
ajrys +1 (2.10)

and Ak, &y ~ Exp(1). Since Py; is the jamming power allocated for the subcarrier, I

know Pj; = n;W, so that

ajPr;
NoW

7y = (2.11)

Fast fading

Under fast fading, I assume the channel coherence time is significantly lower than
the transmission duration of one codeword, 7. The adversary models the probability of
packet error as a step function of the received average SINR over a word, as shown in

Fig 2.6(a). Therefore,

0, ify>n~yp
Pr(packet error) = (2.12)

]-a 1f’~7§’7T
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Figure 2.6: (a) Step function approximation for the probability of packet error 7. (b)
Average probability of word error of DVB-S2 LDPC code of rate % using 4-QAM vs.
average SNR.
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where 7 is the SINR at the receiver averaged over the duration of the word, and ~yr is
a threshold parameter dependent on the alphabet and the FEC used. Note that ~r is
determined through simulations, and in Fig 2.6(b), the simulation results of the word
error rate of the DVB-S2 rate % LDPC code with 4-QAM modulation under Rayleigh
fading are presented.

In fast fading, as the channel coherence time is significantly smaller than the
duration of a codeword, I approximate the average SINR over a codeword with the
ensemble average over the channel gains &g and & ;. The average SINR over a word

in this case can be calculated as follows:

T A (2.13)
! o Jo vyitl1
1

~qeTi 1
= 5 g (— > [28, Eq. 4.2.6] (2.14)
VI Vi

where Ei(z) = — [* Et;t dt is the exponential integral function [29, Eq. 5.1.2].

Lemma 1: ¥(%,;) is a monotonically decreasing function of ¥;;, and the range of ¥ is
(07 ’75] :
Proof:
From (2.13), it can be seen that 4(%;) is monotonically decreasing in 7;;. From (2.13),

I further have 3(0) = [5° [;° y"fgfle_me_y dzdy = 4s. and from (2.14),

1

— ﬁ 1
lim 4(3.:) = lim — 25 g (— >

¥J,i—+00 ¥.,i—00 Vi Vi
. 1 -1
x lim — —log | - (2.15)
V10 Vg4 VJ,i
=0 (2.16)

Note that lin%Ei(ac) o log  [29]. Hence, I have shown (%) is a monotonically decreas-
T—
ing function in R™, and the range of §(7,;) is (0, 7s].
From lemma 1, it is known a unique 7% exists V v € (0,7s], such that ¥(7}) =

vr, and 4;; < 7% € 7 > qp. Using (2.11), I define P; £ NOTM;;G Since the jamming
power in the band Pj; o 7, Pj; < P; & 75, < 77 © 7 > 7. Using this result

and (2.12), I can write the packet error rate as a function of jamming power under fast
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fading, re r(Pj;), as

0, if PJ’Z' < Pj
re,f(Pri) = (2.17)
logy M, if Pj; > Pj

where logy M is the number of bits per symbol.

Slow fading

In slow fading, I assume the coherence time is larger than Tj. Therefore, the
channel gains &gy and &y, and instantaneous SINR, 7y, remain constant over a word.
The adversary again models the probability of word error with a step function of the

SINR.

0, if v >r
Pr(packet error) = (2.18)

L, ify <Hr

where 7 is the instantaneous SINR at the receiver, and 7 is a threshold parameter
dependent on the alphabet and the FEC used. Through simulations of word error rates
of an ensemble of LDPC rate % codes of code length L,,, v7 is estimated. Therefore, from
(2.12), the probability of packet error in a band jammed with power P;;, as a function

_ 5yPri . .
of 5, = O‘J\J[OV‘{,’Z is given by

Pr(packet error|y,;;) = Pr (w < ’yT>

agiyri+1
s
N /0 /0 de,k (l‘)f&‘,yk (y)dzdy
W3g:+tDrr
%) T
N / / e “e Ydady
0 0
-1r
s
o =) (2.19)

YJiYT
(55 +1)

The packet error rate per user per band, re s 1(Py;) under slow fading for a single
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alphabet size, as a function of the jamming power allocated to the band Pj; is given by

P
Tes1(Pyi) = Pr (packet error|0][\i V#) log, M. (2.20)
0

Slow fading with adaptive modulation

If the SU network is experiencing slow fading due to low mobility, the system may
use an adaptive modulation scheme to improve the system throughput. Here, I analyze
the jamming optimization in an adaptive modulation system under slow fading. I assume
the SU network has a choice of N4 alphabets, which are known to the adversary.

Let a; denote the i-th alphabet and A; denote the event that a; is used for
transmission. The probability of a received word being in error for a given alphabet a;

(Pr (e|A;)), is a step function of the instantaneous SINR (v, Eq. (2.10)).

0, if v > v7
Pr(e|A:,vk) = (2.21)

L, if v <1

As shown in Fig 2.7(a), the alphabet a; is used if the SNR (vsx) € (0yr,i, 0v7,i41)-
Fig 2.7(b) shows the word error rate of the DVB-S2 rate % LDPC code for alphabets
4-QAM and 16-QAM in an AWGN channel. Consider the probability a word is received
in error, when the alphabet a; is selected (Pr(enA;)). Since alphabet a; is selected when

~ Ovri OYTit1
sk € ( s ' As ’

g Ovr,i OvTit1
- 1, ifagy€ ( Yo ' mg
Pr(Ailask) =

)

(2.22)
0, otherwise
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Figure 2.7: (a) The probability of word error given an alphabet a; (Pr(e|A;)). The
shaded area represents the region of SNR in which the alphabet a; is used. (b) Average
word error rate of DVB-S2 LDPC code of rate % for alphabets 4-QAM and 16-QAM vs.
SNR.
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as, ks

A word is received in error when =—22"2_
agrys+1

< v1,i, so that

Pr(en A = / / Pr(c N Aildss = 7. 65 = 9) fas, (2) fay (y)dady
0 0
0-1 9741

75 s s - -
= /0 Ovrs Pr (Z/’_YJH <rildsk =, QJk = y> f&s,k(if)fdJ,k(y)dxdy
s

(‘Q'YT,iJri 1 ) O0yr 141

YT,i%7 Vg

s s ~ _ ~ _
+ o 9?T¢ FH‘(yﬁj—%l<:77ﬁ|aSk —-$,QJJ;—’y) fd&k(x)fdﬁk(y)dxdy
YJ s
. Oy i1 B
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The average packet error rate per user per band, rs2(Ps;) under slow fading

with adaptive modulation, as a function of Py; is given by

Na

Tes2(Pri) = Z Pr(en A;j)logy M; (2.24)
j=1

where logy M; is the number of bits per symbol when using the alphabet a;.

2.2.3 Adversary

The adversary uses Gaussian noise signals when it spoofs or jams. The objective
of the adversary is to disrupt the communication, and I use the average throughput as
the performance metric. In this work I assume that the system design parameters and
statistical averages of system parameters are known by the adversary, but that knowledge
of instantaneous system parameters is not available for the adversary, in accordance with
previous work [17-19]. Because a practical adversary does not have all the assumed
knowledge, the work done here is a worst-case analysis, which gives a lower bound to

the throughput with jamming and spoofing.
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System design parameters

I assume that the adversary is aware of the bandwidth of the waveform, sensing,
code acquisition and transmission times, receiver structure and system false alarm prob-
ability i.e., the probability of false detection caused only due to background noise with
no spoofing. The SNR of SUs maintained constant by the CH through power control is
assumed to be known by the adversary. I further assume that the adversary is aware of

the type and rate of FEC, alphabet sizes and thresholds used.

Statistical averages of system parameters

I assume that the adversary knows the PSD of the background noise, and that
all links undergo Rayleigh fading. I also assume that the adversary knows the average

number of SUs and the average number of bands occupied by PUs.

Instantaneous system parameters

I do not assume the adversary knows which channels are occupied by PUs at the
start of the sensing interval, which channels each user is assigned to, or other instan-
taneous values of time varying system parameters (e.g. channel gains). The adversary
senses and detects the bands used for transmission before jamming, and hence knows

By, U By, where By, C {1,2,..., N} is the set of bands occupied by PUs.

2.3 Spoofing power optimization

During the sensing interval, the adversary attacks the system by spoofing to
reduce the bandwidth available to the SUs. Let B, € B be the set of vacant bands
in the current sensing interval. Spoofing directly affects the number of allowed bands.
Further, reducing the number of allowed bands via spoofing will make jamming more
effective, as it reduces the number of occupied bands in the transmission interval. As
both these effects are determined by the number of allowed bands, the objective of the
adversary when spoofing is to minimize the number of allowed bands. Following the

same approach as in [17, Eq. 1], I can show that the expected number of allowed bands
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is ) e B., (1— pgf)), where pgjc)l is the probability of false detection of the i-th band, given
that the i-th band is vacant.

At the start of the sensing interval the adversary does not know which bands are
allowed for SUs. Therefore, from the adversary’s perspective, every band has an equal

probability of being vacant. Hence, the objective of the adversary is to accomplish:

Ny Nt
max > _pl), st. > Pg; < Ps (2.25)
i—1 i_1

where Pg; is the spoofing power allocated for the i-th band and Ps is the total spoofing

power available.

2.3.1 Fast fading

For fast fading, from (2.3),

KVToW —ToW (& (Ps,i/W) + No)
\/ ToW (53 (P /W )2 + 4 (Ps:/W)No + 2N3) /2

p% =psaf(Psi) = Q (2.26)

Therefore, the objective of the optimization in (2.25) is to maximize Ef\fl Prd.f(Psi),
under the constraint ZZ]\L " Ps; < Ps.
Proposition 1: py, ¢ has properties PO, P1 and P2 stated in Theorem 1 in Appendix
A.
Proof:

Define

A WNOy
9r(y) = pray ( — )

Qg
_0 K\2/Ng — 2ToW — \2T,Wy
- (542 + 4y + 2)

_ b—ay
=@ <\/5y2+4y+2> (227)

where b = KJ\%O& —2ToW and a = /21uW. As long as the detector threshold is selected
so that the false alarm probability (false detection without spoofing) is less than 0.5,
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then prq £(0) < 0.5 < ¢g(0) < 0.5 < b > 0. I now show that the conditions of Theorem
1 are satisfied.

1) From the definition of psq f(Ps;), condition PO is obviously satisfied by prq,f(Ps;)-
2) From the definition of gf(y), I have

-
@ Sﬂ) (2.28)

Prdf(Psi) =g < W N,

and from (2.27),

d b—ay
/
91y) = Q| —=H——=
1) dy ( 5y2+4y+2>
(ay—b)2
_ ((2a+5b)y+26;+2b) B TC ) (2.29)
(5y% + 4y +2)2 /21

From (2.29), g}(y) > 0 ¥y > 0, because a,b > 0. From (2.28), ﬁpfd,f(PS7i) =
m%{,o g} (aV{,I;VSO’i> > 0 VPs; > 0. Therefore, condition P1 is satisfied.
3) From (2.29),

d p(y) __(ay=b)?*
" / 2
95(y)=—g5(y)= e 20657 +iv+2) (2.30)
! dy*/ (5y2—|—4y—|—2)%\/27r
where p(y) = cay* + c3y® + cay® + c1y + co, co = —16a — 4b + 4ab + Sab® + 4b3,

c3 = —250a — 400b — a(2a + 5b)% < 0, ¢4 = —50(2a + 5b) < 0 and

c1 = —100a — 88b — 4a® + 24ab® + 20b°

= 5¢g — 20a — 68b — 4a® — 20ab — 16ab?, (2.31)

¢y = —216a — 270b — 8a> — 24a°b + 25b°

5
= ¢ — 91a —160b — 3a® — 24a%b — 30ab?. (2.32)

According to Descartes’ rule of signs, the number of real positive roots of the
polynomial p(y) = 0 equals the number of sign changes between nonzero ¢;s (ordered

from ¢4 to ¢g), or is less than the number of sign changes by a multiple of 2. Note that
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cq,c3 < 0. From (2.31), I see that ¢p < 0 = ¢; < 0, and from (2.32), ¢; <0 = c2 < 0.
Therefore, if ¢y < 0, all non-zero coefficients are negative and there are no sign changes,
i.e., there are no positive roots.

Let us consider the case cg > 0. If ¢; < 0, then ¢y < 0, and there is only one sign
change in the coefficients (*.- ¢co > 0, ¢1, ca, ¢3,¢4 < 0). If otherwise, i.e., ¢; > 0, there will
be only one sign change irrespective of the sign of ¢a (*. ¢, ¢1 > 0, ¢3, ¢4 < 0). Therefore, I
can see that the number of sign changes between coefficients is either 0 or 1. Hence, there
will be at most one positive root for p(y) = 0. Further, since ¢4 < 0, ylLr{:op(y) — —oo. I
conclude that p(y) < 0Vy > 0 or Jyy > 0, s.t. q(y) < 0Vy > yo and p(y) > 0 Vy < yp.
From (2.30), I know g/ (y) has the same sign as p(y). Therefore, I conclude that g¢(y)

. .. 42 o a? " &JPS’»L'
satisfies the condition P2. From (2.28), @pfdvf(PS’i) = WQJJVggf ( A ) Therefore,
prd,f(Ps,;) satisfies the condition P2.
Therefore, I can use Theorem 1 from Appendix A to solve this optimization

problem.

2.3.2 Slow fading

For slow fading, pgfg = ptd,s(Ps;), from (2.6).
Proposition 2: Pr(Y(t) > K+/ToW|ng,;) has properties PO, P1 and P2 defined in
Theorem 1 in Appendix A.
Proof : Consider Pr(Y (t) > Kv/ToW|ns.i)-
1) Condition PO is obviously satisfied from (2.5).
2) I have,

d
d??s,i

2

Ly p— )
ayV2r Jo (ynsi + No)
> 0. (2.33)

Pr(Y (t) > K\/ToW|ns,) =
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Therefore, condition P1 is satisfied.

9) L by (1) > KT Wns.)

@
) /oo y {K (K — (ynsi + No)VToW) — 2(ynsi + No)*} -
Om/g (yns,i + No)>
2
—é(m ‘/T(TV) dy
/ Ky (K2~ K/ToW (y+No) —2(y+No)2)e—aJZs,ie*%(ﬁfﬂwfdy
aV2mnd ;(y + No)®
7752) (2.34)
773,1'
__ Y
where I(1s;) £ [~ t(y)e 771 dy and
2 2 — 2 :
) Ky (K? — KVToW (y + No) =2(y + No)®) ~4(;5-vam)" (2.35)

ayV2n(y + No)®

Note that the sign of «¢(y) depends only on the sign of the quadratic polynomial

K? — K\ToW (y + No) — 2(y + No)2.  Further, «(y) > 0 < K? — K\JVToW(y +

No) —2(y+Np)2 >0 < y+ Ny € (—K(*/T(’WQE‘**/TW), K(*/T(JWQS**/T(’W)). Define

Yo 2 max (K(VTOWZS_VTOW) — N(),O). From the definition of yo, y > yo = t(y) < 0

and 0 <y < yo = t(y) > 0. Also,

1 Y d T N — 1 > s g&J d
(7]5,2) 4 ("75,%) - — 3 yL(y)e ’ Yy
1S, g, Jo

1 Yo __ Y o0 __ Y
<& (/ yo(y)e T dy + / you(y)e ”S’i”“’dy>
0 Yo

2
agng;

oo __ ¥y
0 / Lye "8 dy
0

=~ 2
agng;

I .
I'(ns,) < 20LU1s:) (2.36)
RLUER;

From (2.36), I have I(ng;) < 0 = I'(g,;) < 0. Therefore, if Ig; > 0 s.t. I(ns,) <0,
then I(ns;) < 0V ns; > fis;. Further, from (2.34), -4 T Pr(Y(t) > K\T)Wns,i) <0<
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I(ns,) <0.

d2 -
. Erea Pr(Y(t) > KA/ToW|ns;)(7s:) <0
S,

= I(7s5,) < 0= I(ns;:) <0V ns; > s,
d2 N
= —Pr(Y(t) > K\/ToW|ns;) < 0 ng; > fis,.

d”S,z‘
Therefore, Pr(Y (t) > K/TyW|ns;) satisfies condition P2.
Ps,i
Note that prq.s(Ps;) = Pr (Y(t) > KyToW |5 ) = Pr(Y(t) > KVToWlns.i)-
Since Pr(Y(t) > K\/T0W|7757i) satisfies the conditions PO, P1 and P2, psqs(Ps;) also
satisfies the conditions PO, P1 and P2.

Therefore, I can use Theorem 1 to solve this optimization problem.

2.4 Jamming power optimization

In Section 2.3, I analyzed the interference from the adversary during the sens-
ing period, and discussed optimizing the adversary power allocation during the sensing
period. In this section, I look at the interference from the adversary during the data
transmission period, and the jamming power optimization of the adversary.

From (2.1), to minimize the throughput of the network by jamming, the adver-
sary ideally aims to maximize ) J;cp 28;1 L ppg’u) logy M; .. However, the adversary is
not aware of instantaneous system parameters, such as the instantaneous CSI, the instan-
taneous numbers of secondary users in the i-th band (£2;), and which alphabet each user
is using. Further, the adversary cannot differentiate between the bands occupied by PUs
and SUs through observations during the transmission interval. Therefore, to minimize
the average throughput without this information, the objective function to maximize
is changed to be max ZieBquBm re(Py;), under the constraint ZieBsuquu P, < Py,

where Py is the total power available for jamming, Pj;; is the jamming power allocated
for the i-th band, r.(Py;) is the expected value of p(;*”) logy M; ,, and the expectation is
taken over the fading gains of the links from the CH to the SUs, and from the adversary

to the SUs.
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2.4.1 Fast fading

Under fast fading, the objective is to maximize } ;cp By Te, #(Py;), under the

constraint > ;cp g . Pri < Pj. From (2.17),

0, if PJ’Z' < Pj
re,f(Pri) = (2.37)
logy M, if Pj; > Pj

If the adversary has a total power P; for jamming, to maximize ZieBsuuBPu re.t(Pri),
according to (2.37), the adversary aims to maximize the number of bands with P;; > Pj.
Therefore, the optimal number of bands to jam is n’; = min ({%J ,NT>.

Since the first and second derivatives of 7. ¢(Py;) do not exist, I cannot use
Theorem 1 here. Fortunately, I do not need Theorem 1, since the packet error rate as
a function of jamming power (7. ¢(Py;)) is a step function, as shown in (2.37), so the

optimal jamming strategy is trivial.

2.4.2 Slow fading

Under slow fading with a single alphabet, the objective is to maximize
ZiEBquBpu Te,s,1(Pyi), under the constraint ZieBsuquu Py < Pj.
Proposition 3: Pr(packet error|?y,;) satisfies the conditions P0, P1 and P2 of Theorem
1.
Proof:
1) PO is satisfied by definition.

d ~ d e_% %lef://s .
2) mPr(paCket error(y:) = - (1- (* ; = (—s s > 0. . Plis

d¥s.4 YJ,iT i
=\ rE) T
satisfied. o .
a2 - 4 _35° S 7ge 'S r :
3) d’ﬁ,i Pr(packet err0r|'yJﬂ) T dyg (’YJ_z’YT+1)2 o (:YJli’YT+1>3( 2)?5 <0 .. P2is
s vSs
satisfied.

From (2.20), res1(Pri)=Pr (packet error| = & ‘”)logQM Since Pr (packet error| JPJ1>
satisfies PO, P1 and P2, r.41(P;;) also satisfies PO, P1 and P2. Therefore, I can use

Theorem 1 to solve this optimization problem.
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2.4.3 Slow fading with adaptive modulation

Under slow fading with adaptive modulation, the objective is to maximize
Zz‘eBsuquu Te,s,2(Pyi), under the constraint ZiGBquBpu Pj; < Pj.
Proposition 4: 7. ;2(Py;) satisfies the conditions PO, P1 and P2 of Theorem 1.
Proof:
1) By definition, I have r s 2(Py;) < ZZJE logs M;. Hence, PO is satisfied.

2) Define t; = 7%1 Note that 6 > 1 and t;11 >t; > 0 (. y7s < V7,i+1 by design). From
(2.23),

i=1
tip1f
here hy () 2 12108 Mi (= (064+251) = (0t =)\ From Appendix B, Eq. (B.2
where h;(z) = =32 (e =) —e . From Appendix B, Eq. (B.2),
I show that hl(z) > 0. As a consequence, %M'I“e,SQ(PJ’Z‘) = ]\%—Jw f\i"‘lh; (aN]fV{;i) > 0.

Therefore, P1 is satisfied.
3) From Appendix B, Eq. (B.14), >N h//(z) < 0 < & > z*. Tt follows that

& ea(Pr) < o >2§h”<o“fp"’i> <0e 220 (2.38)
Te,s i) = i x .
apz, o2t NoW ) =70\ NgW NoW

Therefore, P2 is satisfied.

Hence, I can use Theorem 1 to solve this optimization problem.

2.5 Joint spoofing and jamming optimization

Suppose the adversary has an energy budget E for a single sensing-plus-
transmission duration Ty + 77. It can be shown that the average throughput of the

SUs is proportional to ZgT(NT’N‘I*Nfd)(

I't — re(Pyy)), where I'y is the average number
of packets per user per band per transmission interval, N, is the average number
of bands required by SUs, N, is the average number of vacant bands, and N fd 1s
the average number of false detections per sensing interval. The average number of

bands occupied by PUs is Ny — N,. The objective of the adversary is to minimize
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Zmin(Nr,Na—Nfd) (F ) . -
=1 1 — re(Py;)), under the constraint TyPg + T1P; = E. Let {E be
the amount of energy allocated for spoofing, where ¢ € [0,1]. Therefore, Py = % and

Py = % The optimal energy allocation for spoofing (£*) is given by

1-¢FE
Ty

€ = argmin Ny, (6T — Nou() F(re, (

\ s Nsu + N *Na
€€l0,1] Naou(é) + Ny — N, () + Nt )

(2.39)

where Ng,(§) = min(]\ﬁ, N, — %F(pfd, %,Nﬂ).

The adversary can estimate N, and N, by detecting the average number of
occupied bands in the Ty and T} intervals, using an energy detector before it starts
spoofing or jamming. From (A.1), I know that the threshold z* in F(f, X7, N) does not
depend on X7 or N. Therefore, the thresholds in F(re, (1}§)E,Nsu(§) + Np — Na) and

F (pfd, %,NT) do not depend on . Hence, (2.39) only involves direct evaluations of
re(Py;i) and prq(Ps;). Therefore, the optimal fraction of energy allocation for spoofing,

&*, can be found from (2.39) using a single parameter search [30].

2.6 Simulation results

I consider a cluster-based SU system, sharing Ny DS-CDMA subcarriers with
PUs. In the simulations, in each transmission and sensing interval, the PUs occupy
| Bpu| = min(Np,, N7) bands at random, where Np, is a Poisson random variable with
mean parameter Npu. The number of SUs (£25,) in each transmission interval is modeled

as a Poisson random variable with mean parameter {)g,. The number of bands used

by SUs in each transmission interval is |Bg,| = min ([g;’ﬂ, |B — Bpu|), where Qp; is
the maximum number of SUs that can share a single band. I select ay = 1, § = 0.2,
N, = 256, Qpr = 8, Ty = 1287 and 17 = 10247}, where T is the symbol time. For FEC,
I use rate % LDPC codes with block lengths varying from 1024 bits to 6144 bits. I assume
the CH uses power control to maintain 4g = 10 dB at each SU. I define the jamming-
to-signal power ratio (JSR) as the ratio of adversary-power-to-signal-power per user.
That is, the adversary power J is taken to be the sum of the jamming and the spoofing

power available in all bands, and the signal power S is taken to be the transmission
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power available for a single SU. When there is no knowledge of the system other than its
operating frequency range, the adversary can perform equal power spoofing or jamming
across the total bandwidth. I use this equal power spoofing and jamming strategy as a

reference, to which the performance of the optimized strategy is compared.

2.6.1 Spoofing

Figure 2.8(a) shows the average number of false detections per sensing interval
versus the JSR under slow fading, when the adversary employs the optimal jamming and
spoofing strategy (solid curve). For comparison, the average number of false detections
if the adversary spoofed all bands at equal power is also presented (dashed curve). The
optimal spoofing power allocation increases the average number of false detections by
more than 5 for JSR € (0,6) dB, compared to equal spoofing power allocation across
bands without optimization. As JSR is further increased, the optimal spoofing power
allocation strategy shifts from partial band spoofing to full band spoofing, and hence the
curves overlap at high JSR. Figure 2.8(b) shows the average throughput loss in the SU
network due to spoofing, under fast fading. At a JSR of 7 dB, the optimal spoofing power
allocation reduces the throughput by 35.1%, while the equal power allocation reduces
the throughput only by 10.2%. For JSR > 10dB, the optimal spoofing strategy is equal

power allocation across all bands.

2.6.2 Jamming

In the simulations of the slow fading system, I use the alphabets BPSK, 4-QAM,
16-QAM and 64-QAM for adaptive modulation. Figure 2.9 shows the comparison of the
average PER versus JSR per band, calculated using the step-function approximation and
the simulations. I note that the values of the PER calculated using the approximation
are notably different from the simulation results. The two vertical dotted lines show the
threshold JSR, on which the decision for partial band jamming or full band jamming
is made. I note that using the approximation, the adversary would decide to move to
full jamming at a lower JSR than the optimal value given by the simulations. The gray
shaded region represents the reduction in the average PER, i.e., the performance loss

of the adversary due to the use of the step function approximation when calculating
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Figure 2.8: (psq(0) = 1074, N, = 256, Ty = 128T,, Ny = 100, &= = 50, N, =
50): (a) Average number of false detections under slow fading (b) Percentage loss of
throughput under fast fading.
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Figure 2.9: Average packet error rate vs. JSR per band. The shaded region shows the
PER difference due to the approximation, and the vertical lines are the thresholds at
which the jamming strategy switches from partial-band to full-band. (N, = 64, 75 = 12
dB, 6 = 2 dB)

the PER, to decide on the optimal jamming strategy. The horizontal-striped region
represents the increase in the average BER using optimization based on the step function
approximation, over jamming all bands at every JSR. Therefore, I note that, even though
the average PER value given by the approximation is different from the simulations,
the optimization based on the approximation yields results comparable to the optimal
achievable with perfect information of the FEC performance by the adversary.

Figure 2.10(a) shows the average PER versus JSR, with total power put into
jamming by the adversary, under slow fading. I note that the optimal jamming power
allocation based on the step function approximation performs very close to the optimal
power allocation with perfect FEC information. The average PER of the system when

all transmitting bands are jammed at equal power without any attempt at optimizing
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is also presented for comparison. The optimization significantly increases the average
PER at low JSR. Figure 2.10(b) shows the average PER due to jamming under fast
fading. The optimal jamming power allocation achieves a 1072 average PER at a JSR
more than 10 dB below the JSR required for the same average PER with equal jamming

power allocation.

2.6.3 Joint optimization of spoofing and jamming

Figure 2.11(a) shows the SU throughput-per-transmission interval versus JSR
when the adversary jointly optimizes the jamming and spoofing power allocation under
slow fading. It is compared with the throughput if the adversary spoofed and jammed
bands at equal power. Notice that for JSR in the vicinity of 25dB, the use of the
optimization technique by the adversary reduces the CR throughput by a factor of 4 to
5, relative to an adversary who divides power equally across all bands. At low JSR, below
about 18dB under simulated system parameters, spoofing is ineffective, as the system
is lightly loaded. However, the optimized adversary is able to reduce the throughput
slightly through increased packet error rate by jamming. Beyond 18dB, the system
throughput is significantly reduced, predominantly due to successful spoofing. Figure
2.11(b) shows the SU throughput-per-transmission interval versus JSR under fast fading.
It can be seen that the optimal power allocation can significantly reduce the throughput
of SUs at a JSR 10.5 dB lower than constant power allocation, under simulated system

parameters.

2.7 Conclusion

In this chapter, I analyze the optimal spoofing and jamming power allocations
across subcarriers, in a Rayleigh fading channel, with an optimization approach which
enables simplified calculation of threshold JSRs, below which partial-band attacks are
optimal. I derive the optimal jamming power allocation based on a simplified step-
function approximation of the word error rate of LDPC codes. Through comparisons of
the throughput with optimal spoofing and jamming power allocation with the throughput

for equal power spoofing and jamming, I observe that the optimization has notable gains
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in the low and medium JSR regions.

I learn that it is generally optimal to attack with both spoofing and jamming,
whereby the optimal energy allocation between the two methods of attack is dependent
on system parameters and JSR. While successful spoofing has the most noticeable impact
on SU throughput, I observe that when the system is not heavily loaded, spoofing is not
effective at low JSR, and the optimal method of attack is jamming. An increase in the
average number of subcarriers required by SUs, or a decrease in the sensing duration
relative to the transmission duration, would lower the JSR, at which point the optimal
strategy shifts from jamming to spoofing.

Chapter 2, in part, is a reprint of material as it appears in M. Soysa, P. Cosman,
and L. Milstein, “Optimized spoofing and jamming a cognitive radio,” IFEE Transac-
tions on Communications, vol. 62, no. 8, pp. 2681-2695, Aug 2014. The dissertation

author was the primary author of this paper.



Chapter 3

Spoofing optimization over
Nakagami-m fading channels of a

cognitive radio adversary

3.1 Introduction

In this chapter, I analyze the impact of an intelligent adversary using spoofing
attacks on a tactical CR system, under Nakagami-m fading. In Chapter 2, I discussed
spoofing attacks under Rayleigh fading. In this chapter, I extend the analysis to slow
and fast Nakagami-m fading channels.

In Section 3.2, I present the system model. Sections 3.3 and 3.4 discuss the
spoofing strategy for fast and slow fading, respectively. Section 3.5 contains numerical

results and Section 3.6 presents the conclusions.

3.2 System model

The system model is the same as the one in Chapter 2, given in Fig.2.1. The
channels from adversary to the CH in each subcarrier are assumed to undergo i.i.d.
Nakagami-m fading with m > % The objective of the adversary is to maximize the
average number of false detections.

The CH uses an energy detector for sensing (Fig.2.2). Let W be the band-

42
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width of one subcarrier, and Tp be the duration of the sensing interval. The en-
ergy detector output, Y (¢), when there is no PU signal present, is given by Y (t) =
ff_TO(mM(tl) + no(t1))?dt1, where ay(t) is the gain of the channel from adver-
sary to the CH, ns(t) is the spoofing signal, and ng(¢) is the noise after passing through
the bandpass filter. The signal n,(t) is Gaussian with double sided PSD ‘5 in the band,

mx

no(t) is Gaussian with PSD 42 in the band. The pdf of a(¢), fa, ) (#) = " Ers

with fading parameters m,Q [31, Eq. 2.21]. From [27], I have

| W
Y(t) = W Z(a?,k + ai,k) (3.1)
k=1

where

k k k
Qi = \/OéJ <t - TO + W>ns’i <t — TO + W> +n07i <t - T() + W> y (32)
k k k
Qg = ([0 t—To—i—W Nsq t—To—i—W + No,q t—To—i—W , (3.3)

ns,i(t), nsq(t) are Gaussian with PSD 7y in the frequency range (—

n0,i(t), no,q(t) are Gaussian with PSD N in the frequency range (—%-, %°). A band is
detected as occupied by PUs if the energy detector output is greater than the threshold
K+/ToW. Hence, the probability of false detection is equal to Pr(Y (t) > K+v/ToW).
Following the same approach as in [17, Eq. 1], I can show that the expected
number of allowed bands accessible to SUs is » ;. p (1 — py)), where B is the set of
allowed bands and pgfc)l is the probability of false detection of the i-th band, given that the
i-th band is allowed. At the start of the sensing interval the adversary does not know
which bands are allowed for SUs. Therefore, from the adversary’s perspective, every
band has an equal probability of being vacant. Hence, the objective of the adversary is
to maximize ZZ]\L “ p%, under the constraint sz\; " Ps; = Pg, where Pg; is the spoofing

power allocated for the i-th band and Pg is the total spoofing power available.
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3.3 Fast fading

Here I assume the channel coherence time is much smaller than the sensing
duration Tp, and the channel varies significantly during the sensing interval so that
the channel samples in time are mutually independent. I can show that E[a? ik ag k]
2(QnsW+NoW), and Var(ai’k+aq,k) = 2(mP2n2 W2 +4Qn; NoW?2+2N2W?), where m =
%. Since Var(aik + aa i) is finite, I can use the Lindeberg-Lévy CLT to approximate
Y(t) in (3.1). Therefore, for large ToW, Y (t) ~ N(ToW (s + No), ToW (m2n? +
40nsNo+2NE)/2). Let pra s(Ps,;) be the probability of false detection under fast fading,

as a function of the spoofing power in that band Ps;. Then,

praf(Ps;) = Pr(Y(t) > Ky/ToW)

KNTOW — ToW (Q(552) + No)
VB (202 (5)” + 4055 No + 287)

Define

N W N, b—
9(y) = psaf <Qoy> =Q <\/ﬁ> (3.5)

where b = KT‘? —2ToW and a = /2ToW. As long as the detector threshold is selected
so that the false alarm probability (false detection without spoofing) is less than 0.5,
then prq £(0) < 0.5 < g(0) < 0.5 < b > 0. I now show that the conditions of Theorem
1 in Appendix A are satisfied.

1) From the definition of psq f(Ps,), condition PO is obviously satisfied by prq f(Ps;)-
2) From the definition of g(y), I have

QPs ;
Prd.f(Ps;) = <WN0>

and from (3.5),

a b)
J(y) = dg(y) _ ~ (2a+mb)y + 2a + 2be_ 2(’"Lyy+4y+2) 37)

dy (my? + 4y + 2)2/2n
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From (3.7), ¢'(y) > 0 Yy > 0, because a,b > 0. From (3.6), %S.pfd,f(PS,i) =
WS}VO J <QPS Z) > 0 VPs; > 0. Therefore, condition P1 is satisfied.

W No
3) From (3.7),

d 0 el
1 / 2
g (y) = g (y) = e 2(my“+4y+2) (38)
dy (Thy2+4y+2)%\/27r

where p(y) = cay* + c3y® + c2y? + c1y + co, co = —16a — 4(6 — )b + 4a®b + Sab® + 4b3,
c3 = —2m (10 + 3m)a — 16m2b — a(2a + mb)? < 0, ¢y = —2m>(2a + mb) < 0,

c1 = 1mey — 4(10 — m)a — 4((m — 2)® + 8)b — 4a® (3.9)

— 41ma’®b — 4(m — 1)ab?, and

cy = %01 — (16 + 3 (10 — 7m))a — 32mb — (8 — m)a®

— 4(m + 1)a®b — m(m + 1)ab®. (3.10)

According to Descartes’ rule of signs, the number of real positive roots of the
polynomial p(y) = 0 equals the number of sign changes between nonzero ¢;s (ordered
from ¢4 to cg), or is less than the number of sign changes by a multiple of 2. Note that
cs,c3 < 0 and m € (2,8] because m > 3. From (3.9), I see that ¢ < 0 = ¢; < 0, and
from (3.10), ¢1 < 0 = ¢y < 0. Therefore, if ¢y < 0, all non-zero coefficients are negative
and there are no sign changes, i.e., there are no positive roots.

Let us consider the case ¢y > 0. If ¢; < 0, then ¢o < 0, and there is only one sign
change in the coefficients. If otherwise, i.e., ¢; > 0, there will be only one sign change
irrespective of the sign of co. Therefore, I can see that the number of sign changes
between coefficients is either 0 or 1. Hence, there will be at most one positive root for
p(y) = 0. Further, since ¢4 < 0, yli_)rgop(y) — —o0. I conclude that p(y) < 0 Vy > 0 or
Jyo > 0, s.t. q(y) < 0Vy > yo and p(y) > 0 Vy < yo. From (3.8), I know ¢”(y) has the
same sign as p(y). Therefore, I conclude that g(y) satisfies condition P2. From (3.6),

2 2 QPs ; . ..
d%&pfd,f(PS,i) = ngNgg” (Wlé\}’()). Therefore, prq, (Ps,;) satisfies condition P2.
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3.4 Slow fading

Here I assume the channel coherence time is larger than the sensing duration Tj.
Therefore, the channel gain remains constant during the sensing interval and I denote
it by ;. When conditioned on aj, a;) = /ayns; (t — Ty + %) +no; (t — Ty + %) ~
N(0, aynsW + NoW), and similarly, ag, ~ N(0,aynsW + NoW). Therefore, E[aﬁk +
aik\aJ] = 2(aynsW + NoW) and Var(aik + agyk|ozj) = 4(ansW + NoW). Using
these results in (3.1), for large ToW, I conclude, when conditioned on «y, Y (t) ~
N(ToW (ayms + No), ToW (ayns + No)?).

The average probability of false detection under slow fading, when the spoofing

signal PSD is ng;, is given by

Pr(Y(t) > K\/ TOW’nS,i)
= /000 Pr(Y(t) > K/ToWlay = y,ns:) fa, (y)dy (3.11)

mm m—1

where fo,(y) = Wef% is the probability density function of the channel gain « ;.

Substituting this in (3.11) yields

Pr(Y (t) > K/ToW|ns,)

m™ > K my
= — L ToW )y e 0 d 3.12
L'(m)Qm /0 @ <?75,¢y + No ° > Y Y (3.12)

As for the fast fading case, I now show that the three conditions of Theorem 1
in Appendix A are satisfied.
1) Condition PO is obviously satisfied from (3.12).

2) 1 have
d mmK

Pr(Y(t) > K/ToW|ns;) = ————

dns,i ¥ oWins.) T(m)Qmy/27

2

o} m _1 K ST m

></ e 2<yns’”N° TOW) e~ % dy >0

o (yns:+ No)

Therefore, condition P1 is satisfied.
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3) I can show that

d2 mmK oo my 7;( K 7\/W>2
—Pr(Y(t) > K\/ToW )= e Q"S,ie 2\ v+Ng 0 m-+1
dn, (&) > K/ ToWlns.) L(m)2v2r Jo Y
XKQ—K\/W(ZJ + No)—2(y + N0)2dy
ng"f?z(y + No)3
I(ns,)
= m—i—lQ (313)
s,

__my_
where I(ng;) £ [;° (y)e "¢ dy and

o WY = KT (y 4+ No) = 20y + No)?) —3 (-t —vTow)’
C(m)Qv2r(y + No)?

L(y) (3.14)
Note that the sign of +(y) depends only on the sign of the quadratic polynomial K? —
KVToW (y + No) — 2(y + No)?. Further,

Wy) >0 & K* — K\/ToW (y + No) — 2(y + No)® > 0

K(\/T0W+8+ \/TQW) K(\/T()W—I—S — \/T(]W)
4 ’ 4

Sy+N€ ( ) (3.15)

(KOS _ o).

Define yg £ max From the definition of yo, ¥ > yo =

t(y) <0and 0 <y < yo = t(y) >0. Also,

I,(ns,i) é d I(’I’]SJ) = 77’; /Oo yb(y)ei Q?Ilsy‘,l dy
dns, Qng,; Jo

m v _me. o _me.
<2 / Yot(y)e "S*dw/ yot(y)e “1sidy
Ns: \Jo Yo

myO /OO - QTy .
= Wy)e "sidy
977?;,2- 0
I .
Qg

From (3.16), I have I(ng;) < 0 = I'(g,;) < 0. Therefore, if Ig; > 0 s.t. I(ns,) < 0,
then I(ng;) < 0V ng; > 7. Further, from (3.13), df;; Pr(Y(t) > Kv/ToWns,;) <0 <
S,i
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I(ns,) <0.

d2 -
. Erea Pr(Y(t) > KA/ToW|ns;)(7s:) <0
S,

= I(7s:) < 0= 1(ns:) <0V ns; > 0s,
d2 N
= —5 Pr(Y(t) > K\/ToWlns:) < 0Y 15 > 7is,i-

d”s,z‘
Therefore, Pr(Y (t) > K+/ToW|ns,;) satisfies condition P2.

Since Pg; = ng;W, the probability of false detection in a band, as a function of
the spoofing power allocated for that band under slow fading, is given by ptqs(Ps,;) =
Pr (Y(t) > K\/ToW| Pvf;i). Since Pr (Y (t) > K/ToW |ns,) satisfies the conditions PO,
P1 and P2, psqs(Ps;) also satisfies PO, P1 and P2.

3.5 Results

I consider a multi-carrier system with Np = 100 bands, m =4, Q =1, TxW =
256, and the false alarm probability pfq r(0) = 0.001. I derive the optimal spoofing
power allocation using Theorem 1 in Appendix A. The average number of falsely de-
tected bands as a percentage of the number of allowed bands under the optimal spoofing
power allocation is evaluated using (3.4) and (3.11), and verified through Monte Carlo
simulations. The performance under equal power allocation without optimization is also
presented for comparison. I define the interference-to-noise power ratio (INR) as the
ratio of adversary-spoofing-power to background-noise-power-per-band.

Figure 3.1(a) shows the average percentage of falsely detected bands per sensing
interval versus the INR under fast fading. The optimal spoofing power allocation in-
creases the average percentage of false detections by more than 11 for INR € [6, 12] dB,
compared to equal spoofing power allocation across bands without optimization. As INR
is further increased, the optimal spoofing power allocation strategy shifts from partial
band spoofing to full band spoofing, and hence the curves overlap at high INR.

Figure 3.1(b) shows the average percentage of false detections due to spoofing,
under slow fading. At an INR of 8 dB, the optimal spoofing power allocation causes

15.88% false detections on average, while the equal power allocation produces only 3.77%.
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Figure 3.1: Average number of false detections (pyq,r(0) = 0.001, ToW = 256, Ny =
100, m =4, Q = 1): (a) under fast fading (b) under slow fading.
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For INR > 14dB, the optimal spoofing strategy is equal power allocation across all bands,

as can be seen from Figure 3.1(b).

3.6 Conclusion

In this chapter, I analyze the optimal spoofing power allocations across subcar-
riers, in a Nakagami-m fading channel, with an optimization approach which enables
simplified calculation of threshold adversary power, below which partial-band attacks
are optimal. Through comparisons of the average number of false detections with op-
timal spoofing power allocation with that of equal power spoofing, I observe that the
optimization has notable gains in the low and medium INR regions.

Chapter 3, in part, is a reprint of material as it appears in M. Soysa, P. Cosman,
and L. Milstein, “Spoofing optimization over Nakagami-m fading channels of a cogni-
tive radio adversary,” in IEEE Global Conference on Signal and Information Processing
(GlobalSIP), 2013, Dec 2013, pp. 1190-1193. The dissertation author was the primary
author of this paper.



Chapter 4

Disruptive Attacks on Video
Tactical Cognitive Radio

Downlinks

4.1 Introduction

In this chapter, I analyze the impact of an intelligent adversary on a tactical,
spread spectrum, CR system transmitting video in H.264/AVC format. In Chapter 2, the
optimal power allocation for spoofing and jamming for a generic communication network
was studied, and the adversary was optimized to minimize the network throughput.
In this chapter, I investigate H.264 video communication, and use the received video
distortion as the performance metric. The main contributions of the current chapter are:
(i) worst-case analysis of three modes of attack: spoofing, desynchronizing and jamming,
(ii) investigating video performance under hostile conditions, (iii) evaluating various
resource allocation algorithms and (iv) proving the optimality of an attacking strategy
based on a set of sufficient conditions. The set of sufficient conditions of the performance
metrics (e.g., probability of false detection, probability of packet error) enables us to
prove that the optimal strategy of an adversary is to use equal-power, partial-band
interference at low interference power, and as interference power increases, transition

to equal-power, full-band interference, and then, while retaining full-band interference,

o1
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transition multiple times from equal-power, to unequal-power, to equal-power, and so
on. These transitions are due to the performance metric function transitioning between
convex and concave regions.

In Section 4.2, I present the system model, and derive performance metrics as
functions of spoofing, desynchronizing or jamming power. Sections 4.3, 4.4 and 4.5
discuss the optimization of spoofing, desynchronizing and jamming, respectively. In
Section 4.6, I discuss the optimal energy allocation among the different modes of attack.
Section 4.7 contains system simulations and Section 4.8 presents the conclusions. The

optimization approach used in this chapter is presented in Appendix C.

4.2 System model

I analyze four main subcomponents of the system; sensing, code acquisition,
resource allocation and data transmission. In Subsection 4.2.1, T present the sensing
subsystem, and in Subsection 4.2.2 the code acquisition subsystem is discussed. In
Subsection 4.2.3, I describe the resource allocation algorithms. The transmission and
receiver blocks are discussed in Subsection 5.2.3.

The CH serving SUs transmits video to the SUs over a MC-DS-CDMA system
with Np bands. The system has periodic sensing intervals (7p), each followed by a
code acquisition interval (77) and a transmission interval (7%). In the earlier chapters, I
considered sensing only by CH. In contrast, I now consider distributed sensing, where all
SUs perform spectrum sensing, and detect which bands are occupied during the sensing
interval. This information is sent to the CH and the bands detected as vacant by all SUs
is the set of allowed bands. Then, the CH broadcasts a known spreading sequence in all
allowed bands during the code acquisition interval, which is used by the SUs for code
acquisition and channel estimation. The estimated CSI and the rate-distortion curve
of each SU is sent to the CH via a secure feedback channel. This information is used
by the CH for channel allocation among SUs. The SUs then communicate during the
transmission interval.

In Chapter 2, I assumed that the average channel gain is the same for all SUs.

In this chapter, the average gain of the channel from the adversary to user u; in the i-th
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band is assumed to have the form &Suj ) =10 a 7, where vy; ~ N (0, 02). T assume all
channels experience slow Rayleigh fading and are mutually independent. The distortion
of the received video of user u; is a function of the source rate (r,,) and the probability of
packet error (e,;) during the transmission interval. Let f]()uj )(ruj , €y;) denote the average
distortion of u;. The function f gL i) i dependent on the temporal and spatial correlation
of the video.

Unlike the previous chapters, I use the average distortion (or MSE) of the re-
ceived video as the performance metric. The objective of the adversary is to maximize
Z\m]- fj(juj )(ruj, ey;)- I assume the adversary has the same knowledge of the system as in

the previous chapters.

4.2.1 Sensing system model

SUs use energy detectors for sensing (Fig.2.2). From Chapter 2, the energy detec-
tor output Y-(uj)(t) ~ N(TOW(aL(,uf)ﬁsi + NO),TOW(aSuij)nsi + Np)?), where af,uij) is the
(u g)

gain of the channel from the adversary to u; in the i-th band, and «; /" is exponentially
distributed with mean dg 2 This output is compared to the threshold K+/ToW by uj
to determine if the ¢-th band is vacant, and this information is communicated to the CH.
The i-th band is determined to be vacant if all SUs detect it as vacant. Therefore, a
band will be falsely detected as occupied if Yi(uj )(t) > K\/TyW for any u; € Uy, where

U, is the set of secondary users. The average probability of such a false detection is

Pr< U (Yi(uj)(t)>K\/T07W)) =1- [ Pr (n(“f)(t)<K¢W> (4.1)

u; €Uq;
J “ quUal

From (2.5),

—Y
&)
P( (t) < K\/ToW (u])/ (nszy+N \/TOW)e Ay, (4.2

Substituting this in (4.1), and using n,; = %, I can express the average probability of
false detection in the i-th band (ptq(Ps,)), where the spoofing signal power is Pg;, as
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IiHlacgNET—1 | Zk,1

G* (UJ) J‘P Yi,n \/ﬁ Zn:h . ()2

V2 cos(wet + ¢',)

Cn—k 2k

1 le+zach:“L1 2k,Q

G*(w) e N

Figure 4.1: Code acquisition block

follows:

Yy
1 © K - (uy)
pra(Pss)=1— ][] (1—_(uj)/0 Q (PSZ_ - \/TOI/V) o dgl dy> (4.3)
ay

u]'GUal W y+N0

4.2.2 Code acquisition block analysis

Following the sensing interval, the CH broadcasts a known sequence of chips in all
allowed bands. SUs use this broadcasted sequence for coarse acquisition. For code ac-
quisition, the CH transmits the signal x;(t) = {\/TEC Zfl”;gNgcq_l cng(t —nTy) cos(wct)}
in the i-th band, where {¢,} is the binary spreading sequence with chip duration 7, and
k:achg “IT., is the code acquisition period. The received signal at user u; in the i-th band
is:

kachgcq_]-

2045532?)EC Z cng(t—tg—nT,) cos(we(t—tq) —(ﬁgg)) + af]i?)nJ7i(t) + Ny i (1)
(4.4)

where a(suf ) and ¢Eguf ) are the gain and phase components of the channel from the CH-
to-u; in the i-th band. The gain of the jammer-to-u; channel is « Jug )
a(suf ) and a?ﬁ )

. The channel gains
are exponential random variables (r.v.) with means o‘z(suj ) and dguj ),
respectively. The background noise n,, ;(t) is AWGN with a double-sided PSD % and
af}ff ‘n 7:(t) is the received jamming signal, where nj,;(t) is Gaussian with PSD %% in

the i-th band. The propagation delay is t4.
I use the receiver block shown in Figure 4.1 for code acquisition. The CH broad-

casts a known chip sequence ¢, and the received signal at an SU is y(t). The received
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signal is sent through two down-converters (multiplied by cos(w.t+ ¢.,) and sin(w.t+ ¢!,)
), and root-raised-cosine matched filters. The output sequences from the matched filters
(yr,n and yg ) are sampled at a frequency of T%, and stored for processing in the next
step. The matched filter output sequences are despread using shifted versions of the ¢,
sequence (c¢,,—j). The despread samples (z; and zi,¢) from the two signal paths are
squared and summed to obtain the output sample zj.

For despreading, I use the samples with indices from I3 to I3 + lgeqNe™ — 1.
Here I use lycq(> 1) repetitions of the spreading sequence in the summation to improve
the probability of successful code acquisition. Here I select i1 and l4q, such that the
broadcast signal is present throughout the despreading interval. Because the SU knows
Ty, an approximate estimate for the maximum distance to the CH and an estimate for
the maximum delay spread for the channel, the SU can pick /1 and [, that satisfy the
above constraint for a sufficiently large T7.

The signal at the output of the despreader in the I-path (zj ;) can be written as

follows:

l1+lachgcq71

1 oo
i e [ gl = nTVBcos(unr + 6, )u(r) dr
N — oo
= Sk, + Nk, T + Nk, T (4.5)

where sy 1, Ny k7 and n . 1 are the signal, background noise, and jamming components.

Here, ¢, is a random phase at the start of acquisition, uniformly distributed in [—m, 7).
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l1+lachgcq_1

1 / - '+ o0l
Sk = Cn—k 9(1 — nT)V2 cos(wer + ¢1,)\/ 207 B,
/N ;:l:l e u X
Kacq N2<9—1
X Z Cmg(T —tg — mT,) cos(wc(T —tq) — gbguz)) dr
m=0
(uj) 11 +HlacgNE“—1 kacg NEI—1
g E. [ .
~ Nzacq / cos (wctd+¢gf§ )+¢;) Z Z Cn—kCmg(T—nT,)
¢ - TL:ll m=0
x g(t—tg—mT.) dr
(uj)
agi Ee _
=\ e cos(weta + 85 + o) Relk, ta) (4.6)
(&

where R.(k,tq) = leHachgcq—l Zkachgcq_l Cn—kCm ffooo g(r —nT.)g(r —tqg —mT,) dr.

n:ll m=0

1 l1+lachgcq_1 [e'e) ( )
- - _ / Uj
Nkl = \/W ngl:l Cr—k /_OO g(t ’I’LTC)\/§COS(LL)C7' + qbu)\/ozj’z ny(r) dr

l1+lachgcq71

1
_ S eusiinn (4.7)

acq
Nc n=l1
(uj)
- .. . . . a;l i qe
where 77, are i.i.d. zero mean Gaussian with variance % Similarly, I can show
that
ll+lachgcq_l
— ) z (45)
Nw,k, I = Cn—kMw,n .
b b acq b
NC n=l

where 7y, ~ N(0, %), and i.i.d. I make the simplifying assumption that the signal

components (sy; and sj,g) are non-zero only when kT, — t4| < L= [32]. For this, it is
necessary to have a spreading sequence that is orthogonal to its time-shifted versions.
Under this assumption, I can show that the noise components 1 i, 1, M ks,
are uncorrelated by calculating E[nw’kh Mwko,1|- In the same way, I can show
Nk, T> W ko, Is NIk, and 1 g, o are uncorrelated if ¢, is orthogonal to its time-shifted
versions. Therefore, I conclude that z;, ; and 2, 1 are uncorrelated, and because they

are Gaussian, they are independent. In the same way, 2z, g, and 2z, @ are independent.
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Therefore, I conclude that the outputs z; are mutually independent.

Probability of code acquisition

Note that z;, = z,il + zi’Q. From (4.7) and (4.8), I know that n, k1 ~ N (0, @) and

uj)
lac ] .. .
nykr ~ N(0, #), when conditioned on af]z;?). Let k* be the correct phase of the

code. According to our simplifying assumption, s ; = 0 for k£ # k*. From (4.6),

(“J)E
Sk* 1= Nacq COS(Wctd+¢ +¢ ) (k*vtd)

(uy)
aSl E acq
= Nacq COS(Wctd"i_QZ)SZ +¢u) X Cdlach
= Calacg a(sl )E NEcos (wetq + qﬁ ) 4 o) (4.9)

Here, (4 depends on t4y mod T, and the pulse-shaping filter. From numerical evaluation
of the autocorrelation of the root-raised cosine pulse, it can be shown that (4 € [0.63,1].

Under Rayleigh fading, \/ﬁcos ("‘)ctd + ¢(u]) + ¢/) is a zero-mean Gaussian
,(u]) s (o)
. Therefore, sy« 1 ~ N0, M

r.v. with variance ). It follows that zp-; =

Sk* I+ My T+ e 1 ~ /\/’( l““’ (Claeg BN e (uy )+oz((]Z )TIJZ+N0)), when conditioned

on af] 2 Similarly, zj+ g ~ ( l“”’ (ClacgEe Nacq ( ) —|—0¢< )ng +N0)). Further zj- r

and 2+ ¢ are independent. Therefore, zp« = Zk*J + zk*Q is an exponential r.v. with
mean loeq(Clacg B Ne o ( Dy a( )nh + Np). For k # k*, s, = 0 and sgg ~ 0.
Following the same approach as before, I can show that z; is an exponential r.v. with
mean lacq(()é((;f;)nli + Ny), for k # k*.

The probability of code acquisition conditioned on agii?) is Pr(zp >
), ¥k # Kk € {0,1,...,Nf — 1}. Therefore, the probability of a

code acquisition failure is

Zp <zk|a( 7)> Pr (zk* <zk|a51fl7))

o0

Pr (zk* <:L‘|af;fij))f2k L) (x) dz (4.10)

| J,i

Pr U
ke{0,...,N&“1—1}—k*

0



o8

where f o) (x) is the pdf of zj conditioned on af,uij),
2|~ )

J,i

—x

1 L)
elaea (5 12680 (4.11)

[ wp(@)= :

and

acq (“J) (u J)

Pr (s <o) =1 ¢ st el g

Substituting (4.11) and (4.12), in (4.10), I obtain

oo x
. - 2 acq -
Zpr < Zk\aflz;?)) Z/ (1 — e ‘laca(CglacgBeNe “S*“J"J*NW)
0

. T
e lacglagny+No)

X
lacq(aJnJ + NO)
1

- (uj)
lac ECNva i
ch ) _|_ 2
(a‘],i 77],1+N0)
(uy)

Let peq f(Pdsﬂ-) be the average probability of code acquisition failure, averaged over a; /",

Pr U
ke{0,...,N&9—1}—k*

dx

(4.13)

where Py, ; is the desynchronizing power in the i-th band. Note that 7;; = Fas, ’.
L)
~ Gy
o0 &u‘j
(uj)\ € 7 (uj)
Pysi) = Pr U Zpe < zplay? day?
Peqf(Pis,i) /0 (ke{o,l,...7N§°q—1} Lk Koy ) Ji
)
Jz
oo 1 a(uj)
e %J )
> [ x o dalfy) (4.14)
0 gglachcNgcqag“j) 5 a;’
(uj) Pgs i +
Xy W +No
2 acq ~ QNOW"‘C(%ZGC‘IEcNngdguj)W acq 5 ( i)
1 1+§dlvaECNc ong/Ve Qdf]“j)PdSi Ei 2N0W+§d acqgoeNe W

(4.15)

£ peqriv(Pas,)
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where Ei(-) is the exponential integral function and pegy(Pas,;i) is a lower bound to

Pcqf (Pds,i)'

4.2.3 User allocation methods

Let B, € B be the set of allowed bands in the current sensing interval, and let
a be the | By| X |Uy| matrix, where afi][j] is the channel gain of the j-th user in the i-th
band. The maximum transmit power in a subcarrier is Prg mq: and Pg, is the target
received power per stream. The number of spreading sequences available in each band
is Ngs and the maximum number of spreading sequences needed for user j (Nscmax|[j])
is determined by the video properties.

One user allocation method is simple multi-user diversity, where each band is
assigned to the user with the best channel gain in that band. The algorithm is given in
Fig.4.2. Tuse P;. to keep track of the transmit power in each subcarrier, and Cy;, a |B| X
|Uy| matrix, to keep track of the user-subcarrier assignment. A second algorithm, named
MXD, iteratively assigns additional subcarriers to the set of users with the maximum
distortion, and is given in Fig.4.3. After the initial assignment from either of the above
algorithms, the swapping algorithm in Fig.4.4 can be used to check if changing a channel

assignment from one user to another will decrease the sum distortion of all users.

4.2.4 Transmission system model

The transmitter and receiver models are adapted from Chapter 2. LDPC codes
are used for FEC. I assume the users in the downlink are synchronized at the transmitter,
and hence the interference can be removed by using mutually orthogonal spreading codes
(e.g., Walsh-Hadamard codes). I consider a slow fading environment, where the channel
remains constant over one transmission interval. I assume the transmitter has perfect
CSI at the beginning of the transmission interval. The transmitter selects the average
symbol energy (Es) so that the received SNR is maintained at a constant g for all users.
If the required transmit power exceeds a predetermined threshold, I do not transmit to
that user in that channel, in accordance with the resource allocation algorithms discussed
in Subsection 4.2.3.

From Chapter 2, the received instantaneous SINR of user u; at the k-th symbol
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1: procedure MUD_ALLOC (&, Uq1, Bai, Cat, Psey, Pray Pra max, Nse,max, Nss)

2: a,,l — Uy

3: B;l — By

4: while |U/;| >0 do > While set of users to be assigned a channel is non-empty

5: if > cv, Calil[k] > Nss then

6: B('l — B' —{i} > Remove band if all spreading sequences are assigned

7 end if

8: (i,7) « -arg max {a ] | Psc[i] aI[DZ!T[HEj] < PTm,maX} > Select best channel

Ual,zeB

& user

9: Culill7] < Cauli]lj] + 1 > Update channel assignment matrix

10: Py [i] < Pgcli] + % > Update transmit power in selected (i-th) band

R if > yep,, Calkllj] 2 Nocmax[j] then

12: ! Ul —{j} v Remove user if max. no. of channel allocations is met

13: end if

14: R {j \ Zrélgxl (P [i] + %) < Prgmax, J € U(/zl} > Update set of
users

15: end while

16: return {Cy, Ps.}

17: end procedure

Figure 4.2: MUD algorithm for user allocation

1: procedure MXD_ALLOC (&, Uq1, Bai, Prys Pra max, Nss, V)

2: é’l +— Uy

3 Ca < Oy x

4: Pse < 0|B|><1

5 while [U)| > 0 do

6: {Cal7 sc} + MUD_ALLOC ( al’ B, Cui, Pse, Pras PTz,max, 1, NSS)

7 Calculate Dy,; the video distortion of users with current channel alloca-
tion CYy.

3: le — {] ‘ rggx <Psc[l] + %) < PT:E ,mnax» .7 € Ual}

9: Select U/, CU/;; up to 9¥|Ugy| users with largest video distortion ( Ds,)

10: end while

11: return Cy

12: end procedure

Figure 4.3: Algorithm ‘MXD’ for user allocation
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1: procedure SWAP_ALLOC («, Uy, Bai, Caty Psc, PRy, Pramax, max _it)
2: iter <0

3: while iter < max _it do

4: Calculate DY) [7]; video distortion of j with current channel allocation,
Vi€ Uy.

5: Calculate DY [7]; Distortion of j with one additional channel allocation,
Vi€ Uy.

6: for i € B, do

7 for j € U, do

8: Dsc < Psc[i] + % - PT:L‘,max

9: for ke Uy, —{j} do

10: Cscl [7”'*32‘&[@

11: if Cse,l < Cal[i] [k] then

12: csclk] < X iep,, Calillk] — csei

13: Calculate Dg;l)[k:]; distortion of k with cs.[k] channel allo-
cations.

14 ADs[i][K]11] + (DR[7] + DhVk]) — (DR (7] + DAY K)

15: else

16: ADg,[i][k][j] < O

17: end if

18: end for

19: end for

20: end for

21: if min ADg,[é][j][k] < 0 then

22: (7,4, k') «+ argmax ADg,[i][k][j]

Jyk€Uq131€ Byy

23: Cultlli'] + Cul?lj']1+ 1

21 Cali'|IK]  Cauli]IK] — | (Fel + Z5hgy — 25222 ) ali'] )

25: Pooli)  Pucli] + ot — | (5 + s — 22 ) ol?1W)|

26: else

27: return C;

28: end if

29: iter < iter + 1

30: end while

31: return C,

32: end procedure

Figure 4.4: Algorithm to swap subcarriers between users to decrease sum distortion
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(uj)

(q,ij ) — —I5 — where « Jik 18 the gain of the adversary-

detection in the i-th band is ; o)
) J) 5 .
a; it
to-u; channel, 7;; = 15;4&/ and Pj; is the jamming power allocated for the i-th subcarrier.

The channel gain agu; l)<: is exponentially distributed with average &Suj ). Similar to Chap-
ter 2, to obtain an approximation for the packet error rate, the adversary models the

probability of word error with a step function of the SINR:

0, if ’yi(j]ij) > 7

Pr(packet error) = (4.16)

1, if %‘(Zj) <A~r

where 'yi(f;cj ) is the instantaneous SINR at the receiver, and ~r is a threshold dependent
on the alphabet and FEC used. I consider a system using a single alphabet size and
LDPC coding rate. Through simulations of word error rates of an ensemble of LDPC
rate % codes of code length L,, yr is estimated. Therefore, from (4.16), the probability

of packet error is:

s 1 > )
Pr(packet error)=Pr . < =y e %" dx
oyl Vit oy’ 5 (37571)
1 s
-—
—e s’ m(”T ) (4.17)

The expected number of packet errors of user u; in the i-th band Nemj,i(P 7)), 18

(5
T

T (uy)
Neu; i(Pri) = Np Pr (packet error) = Npye 7 TPy (4.18)

where N, is the number of packets of a single user in a single band per transmission

interval.

4.3 Spoofing power optimization

During the sensing interval, the adversary attacks the system by spoofing to

reduce the transmission rate available to SUs by reducing the bandwidth available to
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them. The adversary aims to maximize the following objective function:

Zf(Duj)(Tujveuj) _ ij(jw) Z Tuj s €u; | - (419)

Vu]' Vu]- iGB(’LLJ‘)

where B(uj) is the set of bands allocated for u; and Ty, is the data rate of u; in the
i-th band.

The average distortion decreases monotonically with the source rate (r,;) and
increases monotonically with the probability of packet error (e, j). Therefore, there are
two ways to increase distortion by spoofing; by making the SUs decrease the source rate
or increase the error rates.

Increasing distortion by decreasing the source rate: Successful spoofing can directly de-

crease the source rate by limiting SU access to vacant channels. To maximize the ob-
jective function in (4.19) by reducing the source rate, the adversary needs to minimize
Zie B(uy) Tuj i Note that B(u;) and Ty, depend on the resource allocation algorithms,
channel gains, video properties and the set of bands detected as vacant (Bg;). Out of
these parameters, the adversary can only influence B,;. Therefore, I use minimizing | By|
as the objective of the adversary.

Increasing distortion by increasing the probability of packet error: The probability of

packet error e,; is not directly affected by spoofing, but is increased by jamming.
But the effectiveness of jamming increases when the number of transmitting bands is
decreased, so minimizing | B,| will also increase e, s thus increasing the distortion.

Therefore, maximizing the distortion in (4.19) through spoofing is equivalent to
minimizing |By;|. Conditioned on B — By,, the average number of bands detected as
allowed by the CH is 3 ,cp_p (1 — pra(Ps,i)), where prq(Ps;) is the probability of
false detection of the i-th band as a function of the spoofing power (Ps;) in the i-th
band, given that the i-th band is vacant [17]. Hence, the objective of the adversary is
maximizing > ;cp_p  Pra(Ps;)-

At the start of the sensing interval, the adversary does not know which bands
are vacant. From the adversary’s perspective, every band has an equal probability of
being vacant. Hence, the objective of the adversary is to maximize ZZ]\L 1 pfda(Ps,;), under

the constraint Efi ' Ps; = Pg, where Pg; is the spoofing power allocated for the i-th
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band and Pg is the total spoofing power available. This Np variable optimization can
be reduced to two dimensions, using the behavior of p¢q(Ps;). I use the theorem in
Appendix C, to simplify this optimization problem, using the properties PO (bounded
above) and P3 (non decreasing and twice differentiable). The adversary’s estimate of

prd(Ps;) can be obtained from (4.3),

Ua
1 oo e . |Uatl
pfd(PS,l) =1—-11- o Q Pe. TOW e J dy (420)
OZJ 0 S,zy + NO

where I use @y as an approximation for @Suj ). Because pq(Ps,i) is a probability, I know

that prq(Ps;) < 1, and hence bounded above. Therefore, condition PO is satisfied.

Taking the derivative with respect to Pg;:

|Ual|_1
d 1 [ K Y
b (praPso) =1l (1= = [7Q g = VW | iy
S, aj Jo 7VV’Zy+N0
dQ ( p=f——ToW
L[> Q<P‘§}iy+N0 0 ) d K v
X | —— de‘ Pas —VIgW e cidy | >0
ajJo d(})S"K_ /7T0W> Si \ g3y + No

W y+No

(4.21)

From this, I see that psq(Ps;) has the property P3. So, I use Theorem 2 in Appendix

C to maximize sz\fl Pra(Ps,)-

4.4 Desynchronizing power optimization

After the sensing interval, the CH determines which bands are allowed for SUs,
and broadcasts a spreading sequence for code acquisition during the 77 interval. The
adversary can transmit an interference signal to disrupt the code acquisition process.
If the code acquisition fails for an SU, that SU will not be able to estimate the chan-

nel gains and will not be assigned subcarriers. Therefore, the video distortion of user

wj is [ (ruyoe)(1 — L) + £57(0,00p8) = f57 (ruyew,) + Pod (£57(0,0) —

(us)

I ](juj )(ru i €u;)), where pcq} is the probability of code acquisition failure of user u;. Be-

cause f g J )(ruj, eu;) < fl()uj )(0, 0), in order to maximize the distortion of user u; through
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(uy)

cqf *
Each SU tries to acquire the code in all the allowed bands, on which the CH is

desynchronizing attacks, the adversary must maximize p

broadcasting. The acquisition in each band is followed by code tracking, and I assume
that all incorrect phases will be rejected in the tracking mode. Hence, if the correct
code phase is acquired in any band, the SU achieves code acquisition. Therefore, the

probability of code acquisition failure is

pcqf H DPeqf Pds z) (4'22)
ZEBal

where pegr(Pys,i) is the probability of code acquisition failure as a function of desyn-

(uy)

cqf

mizing log (piZj)) = Y log (pcq f (Pds’i)). As the adversary is not aware of By, I mod-
i€Bgy;

chronizing power. The adversary aims to maximize p which is equivalent to maxi-

ify the objective function to Ef\fl log(pcqf(PdSJ)). I use the lower bound pegyb(Pus,i)
derived in (4.15) in place of peyr(Pysi), and the objective function to maximize is
ZZ]\Z log(pcqf7lb(Pds7i)). Taking the derivative of pegrip(Pus) from (4.14), with respect
to Pysi, 1 get

)

J,z
() (ug) o)

d 00 2 e E.Ncag’ ajl’e ws
——— | Pegriv(Pus;i) | = Calacq J da™) = o
APy, 4P ) ) (45) Pass (ug)

ot 0 (CdlachchOlsj +2( JZ] o +N )) WO{ J

(4.23)

This shows that p., f,lb(Pds,i) is monotonically increasing with Py, ;, and property P3 is
satisfied. Therefore, I also know that

a("j)
J,i
) | 1 7wy (u;) 1
Peqfib(Pas;i) < Pdl,lirgoopcqf,lb(Pds,i) :/o 3 X af,“j)e 7 dagit = (4.24)

This shows that the function is bounded above and has the property PO. Further, taking
the derivative of (4.23) with respect to Py ;, I can also show that 55— <pcqf 1b(Ps Z)) <
0. Because the log function is monotonically increasing, log(pcqﬁlb(PdS’z)) also has the

properties PO and P3. Therefore, I can use the proposed optimization approach to max-
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imize Zi\fl log(pcqf,lb(Pdm)). Because peqf.ip(Pis,i) > 0 and (pcqf lb(PdM)) < 0,

the second derivative (log (pcq £ (Pas, z))) < 0. Therefore, from (C.1), the optimal

dP2

¥

power allocation is equal power allocation at all desynchronizing power values.

4.5 Jamming power optimization

The objective of the adversary is to maximize Zvuj fg” )(ru]., eu;), by increasing
the probability of packet error e,;. I know that f}, () (Tu;, €u;) is an increasing function of
€u;, when 7, remains constant. Let B(u;) be the set of subcarriers allocated for user u,;.
I assume that the adversary senses and detects the bands used for transmission before
jamming, and hence knows By U By,. To simplify the notation, I number the bands

such that By, U Bp, = {1,2,..., Nrg}.

4.5.1 Lightly loaded system

I first consider a lightly loaded system, in which each SU will generally be assigned
many subcarriers; i.e. |B(u;)| > 1. During one transmission interval, the expected num-
ber of packet errors of u;, Neo,; = ZiGB(uj) Neyu, i(Py;). However, without knowledge

|B(“])| of being

of B(u;), the adversary assumes that each band has an equal probability
assigned to u;. Under this assumption, the expected number of packet errors of u; during

T7, estimated by the adversary, is:

Probability Expected number of packet
New, = Z band i is px{ errors of u; in i-th band if Z NT euj,l(PJz)
— T
assigned to u; assigned (4.25)

Using the result in (4.25), I can calculate the probability of packet error e, as follows:

Nrg (|1B(uj)] . )
Expected number of packet errors Zizl ( NTi Ne:“j»l(PJﬂ)
€, . = fry
1 Total transmitted packets | Bu; | Np

0 New; i(Pra) (4.26)
NroN, '
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I can write the objective function to be maximized from (4.19) as

NTz
(u5) > it New; i(Pri)
> 57 ru, : (4.27)
V’LLJ' D ! NTpr

For any given source rate ry;, the distortion of a received video increases with the

packet error rate. Further, r,; is affected only by spoofing power, and is unaffected

o . S New, i(Pri) :
by jamming. Therefore, to maximize fp | ru;, NraN, , the adversary aims to

maximize Zf\ff Neyu; i(Pys), under the constraints Ef\g‘ Pj; = Pr and Pj; > 0.
Using (4.18), I can write the approximation of the expected number of packet

errors calculated by the adversary, N ;(Py;) as follows:

2 (50)

Neyi(PJ,i) = Npe_ asPri \vr (428)

where I use a; as an approximation for df]uj ). T use the optimization approach in Ap-

pendix C, as N, ;(Py;) satisfies properties PO and P3.

4.5.2 Heavily loaded system

In this scenario, I assume that, due to heavy PU activity, SUs are often
assigned only a single subcarrier; ie. [B(u;)| = 1. Suppose user u; is assigned
only the i-th band. Using (4.16), I write the video distortion as: fg”)(ruj,euj) =

l()uj)(ruj'ao)7 if Pyz(j]i;]) > T

gj)(ruj71)7 if PYZ(;[Z;]) S YT
The expected video distortion for u; is

E[f57) (ruys e0,)| = 157 (g 0 PR > 90) + 157 (1) P < )
~ (Duj)(rujvo) + fgj)(ruj7 1) Pr(%(j;c]) S P)/T)

1 s
()
ay T (from (4.17))

(4.29)

— 59 (1, 0) + F) (1, 1e

Let U (%) be the set of users in the i-th band. The objective function to maximize
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is

Nrpg ,%(Ls,l)

ZE[f(Duj)(TUj)er)} :Z Z f,g”)(m], )—Ff(uj)(’l“uj, )e &(JUj);YJ,i o

VUj =1 VUjEU(i)
(4.30)

The terms fgj)(ruj,l) and f](juj)(ruj,O) depend on the properties of the video of
user u; and the source rate r,;. Different jamming power allocations do not af-

fect those terms, but do affect error rate. Hence, the objective to maximize is

~—ap— (35 -1)

Zz 1 ZVuJEU (%) fD (ruﬂ )6 A

The adversary does not know the instantaneous channel assignment, and assumes
each user has a probability % of being assigned the i-th band. Hence, taking the ex-
Tz
pectation over all channel assignments, the function to maximize can be rearranged as
(35 (35
u g 5 3 5 v . g i) v
Zvu] (;I D ZZ]\LTI”” e ®s 5" 7 Now,sinceonlye s 75 canbe changed

NTz

——1 (s
by jamming, the function reduces to maximizing » >,""* e 777 (WT ) , where aj approx-

imates Evf, 2 Since the function satisfies the properties PO and P3, I use Appendix C

to optimally allocate jamming power.

4.6 Energy optimization among modes of attack

Let E,q be the total energy available for the adversary during a Ty + 11 + 15
interval. Let 0, be the fraction of energy allocated for spoofing and let 45 be the fraction
of energy allocated for desynchronizing attacks. I have Ey, = 0s,E.q, Eqs = 04sEqq, and
Ejm = (1 —=0s) — 045)Eqq-

The objective of the adversary is to find the parameters (6sp, 045) that maximizes
Z\m]- fl()uj )(ruj,euj). In the separate optimizations of spoofing, desynchronizing, and
jamming attacks, I was able to derive objective functions to replace fg 2 (Tuj,eu].),
using the knowledge that fg J )(ru].,euj) is a monotonically decreasing function of r;
and a monotonically increasing function of eu‘, when the other parameters are kept
constant. But I now need knowledge of fD ) to optimize energy allocation among the

attacking methods. Because f (D u) depends on video properties and encoding parameters
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that are not known by the adversary, I cannot calculate f j(juj ) at the adversary. Therefore,
I use throughput as an alternative target for this section.
The minimum throughput (worst case throughput) under spoofing, jamming and

desynchronizing attacks, I'(0sp, 45), as a function of 5, and 645, can be written as

F(espﬁds) = Lp (Nszu(asp) _Ner <1 _Hsp_0d87 Bsu(esp)a |Bpu D) <1 _ﬁcqf (9(15; Bsu(esp))>

(4.31)

where N, (Gjm, Bsu(ﬁsp), | Bpu ]) is the expected number of packet errors under optimized
jamming, pegf (Gds, Bsu(ﬁsp)> is the probability of code acquisition failure, and Bsu(ﬁsp)

is the expected number of allowed bands under optimized spoofing.

~ . Nr — |B O E,
Bau(0sp) = |~ min E|Bal] = (TN|pu|) (NT ~-F <pfd, X ad,NT>>
PO Ps’igsl'}iiad T 0

(4.32)

where F' is defined in (C.15).

Ner (85m: Boul:p). Byl

(1>

max E g Ne(z;j)
Bsu Osp)+|Bpu 9'mEa . ’
Zi:l (Osp)+1Bpul PJ,iSij TS d 1€Bgy;
Bsu(asp) ) eijad

= — F(N.;, , Bsyu(0s,) + | B >
Bt e (e P B0 + T

(4.33)

where 0, is the fraction of energy allocated for jamming. Substituting the desynchro-

nizing power Py ; = ﬁﬁ‘;‘i in (4.22), T have

5 ; RN o
Peqf (edsa Bg, (esp)) = H Pegfiib T\ Ny . (434)
i=1

Using (4.31), I find the optimal energy allocation ratios (Gjpﬁ;s) =

argmin I'(6p, 045) numerically, from a grid search.
95p70d5€[0,1]
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4.7 Simulation results

I consider a cluster-based SU system, sharing Np DS-CDMA subcarriers with
PUs. In the simulations, in each sensing, acquisition and transmission interval, the PUs
occupy |Bpy| = min(Np py, N7) bands at random, where Np , is a Poisson r.v. with
mean parameter Npu. I select ag = ay = 1,1y = 415,11 = 16T and To, = 204875,
where Ty is the symbol time. The number of chips per symbol during a transmission
interval (N,) is 64, N¢“ = 256 and lgeq = 4. 1 use Walsh-Hadamard codes as spreading
sequences, a rate % LDPC code with code block length 2048 bits, and QPSK modulation.
The target received SNR maintained (vg) is 5 dB.

Each user transmits the ‘soccer’ video sequence of 300 frames with 4CIF resolu-
tion (704 x 576) at 30 frames per second. The source video is compressed by the baseline
profile of H.264/AVC reference software JM 11.0 [7]. The GOP structure is IPP with
15 frames per GOP. Each user starts at a random frame of the video, and the resource
allocation decision is done at the start of each GOP. The video performance is evaluated
using PSNR. £ 10log; IE[%%QE].

When there is no knowledge of the system other than its operating frequency
range, the adversary can perform equal power attacks across the total bandwidth. I use
this equal power spoofing and jamming strategy as a our baseline. For desynchronizing

attacks, the optimal strategy is an equal power attack, as shown in Section 4.4.

Spoofing attacks

Figure 4.5 shows the video PSNR, averaged over users, against JSR, for the
resource allocation algorithms of Subsection 4.2.3. I plot average PSNR under equal
power spoofing (dashed curves) and optimized worst case spoofing (solid curves).

The MUD algorithm, which only uses physical layer information for channel
allocation, has the worst performance, as it fails to account for differences in the video
properties. MUD+swap has notable gains over MUD, as the swapping enables more
subcarriers to be assigned to users with higher motion video. The MXD algorithms
perform the best under the simulated parameters.

Switching from equal power spoofing to optimized spoofing reduces the average

PSNR by 3-4 dB in the MUD algorithms when operating in the 0-6 dB JSR range.
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35 T T T T —&— MXD : worst case

—¥— MXD+swap : worst case
—+&— MUD : worst case
—<&— MUD+swap : worst case
— ¥ — MXD+swap

pPFE=—====

N — & — MXD
o5 — B —MUD
— & — MUD+swap

20 ¢

15

Average PSNR (dB)

10

Figure 4.5: Average PSNR under spoofing attacks (Np = 64, Qg = 4, Ny, = 16)

However, the MXD based algorithms are not notably affected by optimized spoofing
in the same JSR range. It appears that MXD algorithms are more robust against a
small bandwidth loss than are MUD algorithms. In MXD, as subcarriers are allocated
to the users with maximum distortion first, a subcarrier loss means rate loss for a lower
distortion user. But, in MUD, subcarrier loss could hit a high distortion user. Thus,

optimizing spoofing at low JSR has a higher impact on MUD.

Desynchronizing attacks

Figure 4.6(a) shows the performance under desynchronizing attacks. There is a
steep reduction in PSNR in the JSR range 30-45 dB, due to successful desynchronizing.
Jamming attacks

Figure 4.6(b) shows the performance of the system under jamming. Solid curves
correspond to optimized jamming and dashed curves represent equal power jamming.

The system is unaffected by equal power jamming up to about 5 dB JSR. However, the
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reduction in PSNR in the solid curves in the —5 to 5 dB region shows that optimized
jamming affects the system at a lower JSR compared to equal power jamming. At
JSR = 5 dB, the average PSNR under MXD algorithms is about 7 dB lower under
optimized jamming than under equal power jamming. The difference between MXD and
MUD+swap diminishes as JSR increases. At high JSR, the performance depends less
on source rate, which is a result of the resource allocation algorithm, and is influenced

more by packet error rate, which affects all transmissions equally.

Optimal energy allocation among attacking methods

In Figure 4.7(a), I plot the optimal percentage of energy allocation among the
three methods of attack. The spoofing only attack is optimal at low JSR. As I use a
strong FEC code, at low JSR, jamming attacks have a low probability of success. As
seen in Figure 4.6(a), successful desynchronizing attacks require JSR to be beyond 30
dB. Therefore, at low JSR, spoofing only is optimal.

As JSR increases, the optimal energy allocation involves both spoofing and jam-
ming. At high JSR, limiting the available bandwidth by spoofing, and attacking the
resulting smaller number of available subcarriers by jamming, appears to be the best
strategy. Even at high JSR, desynchronizing is not used, because the other two methods
of attack are more effective.

In Figure 4.7(b), I plot the optimal energy allocation for a lightly loaded system
with Ny = 256, Ny, = 32 and Q,, = 4. For this system, at low JSR, the optimal strategy
is desynchronizing. If the system is lightly loaded, the small reduction of bandwidth
due to spoofing at low JSR is unlikely to cause a notable performance degradation.
Additionally, the probability of jamming success at low JSR is low. As the JSR increases,
spoofing becomes more effective, and as the JSR increases beyond 20 dB, optimal energy

allocation includes jamming.

4.8 Conclusion

In this chapter, I analyzed the optimal spoofing, desynchronizing and jamming

power allocations across subcarriers, in a Rayleigh fading channel, with an optimization
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Figure 4.6: Average PSNR vs JSR (Nr = 64, Qg = 4, Ny, = 16): (a) under desyn-

chronizing (b) under jamming.
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Figure 4.7: Optimal energy allocation among the methods of attack: (a) Heavily loaded
system (Np = 128, Qg = 4, Ny, = 64). (b) Lightly loaded system (Np = 256, Q,, = 4,

Npu = 32).



75

approach which enables a simplified calculation of the threshold JSRs that determine
the optimal power allocation. It is noted that at low JSRs, optimizing spoofing and
jamming gives the adversary a notable advantage. I evaluated the performance of two
types of resource allocation algorithms, and observed that the MXD algorithm offers
superior performance. I learned that spoofing has the most noticeable impact on the
received video distortion at low and medium JSR, with the exception of lightly loaded
systems at low JSR, for which desynchronizing attacks cause the most increase in video
distortion. Jamming is effective at high JSR.

Chapter 4, in part, is a reprint of material as it may appear in M. Soysa, P. Cos-
man, and L. Milstein, “Disruptive attacks on video tactical cognitive radio downlinks,”
submitted to IEEE Transactions on Communications. The dissertation author was the

primary author of this paper.



Chapter 5

Disruptive Attacks on Video
Tactical Cognitive Radio Uplinks

5.1 Introduction

In this chapter, I examine the performance of a cognitive radio system with users
transmitting video on the uplink, and investigate spoofing, desynchronizing and jamming
attacks. In the downlink analysis of Chapter 4, multiple access interference (MAI) was
not an issue, because orthogonal spreading sequences were used. In this chapter, I
propose cross-layer resource allocation algorithms that account for MAI on the uplink.
I also investigate desynchronizing and jamming attacks on the uplink, accounting for
MAI. I examine the worst-case desynchronizing attack on the uplink code acquisition,
and calculate the optimal energy allocation among four modes of attack; spoofing, uplink
and downlink desynchronizing, and jamming.

In Section 5.2, I present the system model, and derive performance metrics as
functions of spoofing, desynchronizing or jamming power. Sections 5.3 and 5.4 discuss
the optimization of desynchronizing and jamming, respectively. In Section 5.5, I discuss
the optimal energy allocation among the different modes of attack. Section 5.6 contains

system simulations, and Section 5.7 presents the conclusions.
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5.2 System model

In this section I discuss the system model. There are four main subcomponents of
the system; sensing, code acquisition, resource allocation and transmission, as described
in Section 4.2. I use the sensing system model described in Subsection 4.2.1, and in
Subsection 5.2.1 the code acquisition subsystem on the uplink is discussed. In Subsection
5.2.2, T describe the resource allocation methods. The transmission and receiver block
are detailed in Subsection 5.2.3.

Similar to the system in Chapter 4, all SUs perform spectrum sensing, and detect
which bands are occupied. This information is sent to the CH at the end of the sensing
interval (7p). In the system model of this chapter, we consider both downlink and uplink
code acquisition, unlike in Chapter 4, where only the downlink code acquisition needed
to be investigated. The CH broadcasts a known spreading sequence in all allowed bands
during the first part of the code acquisition interval (T} 4), which is used by the SUs
for code acquisition and channel estimation. The SUs that performed code acquisition
successfully transmit a pre-assigned sequence (different for each SU) in a subset of allowed
bands, during the second part of the code acquisition interval (77 ,). This is used for
the CH to perform code acquisition. The estimated CSI and the rate-distortion curve
of each SU is communicated to the CH following that. This information is used by the
CH for channel allocation among the SUs. The SUs then communicate over a duration

of Ty in the allocated bands.

5.2.1 Code acquisition block analysis

The code acquisition at SUs was presented in Subsection 4.2.2. SUs that suc-
cessfully perform code acquisition estimate the channel, and then start transmission to
communicate the CSI. I now look at code acquisition by the CH. It uses the same receiver
model from Chapter 4, shown in Fig.4.1, for code acquisition. The transmitted signal

by u; in the i-th band is

Tl,u 1

Te
2 (1) = \/2ET 3 gt — nT) cos(wet) (5.1)

n=0
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The received signal at the CH can be written as

Tl u
Z 20 gl Zc g(t— tuJ)—nT)cos(w (t— t(uj)) qb(uj))
Qg d c S,
u; €U (3)
+ /o) + nw(t) (5.2)

where U (7) is the set of users sharing the i-th band, and ozguf ) and gbguf ) are the power

gain and phase components of the response of the channel from user u;-to-CH in the

(ch)

i-th band. The gain of the jammer-to-CH channel is « Ji I assume the channel gains

a(s H ) and ozS ?) are mutually independent. The time delay in user u; is denoted by t& 2

The background noise n,,;(t) is AWGN with PSD 22 and af]c?)n 7i(t) is the received

(ug) .

jamming signal. The chip energy E¢ (u’ )E(uj )

is chosen so that ag e = EQ Rz, Where Ec, Ra
is the target received chip energy at the CH.!

Following the same approach as in Subsection 4.2.2, I can write

l1+lach
1
Pk, I = acq Z (k / (7 — nTc)\/iCOS(WCT + ¢;)y(7) dr
N n=ly
= Sk, 0+ Nk, T + N el + Mgk T (5.3)

where si 1, My k1, Nk and njg; are the signal, multiple access interference, back-

ground noise, and jamming components. In Subsection 4.2.2, it was shown that 1, 1 ~

N(0, %) and nypr ~ N(0, %), when conditioned on a(f?). I assume the

multiple access interference can be approximated by a Gaussian r.v., and I can show

that n 1 ~ ./\/( M (1 - 7> (|U@%)| — 1))7 using the results from [33] and [34].
Let k* denote the correct phase. From Subsection 4.2.2,

Skx, 1 = Cdlacq \/ Ec,Rchacq COs (Wctd + ¢,(5‘qu) + QZ);) (54)

Conditioned on (w.tq+ qﬁ(suf ) +¢!,) and a g, 2+ ;1 ~ N (pcos (wctd + (Z{(gu + ¢, ) 2), where

!Note that if the gains a(suj ) are too small Vi, such that u; cannot meet the target received chip energy

EQ Rz due to power constraints, u; will not transmit, as it will not be allocated any channels under the
resource allocation algorithm.
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n lacqg N lac a(c?)n o locaEe Ra )
B = Calacg [ BepeNE, and of = leego . bt loealune (1 8) (i) — 1),

Similarly, zg« 1 ~ N(p sin(wctd + d)gug) + qS;L),a,%). Therefore, zp = 22, ; + 2 o isa

.. oy h
square of a Rician r.v. when conditioned on affi) and

1 = x
I, (ch) (z) = —e 2% I (,u{) . (5.5)

wxlocy 20k o,

Following the same approach as in Subsection 4.2.2, I can show that z; is an exponential

r.v. with mean 202, for k # k*.
The probability of code acquisition conditioned on a?f) is Pr(zk* >
zk]af,c?), V k # k*k € {0,1,..., NS — 1}) Therefore, the probability of a

code acquisition failure conditioned on agci) is

Pr U Zpr < zk|aff?) >Pr (zk* < zﬂaff?)
ke{0,.. . N3 —1}— k> : :

2 o0 2n .
1 _2#«72 IU/ /OO xTL _%
= ——€ %k —F —5€ %k d.l‘
e T2 () [

n=0

2 oo 2 2(n+1)
S Ly ()
20% 20% (n!)2

n=0
2

_ 23
_ 16‘4“75 _ 1 2lacq (No+alf i+ Be pe (1-4) (U1 -1) )
2 2

(5.6)

Let pcqf,ul(Pd&u’i) be the average probability of code acquisition failure by the

CH, averaged over aSC?), where Py, ; is the uplink desynchronizing power in the i-th
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band. Note that 7, = Pds,usi

w
()
__Jii
0 _(uy)
h e J h
Peqful(Psui) :/ Pr U 2 < zk|af]ci) — daf,ci)
0 ke{0,1,....NI1—1}—k* ’ Qg ’
(ch)
2 _ i
00 - P - - a(“ﬂ
L 2tacq (No+alf}) i B, o (1-§ ) (wii-1)) € *7 (ch)
> —e ’ — day;
0o 2 ay ’
A
= pcqf,lb,ul(Pds,uJ) (57)

5.2.2 User allocation methods

Let By C B be the set of allowed bands in the current sensing interval, let Uy; be
the set of SUs, and let G, be the |By| X |Uy| matrix, where Gep[i][j] is the channel gain
of the j-th user in the i-th band. Let U(i) be the set of users assigned to band i. The
maximum transmit power for a user is Pry max, the maximum transmit power per user
per subcarrier is Pry scmax, 7](;;5) is the received signal-to-interference-plus-noise ratio
(SINR) of user j in band i, and 4g, is the target received SINR. The maximum number
of spreading sequences needed for user j, which is determined by the video properties,
is denoted by Ngcmax[j]- I assume perfect CSI at the CH.

I use Py, a |B| x |Uy| matrix to keep track of the transmit power for each user in
each band, and Cy, a |B| X |Uy| matrix to keep track of the user-subcarrier assignment.

Using the Gaussian approximation for the multiple access interference [15], the received

SINR per stream for user ¢ in band j is calculated as follows:

) = NeGenli] )¢
7R:t - ' : (Lk) ;
2 ety {5y Calil[K]Genld[k] Ee (1 - z) + N

(5.8)

where Ny is the PSD of the background noise in band 7 and E((;ZJ ) is the chip energy of
(4,9)

user j in band i. The transmit power per stream of user j in band 7 is Pry; ; = %

Here, by power per stream, I refer to the transmit power for one spreading sequence.

Since there are Cy[i][j] spreading sequences used by user j in band i, the total transmit
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power for user j in band i would be Cy[t][j]Prg,i ;-

I assume the system has perfect power control and G| []]Eé” ) is kept constant
for all users in the i-th band. Let us define Ecﬁm 2 Genli] [j]E((;i’j). Substituting this in
(5.8), I have

(3,3) _ NCEC,Rx,i
YRz = . ~ 8

Sttty Catlill B s (1= ) + No
N,

Sretu—) CallllF] (1= ) + g2

From the definition of Pr;; ;, I have
E )
Pro; = oot (5.10)

Gen [Z] []] T.

The user-allocation is done by the CH, and hence all the above calculations are done at
the CH.

I look at several user-subcarrier allocation methods. The first one is similar to
a simple multi-user diversity channel allocation method, where each band is assigned to
the user which can transmit with the least power in that band. I name it MUDup. The
MUDup algorithm is presented in Fig.5.1. Here, the user-subcarrier assignment which
requires the least increase in total transmit power of all users, while not exceeding the
power constraints Pry max and Pry s max, i selected first. Then, the next user-subcarrier
assignment which requires the least transmit power is made, and so on, until all users
obtain the maximum required number of assignments Ny¢ max, or until no further assign-
ments can be made for users without Ng. max assignments due to the power constraints.

The second algorithm, named MXDup, is presented in Fig.5.3. Here, each user
is initially assigned a single subcarrier, using the MUDup algorithm. Then, a subset of
users with the highest distortion under the current channel allocation is selected, and
each user is allocated an additional subcarrier using the MUDup algorithm. This process
of assigning an additional subcarrier to the subset of users with highest distortion is done
iteratively, until no further assignments can be made due to the power constraints.

After the initial assignment from either of the above algorithms, a swapping
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algorithm can be used to check if changing a channel assignment from one user to another
will decrease the sum distortion of all users. A description of this swapping algorithm
is presented in Fig.5.4. In Fig.5.2, the procedure for calculating the target received chip
energy is presented, and in Fig.5.5, the steps for checking if the power constraints are

satisfied is detailed.

5.2.3 Transmission system model for the uplink

In this subsection, I analyze the transmission subsystem on the uplink. I derive
an expression for the average SINR, which can be used to derive an approximation for
the packet error rate.

A block diagram of the transmitter of a single user and a single carrier is shown in
Figure 2.3. LDPC codes are used for FEC. The output bit sequence of the FEC block of
), This binary sequence is mapped to a symbol sequence s,(guj ’m),
(uj)
1

)

user u; is denoted by déuj

where k is a time index and m = 1,... ,quj ), where 2 is the number of spreading

sequences assigned to u; in the i-th band. Note that s,(guj "™ is generally complex valued,

and normalized to have unit average energy, i.e. F [|s,(§uj ’m)\Q] =1. The {c%uj’m)} are the

chips of the m-th pseudo-random spreading sequence of u;, and there are IN. chips per

,(:j ™ 8™ odulates an impulse train. After passing through

symbol. The sequence s
both the chip-wave shaping filter g(¢) and the modulator, the transmitted signal of u;

in the ¢-th band takes the form

(uj)
Q"

:L'Euj)(t) =R op ") Z Z s,(cuj’m)cq(luj’m)g(t - nTc)ej(th+¢“J) (5.11)

m=1 n=—o0

(uy)

7

k= n/N,|.

where () is the number of streams of u; in band 4, ¢, is the carrier phase of u;, and

The transmitted signal xguj )(t) is attenuated by Rayleigh fading, and corrupted
by AWGN and jamming, as shown in Figure 5.6. The jamming signal undergoes Rayleigh

fading, independent of the source-user channel. The received signal (y;(¢)) at the CH in
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34:

: procedure MUDUP(Gcha Uala Bala Cala Psca '?Ra:a PT:E,max, PTm,sc,rnaxa Nsc,maxa N07 5)
U[/ll — Ual
while ’U(Ill‘ > 0do > While set of users to be assigned a channel is non-empty
APr, +— |Ual’PTx,max X 1\Uaz|><|B| > Initialize all elements with |Uai|Pra,max
Ec,Rz,i < CALC_ECRX (Oala Ualy %, YRz, Ney No, ﬁ)
for ¢ € B,; do
for j € U}, do
Py Py
Praij < Gic[z%

Pelilld] = Proij + PeelillJ]
if Pe[i][j] < Pro,semax AND ZleBul Pe[l][j] € Promax then

Co < Car, Cylillj] + Calil[j] +1
é,Rx,i < CALC.ECRX ( (/J,l7 Uala iy ﬁ/Rxa NC; N07 6)
cl ik (£ ~
Vk € Uats Parijn < G;ffz[fﬁzi]}n (Ec/:,Rx,i - Ec,Ra:,z')

if Vk € Ual7 (P;C['L] [k} + PAI,i,j,k < PTz,sc,max AND

ZleBal P! [1][k] < Pramax — PAI,i,j,k) then > If power constraints are satisfied

APry[i)[j] < Pre,ij+ 2 ev,, Parijk
end if
end if
end for
end for
(i,j) < argmin {APTi [i] [j]} > Select band & user which require the
JEUT i€By

lowest transmit power
if APTx[i] [j] < |Ual‘PT:B,maX then
Culi][j] < Culi]lj] + 1 > Update channel assignment matrix
Pscli, ) <= Pra,ij + Psclil[j]
Vk € Uu, Pscli, k] Pk + P [i][k] > Update transmit power in
selected (i-th) band

if ZkeBal Catlk][j] = Nscmax[j] then
LUl =47} > Remove user if max. no. of allocations is met
end if
else
return {Cy, Ps.}
end if
end while

return {Cy, Ps.}
end procedure

Figure 5.1: MUDup algorithm for user allocation
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© »

: procedure CALC_ECRX(Cy, Uar, i, YRz, Ne, No, )
if ZkEUal Cal ['L] [kf] == 0 then > If there are no users in ¢
<o N
Ec,Rz — WRNC 0
else

k< arg min{Cal [6][&] | Catli][k] > o} > User with the smallest nion-zero
keUy;
allocation in 4

EC,RJ: < Ne
. YRz
end if
return E. g,
: end procedure

No
_ZkeUal_{,;} Cal[i][k](l_g)

Figure 5.2: Calculation of the target received chip energy

©

10:

11:
12:
13:

: procedure MXDUP (GCh7 Uala Baly ﬁRaca PTx,maxa PTac,sc,maxa No, ﬁa 19)
u {3
al
(;/l — Ual

Cat < O,/

Pre < Op51x ||

while [U”| > 0 do

{C(/zl’ Psc} %MUDUP(Gchu U(/z/l7 Bala Calv Psm :)’Rw PTx,maxy PTx,sc,mam 1; N07 ﬂ)

Calculate Dy, ; the video distortion of users with current channel alloca-
tion C,.

o {31 € Ul i€ B Clulilli] == Calillil} U U,
Select U), C Uy — U.;; up to 9|Uy| users with largest video distortion
(Do)
end while
return C
end procedure

Figure 5.3: MXDup algorithm for user allocation
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25:
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28:
29:
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33:

procedure SWAP_ALLOC (o, Uy, Bai, Caty PRy Pramax, max _it)
iter <=0, ADsy <= 01, x[Un|x| Ui
while iter < max _it do

for j € Uy do
Calculate Dgg) [7]; video distortion of j with current channel allocation.
Calculate DSV [7]; distortion of j with one additional channel alloc.
end for
for i € B, do
Cél — Cal-
for j € U, do
Calilli] < Cylillil +1
for ke Uy —{j} do
while ISUNDPMAX(Ger, Chy, Uat, Bat, Pra,max, Pra,se,max, ¥Rz, Ne, No, B)

AND C',[i][k] > 0 do

CC/Ll [Z] [k‘] — C;l [Z] [k] — 1 D Decrement the no. of assignments of

k in i, until either the power constraints are met or k is removed from ¢

tion.

end while
if C!,[i][k] > 0 then
Calculate DS 1)[k]; distortion of k& with C’, channel alloca-

CHlIK] « CLylil[k]
AD[i][j][k] « (DS () + DGV k) — (DE)[) + DR [K])
end if
end for
end for
end for
if min AD,,[i][j][k] < 0 then

(¢, k) karg mag ADyg,[i][7]]k] > Band and users corresponding to
J,x€Uq130€5ql

the largest reduction in distortion

Call']lj"] = Cali']l'] + 1
Cal?|[] — Chfi")[7')[K)

else > When swapping does not decreases the distortion
return Cy

end if

iter < iter + 1

end while

return Cy

34: end procedure

Figure 5.4: Algorithm to swap subcarriers between users to decrease sum distortion
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11:
12:
13:
14:
15:
16:
17:
18:

for j € U, do
if ZieBal PSC[Z] [J] > PTx,max then
return FALSE
end if
end for
return TRUE
end procedure

: procedure ISUNDPMAX(Gcha Cala Uala Bala PTr,max» PTz,sc,maxa ﬁ/Rm Nca No, ﬁ)

Psc[l] [j] — TGl > Transmit power required for user j in i-th band

> Per subcarrier power constraint

Pse < 015,y x|V
for i € B, do
Ec,R:cJ < CALC_ECRX (C(lla Ual, i, YRz, Ne, No, ﬁ)
for j € Uy, do
Cuili]lj]Ee,Ra,i
if Psc[i] []} > PTr,sc,max then
return FALSE
end if
end for
end for

> Total power constraint

Figure 5.5: Procedure to test if the power constraints are satisfied

:EE“J’I)(t)H a(gfl)(t) & ¢(gff R0)

0] [

(]/,J,i(t)

T

n.g;(t)

nwj (t)

vi(t)

Figure 5.6: Channel response and jamming in the i-th band for user u;
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the ¢-th band is given by

() %" o
%{ S V2l OB Y3 sy a, — o)

uj €U (4) m=1 n=—o00

ej(wmj)}  a(t) + /ol (Ona(t) (5.12)

I assume the channel gains ozg‘j )(t) and aff?)(t) are mutually independent. The time
delay in user u; is denoted by 7(“s). The background noise n, ;(t) is AWGN with PSD
% in the i-th band and a(f?)(t)n 7i(t) is the received jamming signal. The diagram of
the block of the receiver that detects the symbols from the m-th stream of u; is shown in
Figure 2.5. T assume the channel remains constant during a symbol detection. I denote
the gain and phase components of the response of the u;-to-CH channel during the k-th
symbol detection by agg)k = aéz)(k:N T.) and ¢SZ = qﬁ(suj)(kN T.), respectively. The
gain of the jammer-to-CH channel is denoted by aj;j £ a(Ch)(chT ¢). The complex

output samples are given by

z](;‘ijam)é ](fug,m)_‘_jzl(;fig;ém): Eguj) Fg )k uym)_i_\/mnhk (uj, m) I(uj’ m)
(5.13)

where Eguj ) — Eé“j )Nc, is the symbol energy, nf]uf % ™ is the jamming signal, n 4

wzk 18

the background noise and I Z(ZJ ™) is the interference from other users occupying the i-th
band. Further, ngqi?}gm) ~ CN(0,n7,) and ngik ~ CN (0, Ny), where 2% is the PSD of

the jamming signal in the i-th band.

The interference from other users, I (k], ™ s given by

(ul)

k+N.—1 u]7m)
(ujum) U u
Ik :%{ Z \/w Z o Z
wel(i)—{u;} m=1n'=—o0
(COS(%{SJ“ '} = sin(¥){sp" )}+j(sin( JR{s ™) + cos(y >J{s<““”>})>
2 2

x el / g(t —n'T. — 7)) g(t — nT, — T‘“f’))dt} (5.14)
t——
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where ¢ = ¢, + gbgué)k = Qu,; — ¢Equf )k is the phase difference between users u; and u;. The
analysis of the interference for similar systems was done in [33] and [34]. I approximate

the above interference with a Gaussian r.v.. Using the results from [33] and [34], I can

obtain the variance of I i(’zj ™),
(ujm) > B (uy)
Ii,kj ~CN 0, Ec,Ra: (1 - 4> Z Qi J (5.15)

w €U (i)—{u;}

Using (5.13), I can write the uplink SINR for user u; for any stream in the i-th

band as follows:

'(“j) _ NCEC,Rm
L= g) ZUZEU(Z')f{Uj} quj) + 1k + No

NcEc,R:c
- 8 (ug)
Bere(1-0) Zujeviy—(uy @ 7 +No

NJ,i%J ik +1
E 1-8 Q"N
Cva( _Z)ZuleU(i)f{uj} i 7 tNo

VS, ul

2
ES
|
I~y
8
/N

~ _ (5.16)
aJ,i,kﬁﬁfﬁfi, +1
where —(u;) N
Viiul = =

(uj) :
Ec,Rz(l_g) ZulEU(i)f{u]‘} Ql ’ +No
Following the same approach as in Subsection , I can show that the expected

number of packet errors of user u; in the i-th band N, ;(Py;), is

(Ec,Rz(l—g) ZulEU(i)_{uJ‘} Q«Euj)+N0> w (75 wl 1)
- —eh) B
Ne’Z(PJVZ) _ Npe aJC PJJ; T

(5.17)

where NN, is the average number of packets of a single user in a single band per transmis-

sion interval, vz is the threshold parameter that depends on the FEC from (4.16) and

dSCh) is the average gain of the adversary-to-CH channel.
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5.3 Desynchronizing power optimization

In this subsection, I analyze the performance of the system under desynchronizing
attacks. I derive an objective function for the adversary, in order to maximize the video
distortion under desynchronizing attacks.

After the sensing interval, the CH determines which bands are allowed for SUs,
and broadcasts a spreading sequence for code acquisition for SUs during the 17 4 interval.
If an SU performs successful code acquisition, it will estimate the CSI, and transmit
a predetermined sequence in a randomly selected subset of allowed bands, for code
acquisition at the CH during 77 ,,. The adversary can transmit an interference signal to
disrupt the code acquisition process. I call this a desynchronizing attack. If the code
acquisition fails either on the downlink at an SU or on the uplink at the CH, that SU
will not be able to estimate the channel gains and will not be assigned subcarriers during
the resource allocation.

Define ngg), X(SZ;)dN and X(E:;)ul as follows:

() & 1 if code acquisition of u; is successful
Xacy’ = (5.18)

0 if code acquisition of u; fails

1 if code acquisition of u; is successful on the downlink

Xég;?dz 2 (5.19)
0 if code acquisition of u; fails on the downlink
(W) & 1 if code acquisition of u; is successful on the uplink
Xacq,ul = (520)

0 if code acquisition of u; fails on the uplink
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Average video distortion of u; = E[Video distortion of uj|Xc(fé(§) =1]Pr (X(SZ;) = 1)

+ E[Video distortion of u; |Xacq = 0] Pr (X((ch) = 0)

= fy3) Pr (Xé?é) = 1) + 55 Pr( X = 1) (5.21)

where fD1 £ E[Video distortion of uj|Xacq) = 1] is the average video distortion of u;

if it achieves code acquisition, and fD0 £ E[Video distortion of uj]Xacq = 0] is the
average video distortion of u; if it fails to achieve code acquisition.

Because the code acquisition failure of u; can be due to either code acquisition
failure on the downlink, or code acquisition failure on the uplink,

Pr(xi), =1nxi), =0)

acq,ul
(u5)
Pr ( acq dl 1) Pr (Xac;,ul = 0|Xacq dl — 1)
(u; u
<1 < acq dl 0>> <Xacq ul O’Xac; dl — 1)

u (us) (u5)
- pcqudl + (1 — P } )pcqj‘,ul (522)

Pr (x84 =0) =Pr ( ba) =

| |
/"\
@

Q
Q
&

O

where piq})dl Pr (Xc(qf)dl 0) is the probability of code acquisition failure on the

downlink, and qu f)ul £ Ppr (Xc(q f)ul = 0|X oq f dl 1) is the probability of code acquisition

failure on the uplink, given that code acquisition was successful on the downlink. Using

(5.22),

Pr (Xc(wq) = 1) —1-Pr (Xécq) = 0)
=1- (pg;})dl + (1 - pgq f)dl) pg}?uz)

= (1 - Pg})dz) (1 - piZ}?m) (5.23)
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Substituting (5.22) and (5.23), in (5.21):

Average video distortion of u;

Il
—

(uy) (uy) (u;) (uj)  (uj) (u;) (u5)
D,]l (1 - pcq},dl)(l - pcq}',ul) + fDZ] pcq},dl + (1 - pcq},dl) pcq},ul)

I
~

Du,Ji)(l _pg}?dﬂ(l pc(:qf)ul) + fz()ué)(l -1 _piqf)dl)(l - p((:Zj‘?ul))

=I5 = 0 =2 = 2 (55— 151) (5.2

Note that if u; fails code acquisition, u; will not transmit any data in the subsequent
transmission interval, and if u; performs code acquisition successfully, it is likely w; will
transmit data over the subsequent transmission interval, depending on the channel state
and resource allocation methods. Therefore, Kuj) < fDo , and in order to maximize

the distortion of user u; through desynchronizing attacks, the adversary must minimize

(1- pc(:Z;?dl)(l - qu)ul)

Let Pys 4 and Py, be the total desynchronizing power at the adversary during

Ty ¢ and T, respectively. Note that Pys g will only affect pg;})dl and Py will only

(uj)

affect Pegfur- For a given pair of values Py g and Pys, to minimize (1 — pgj})dl)(l —

p((;;jf)ul) the adversary aims to maximize p((;;}?dl under the power constraint Pys g and

(uy)

maximize p, aful under the power constraint Pds,ul-2

In Chapter 4, I showed that the optimal strategy to maximize pgj}) 4> under a

total power constraint Py 41, is to allocate equal power to all bands. I now look at the

(uj)

optimal power allocation to maximize p, aful

Let Nyeq be the number of bands on
which u; transmits the spreading sequence for code acquisition. The CH tries to acquire
the code in all Ny, bands. The acquisition in each band is followed by code tracking,
and I assume that all incorrect phases will be rejected in the tracking mode. Hence, if the

correct code phase is acquired in any band, the CH achieves code acquisition. Therefore,

2Note that in this section I am finding the optimal desynchronizing strategies on the downlink and the
uplink, as functions of Pys q; and Pgs w1, respectively. I can find the optimal Pys 4 and Pgs . values in
the energy optimization among attacking methods in Section 5.5. When Py, 4 and Pys . are fixed, code
acquisition failure/success on the downlink and uplink are mutually independent events, as all channels
and noise samples are uncorrelated.
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the probability of code acquisition failure is

Nacq,ul
Pegt = 11 Peasaa(Pasans) (5.25)
=1

where pegful(Pdsu,i) is the probability of code acquisition failure on the uplink as a

function of desynchronizing power, and I have denoted the indices of the bands on which

(uj)

uj is transmitting from 1 to Nyeqi. The objective of the adversary is to maximize p, af

which is equivalent to maximizing log <ps;}?ul> = Zﬁvz“fq‘“l log(pcquul(Pds’u,i)). As the
adversary is not aware of the subset of bands on which u; is transmitting, I modify
the objective function as Ef\fl log (pcquul(PdS’u,i)) I use the lower bound pegf.i6,u(Pds,u,i)
derived in (5.7) in place of peqfui(Pisui), and the objective function to maximize is
SN 108 (eq bt (Pas i) -

From (5.7), I can see that pegf,ipui(Pds,u,i) is an increasing function of Py, ; and

P3 from Appendix C is satisfied. Therefore, I also know that

(e
e
) 1 e % (ch)y 1
pcqf,lb,ul(Pds,u,i) < Pds}igl oopcqf,lb,ul(Pds,u,i) = /0 5 X W dO[Jﬂ. = 5 (526)

The above result shows that the function is bounded above and has the property PO from
Appendix C. Because the log function is monotonically increasing, log (pcq f,lb,ul(Pds,u,i))
also has the properties PO and P3. Therefore, I can use the optimization approach
proposed in Appendix C to maximize Zfi ) log(pcq f7lb7ul(Pd8,u7i)), under the constraint

N
Zz‘:Tl Pds,u,i < Pds,ul'

5.4 Jamming power optimization

Following the same approach as in Section 4.5, I can show that in order to

maximize user distortion, the adversary must aim to maximize

_ (us)
Nrw <Ec,Rz<1_§)zul€U(i)—{uj}Qi ! +N0>W

de #sE (5+-1) (5.27)
=1
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where N, is the number of bands occupied by PUs and SUs. Because the number of

users assigned to each band is not known, the adversary assumes that equal numbers of

A

5 users are assigned
NTz_|Bpu|J) &

users are assigned to each band, and estimates max <1, {
to each band, where |B;u] is the average number of bands occupied by PUs. Hence,
the interference component is Ec, Rz (1 - g) max (#‘h - 1,0). The function to
maximize is

- _B Warl
NTI _ (EC’RZ(l 1 ) max(NTz_|B;0u| 1’0> +NO)W ('YS,ul ,1)
E e arFri T (5.28)
i=1
e o g 1) )
— (EC’R:E(l Z)max<NTz:l‘Bpu‘ 10 )+No JW <7S,ul _ )
I can show that e arPri T satisfies properties

PO and P3, and use optimization approach from Appendix C to maximize (5.28).

5.5 Energy optimization among modes of attack

In this section, I look at the optimal energy allocation among spoofing, desyn-
chronizing and jamming attacks. Let E,4, be the total energy available for the adversary
during a To + T 4 + T, + T3 interval. Let 65, be the fraction of energy allocated for
spoofing, and let 0,4, 4 and 645 ,, be the fraction of energy allocated for desynchronizing at-
tacks on the downlink and uplink, respectively. I have Es, = 05 Foqy, Fas.a = 0ds dFadus
Easu = 0dsuLadv, and Ejpm = (1 — gy — 04s.a — Odsu) Eado-

The objective of the adversary is to find the parameters (6gp,64s) that maxi-
mizes Zvuj (Duj )(ruj,euj). In the separate optimizations of desynchronizing and jam-
ming attacks in Sections 5.3 and 5.4, I was able to derive objective functions to replace
fl(juj ) (ru;»€u;), using the knowledge that fj(juj )(ruj,euj) is a monotonically decreasing
function of r,; and a monotonically increasing function of e,;, when the other parame-
ters are kept constant. But I now need knowledge of f l()u ) to optimize energy allocation
among the attacking methods. Because fg‘ 2 depends on the video properties and en-
coding parameters that are not known by the adversary, g” ) cannot be calculated at

the adversary. Therefore, I use throughput as an alternative target for this section.

Following the same approach as in Section 4.6, I can find an estimate for mini-
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mum throughput (worst case throughput) under spoofing, jamming and desynchronizing

attacks, I'(0sp, 04s.d, 0ds.u), which can be written as

P(aspaeds,da eds,u) = Lp (Npgsu(esp) _Ner (1 _Hsp_ads,d - eds,zu Bsu(esp)y |Bpu |))

X (1 —Deqf,d <9ds,d, Bsu(esp))> (1 —Peqfu (Gds,u, B (Hsp)>) (5.29)

where ﬁcqf,d<0d5,d,33u(08p)> is the probability of downlink code acquisition fail-
ure, ﬁcqﬁu(ﬂds’u,ésuwsp)) is the probability of uplink code acquisition failure,
Ner (Hjm,ésu(&p),m) is the expected number of packet errors under optimized
jamming, and Bsu(ﬁsp) is the expected number of allowed bands under optimized

spoofing. Note that from (4.32)

> . Nt —|B Osp E
Bou(0sp) = |~ min E[|Ball = (TN|pu|) <NT —F <pfd, SpTadU,NT>)
Ziqu Ps,if%oadv T 0

(5.30)

where F' is defined in (C.15), and from (4.33)

Ner (Hjm7BSU(95p)7m> é max E Z Ne(zj)

Bsu(0sp)+|Bpul OimEad .
Zz:sf v P Py< ]mT; = 1€By

Bau(6 OjmEadv [Bpul
_ su( sp)iF <Ne,i7 %M,Bsu(gsp) + |Bpu|>
Bsu(esp) + |BPU| 2

(5.31)

where 0, is the fraction of energy allocated for jamming. For uplink desynchronization,

I use equal power allocation, because the optimization does not yield noticeable gains.

Therefore, substituting the uplink desynchronizing power Py, ; = 9‘%2%7?” in (5.25), I

have

min(Bsu (gsp)’Nacq,ul)

5 5 _ () [ Yds,uliad
O R R | G € B
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and from (4.34),

Biu(6sp) w) o
~ D Uj S, adv
Peqf,d (9d8,daBsu(93p)> = ll;Il pcq}ﬂ,’dl <w> . (5.33)
Using (5.29), I find the optimal energy allocation ratios

(H;kp,ﬁzs,d,ﬁzs,u) = arg min I'(Osp, Ods,d, Ods.u)  (5.34)
gsp€[0795p,max]70d5,d€[0705p,max}aeds,u€[070ds,u,max]

. . . FEqa Pf To
from a numerical grid search, where 0spmax = min (m,l y Ods,dmax =

. Eadvpfach,d _ : Ead’UprCTlvu 1 3
min (W’l s 0d57u7max = min m,l and pfac is the ratio of

maximum adversary power to average adversary power.

5.6 Simulation results

I consider a cluster-based SU system, sharing Ny DS-CDMA subcarriers with
PUs. In the simulations, in each sensing, acquisition and transmission interval, the PUs
occupy |Bpy| = min(Np ,,, Nr) bands at random, where Npp, is a Poisson random
variable with mean parameter Npu. I select ag = ay = 1,0, = 0.01,5 = 0.25,T =
AT, T g = Thyw = 8T, and To = 2048Ts. The number of chips per symbol during a
transmission interval (N.) is 64, N¢“! = 64, lycq = 4 and Nacgur = 2. Tuse Gold codes as
spreading sequences, a rate % LDPC code with code-block-length 2048 bits, and QPSK
modulation. The target received SNR maintained (vs) is 7 dB.

Each user transmits the ‘soccer’ video sequence of 300 frames with 4CIF resolu-
tion (704 x 576) at 30 frames per second. The source video is compressed by the baseline
profile of H.264/AVC reference software JM 11.0 [7]. The GOP structure is IPP with
15 frames per GOP. Each user starts at a random frame of the video, and the resource
allocation decision is done at the start of each GOP. The video performance is evaluated
using PSNR. £ 10logyg gy

When there is no knowledge of the system other than its operating frequency
range, the adversary can perform equal power attacks across the total bandwidth. I use

this equal power spoofing and jamming strategy as a reference, to which the performance
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Figure 5.7: Average PSNR under spoofing attacks on the uplink (Np = 64, Qg, = 8,

Ny, = 16)

of the optimized strategy is compared.

5.6.1 Spoofing attacks

Figure 5.7 shows the PSNR vs. JSR, for the resource allocation algorithms
discussed in subsection 5.2.2. I plot the average PSNR under equal power spoofing
(dashed curves) and optimized spoofing (solid curves). The optimal spoofing strategy,
which I use here to evaluate the performance of the uplink resource algorithms under
spoofing, was derived in Chapter 4.

The MXDup algorithms perform better than MUDup algorithms under the simu-
lated parameters. While swapping improves the performance of MUDup, MXDup+swap
does not have noticeable performance improvement over MXDup. Optimized spoofing
only reduces the performance of MXDup algorithms by about 1 dB in the 2 —6 dB JSR

range. In contrast, the performance of MUDup algorithms worsens by about 5 dB when
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Figure 5.8: Average PSNR under desynchronizing attacks on the uplink (Np = 64)

the spoofing attack is optimized around 6 dB JSR. The average PSNR under MXDup
algorithms remains fairly constant up to about 6 dB JSR, and there is a steep drop
in PSNR from 8-10 dB. I can conclude that the MXDup algorithms are able to reduce
the performance degradation due to false detections at low JSRs, when compared to
MUDup algorithms. The performance of the optimized spoofing attacks converges with
equal power spoofing beyond 10 dB of JSR, as the optimal spoofing strategy becomes

equal power spoofing, as concluded from the optimization approach.

5.6.2 Desynchronizing attacks

In Figure 5.8, I have the average PSNR under equal power desynchronizing at-
tacks for both a lightly loaded system ({25, = 4 and N, = 16) and a heavily loaded
system (25, = 8 and Npu = 32). The performances of the different resource allocation

algorithms in the lightly loaded system are almost identical. In the heavily loaded sys-



98

35 . .
MXDup : worst case
—¥— MXDup+swap : worst case
— e e —<&— MUDup+swap : worst case
30$- %_—___% — & — MXDup
— % — MXDup+swap
— & — MUDup+swap

25

B)

20

Average PSNR (d

10

5 1 1 1 1
-5 0 5 10 15 20
JSR (dB)

Figure 5.9: Average PSNR under jamming attacks (Np = 64, Qg, = 8, Npu = 16,
pfac = 100)

tem, the MXDup algorithms perform significantly better with more than 10 dB higher
average PSNR over MUDup algorithms in the JSR < 30 dB region.

5.6.3 Jamming attacks

Figure 5.9 shows the performance of the system under jamming attacks. The
solid curves correspond to worst-case jamming and the dashed curves represent equal-
power jamming. From the dashed curves I can see that the system is unaffected by
equal-power jamming up to about 5 dB JSR. However, the reduction in PSNR in the
solid curves in the —5 to 5 dB region shows that optimized jamming affects the system at
a lower JSR compared to equal-power jamming. At JSR =5 dB, the average PSNR for
MXDup algorithms is about 5 dB lower under optimized jamming than under equal power

jamming. The performance difference between MXDup and MUDup+swap diminishes
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as JSR increases. At high JSR, the performance is less dependent on the source rate,
which is a result of the resource allocation algorithm, and influenced more by the packet

error rate, which affects all transmissions equally.

5.6.4 Optimal energy allocation among attacking methods

In Figure 5.10, I plot the optimal percentage of energy allocation among the three
methods of attack.

At low JSR (< 15 dB), most of the energy is allocated for spoofing. As I use
a strong FEC code, at low JSR, jamming attacks have a low probability of success.
From Figure 5.8, I note that desynchronizing attacks are not effective at low JSR. From
Figure 5.7, I can see that spoofing attacks successfully lower the PSNR even at low JSR.
Therefore, at low JSR, spoofing is optimal. The fraction of energy allocated for spoofing
is limited by pfqc, and the remaining energy is shared between jamming and uplink
desynchronizing. I note that uplink desynchronizing appears to be more effective than
downlink desynchronizing. For downlink code acquisition, the CH broadcasts a spreading
sequence in all allowed bands, and for uplink code acquisition, each user broadcasts its
spreading sequence in a subset of allowed bands. Increasing the number of transmitting
bands can improve the code acquisition probability, by enabling the receiver to make a
higher number of parallel detections. However, in the uplink, increasing the number of
bands per user also increases the MAI, which degrades the code acquisition performance.
Therefore, the number of bands over which the spreading sequence for code acquisition
is transmitted by each user is generally higher on the downlink than on the uplink.
Downlink code acquisition can be performed in parallel in more bands than the uplink
code acquisition, and hence it is more difficult to successfully attack downlink code
acquisition.

As JSR increases, the optimal energy allocation involves both spoofing and jam-
ming. At high JSR, limiting the available bandwidth by spoofing, and attacking the
resulting smaller number of available subcarriers by jamming, appears to be the best
strategy. At high JSR, desynchronizing is not used, because the other two methods of

attack are more effective.
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Figure 5.10: Optimal energy allocation among the methods of attack (Np = 64, Qg, =
8, Npy, = 16)
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5.7 Conclusion

In this chapter, I evaluate an uplink CR video system under spoofing, desyn-
chronizing and jamming attacks. I analyze the worst-case spoofing, desynchronizing and
jamming power allocations across subcarriers, in a Rayleigh fading channel, with an op-
timization approach which enables a simplified calculation of the threshold JSRs that
determine the optimal power allocation. I evaluated the performance of two types of
resource allocation algorithms, and observed that the MXDup algorithm offers superior
performance. I learned that it is optimal to allocate the largest portion of energy to
spoofing in order to have the most noticeable impact on the received video distortion at
low and medium JSR. Further, uplink desynchronizing attacks are more successful than
downlink desynchronizing attacks at low JSR, and jamming is most effective at high
JSR.

Chapter 5, in part, is a reprint of material as it may appear in M. Soysa, P.
Cosman, and L. Milstein, “Video cognitive radio networks under disruptive attack,”

manuscript under preparation. The dissertation author was the primary author of this

paper.



Chapter 6

Conclusions and Future Work

6.1 Conclusions

In this work, I investigated CR networks under disruptive attack. I looked at
optimal energy allocations across subcarriers and among different modes of attack, that
minimized SU throughput or maximized video distortion.

In Chapter 2, I analyzed the optimal spoofing and jamming power allocations
across subcarriers, in a Rayleigh fading channel, with an optimization approach which
enabled simplified calculation of threshold JSRs, below which partial-band attacks are
optimal. I derived the optimal jamming power allocation based on a simplified step-
function approximation of the word error rate of LDPC codes. Through comparisons of
the throughput with optimal-spoofing and jamming power allocation with the through-
put for equal-power spoofing and jamming, it can be observed that the optimization
yields notable gains in the low and medium JSR regions. I learned that it is generally
optimal to attack with both spoofing and jamming, whereby the optimal-energy alloca-
tion between the two methods of attack is dependent on system parameters and JSR.
While successful spoofing has the most noticeable impact on SU throughput, it can be
observed that when the system is not heavily loaded, spoofing is not effective at low
JSR, and the optimal method of attack is jamming.

In Chapter 3, I analyzed the optimal spoofing power allocations across subcarri-
ers in Nakagami-m fading channels, with the optimization approach proposed in Chapter

2. Through comparisons of the average number of false detections with optimal-spoofing

102
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power allocation, with that of equal-power spoofing, it can be observed that the opti-
mization has notable gains in the low and medium INR regions. It can also be noted
that optimal-spoofing power allocation has larger gains over equal-power spoofing for
larger values of the fading parameter, m.

In Chapter 4, I analyzed the worst-case spoofing, desynchronizing and jamming
power allocations across subcarriers which corresponded to the maximum video dis-
tortion, in a Rayleigh fading channel, with an optimization approach which enabled a
simplified calculation of the threshold JSRs that determine the optimal power allocation.
It can be noted that at low JSRs, optimizing spoofing and jamming gives the adversary
a notable advantage. I evaluated the performance of two types of downlink resource al-
location algorithms, and observed that the MXD algorithm offers superior performance.
I learned that spoofing has the most noticeable impact on the received video distortion
at low and medium JSR, with the exception of lightly loaded systems at low JSR, for
which desynchronizing attacks cause the most increase in video distortion. Jamming is
most effective at high JSR.

In Chapter 5, I examined the performance of a video cognitive radio system
under disruptive attack, on the uplink. I analyzed the worst-case uplink desynchronizing
attack and uplink jamming attack, accounting for MAI, using the optimization approach
proposed in Appendix C. I evaluated the performance of two types of uplink resource
allocation algorithms. I learned that it is optimal to allocate the largest portion of energy
to spoofing in order to have the most noticeable impact on the received video distortion
at low and medium JSR. Further, uplink desynchronizing attacks are more successful
than downlink desynchronizing attacks at low JSR, and jamming is most effective at

high JSR.

6.2 Future work

Based on the investigations in this dissertation, possible future work on disruptive
attacks on video CR networks and system improvements in defense of such attacks is as

follows:

o Disruptive attacks on channel estimation process: In this dissertation we did not
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consider the effects of the adversary on the channel estimation process, and how
the adversary may optimally allocate power to disrupt the channel estimation.
Channel estimation errors will reduce the benefits of the resource allocation, and
also increase the symbol error rate. Therefore, investigating the effects of dis-
ruptive attacks on channel estimation, along with spoofing, desynchronizing and
jamming attacks, will give more insights in to the performance of a CR network

under attack.

Optimizing video encoder parameters to defend for spoofing and jamming attacks:
A smaller GOP size will increase the source rate, but will result in low error
propagation. Under a jamming attack, a smaller GOP size could give better per-
formance due to less error propagation. However, under spoofing attacks, the
available bandwidth becomes the bottleneck, and higher compression efficiency
becomes more important. Therefore, under spoofing attacks, a larger GOP size,
which will result in a smaller source rate, will offer better performance. Optimiz-
ing video encoding parameters, such as the GOP size, in light of the adversary’s
strategy would be an interesting direction for future investigations. Further, study-
ing the trade-off between source-coding rate and channel-coding rate, when under

disruptive attacks, may yield useful insights.

SU system improvements to mitigate the impact of spoofing: From the results of
this work, it can be seen that SUs are most vulnerable to spoofing attacks, when
compared with the other modes of attack. Therefore, strengthening the sensing
subsystem, by investigating alternatives to energy detection for sensing, will be

important for mitigating disruptive attacks on CR networks.



Appendix A: Optimization
Approach

A.1 Theorem 1

Let f: RT — R* be a function such that
PO: f is bounded above, i.e., IM < oo, s.t. f(x) < M Vz € [0, 00)
P1: fis an increasing function, i.e., f'(z) > 0, where f/(x) is the first derivative of f(x),
P2: f”(x) = 0 has at most one root in x > 0, where f”(z) is the second derivative of
f(z). Also, define g : Rt = R, as g(z) £ f(x) — f(0) — zf'(x). Then, if "N z; < X7
and x; > 0,

LI (), itz (A1)

N N O IO R (C- N <ty

n*

where n* = );T and z* is the largest root of g(z) = 0. Also, the set of arguments, S,,

that correspond to the equality when n* is an integer, is given by

N
Sy = arg max (Z f(%))
Zﬁvzl z;=X7, ;20 \j=1
NN S
—
N elements
- A.2)
X X (
(=X L0,...,0), if & <o

T T
n

n* elements (N—n*)
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When 3Z is not an integer, I use the approximation n* =  argmax (N —n) f(0)+

) w={ |32 )[3])

nf (%), to arrive at a suboptimal set S,.

In optimizing power allocation for spoofing, f(x) is the probability of false de-
tection in one band as a function of the spoofing power allocated for that band. A
false detection is mistakenly detecting a vacant band as being occupied by the PUs. In
jamming, f(x) is the packet error rate per user in a band, as a function of the jamming
power allocated for that band. Geometrically, g(x;) is the difference between f(0) and
the y-intercept of the tangent to f(z) at ;.

A.2 Proof of Theorem 1

— Nf (fg) (A3)
Case 2 : O§%<x*
From Section A.3, Eq. (A.13), I have f(z) < f(0) + Z£(f(z*) — £(0)).
2 Ha) <30 (FO) + SHAE) - £0) = (N = n)f0) + 0" ) (A4)

T

where n* = ):i . From (A.3) and (A.4),

3 X if z *
Zf($i)§F(faXT7N)é Nf(N)’ >z
= (N —n*)f(0) +n*f(z*), ifz<a*

Lemma 2: g(z) = 0 has at most one solution in x > 0

Proof of Lemma 2
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Taking the derivative of g(x) = f(z) — f(0) — xf’(x) with respect to x, I have ¢'(x) =
—xf"(x). From property P2, I know f”(z) < 0Vz > 0 or Jzg > 0 such that f’(z) <0
for x € (xg,00) and f"(z) >0 for z € (0,x0).

If Vo > 0 f"’(z) < 0, then ¢'(z) > 0 and g(z) > 0 because g(0) = 0. There-
fore, g(z) = 0 does not have any solutions in z > 0 and z* = 0. If f’(z) > 0
for 0 < z < =z, then for x € (0,2¢), ¢'(x) < 0 and g(z) < 0. But, mli)rrolog(x) =
xlg]go (f(z) = f(0) —af'(z) = gﬁlggo f(z) — f(0) — 0 > 0, because f(z) is an increasing
function (P1) and xlingo zf'(x) = 0 (see (A.7) below). Therefore, g(z) = 0 for some
x € (xg,00). Since ¢'(x) > 0 for x € (xg,00), there is only one root.

Since I defined z* is the largest root of g(z) = 0, from the above analysis I have
(") <0 (A.6)

Proof lim zf'(x) = 0.
T—00

I prove this by contradiction. Suppose lim xf’(z) # 0. Because xf'(z) > 0, I
T—00
have lim, o xf'(z) > 0. Since f'(z) is decreasing in = > xg, I know zf’(x) does not

have oscillations and 3L > 0,z > o, s.t. zf'(z) > LV x > zf.

L
= fl(z)>— Vo>

.
= lim f/(z)dz > lim —dz
xr1—00 zr Tr1—00 zr €T
= lim (f(x1) — f(zz)) > lim L(ln(zy) —In(xr))
T1—r00 T1—r00

limxlﬁoo(f(xl) — f(zr))

= L < =
limg, oo(In(zy) — In(zy))

=0 (. f(=) is finite, from property PO)

= L < 0, but this is a contradiction.

Therefore, I conclude that

lim zf'(z) =0 (A7)

T—00
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A.3 Proof of upper bounds to f(x)

Define d,, () £ f(z0)+ (z —x0) f'(z0) — f(x). Taking the derivative with respect
f'(xo) — f'(x) and

to x, I obtain d}, ()

dy, (z) = —f"(2) (A.8)

From (A.6) and P2, I know f”(x) <0 for x > 2* and therefore, d; (x) > 0 for z > 2*.

Let zg > z*. I have
dog(x) > 0V2 >z (0 day(20) =0, d)y (z0) =0) (A.9)

Further, from (A.8) and P2, I know dj; (x) = 0 has at most one root in (0, zo]. There-
fore, d/, () has at most one root in (0,z0) because d, (rg) = 0. Since df (z¢) > 0,
lim_d’xo(xo) =0". ., 32y €[0,20) s.t. dy,(z) >0V € (0,21) and d (z) < 0Vz €
x ZO

(x1,20). From the definition of do(z), I have dy,(0) = g(xo) and from Appendix A, I

know g(zg) > 0 Vg > x*.

" dy(z) > 0Vx €0, 2] (A.10)
Further,

dgo(z) > 0Vz € (21, 20] (A.11)

because d, () < 0 Va € (x1,20), dzy(20) = 0. From (A.9),(A.10) and (A.11), I know

when g > x*, dy,(x) > 0 Vx > 0. Therefore, when )]\% > x*, dxg (x) > 0, and
No

X X (X
fl)<f (;) + (x - ]\f) f <z\?> (A.12)
Further, since dy«(x) > 0, f(z) < f(2*) + (z — 2*) f' («*). From the definition of x*,
g(z*) = f(a*)— f(0) —z* f'(z*) = 0, and f'(z*) = w. Substituting this in (A.3),

xT
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I have

= f(0) + = (f(=") = f(0)) (A.13)



Appendix B: Derivations
Supporting the Analysis in
Subsection 2.4.3

B.1 Proof that h)(x) >0

hy(z) = W { <(tie — ;) (1 + t1x> + 1) e (o= (1435))
_ o (1000 (145 <(ti+10 — &) (1 + tl> + 1> } (B.1)

i

Define gi(x) 2 (46 — t;) (1+ 7% ) and g,(2) 2 (a0 — 1) (1+ 5 ). Note g,(x) >
qt(x) > 0.

; ) (@) + 1) 1oge Mi (40 (2)—as(a)) Qo () — qt(x)
hia) = G+’ < - (” (@) ))
e~ 0@ (g, (2) + 1) logy Mi ( (g0 (a)ae
Trtar o (O — (L (@) - al@)
>0 (B.2)

110
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B.2 Proof that 3z* > 0 s.t. S04 h/(z) <0<z > z*

) = (S iags ) {(60 = )1+ tiata) = 22222(au(o) + 1)

(B.3)
— ((ti410 — ) (1 + tiz)qu(z) — 26727 (qu(z) + 1))e"1v(x)}
t 3 tih//
W = (10— 1% — (11120 — 1)) (B.4)
233 2(g B 2(p
(1 +Zt-g;>3 {<Qté )y qe(x) + 1> em () — (q”;) +qu(z) + 1) e—qv(x)}
Substituting y =1 + t%z, I can rewrite (B.4) as follows:
(o o ti’elih (@)
9ily) = logy M; (B.5)
2 k2 y? k2 o2
= k?ie_ktiy _ kgie_kviy _ E [( t12y + ktly + 1> e—k}tiy _ (’U;y + ]{:Uly + 1 e_kviy

where ky, = t0 — ti, ky,, = tip10 —t; and y = 1 + t%x € (1,00). I have
ky, — ki, = (tix1 — ti)0 > 0. Further k;, = t;(0 — 1) > 0. Therefore, I have k,, > k;, > 0.

/ 3 ,—k 3~k 6 | (kY | Ky —k
Further, gi(y) = —kje ™Y + kje ™Y + S e+ 55—t hkyy+ 1) e Y~

k?3, 3 k‘2, 2
( U%y + Uéy +kviy+1> ek“z‘y} I have

d
10y —
9i(y) dygz(y)
= —kde Ry 4 kgie_k”iy + ;4 (B.6)

]{73, 3 k2, 2 /‘J3, 3 k2, 2
X [( G Byt ) ek o (D T 1) ey
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because k,;, > ki, > 0 and y > 1. Further,

gi(1) = =2[(ky, + 1)e ™™ — (ky, + 1)e "]
ky, — ki,
— (ks + 1)e P [ elhvi=ke) _ (1 4 Zoi M
(ktl ! )e (6 + 14+ kti

72(1{7% + 1)6_kvi <e(kvi_kti) - (1 + (kvz - ktz)))

<0 (B.7)

because k,;, > ki, > 0, and

. ) _ 2 _ 1.2 —kuy
Jim g;(y) = lm ke kye y
k‘z 2 k2 2
X K “Qy + by + 1) e kY — < 2y + Eyy+ 1| e R
= lim k2 — kg‘e*k”zy
Y—00 o
=07 (B.8)

2111( )
because k7 e Fi¥ — k2 e kit > 0 &y > # from (B.15) in Subsection B.2.1.
I need to show that ZNA h!(x) has only one zero for x € (0,00) and goes from

positive to negative with increasing x. From (B.5),

Na logy Migi (1 + %)
" i
E hi(x) <0< E tadeh <0

i=1
gi yz 10g2
= L < 0, B.9
Z v (B.9)
where y; =1+ t%:p Define
9i (yi) logg M;
E o (B.10)



where y;= 1 + t_ y1+1—t—1 Therefore, I have ddﬁyi = i—l and ky, = (0 — 1)t; = (t—;) Ky, .

gi yz 10g2
(1) dy Z tieti

_ Z gz (yz) 1Og2 M; dyz
t;eti dyq

_ Z 9i (yi) logy M; (‘ty
tzet ti

—ky,gi (i) logg M; [t
> Z tz‘eti Z

=1

A i (yi) logy M,
:_ktle

t.eti
i=1 ¢

= _kt'G(yl) (B]_l)

(3

Further, because y1 = 1= y; =1 and g;(1) < 0 from (B.7), I have

Na

: (1) logy M,

=Y W <0 (B.12)
i=1 ¢

and because y; — 0o = y; — 0o and limy, .o g; (y;) = 07 from (B.8), I have

lim G(y1) = lim Zgz (y:) log, M

y1—+00 Y100 t;eti
YA lim  (y;) logy M;
_ Z Y —>00 .Zz 32 g2 7 _ O+ (Blg)
i—1 e

From (B.12) and (B.13), I know G(y;) = 0 has at least one finite solution in
y1 € (1,00). From (B.11) I know at a root of G(y1) = 0, G'(y1) > 0, i.e., at the roots
the function is increasing, and therefore, must go from negative to positive. Hence, there
can be only one solution for G(y;) = 0. Define yj, s.t. G(y7) = 0. From (B.12) it follows

A 1

that, G(y1) < 0 & y1 < yj. Define z* = TSR Therefore, y1 < y; & = > z* and
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G(y) <0< N4 h/(2) < 0 from (B.9).
Na
Z hl(z) <0& x> x* (B.14)
i=1

B.2.1 Proof that Jy* > 0 s.t. k:ge_ktiy — k:;‘ie_k”iy <0&sy<y*

Define QY : R+ — R, Qg)(y) £ fpe iy — k7 e kY where 0 < ky, < ky, are
constants. Note that Qg)(O) = ki — k. < 0, because ky, < ky,. Further, Qg)(y) =

k. nln( Ul) .
ey = kiklz;, ie., QS)(y) = 0 has

n —
k7.

0 & kpekuy — kne by = 0 & elboi=h)y =

K3

k

nln( Ul)
exactly one solution at y = ﬁ € (0,00). Therefore,

)

(i)
Qn'(y) <0ey< PR



Appendix C: Generalized
Optimization Approach

C.1 Theorem 2

Let f:RTU{0} = R U{0} be a function such that
PO: f is bounded above, i.e., IM < oo, s.t. f(x) < M Vz € [0, 00).

P3: f'(x) > 0and f’(z) is differentiable over x € [0, 00), where f’(x) is the first derivative

of f(z).
Then, if 0 < SN | & < X7, & > 0 and X7 > 0,

r(N— %T) FO) + 5T f(ag),  if AT < ag

N Nf(%), ifzj1 < FF <y, j=12,...,N,

Li—Y5 Ti—Y;5

NF(3F). if zy, < X2

I have defined z;s and y;s in the discussion below.

Definition of xg

Let
min ( f(0) + Y@ION _ ry) 250
go() £ 00 ( ) '
min(£(0) + £(0)t - £(1) z=0

XeoNys pgg) + M= X0 gy ity < X2 <y, j=1,2,..0 N,

(C.1)

(C.2)

Define z( as the largest root of go(z) = 0. The existence of a root of gg is proved in

Section C.7.

115
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1: procedure OPTPARAM (f, f', g, xo)

2 j<0

3 while {ylg(y) =0,y > z;} # {} do

4 j+—J+1

5: y; < min{ylg(y) =0,y > z;_1}

6 zj + max{t|f(y;) + (t — y;)f'(y;) — f(t) = 0}

7 end while

8 Ny <3

9: return {y;|j =1,2,...,N,}, {z;]7 =0,1,...,N,}, N,
10: end procedure

Figure 6.1: Algorithm to obtain z;s and y;s

Definition of y;s, and x;s for j = 1,2,..., N,

Define the function I, () as follows:

ly(t) = f(y) + =) (). (C.3)

where y € [0,00) and ¢ € [0,00). Define the function g : RT U {0} — R as follows:

9(y) £ min(L,() - £(1)) (C.4)

t>y

where y € [0, 00) (according to the function domain) and ¢ € (0, 00). Define

y; = min{ylg(y) =0,y > z;_1} (C.5)

and

2; 2 max{tll, (1) — () = 0} (C.6)

where j =1,2,..., N,, and N, is the number of all pairs (y;, z;).

I can obtain x;s and y;s from the algorithm shown in Fig.6.1. Here I calculate
(yj,x;) pairs iteratively, for j = 1,2,..., N,. First I calculate zg from (C.2). Then, I
use zp in (C.5) to calculate y;. I use this y; to find z1, using (C.6). Now I can use z; to
calculate 9, and so on.

From the definition of y; in (C.5), g(y;) = glin (ly,(t) — f(t)) = 0. From the
Yj



117

definition in (C.6), #; is the maximum ¢ value at which (1, (¢) — f(t)) = 0. Because the
range considered here in g(y;) is t > y;, I see that x; > y;. In the definition of y; in
(C.5), I have restricted the range of y to y > x;_1, hence y; > x;_;. Therefore, I have
xj—1 < yj < xj, which is consistent with the interval ranges in (C.1).

As can be seen from the algorithm in Fig.6.1, {y|g(y) = 0,y > xn, } will be the
empty set; i.e., when I iteratively attempt finding (y;,x;)s, I will stop after (yn,,zn,),
because {y|g(y) = 0,y > zn, } does not yield any solutions.

N, € ZTU{0}, and N, = 0 implies that there are no (y;, z;) pairs. When N, = 0,
(C.1) reduces to

N (N =22 5(0) + 22 f (o), if 5F < o
i=1 Nf (%), if:pg<%
C.2 Proof of Theorem 2

I consider the different ranges of % separately in 4 cases in the proof below.

Case 1

X
N <o
Since X7 > 0, and % < zg, I have x¢g > 0. Therefore, from the definition of x,

I have go(zp) = 0. From (C.2),

(o) = min(£(0) + LI ZTON ) g (©8)
= )
Therefore, I know that, V¢ > 0,
f<0)+ f(xo)_f(o)t—f(t) >0 (C 9)
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Hence,
N N
S )<Y [f(O) y L) =IO } (from (C.9))
=0 =0 0
N
_ NF(0) + f(ﬁo)xg f(0) Z@
i=0
N
< Nf(0)+ f(xo)xg f(O)XT ( because Zﬁcj < Xr)
i=1
= (%= 21 50)+ 3 1w (c.10)
o o
Case 2

Tj—1 < XTVT < Yj, 7=12,...,N,
From Eq. (C.55) in Section C.5, I know I x (t) > f(t), ¥t > 0.

N

Case 3

Note that by definition in (C.6), I have

Ly, (x5) — f(x5) = fly;) + (xj —y;) f'(y;) — f(x;) =0
) = f(xs) — f(y;) (C.12)

Tj—Yj
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From Eq. (C.55) in Section C.5, I know V¢ >0, I,,.(t) > f(t).

I
=
=

NS

~—

_|_
{_\
I[=

SH_:

|

=

&
v

~

—~

NS

=1

= Nf(y;) + (Xr — Nyj)w (from (C.12))

Lj—Yj
N — X N X7 — Ny;
Lj—Yj Tj —Yj
NCC]‘ XT XT—Nyj
= Jyj)) + ———f(x; C.13
)+ ) (C13)
Case 4
TN, < %

N N
D S@) <Dy (3)
=0 =0
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From (C.10), (C.11), (C.13) and (C.14), I have

N

> f(#) < F(f, X1, N)

=1

(N =%2) 7(0) + X2 f (o), il 5F <o

o

N Nf(%), ifa; <32 <y j=1,2,...,N,
X fay) 4 MU f (), iy < SF <y, =12, N,
Nf(%), if;ENr<%
(C.15)
C.3 Proof that g(z;) >0, 7=0,1,..., N,
Proof that g(zg) > 0, for 29 > 0
From (C.9), I have
70+ 180S0 vy S0 wis o (C.16)

Select § > 0, such that xg — 0 > 0 (Note that xg > 0). Substituting t = xg + 9, I

get
Fo)+ 12T gy g6y >0
)
1O+ () = 1) (12 ) = Flon £ 20 ©17)

Using Taylor’s theorem in the Lagrange remainder form, I can write

2
Flao +0) = f(ao) + 07 (o) + % f"(a) (©18)

2
Flao —8) = Flaww) — 6 (o) + % £"(a3) (€19)
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where 27 € (29,0 + 0) and x5 € (xg — d,x0). Using (C.18) in (C.17), I have

f(0)+(f(:vo ( ;0 flxo) +6f x0)+ f”( )) >0
. (f(om) F0)) = ') - ‘ff"(x*f) >0
s(1IO ) - Dy 2 0
(A2 TO  pia)) - 2 > 0
(A2 TO _ piag)) 2 Sy (20
Using (C.19) in (C.17), I have
F0) + (f(o) = £(0) (1 ) = (rtan) 7 (w) + T 1a3) =0
2 (fww) — 50)) 87 a0) Ty 2 0
(10O ) T 2o
(F 2O ) - S 2 0
(A2 TO _ piag)) 2 $rs) (1)

For both the inequalities in (C.20) and (C.21) to hold for any small 4, %gf(m —
f(xg)=0.1 prove this by contradiction.
Assume L=/ — f'(z0) # 0. Define p 2 flzo)—f(0) _

zo

1 (x0) # 0. Define M as:

M £ "(x)]. C.22
) (C.22)

Because f’(x) is differentiable in z € [0, 00), M is finite.
From the definition of M, I have

f"(z}) > —M and f"(z3) > —-M (C.23)

because z} € (z,zo + 0) and 25 € (xg — J, zo) by definition in (C.18) and (C.19).
Case 1: M =0
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From (C.20) and (C.23), I have

(AL =IO ) > 357at) > 0 (om (C:23) (C.20)
From (C.21) and (C.23), I have
_(f("’cﬂ)x;f(o) ~ f'(x0)) = gf”(xé) >0 (from (C.23)) (C.25)

This is in contradiction with (C.24). Therefore, our assumption that %gf(m — (o) #
0 is incorrect. Hence, %gf(o) — f'(z0) = 0.

Case 2: M #0

By definition in (C.22), M > 0. Select a new ¢ £ min (%, 6).

Case 2a: 6 =&

: |l
That is, § < %

J )
if”(aff) > —§M (from (C.23))

> —MM (because 0 < § < |]\M4|)

- 2M
__lul
o (C.26)
From (C.20) and (C.26), I have
- f(0 J
(f(x(])wo f( ) - f/(:EO)) > 5f//(xi) > |M2|
p> i (because Haz) = 7O) f'(xo) = u#0)
2 i)
=pu>0 (C.27)
From (C.23), I also have
O i s g
o f(@3) 2 -5 M
Iz Iz
> —mM (because 0 < § < M)
__lnl (C.28)

2



From (C.21) and (C.28), I have

_(f(l‘o) — f(0)

o

=n<0
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(C.29)

This is in contradiction with (C.27). Therefore, our assumption that %gf(@ — (o) #

0 is incorrect. Hence, %;f(o) — f'(z) = 0.
Case 2b: § = %
That is, & < . Rewriting (C.20) and (C.21) for 4, I have

(M _ f’(aco)) > gf”(fi‘)
Zo .
(M — f'(x0)) = gf”(:zz)

Zo

(C.30)

(C.31)

where &} € (20, x0 + 0) and 5 € (zg — 0,20). Because & < 6, 2%, x5 € (w9 — 8,20 + 9),

and from the definition of M in (C.22), I have

J'(@) > =M and f'(33) > —M

Substituting %gf(o) — f(x0) = p and 6 = 12 in (C.30), I have

L .
o> 2|]\|4f”(f{)

1]
> —(— .
> QM( M) (from (C.32))
_
2
=pu>0

(C.32)

(C.33)
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Substituting %gf(o) — f!(x0) = p and & = % in (C.31), I have
[l
> e
M= M (@3)
|l
> —(— .
> QM( M) (from (C.32))
_ _lu
2
=pn<0 (C.34)

This is in contradiction with (C.33). Therefore, our assumption that %;f(m — /(o) #

0 is incorrect. Hence,
f(xo)xg f0) _ (o). (C.35)
Substituting the result of (C.35) in (C.20) and (C.21), I arrive at f”(z3) < 0 and
1" (x3) <0, where z7 € (x9,20 + d) and x5 € (zg — 0, 2¢). 1 define x( as a root of gy,

hence (C.9) is satisfied. That is,

f(zo) — £(0)

o

£(0) + t— f(t) >0, Vt > 0. (C.36)

From this, I can see that f(¢) has to be less than or equal to the linear function I, (t) =
f£(0)+ %gf(o)t, while I, (z9) = f(x0). For the function f(t) to equal a linear function
at xg, and be less than or equal to that linear function elsewhere, it is necessary that
f(t) is concave at xg. That is, f”(x¢) < 0.

By the definition of xg, for ¢ > x,

£(0) + Wt — ) >0
50)+ (rteo) = F0) + T IOy — g6y > 0
fao) + L= IO ) — 5> 0

f(xo) + f(x0)(t — x0) — f(t) >0 (from (C.35))
oo (t) — f(£) > 0 (from (C.3))
g(xo) >0 (from (C.4)) (C.37)
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Proof that g(zg) > 0, for zp =0

From the definition in (C.2), I have

go(wo) = min (f(0) + F'(0)t = f(1)) =0
FO)+ £ (0)t = f(£) >0, V>0 (%)
f(zo) + fl(xo)(t —x) — f(t) >0, VE>zo (0 x9=0)
2 (t) = f(t) > 0 (from (C.3))
9(xzo) > 0 (from (C.4)) (C.38)

x) - Note that if 32 > 0, s.t. f(0) + f(0)z — f(z) = 0, then f'(0 &=/ f(o) and

(%) f f(0) + f(0)

FO)+F/(0)t= £(t) = £(0)+LELOL f1). Therefore, g(2) = Iglg(f(OHM—

f@)) =min( f(0) + f(0)t — f(t)) = go(0) = 0, which implies that z > 0 is also a root.
t>0

This is a contradiction because xo = 0 is defined as the largest root.

Proof that g(z;) >0, j=1,2,..., N,

From the definition of z; in (C.6), I have

ly;(zj) — f(z;) =0
f) + (x5 — ) f (y5) — f(z;) =0 (C.39)

From the definition of y; in (C.5), I know

g(yj) = mm(ly7 (t) — f(t)> =0 (C.40)

t>y;

Therefore, I, (t) — f(t) > 0 for t > y;. Select a 6 > 0, s.t. x; — 3§ > y;. Substituting



t =x; % 4§ into [, (t) — f(t) > 0, I have

ly;(zj £6) — f(x;
Flys) + (25 £ —y;) f'(ys) = fla; £
Flyi) + (x £6 —yp) f'(y5) = (Fxg) £6F (x5) +
Fyg) + (x5 —y) f'(ys) — () £0f (y;) — (£6f(x) +
0+6f (y;) — (£6f () +
£0(f"(y;) — f'(x5) =

For the above inequality to be satisfied for any small §, f(y;)

by contradiction. Suppose f’(y;) —
Case 1: e=0

f(zj) = p #0.
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+6)>0
6) =0
%) > 0 (Taylor’s theorem)
5%) >0
6% ) (from (C.39))
€>0 (C.41)

- fl(ﬂUj) = 0. I prove this

From (C.41), I have £6u > 0. This inequality cannot be satisfied since § > 0 and u # 0.

This is a contradiction, and our assumption that f(y;)
Case 2: e #0
Select § = |4|. From (C.41), I have

ALEAREY:
‘26“ 2€ €=
u—’ﬁezo

€

|ule

(- ) 5o

Hence, I can see that irrespective of the sign of p and

21/l

— f'(z;) # 0 is wrong.

(C.42)

ule

, :I:l, and the above
2ulel T

€

inequality will not be satisfied. This is a contradiction. Therefore, our assumption that

f'(yj) — f'(x;) # 0 is wrong. Hence,

fy;) = f'(x5)

(C.43)
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by, () = f(y5) + (t — ;)£ ()
= f(y) + (x5 —yi) [ (y) + (t —25) f'(y5)
= f(zj) + (t — =) f'(y;) (from (C.39))
= f(zj) + (t — =) f'(2;) (from (C.43))
1) (C.44)

For t > xj, l,;(t) — f(t) > 0, because I, (t) — f(t) > 0 and x; is the largest root
of I, (t) — f(t) = 0 (from (C.5) and (C.6)). Therefore,

L, (t) ~ £(t) > 0
Lo, (t) — f(£) > 0 (from (C.44)) (C.45)

Therefore, g(z;) > 0 from the definition in (C.4).

C.4 Proof that f"(z) <0 for (2,1 <z <y;)U(z > zn,)

I prove this by contradiction. Suppose 3 z. € [zj_1,y;), s.t. f"(zc) > 0.
Select a § > 0.

leo (e +0) — fze +0) = f(ze) + (v + 0 — xc) f'(2e) — f(2c+9)

(we) + 0 (xc) = f(xc+9)

(we) + 0f (we) = (f () + 6 £ (we) + 67 f" () + 8%€)

= —(8%f" () + 8%)

= —52(f" () + de) (C.46)

=/
=/

I can find a ¢ small enough s.t. —d0%(f”(z.) + de) < 0 because f”(z.) > 0. i.e.
30, s.t. ly.(ze +9) — f(ze + ) < 0. Therefore, from (C.4), g(z.) < 0.
Note that g(z;—1) > 0 (from Section A.3) and g(z.) < 0 implies that Jz4 €

(xj—1,2¢), s.t. g(xqg) = 0. This is a contradiction because by definition, y; is the smallest
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root of g(y) = 0, larger than x;_1. Therefore, the assumption that f”(z.) > 0 is wrong.
Hence, f"(z) < 0 for z € [zj_1,y;). In the same manner, I can show that f”(z) <0
Vz € [zpn,,00), by selecting z. € [zn,,00), and using the fact that g(y) = 0 does not

have any roots for y > zpy,.

C.5 Proof that [, (r) and [, (z) are upper bounds to f(x)

Select Z such that z;_; < < y;. From Section C.3, I know g(z;—1) > 0 and
by definition of y; in (C.5), y; > Z is the smallest root of g(y) = 0 greater than x;_.
Hence, g () > 0. Therefore, from (C.4)

1:(t) > f(t), Yt > . (C.47)

For Tj—1 <t<zx

Define dy (1) £ La(t) — £(8) = f (7) + (¢ — 7) /' (7) — [(0).

di(t) = f'(z) — f'(t) < 0 because f"(t) <0 for t € [xj_1,Z] (from Section C.4).
Further, dy (z) = f (z) + (z — z) f' () — f(Z) = 0. Therefore, d;i(t) >0 Vz;_1 <t < z.

lf(t) > f(t), v Tj-1 <t<zx. (C.48)

For ¢ < Tj—1

Define the function do,

da(t) = Us(t) — Loy, (t) = [ (@) + (t = 2) [/ (@) = (f (wj—1) + (t = 2j1) [ (2j-1))
dy(t) = f' () = f'(zj-1) <0 (C.49)

because f”(t) <0 for t € [z;_1,Z] (from Section C.4). Substituting ¢ = z;_1,

dy(zj1) = lg(xj-1) — Loy, (21
= [ @)+ (zj-1—2) f (@) = (f (2j-1) + (2j-1 — j-1) £ (25-1))
= [ (@) + (xj—1 = 2) (@) = f (2j-1)
=lz(xj—1) — f(zj—1) > 0 (from (C.48)) (C.50)



From (C.49) and (C.50), da(t) > 0V ¢t < xj_1. Therefore,

l@(t) Z Z:ch,l(t) Vi § 33‘];1
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(C.51)

Our objective is to prove I, (t) > f(t), Vt >0, for j =0,1,...,N. — 1. I do this

by induction. I show that l.,(t) > f(t), ¥t > 0, and then assume l,_,(t) > f(t), YVt >0

and show that I, (t) > f(t), ¥t > 0.
Proof that l;,(t) > f(t)
From (C.9), I have

£(0) flwo) = £(0), F() >0, ¥t >0

xo
$0)+ (fta) — 1) + L= IO ) — 51y > 0,980
fxo) + f(l’o)a; 1) (t—ax0) — f(t) >0, Vt >0

f(xo) + f/(x0)(t — x0) — f(t) >0, Vt >0 (from (C.35))

lso(t) — f(t) >0, V&t >0 (from (C.3))

From (C.47), (C.48) and (C.53),
12() > F(£),% > 0, for ;1 <7 <.

From (C.44), if I, (t) > f(t),Vt > 0, then I, (t) > f(t),Vt > 0.

(C.52)

(C.53)

(C.54)

Therefore, I have shown that I, (t) > f(t),Vt > 0, for j =0,1,..., N, — 1, using

induction. From (C.54) I have

lz(t) > f(t),Yt>0,forz; 1 <z <y;, j=12,...,N,.

(C.55)



130

C.6 Proof that [;(x) is an upper bound to f(z) for = >z,

Select  such that z > zy,. From Section C.1, I know g(zy,) > 0 and from
the algorithm in Fig.6.1, I know that {y|g(y) = 0,y > xn,} is the empty set; i.e.
yN,+1 = min{y|g(y) = 0,y > xp, } from (C.5) does not exist. Therefore, since z > zy,,

g (z) > 0. Therefore, from (C.4)
lz(t) > f(t), V> z. (C.56)

Forzy, <t<zZ
Define di(t) = I5(t) — f(t) = f (z) + (t — 7) ' (7) — f(1).
di(t) = f'(z) — f'(t) <0 because f’(t) <0 for t € [xp,,Z] (from Section C.4).
Further, d; (z) = f () + (z — z) f' () — f(Z) = 0. Therefore, d(t) > 0 Voy, <t < ZT.

lz(t) = f(t), Van, <t < T (C.57)

For t < zp,

Define the function ds:

do(t) £ 1z(t) — Loy, (t) = [ (2) + (t = 2) [ (Z) — (f (xN,) + (t —2N,) [ (2N,))
dy(t) = f' (%) - f'(zn,) <O (C.58)

because f”(t) <0 for t € [zn,,Z] (from Section C.4).

Substituting ¢ = z;_1:

z) + (an, —2) () = f (an,)

=lz(zn,) — f(zn,) >0 (from (C.57)) (C.59)
From (C.58) and (C.59), da(t) > 0V ¢ < xy,. Therefore,

La(t) > Loy, () V £ < 2y, (C.60)
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In Section C.5, I showed I, (t) > f(t) ¥t > 0. From (C.44), it follows that

lzy, (t) > f(t) Vt > 0. Therefore, from (C.60),
lz(t) = f(t), Vt <, .

From (C.56), (C.57) and (C.61), lz(t) > f(t), for xn, < Z.

C.7 On the existence of roots of gy(x)

In (C.2), I defined go(z) as follows:

; (f(=)=f(O)t _
, | min(rO) + SR —p0) w0

min( £(0) + £/(0)t — f(t)) z=0

t>0

go(z)

I can see that when I substitute ¢t = x:

For x > 0
Forx =0
FQ0) + f/(0)t = f(t) = f(0) + f/(0) x 0 — f(0) =0
Therefore,
For x > 0
min (£(0) + (f(z) ;f )t _ 7)) <0, (from (C.63)
Forx =0

min( £(0) + f/(0)t — f(t)) <0. (from (C.64))

>0

Hence, from (C.65) and (C.66), I have
go(z) < 0,Vz > 0.

Also, go(z) is a continuous function for z > 0.

(C.61)

(C.62)

(C.63)

(C.64)

(C.65)

(C.66)

(C.67)
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For £ > 0
tmno) = liny [in (0) + LSO p))
iy (500, (SELZEOY )
iy (10 + VRS IO_ )
= go(Z) (C.68)
Forz =0

lim go(z) = lim [min ( £(0) +

z—0+ z—0t | t>0 X
o ([ f(x) = f0)
10ty (2259), )
= mip (7(0) + F Ot — 1 (1)
= 90(0) = go(7) (C.69)
Consider Zan;O go(2).
R e )]

iy ( 0+ i (f(Z) Z f(0)> . f(t)>

= Itnzl(r)l (f(0)+0— f(t)) (because f is bounded above)

= min (7(0) ~ (1) (C.70)

Select zg € (0,00). Because f is a non-decreasing function, zg > 0 and t > 0,

Uz0)=FODt > (. Using this in (C.70), I have

20

lim go(=) < min (f(O) +

Z—00 t>0

= g(20) (C.71)

I prove that there is at least one root for go(z) = 0 by contradiction. Assume
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go(z) = 0 does not have a root. Then, from (C.67), I know

go(2) <0, Vz > 0. (C.72)
Define z,, € [0, 00),
2y = arg max go(z) (C.73)
220

Note: From (C.71), I know that a finite z,, can be found. Because from (C.71),
li_}In 90(2) < g(zm). Yzm € [0,00).
Ifz,, =0

Define t,,, = arg min(f(O) + f(0)t — f(t)). I know t,, > 0, because from (C.72),
>0

90(zm) < 0 and go(zm) = g0(0) = min (£(0)+ /(0= F(1)) = (FO+ £/ Ot~ F(tm) ) <
0.
Note: If ty = 0, go(zm) = (£(0) + £/ (O)tm — f(tm)) = (£(0) + 1'(0) x 0= £(0)) =0,
which is a contradiction. Hence, t,, > 0.

Since go(2m) = Ig;ig(f(())Jrf’(O)t—f(t)) = f(0)+['(0)tm—f(tm) and go(zm) <O,
it follows that B

FQ0) + f/(0)tm — f(tm) <O
F0)tm < f(tm) — £(0)

£0) + 70yt~ 5(2) < o) + LELZION iy g
i (£0)+ £/t - 5(0)) < i (50) + L= )
9o(zm) < go(tm) (C.74)
If z,, >0
Define t,,, = ar%;glin(f(O) + %;f(o))t - f(t)). Since go(zm) = rg;ig)l(f(O) +
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(em) 1O _ f(t)) <0, it follows that
7o)+ LI ) <0
(f(zm) ;mf(o))tm < f(tm) _ f(O)
(f(zm)_f(o))<f(tm)_f(0) ( t >0)
Zm tm "
(f(zm) = Ot _ (ftm) = FO)E )y
Zm tm ’
)+ LE =IO i < oy =IOy, w0 ()

gofem) < min(10) + LELZION 5y

go(zm) < go(tm) (from (C.2)) (C.76)

According to the definition of z,, in (C.73), this is a contradiction. Hence our

assumption was incorrect; i.e. go(x) = 0 has a solution.

(x) Note: When t =0,

> go(zm) (from (C.72))

Further, since I know g(zy,) <0 from (C.72), it follows that

rtnzi(l)l <f(0) + (f(z’”)z; SOt _ f(t)) < 0. (C.78)

Hence, from (C.77) and (C.78), I know argmin(
>0

7(0) + UC=IOX — p(t)) 0.
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Therefore,
min (f(O) i (f(zm)zm fo)ye f(t)> = min <f(0) n (f(zm)z;f(O))t _

C.8 Addition of property P2

In this section I introduce the property P2 (stated below) and show that the
optimization approach in (C.1) reduces to the theorem from Chapter 2.
P2: The second derivative f”(x) has at most one zero in x > 0.

From Chapter 2, I know if f”(Z) < 0 for some Z > 0, then f”(z) < 0Vz > Z.

Note that xo, defined as the largest root of (C.2), has the following property, as
shown in (C.35):

fzo) — £(0) —zof'(z0) = 0
g(xo) =0 (C.80)

where §(z) = f(z) — f(0) — zf'(x) is the function I denoted as g(z) in Chapter 2. Note
that xg is a root of g(x). Further, if 29 > 0 is a root of g(z), from the result in (A.13),

fort >0

£(0) + ;(f(:vo) — 1) > £(t)
£(0) + ;(](f(fﬂo) —F(0) — £(t) >0 (C.81)

Therefore, from (C.2), g(xg) = 0. Note that t = zy in (C.2) provides the equality!. I
have shown that the roots of go(z) and g(z) are the same. Therefore, x( is equivalent to
x* from (A.2). From the results in (A.6), and P2, I also have f”(z) <0 Vz > xo.

Proof that g(y) = 0 does not have any solutions for y > xg

T have only considered xo > 0 here. Note that zo = 0 is the trivial case where f(z) is concave Yz > 0
and the optimal strategy is equal power attack in all bands at all power levels.
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I prove this by contradiction. Assume y; > x is a solution; i.e. g(y1) = 0, where

g(y) is defined in (C.4).

min (f(y1) + (¢ = y)f () = (1)) =0 (C.82)

t>y1

Therefore, Jt1 > y1, such that

f) + (1 —y1)f () — f(t1) =0 (C.83)

and

fn)+ (£ —y)f' (1) — f(t1£6) >0 (C.84)

where § > 0 is a small value such that t; — d > y.

Using Taylor’s theorem in the Lagrange remainder form, I can write
g lay grang

- /(1) (C.85)

- f"(t3) (C.86)

52
flt1+06) = f(t1) +0f'(t1) + 5

52
fltr=0) = f(t1) =3 f'(t) + 5
where t7 € (t1,t1 +9) and 5 € (t; — 0,t1). From (C.84),

S+t +0—y1)f () — ft1+9)>0

2
fp)+ @t +6—y)f' (y1) — (f(tl) +0f(t1) + ‘;f”(t’{)) >0 (from (C.85))

2
(£ + (=) () — F(00)) + 85 (n) = 6 (12) — > "(05) >

2
5//

0+0(f'(y1) = F'(t) = 5 /"(t]) 2 0
P~ F) = 21w (Cs7)
Similarly, using (C.84) and (C.86), I can show that
) O iy
() = (1) = 56 (C.88)



137

For both inequalities (C.87) and (C.88) to be satisfied for any small §, f'(y1) = f/(t1).
(Note that the proof is identical to that of (C.35).)

But it is known that f”(z) < 0 Va > z, and zg < y1 < t;. Therefore, f'(y1) =
f!(t1) is a contradiction. It follows that our assumption that g(y) = 0 has a solution y;
is wrong.

Hence, g(y) = 0 does not have any solutions greater than xg. Therefore, N, in

(C.1) is zero, and (C.1) reduces to

X xr if Xr
f(@) < (3= 35) SO + S ao). i1 5 < (C.89)

io Nf(3F) it zp < X2

where xg = z* in the theorem from Chapter 2.
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