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ABSTRACT OF THE DISSERTATION

Towards Efficient and Effective Privacy-Preserving

Machine Learning

by

Lingxiao Wang
Doctor of Philosophy in Computer Science
University of California, Los Angeles, 2021

Professor Quanquan Gu, Chair

The past decade has witnessed the fast growth and tremendous success of machine learning.
However, recent studies showed that existing machine learning models are vulnerable to pri-
vacy attacks, such as membership inference attacks, and thus pose severe threats to personal
privacy. Therefore, one of the major challenges in machine learning is to learn effectively
from enormous amounts of sensitive data without giving up on privacy. This dissertation
summarizes our contributions to the field of privacy-preserving machine learning, i.e., solving

machine learning problems with strong privacy and utility guarantees.

In the first part of the dissertation, we consider the privacy-preserving sparse learn-
ing problem. More specifically, we establish a novel differentially private hard-thresholding
method as well as a knowledge-transfer framework for solving the sparse learning problem.
We show that our proposed methods are not only efficient but can also achieve improved

privacy and utility guarantees.

In the second part of the dissertation, we propose novel efficient and effective algorithms

for solving empirical risk minimization problems. To be more specific, our proposed algo-
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rithms can reduce the computational complexities and improve the utility guarantees for

solving nonconvex optimization problems such as training deep neural networks.

In the last part of the dissertation, we study the privacy-preserving empirical risk mini-
mization in the distributed setting. In such a setting, we propose a new privacy-preserving
framework by combining the multi-party computation (MPC) protocol and differentially
private mechanisms and show that our framework can achieve better privacy and utility

guarantees compared with existing methods.

The methods and techniques proposed in this dissertation form a line of researches that
deepens our understandings of the trade-off between privacy, utility and efficient in privacy-
preserving machine learning, and could also help us develop more efficient and effective

private learning algorithms.
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CHAPTER 1

Introduction

The success of machine learning techniques relies on large-scale data. For many applica-
tions such as medical research, it is difficult for them to reap the fruits of machine learning
because their data is often highly sensitive such as individual patient records that may not
be permitted to share due to privacy expectations or regulations. More importantly, recent
studies have found that trained machine learning models can surprisingly leak an individual’s
sensitive information, which urges us to deal with privacy breaches when we deploy machine
learning models. These privacy concerns give rise to the following question: Is it possible
for us to leverage machine learning techniques without giving up on privacy? The answer
is affirmative, and the primary research goal in this dissertation is to develop principled
ways to address privacy concerns when using machine learning methods to solve real-world

problems.

In the past decade, much work has been done to advance machine learning with dif-
ferential privacy (DMNOG) since differential privacy can provide statistical data privacy for
sensitive information and has recently emerged as the new gold standard in data privacy pro-
tection. However, design efficient and effective privacy-preserving machine learning methods
have many challenges. More specifically, in many modern machine learning applications, the
problem dimension can increase with the number of observations, i.e., the high-dimensional
setting. Thus, directly applying existing privacy-preserving methods without considering the
model structure information such as sparse structure or low-rank structure will often output

models with very unsatisfied privacy and utility guarantees. Although, many approaches



(KST12; TS13; [JT14; [TTZ15) have been proposed to solve differentially private learning
problems in the high-dimensional setting, theses methods either have unsatisfactory utility
guarantees or are computationally inefficient. Therefore, the natural question to ask here is:
can we achieve the best of both worlds, i.e., a strong utility guarantee and high computa-
tional efficiency, for solving high-dimensional private learning problems? Two of my works

(see Chapter 2 and Chapter 3) aim at addressing this question.

In addition, many machine learning problems such as training deep neural networks
are nonconvex optimization problems, which makes designing efficient and effective privacy-
preserving machine learning methods much more challenging. For instance, the most popular
method to train private deep neural networks is differentially private stochastic gradient de-
scent (DP-SGD) (BST14a; WYX17al [ZZMI17h) due to the strong privacy guarantees it can
provide. However, DP-SGD is computationally hard for large-scale problems (e.g., large
model parameters and training dataset) due to the large variance of the stochastic gradi-
ent estimator. Therefore, how to fully utilize the power of non-private machine learning
approaches and thus design more efficient algorithms is one of the major challenges in the
current privacy-preserving machine learning literature. One of my work (see Chapter 4) aims
at address this challenge when we consider the nonconvex optimization problem. Another
major issue of existing privacy-preserving machine learning methods lies in their possibly
significant degeneration of trained models’ utility compared with the model trained using
the non-private counterparts. In Chapter 5, we introduce a differentially private Laplacian
smoothing stochastic gradient descent method to mitigate this degradation for solving the

empirical risk minimization.

In many real-world applications such as medical research and personalized recommen-
dation, data is collected by different organizations and individuals. These parties wish to
learn collective models by combining data across institutions to produce more accurate mod-
els. However, the privacy concerns become more acute in this distributed /federated learning

setting since: (1) different parties do not want to expose their data to others; and (2) the



well-trained collective model should provide protection against inference attacks. Therefore,
it is very challenging to design privacy-preserving distributed learning framework which can
address these privacy concerns and achieve strong utilities. In Chapter 6, we discuss how to
combine the Cryptograph technique and the advanced differentially private mechanism to

address these concerns.

The major contributions of my works are summarize as follows. Two of my works aim
at developing more efficient and effective privacy-preserving sparse learning methods. More
specifically, we propose a differentially private iterative gradient hard thresholding algorithm,
which allows us to have strong privacy and utility guarantees. Our algorithm is a synergistic
combination of the state-of-the-art privacy-preserving mechanism and sparse learning algo-
rithm, which has a linear convergence rate and can be applied to a broad class of private
high-dimensional machine learning with the sparse model structure. Built upon this method,
we develop a knowledge transfer framework to further improve the utility guarantee of our
method when solving the sparse learning problem. The key insight of the proposed frame-
work is to use a non-private “teacher” model to train a privacy-preserving “student” model
while preserving the model structure information of the “teacher” model. We show that our
proposed framework can achieve the state-of-the-art utility guarantee compared with exiting

methods.

I also study the differentially private nonconvex optimization problem. I develop an ef-
ficient privacy-preserving stochastic nonconvex optimization algorithm and prove that our
method can reduce the computational complexity and achieves state-of-the-art privacy pri-
vacy and utility guarantees compared with DP-SGD. The key insight of our method consists
of two parts: (1) leveraging the historical gradient information to consistently reduce the
accumulated variance of the gradient estimator; and (2) an adaptive step size to reduce
the sensitivity, which is the key to provide strong privacy guarantees, of the gradient es-
timator. Furthremore, we develop a differentially private Laplacian smoothing stochastic

gradientdescent method to improve the utility guarantee of existing methoods. The core of



our method is the Laplacian smoothing, which smooths out the random noise used in the
privacy-preserving mechanisms. We show that our new approach could improve the trained

private models’ utility, both numerically and theoretically.

To address the privacy concern and achieve strong utilities in the distributed setting, we
proposed solutions that combines differential privacy with secure multi-party computation
(ZE15a). Our solution’s key insight comes from two sources: Firstly, we combine different
parties’ local information within a secure computation, which allows us to protect each
party’s private records. Secondly, we add the required differential privacy noise inside the
secure computation after aggregation, which can reduce the amount of random noise in
the privacy-preserving mechanisms. With these two insights, our proposed framework can
not only address the privacy concerns in the distributed/federated learning setting but also
significantly improve the utilities in privacy-preserving empirical risk minimization.

The rest of the dissertation is organize as follows. We first discuss our efforts in solving
differentially private sparse learning problem. In Chapter 2, we introduce our proposed
efficient private learning algorithm: differentially private iterative gradient hard thresholding
(DP-IGHT). We prove that our proposed algorithm can achieve a linear convergence rate.
Based on the proposed algorithm, we introduce a knowledge transfer framework for private
sparse learning problem in Chapter 3. Our proposed framework not only enjoys the fast
convergence rate of DP-IGHT but also significantly improve the utility guarantees compared
with existing methods. We then study the differentially private nonconvex optimization
in Chapter 4 and Chapter 5. In Chapter 4, we propose an efficient learning algorithm for
training deep neural networks with privacy guarantees. In Chapter 5, we develop an effective
method to improve the utility guarantees in private deep learning. Next, we introduce a
novel privacy-preserving framework for distributed empirical risk minimization in Chapter
6. Lastly, we conclude the dissertation by elaborating several future research directions in

Chapter 7.



CHAPTER 2

Differentially Private Iterative Gradient Hard

Thresholding for Sparse Learning

2.1 Introduction

In modern high-dimensional data analytics, where the problem dimension can increase with
the number of observations, sparse learning has emerged as a prominent method to allevi-
ate overfitting and provide statistically reliable results. Consequently, many sparse learning
algorithms such as ¢; convex relaxation based methods (Tib96} [Gee08; NYW09) have been
proposed in the past two decades. Compared with ¢; convex relaxation based sparse learn-
ing algorithms, ¢y constrained sparse learning algorithms (Zhall; [YL.Z14; [ITK14; [CG16)
received increasing attention due to its small estimation bias. In specific, the ¢y constrained

sparse learning is formulated as follows

1 n
min Lg(0) := — 0(0;z;) subject to [|@]o < s, 2.1.1
i Ls(0) = > 2U0:5) subject 1o 0] < 1)
where S = {z1, 2, ..., 2,} denotes the training dataset with z; = (x;,;), Ls is the empirical

loss function, ||@||o denotes the number of nonzero entries in 8, s is a parameter for tuning
the sparsity level of 8, and we assume that the data are generated from some underlying
statistical model with sparse parameter vector 8* € R? such that ||0*|o = s*. The goal of

sparse learning is to recover 6*.

In many applications, the data used for sparse learning are sensitive datasets, such as

financial records or genomic data, raising a big concern that the adversaries may be able



to infer the private information from the trained model. This privacy concern necessitates
the private-preserving algorithms for learning sparse models. The prerequisite for devel-
oping such algorithms is a rigorous privacy definition. In recent years, differential privacy
(DMNO06)) has been served as the most widely adopted notion of statistical data privacy and
has been applied to many real world applications (EPKI14; [DKYT1T). The formal definition

of differential privacy is as follows.

Definition 2.1.1 (Differential privacy (DMNOQG)). A randomized mechanism M : 8" — R
satisfies (e, 0)-differential privacy if for any two adjacent data sets S, S’ € S™ differing by one
example, and any output subset O C R, it holds that

P[M(S) € O] < ¢ - PIM(S') € O] + 6.

According to the definition, differential privacy requires that datasets differing by one
example lead to similar distributions on the output of a randomized algorithm. This implies
that an adversary will draw essentially the same conclusions about an individual whether or

not that individual’s data was used even if many records are known a priori to the adversary.

There exist several studies (KST12; [T'S13; [TTZ15) trying to develop differentially pri-
vate algorihthms for solving sparse learning problems. However, they only consider sparse
linear regression, and the convergence rates and utility guarantees of these methods are
suboptimal. In order to overcome the limitations of existing differentially private sparse
learning algorithms, we propose a differentially private iterative gradient hard thresholding
(DP-IGHT) algorithm for solving the sparsity constrained learning problem ([2.1.1)), which
is not only very efficient but also has comparable or even better utility guarantees than the

state-of-the-art methods. We summarize the contributions of our work as follows

e Compared with existing work that is limited to sparse linear regression, our differ-
entially private sparse learning algorithm is generic enough that it can be applied

to a broad family of loss functions that satisfy the restricted strong convexity and



smoothness conditions (BRT09; NYWO09)), and each component function is Lipschitz
continuous. We demonstrate the superiority of our framework through two concrete

examples: sparse linear regression and sparse logistic regression.

e We prove the linear convergence rate for our DP-IGHT algorithm, which outperforms
the sub-linear convergence rate of Frank-Wolfe based method (TTZ15)), and does not
rely on any computationally intractable support selection algorithm as required by

(KST12).

e We establish strong utility guarantee for our DP-IGHT algorithm. Specifically, it
achieves the best known utility guarantee (KST12)) for sparse linear regression while
not requiring any extra support selection procedure. Our approach also provides the

first utility guarantee for sparse logistic regression.

Notation. For a d-dimensional vector x = [z1,...,z4]", we use [|x|]z = (Z?Zl |z:12)'/? to
denote its fo-norm, and use ||x||o = max; |z;| to denote its {o-norm. We let supp(x) be the
index set of nonzero entries of x, and supp(x, s) be the index set of the top s entries of x in
terms of magnitude. We use S™ to denote the input space with n examples and R to denote
the output space. Given two sequences {a,} and {b,}, if there exists a constant 0 < C' < oo
such that a, < Cb,, we write a,, = O(b,), and we use O(-) to hide the logarithmic factors.
We denote the d by d identity matrix by I;. For simplicity, we use /;(:) to denote ¢(-;z;)
throughout the paper.

2.2 Related Work

To develop differentially private algorithms, the commonly used methods include output
perturbation (CMO09), objective perturbation (CMO09), and gradient (iterative) perturba-
tion (BST14bl). More specifically, output perturbation adds random noise to the out-

put of a non-private algorithm. Objective perturbation perturbs the objective function



of learning algorithms by random noise before learning. And the idea of gradient pertur-
bation is to introduce random noise into the intermediate steps of the learning algorithm.
Although these approaches have been extensively studied for empirical risk minimization
(CMO09; ICMS11b; [KST12E BST14b; [ZZM17h; WYX17bl WGX1S; [JWEISD) in classical set-
ting, their applications to sparse learning in the high-dimensional regime remain understud-
ied.

There exist several ad hoc approaches (KST12; [TS13; [JT14; [TTZ15) to solving dif-
ferentially private (sparse) learning in the high-dimensional setting. For example, (JT14)
proposed a differentially private algorithm with the dimension independent utility guaran-
tee for empirical risk minimization. Nevertheless, their method only works for specific loss
functions and the utility guarantee is sub-optimal in terms of other parameters. The most rel-
evant studies to ours are (KST12} [T'S13; [TTZ15)), which studied differentially private sparse
linear regression. In detail, (KST12; [TS13) proposed to first perform some differentially
private model selection algorithms to estimate the support set of sparse model parameter
vector, and then run the objective perturbation algorithm to estimate the parameter vec-
tor with its support restricted to the estimated subset. While, their method can achieve
0(3*2 log(2/v)/ (ne)z) utility guarantee, where € is the privacy budget and v is the probabil-
ity that the model selection algorithms can successfully select the true support, the model
selection algorithms, such as exponential mechanism, may be computational inefficient or
even intractable in practice. In addition, the privacy and utility guarantees of their al-
gorithm only holds for the exact optimal solution to the perturbed optimization problem.
Later on, (T'TZ15) developed a differentially private Frank-Wolfe algorithm, which is based
on the gradient perturbation, for sparse learning. They showed that their algorithm can
achieve O (w(C)*?logn/(ne)*/?) utility guarantee, where w(C) is the Gaussian width of the
constraint set C. However, their approach only has a sublinear convergence rate and the

Gaussian width w(C) can only be estimated for some specific convex set such as ¢;-norm

ball.



Different from the aforementioned methods for sparse learning, our proposed DP-IGHT
algorithm does not require exactly solving the optimization problem or the extra model
selection procedure. Therefore, it is able to attain better empirical performances and more
preferable in practice. In addition, our algorithm enjoys a linear convergence rate, which is
more efficient than previous methods. The detailed comparisons of different algorithms for

sparse linear regression are summarized in Table [2.1]

Algorithm Method Utility Convergence RSC/RSS Support selection
Frank-Wolfe
Iterative @) <%) Sub-linear No No
(T'TZ15l)
Two stage .
Objective O (%) NA Yes Yes
(KST12)
DP-IGHT »
Iterative O (S log d) Linear Yes No
. (ne)
This paper

Table 2.1: Comparison of different (e,)-DP algorithms for sparse linear regression. We
ignore the log(1/d) term in the utility guarantees. Note that v is the probability that the

differentially private model selection algorithms can successfully recover the true support.

2.3 Preliminaries

In this section, we present some definitions that will be used throughout our paper. We first

introduce several classes of functions that we considered in our work.

Definition 2.3.1 (G-Lipschitz continuous). A function f: R? — R is G-Lipschitz continu-

ous, if the following inequality holds for all 8,0, € dom f

|f(01) — f(02)] < G601 — 6]



Note that for a differentiable function f, G-Lipschitz continuous implies that the gradient
norm is bounded, i.e., [V f(0)|]2 < G for all 8 € domf.

Definition 2.3.2 (Sparse eigenvalue condition). A twice differentiable function f: R — R
satisfies sparse eigenvalue condition with parameters ;o > 0 and g > 0, if the following holds

for the Hessian of f for all @ € domf,

p=nf {v'VfO)V | [vlo < s, [[v]> =1},

B =sup {v VZf(O)V | [Iv]lo < s, [IV]2 = 1}.

For sparse learning problems, sparse eigenvalue condition (BRT09) implies the restricted
strong convexity and smoothness conditions (NYW09; [LW13)), which guarantee the objective
function behaves like a strongly convex and smooth function over a sparse domain even the

function is general convex in its entire domain. In the following discussion, we denote k by
B/

Zero-concentrated differential privacy. Although the notion of (e, §)-DP, i.e., Definition
[2.1.7] is widely used for the analysis of the output and objective perturbation methods, it is
not suitable for the gradient perturbation method since it will give loose composition results.
We propose to use the notion of zero-concentrated differential privacy (BS16bh), which has a

sharp composition result and thus is a better choice for gradient perturbation method.

Definition 2.3.3 (Zero-concentrated differential privacy). A randomized mechanism M :
S" — R satisfies p-zero-concentrated differential privacy (p-zCDP) if for any two adjacent

datasets S, 5" € S™ differing by one example, it holds that for all a € (1, 00)
Da(M(S)IM(S") < pa, (23.1)

where D, (M (S)||M(S")) is the a-Renyi divergencd!| between two distributions M(S) and
M(S").

!The formal definition can be found in (Ren61)).
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Note that p-zCDP can be converted to (€,0)-DP through the following lemma, which is
established in (BS16bD).

Lemma 2.3.4. If a randomized mechanism M : 8™ — R satisfies p-zCDP, then it satisfies
(p+24/plog(1/0), 6)-differential privacy for any § > 0.

Next, we introduce the definition of /5-sensitivity, which is used to control the variance

of the Gaussian Mechanism for ensuring p-zCDP.

Definition 2.3.5 ({y-sensitivity (DMNO6))). For two adjacent datasets S, S’ € S™ differing

by one example, the fo-sensitivity As(q) of a function ¢ : 8" — R? is defined as Ay(q) =
SUpg g 1g(S) = q(S") ]2

Based on /s-sensitivity, we can use Gaussian mechanism to make our algorithms satisfy

p-zCDP.

Lemma 2.3.6 (Gaussian mechanism (BS16b)). Given a function ¢ : S* — R%, the Gaussian

Mechanism M(S) = ¢(S) + u, where u ~ N(0,0I), satisfies Ay(q)?/(20%)-zCDP.

p-zCDP has the invariant property of post-processing and the property of composition

as follows.

Lemma 2.3.7 ((BS16b)). For two randomized mechanisms M, : S — R? M, : S"xR? —
R?. If M, satisfies p;-zCDP and M, satisfies pp-zCDP, then Mo (S, M, (S)) satisfies (p1+p2)-
zCDP.

2.4 Algorithmic Framework

In this section, we present our differentially private iterative gradient hard thresholding (DP-

IGHT) algorithm, which is illustrated in Algorithm , for solving the sparsity constrained

optimization problem ({2.1.1)).
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Algorithm 1 Differentially Private Iterative Gradient Hard Thresholding (DP-IGHT)

Require: loss function Lg, thresholding parameters s, step size 7, iteration number 7

initial estimator @y, privacy budget p, Lipschitz constant G
fort=1,2,3,...,T do

0, = H, (Gt_l —n(VLg(0;-1) + u)), where u ~ N(0,021;) with 0% = TG?/(n?p)
end for

Ensure: 61

At the core of our proposed Algorithm [1is the gradient perturbation procedure at each
iteration, which ensures the differential privacy. More specifically, we perturb the gradient
with Gaussian noise at each iteration and make use of the composition and post-processing
properties of differential privacy to characterize the upper bound on the total privacy loss.
Compared with the objective perturbation based approaches (CM09; [CMS11b; [KST12), our
algorithm does not require the optimization problem to be solved exactly in order to achieve
the privacy and utility guarantees. In addition, since it is very hard to characterize the
sensitivity of the optimization problem with the sparsity constraint (XCM12)), we do not
pursue the output perturbation based approaches (CMS11b} [ZZM17h).

According to Algorithm [1], to enforce the sparsity constraint, we use the iterative gra-
dient hard thresholding (IGHT) algorithm, which has been shown to have a linear rate of
convergence (JTKI14; [YLZ14, [CG16). Note that if we set 02 = 0 in Algorithm [1} it will
reduce to the original IGHT algorithm. The hard thresholding operator H,(-) in Algorithm
[ is defined as follows:

[H(0)]: = % if 4 € supp(8,s) (2.4.1)

0, otherwise.

H(0) preserves the top s elements in € in terms of magnitude and set others to be zero.
We will show later that the proposed DP-IGHT algorithm also enjoys a linear convergence

rate, and therefore is more efficient than existing methods.
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2.5 Main Results

In this section, we first present the main theoretical properties of Algorithm (1] for generic
models, and then show its applications to two specific examples: sparse linear regression and

sparse logistic regression.

Recall that the goal of sparse learning is to estimate the underlying sparse parameter
vector 8% of a statistical model. Thus, we impose a high probability upper bound on the
gradient of the objective function at 6*, which is used to characterize the statistical error of

different statistical models.

Condition 2.5.1. For a given sample size n and tolerance parameter v € (0, 1), let £(n, )

be the smallest scalar such that with probability at least 1 — v, we have
IVLs(0%)]|oc < e(n,7),
where £(n, ) depends on the sample size n and 7.

Equipped with this condition, we are ready to establish the main theoretical results of

Algorithm [1}

2.5.1 Results for Generic Model

We first present the privacy guarantee of Algorithm [I] for solving sparse learning problem

(2.1.1) under p-zCDP.

Theorem 2.5.2. Suppose each component function ¢; of Lg is G-Lipschitz continuous, the

output 07 of Algorithm [1|satisfies p-zCDP after T iterations if o2 = TG?/(n?p).

Remark 2.5.3. According to Lemma [6.2.6] we can also derive that the output @1 of Algo-
rithm |1| satisfies (e, 0)-DP if 02 = TG?/(n(+/log(1/0) + € — \/log(l/é)))2. Furthermore, if
e < log(1/6), we can get 0 < 6TG*log(1/5)/(ne)?, which matches the bound of the noise
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variance for gradient perturbation methods (WYXI17h). Note that for the Lipschitz param-
eter G, we can exactly calculate a tight upper bound for sparse linear regression and sparse
logistic regression. However, for general loss functions, one practical approach to choose G

is to use gradient clipping (ACGI16D)).

Next, we provide the utility guarantee of Algorithm [1|for solving sparse learning problem

@.1.1).

Theorem 2.5.4. Suppose the loss function Lg satisfies sparse eigenvalue condition with
parameters pu, 3, and Condition [2.5.1, and each component function ¢; is G-Lipschitz con-
tinuous. There exist constants {C;}?_; such that if o = TG?*/(n%p), n = C1/(B + n),
and s > Chr®s*, then Or converges to 0* at a linear rate. In addition, if we choose
T = Csklog (pn*1?|6*13/(k*G?*slog d)), the following holds with probability at least 1 — ~
(25"
112
k*G?s*logd log pnpi]| 6%

E[|0r — 6*]3 < Ci—5-c(n, v)?

+C5

2.5.1
n2u2p s*kG ( )

where the expectation is taken over the randomness of the Gaussian noises in Algorithm [I]

Remark 2.5.5. The utility bound in (2.5.1]) consists of two terms: the first one denotes the
statistical error, while the second term corresponds to the error introduced by the Gaussian
mechanism. It is worth noting that the error term caused by the Gaussian mechanism
depends on s*logd instead of d comparing with the previous differentially private learning
algorithms (BST14b)). According to Lemma [6.2.6, we can also derive the following utility
guarantee under (¢, )-DP

0 (3*/{25(71, 7)? N K3G?s* logdlog(l/é)) |

n2e2y.?

and we defer such result to the supplemental material.
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2.5.2 Implications for Specific Examples

In this subsection, we demonstrate the implications of the main theory for Algorithm (1| when
it is applied to specific examples. Note that here we directly spell out the utility results under

(€,9)-DP for the ease of comparison.

2.5.2.1 Sparse Linear Regression

The first example we considered is the linear regression problem in the high-dimensional
regime y; = (x;,0%) + &, where y = [y1,...,y,] € R™ denotes the response vector, X =
[X1,...,%,]" € R4 is the design matrix, £ = [£},...,&,] € R™ is a noise vector, and 8* € R?
with ||@*]|p = s* is the underlying sparse regression coefficient vector that we want to recover.
In the high-dimensional regime, we have n < d. In order to estimate the sparse parameter
vector 8*, according to (2.1.1]), we consider the following sparsity constrained optimization
problem, which has been studied in many previous works (Zhall; YTZ14; [JTK14; [(CG16)

: 1 :
min F(6) = 5-|X6 - yl|l3 subject to [8]o < s, (2.5.2)

where we have each component function as (;(8) = ((x;,6) — yi)2 /2. The next corollary

provides the privacy and utility guarantees of Algorithm [I| for solving (2.5.2)).

Corollary 2.5.6. Suppose each row of the design matrix x; is an independent sub-Gaussian
random vector with ||x;]|s < K, and the noise vector & ~ N(0,v°1,,). For a given privacy
budget ¢ > 0 and a constant § € (0,1), there exist constants {C;}?_, such that if n >
Cislogd, and we choose 0% = 2A\TK?(1/25/0* |2 + vlogn)?log(1/5)/(ne?), appropriate 7,
large enough s, then for 7' = Csrlog (n?e? /(sK? log dlog(1/4))), the output 67 of Algorithm
satisfies (€, d)-DP. In addition, with probability at least 1 — exp(—Cj3n), we have

s*?log dlog(1/6)
n2e

“log d
|0, — 6°|2 < CpK?2 08

+ K2 ([107]5 + v7) :
where (4, C5 are some constants depending on log terms, which are small constants.
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Remark 2.5.7. Corollary [2.5.6| implies that O(s*logd/n + s*?log dlog(1/8)/(n?¢?)) utility
guarantee can be achieved by our algorithm in the setting of (e, §)-DP. The term O(s* log d/n)
denotes the statistical error for sparse vector estimation, which matches the minimax lower
bound (RWYTI)). The term O(s**logdlog(1/d)/(n?e?)) corresponds to the error introduced

by the Gaussian mechanism, which matches the best known result (KST12).

2.5.2.2 Sparse Logistic Regression

For logistic regression, we assume that each observation y; is drawn from the following
Bernoulli distribution P(y; = 1|x;, 8*) = exp ((0%, x;)—log (1+exp((6*,%;))) ), where x; € R
is the predictive vector, 8* € R? with ||@*||o = s* is the underlying parameter vector we want
to recover. According to , we propose to solve the following sparsity constrained
maximum likelihood estimation problem (YLZ14; LALI6 [CG16])

Ls(0) = —=5 " [5:(6,x) — log (1 0.x; bject to [|0]lo < s, (2.5.3
min Ls(6 Zy x;) —log (1 +exp((6,x;)))] subject to [|Blg <'s, (2.5.3)

where we have each component function as ¢;(8) = log (1 + exp({(8,x;))) — v:(6,x;). We

have the following theoretical guarantees for sparse logistic regression.

Corollary 2.5.8. Suppose each row of the design matrix x; is independent sub-Gaussian
random vector and ||x;||o < K. For a given privacy budget ¢ > 0 and a constant § € (0, 1),
there exist constants {C; }7_, such that if n > Cslogd, and we choose 02 = TK?log(1/5)/(n?e?),
appropriate 1, large enough s, then for T' = Cyk log (n e /(sK? logdlog(l/é))), the output
01 of Algorithm [1]is (¢, 0)-DP. In addition, with probability at least 1 — exp(—Csn) — Cy/d,
we have

s*logd S log d

where (5, (s are some constants depending on log terms, which are small constants.

Remark 2.5.9. In the setting of (¢, §)-DP, our proposed algorithm can achieve O(s* log d/n+
s*logdlog(1/8)/(n?e?)) utility guarantee after T' = O(log (n?¢?/s)) iterations. In particular,
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the term O(s* log d/n) corresponds to the statistical error, while the term O(s* log dlog(1/§)/(n%¢?))
denotes the error caused by the Gaussian mechanism. To the best of our knowledge, this is

the first utility guarantee for sparse logistic regression.

2.6 Numerical Experiments

Relative estimation error

Relative estimation error

-~-JGHT

—o-Frank-Wolfe | |

-«+-Two stage
-=-DP-IGHT

4 6 8
Differential private budget e

(a) Sparse linear regression

-+-JGHT

-o--Frank-Wolfe |

-+-Two stage
-=-DP-IGHT

Relative estimation error

Relative estimation error

-o-IGHT
-o--Frank-Wolfe |

-+-Two stage
-o--DP-IGHT

4 [
Differential private budget e

(b) Sparse linear regression

-+-IGHT
-o--Frank-Wolfe| |
-+-Two stage
-o-DP-IGHT

4 6 8 4 6 s
Differential private budget e Differential private budget e

(c) Sparse logistic regression (d) Sparse logistic regression

Figure 2.1: Numerical results for sparse linear regression and sparse logistic regression.

In this section, we present experimental results of our proposed algorithm on both syn-
thetic and real datasets. We compare our algorithm with Two stage (KST12)) and Frank-
Wolfe (T'TZ15) methods. Although these two approaches were originally proposed for sparse

linear regression, and have no theoretical guarantees for sparse logistic regression, they can
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Method

e=2

e=4

€e=06

€e=28

e =10

IGHT

Frank-Wolfe

Two stage

DP-IGHT

0.785
1.514 (0.093)
1.286 (0.112)
1.057 (0.107)

0.785
1.320 (0.090)
1.072 (0.101)
0.890 (0.081)

1.210 (0.084)
1.042 (0.082)
0.854 (0.073)

0.785

1.105 (0.079)
0.997 (0.080)
0.823 (0.070)

0.785

0.785

1.094 (0.071)
0.986 (0.075)
0.810 (0.066)

Table 2.2: Comparison of different algorithms for various privacy budgets € in terms of MSE

on the test data and its corresponding standard error on E2006-TFIDF.

Method

€e=2

e=4

€e=26

€e=28

e =10

IGHT
Frank-Wolfe

Two stage

DP-IGHT

0.0625
0.1271 (0.0043)
0.1213 (0.0041)
0.1168 (0.0038)

0.0625
0.1034 (0.0037)
0.0989 (0.0039)
0.0956 (0.0035)

0.0625
0.0938 (0.0034)
0.0893 (0.0035)
0.0841 (0.0037)

0.0625
0.0852 (0.0036)
0.0810 (0.0033)
0.0797 (0.0030)

0.0625
0.0807 (0.0031)
0.0791 (0.0034)
0.0762 (0.0032)

Table 2.3: Comparison of different algorithms for various privacy budgets € in terms of test

error and its corresponding standard deviation on RCV1 data.

still be applied to sparse logistic regression and produce reasonable empirical results. Thus

we also include them as two baselines for sparse logistic regression. For all the experiments,

we choose the variance of the random noise of different methods as suggested by their theo-

retical guarantees, and select other parameters, such as the step size, iteration number, and

thresholding parameter by five-fold cross-validation. Note that we use the non-private itera-

tive gradient hard thresholding method as the non-private baseline. In contrast to DP-IGHT,

the non-private IGHT does not add any noise in the gradient step.
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2.6.1 Synthetic Data Experiments

We first investigate the performances of different methods on synthetic datasets for sparse

linear and logistic regression.

Sparse Linear Regression. For sparse linear regression, the underlying sparse vector 6*
has s* nonzero entries that are drawn independently from a uniform distribution over the
interval (—1,1). We generate the design matrix X € R™*¢ such that each element of X follows
i.i.d. uniform distribution over the interval (—2,2), then we scale each row x; such that
|x;]l2 < 2s*. The observation is generated according toy = XT0*+¢, where the noise vector
&€ ~ N(0,v°T) with v? = 0.1. We consider the following settings: (i) n = d = 1000, s* = 10;
(ii) n = d = 5000, s* = 30. We set § = 0.01 and vary the privacy budget € from 2 to 10. Note
that due to the hardness of the problem itself, we choose relatively large privacy budgets
compared with the low-dimensional problem to ensure meaningful results. Figure [2.1(a)|
and illustrate the relative estimation error ||@ — 6*||»/||@*||» versus privacy budget of
different methods over 10 trails. We can see that the relative estimation errors of our method

are close to the non-private baseline (IGHT), and are better than existing private methods.

Sparse Logistic Regression. For sparse logistic regression, we generate the underlying
sparse vector 8* and the design matrix X € R™*? in the same way as sparse linear regression.

Each observation y; is generated from the following logistic distribution

1, with probability 1/(1 + exp((x;,6%))),

Yi =
0, with probability 1 — 1/(1 + exp((x;, 0*))) :

We also consider the following two settings: (i) n = 1000,d = 1000,s* = 10; (ii) n =
5000,d = 5000, s* = 30. In addition, we choose the privacy budget ¢ from 2 to 10, and

set d = 0.01. We demonstrate the relative estimation error Hé\— 0%||2/||0*||2 versus privacy

budget € of different methods in Figure 2.1(c)land [2.1(d)l The results show that our method
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can output accurate estimators when we have relative large privacy budget. In addition, it

consistently outperforms the baseline algorithms under different privacy budget.

2.6.2 Real Data Experiments

In this experiment, we use two real datasets, E2006-TFIDF dataset (KLR09) and RCV1
dataset (LYRO04), for the evaluation of sparse linear regression and sparse logistic regression,

respectively.

E2006-TFIDF Data. For sparse linear regression problem, we use E2006-TFIDF dataset,
which consists of financial risk data from thousands of U.S. companies. In detail, it contains
16087 training examples, 3308 testing examples, and we randomly sample 50000 features for
this experiment. In addition, we set s* = 2000, § = 0.01, € € [2,10]. Table reports the
mean square error (MSE) on the test data of different methods for various privacy budgets
over 10 trails. In specific, MSE on the test data is defined as follows: HXtTeSté\ —Viest||5/ (2Nest )
where {Xiest, Yiest} are the test data, ngest is the number of test examples, and 0 is the
estimator learned on the training data. The results in Table [2.2] show that the performance
of our algorithm is close to the non-private baseline (i.e., IGHT), and is much better than

Frank-Wolfe and Two stage.

RCV1 Data. In order to compare different algorithms for sparse logistic regression, we use
RCV1 dataset, which is a Reuters Corpus Volume I data set for text categorization research.
More specifically, RCV1 is an archive of over 800000 manually categorized newswire stories
made available by Reuters, Ltd. for research purposes. It contains 20242 training examples,
677399 testing examples and 47236 features. We use the whole training dataset and a subset
of the test dataset, which contains 20000 testing examples for our experiment. In detail, we
set s* =500, 6 = 0.01, € € [2,10]. We compare all algorithms in terms of their classification

error on the test set over 10 replications, which is summarized in Table It is obvious
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that our algorithm achieves the lowest test error among private algorithms on RCV1 dataset,

which demonstrates the superiority of our algorithm.

2.7 Additional Results

In this section, we present the utility guarantee of Algorithm [I{in the setting of (¢, d)-DP.

Corollary 2.7.1. Suppose the loss function satisfies the same conditions as in Theorem
2.5.4] There exist constants {C;}7_,, if 0% = TG?/(n(y/log(1/6) + € — \/log(1/4)))?, n =
Ci/(B+ p), s > Cor?s*, then for T = Csrlog (n?u*log(1/6)/(ksG*logd)), the following
holds with probability at least 1 — ~

K2s* 240 K*G*s* logd log np||0* |2 log(1/9)
2

n2p?e? s*kG

E||0r — 675 < Cy

Remark 2.7.2. The utility bound in (2.7.1]) consists of two terms: the first one denotes the
statistical error, while the other one corresponds to the error introduced by the Gaussian

mechanism.

2.8 Proofs of the Main Results

In this section, we lay out the proofs of our main results.

2.8.1 Proof of Theorem [2.5.2]
We first prove the privacy guarantee of Algorithm [T}

Proof. Here we will derive the concentrated differential privacy of Algorithm [l As men-
tioned before, the key to provide the privacy guarantee is to characterize the fo-sensitivity
of the proposed mechanism. For our proposed algorithm, we propose to add Gaussian noise

at each iteration. Thus we will first to upper bound the f>-sensitivity of the gradient at
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each iteration, and use the composition and post-processing properties of the concentrated

differential privacy to derive the privacy guarantee.

Recall that we have the following update rule at (¢ + 1)-th iteration 6,.; = H; (Ot —
n(VLS(Ot) + u)) We consider the following query function q;, = VLg(0;). For two adjacent
datasets S, S’ differing by one example indexed by i and ', the ¢5-sensitivity A(q;) of q; can

be characterized as follows:

1 2G
Alqy) = EHV&(&) — VL (0,)||2 < 0

where the last inequality is due to the G-Lipschitz continuous of each component function.
For the query function q;, we consider the following Gaussian mechanism M; = q; + u,
where u ~ N(0,0%I). According to Lemma , the Gaussian mechanism M will satisfy
G?/(0*n?)-zCDP. Therefore, according to Lemma , the mechanism M; = H,(6; —nM,)
will still satisfy G?/(0?n?)-zCDP. Since we will run Algorithm [1| for T iterations, according
to the composition property, i.e., Lemma [2.3.7, we can obtain that Algorithm [I] satisfies
TG?/(0*n?)-zCDP.

2.8.2 Proof of Theorem [2.5.4]
In this subsection, we provide the utility guarantee of Algorithm [1]

Proof. In order to provide the utility guarantee of our proposed method, we need to charac-
terize the effect of Gaussian noise we add at each iteration. Recall that, at (t+1)-th iteration,
we have 0,1 = H, (Ot —n(VLs(6) +u)), where u ~ N(0,0°T). According to Theorem m,
we have 02 = TG?/(n?p), which implies E|ju||?, < TG?logd/(n*p) by Lemma [2.10.1]

Let Q = supp(6;)U supp(8y41) U supp(0*) and 6,1 = Py (6 —n(VLs(6;) +u)), where

Pq (@) means that we main the elements of 8 in © and set others to zero. It implies that
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0,1 = Hs(§t+1). According to Lemma 3.3 in (LALI6), we have

2
1001 — "2 < <1+ \/L>|’9t+1 0|2

Therefore, if we can establish the convergence as ||6,,1 — 6|2 < p||6; — 0*||2, we can obtain

that |01 — 6|2 < a1p||6, — 6%]|2, where a; = 1+ 2v/s*/+/s — s*. For 6,41, we have

16151 — 6°[|2 = ||Pa(6: — n(VLs(8,) + ) — 672

— 6" — Pa(VLs(6°) + (H(7)).,(6; — 07) + u) Hz (2.8.1)

where H(vy) = fol V2Ls(0* + (0 — 0*))dy, the last equation is due to the fundamental
theorem of calculus, and H(7).q denotes that we restrict columns of H(y) to the support €.

Furthermore, taking expectation over u conditioned on 8;, we have

E||B,1 — 63 = E||A(8, — ) — Pa(VLs(67) +u) |

I

<E(|A[3- 6 — 67|3) +n’E||Po(VLs(67) + ) |}
— 2nE(A(6; — 6"), Po(VLs(0%))) — 2nE(A(6; — 67), Po(u)),

where the first equality is due to the definition of P and A =TI — n(H(v)) Thus by

QQ°

Young’s inequality, we can obtain
~2E(A(0— ). Palw) < “BIS, — 6'[ -+ - E(IALL - [Pa(wB).
By the same argument, we can further get
—29E(A(6; — 0"), Po(VLs(607))) < MTMEH& - 0[5+ 14"E(HA\b 1Pa(VLs(07)][,)-
Plugging these two results into (2.8.1f), we can obtain

E[6,1 — 6°|2 <E(|A[3- 6 — 0°[13) + E||Po(VLs(67) + )|
14 14
—FE|6, - 63+ —”E(HAH% Pa(VLs(@))|]) + —”E(HAH% [ Pa(w)|2)

< (1= 2)El0 01 + (S — 1472) (BI[Pa (VLs(8) 2 + E[[Pa(w) ).
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where the last inequality is due to the sparse eigenvalue condition of L. As we discussed

before, we can get

3 14
B0~ 01 < (1= S0 JEIO — 071+ an(2s + ) (S = 1477 (IVEs (@) + Elul) |

Since we have n =2/(8 + ), s > (4% + 1)s*, where £ = 3/u, we can get

2 %
112 )2 k25" (B — p) (12 2
E(|6;41 — 07[|3 < pE||6; — 07[|5 + Cl—(ﬁ T (IVLs (6%, + E[[u]%)
K25 (8 — )

< PE|6, — "3 + C (& + TG logd/(n%)),  (282)

(B + p)2pu
where the last inequality is due to Condition and Lemma and p=1—1/(7k),
(1, Cy are absolute constants. Thus taking sum of overt =0,1,...,T—1 and taking
expectation with respect to all t’s, we can get

K2s* (8 — )
(B4 1)*pu(l = p)

%(52 + TG log d/(n?p))

2 %
K/; (g2 + TG?logd/(n’p)), (2.8.3)

E|lor — 073 < p"[|67]]3 + C- (6" + TG log d/(n"p))

=p' 07]5+ Cs

< p' (16713 + Cs

which implies that

K2s* s*Tr?G?

E|l0r — 0*]12 < pT||0*||2 + C. 24 00— logd
|67 12 < p [|07]]z + 3M2a+ oz, 1080

where C, Cs are absolute constants. Thus if we take T such that p||0*||3 < C5s*k*G*logd/(n*u?p),

ie.,
2,219 |2
pncps|[6715
T =Cgrlog —————=, 2.8.4
61208 s*k2G?logd ( )
where Cj is an absolute constant, we have the following inequality
2 ok * .32 *
) k™S o s'K°G prp| 672
EHGT -0 HQ S 03 Iu2 7+ 07 n2/L2p logd . IOg W
where C; is an absolute constant. O
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2.8.3 Proof of Corollary [2.7.1]

Proof. According to Lemma [6.2.6), we have that if Algorithm [1| satisfies p-zCDP, then it
satisfies (p + 24/plog(1/6),0)-DP for any § > 0. This implies if we want Algorithm
satisfies (e, §)-DP, we only need ¢ = p + 2+/plog(1/6), which gives us p = (y/log(1/0) + € —

log(1/4))?. According to Theorem , we have 02 = TG?/(n?p). Therefore, plugging

the above relationship between € and p into Theorem [2.5.4] we can obtain

log(1/0)n*11?(|6*]|3
k2G?%s*logd ’

ol = e 5, 1'=Ciklog (
n?(y/log(1/0) + € — y/log(1/6))

and we have the following utility guarantee in the setting of (¢, §)-DP

K2s* k3G?s* log dlog(1/6 nu||0*||5 log(1/6
]EHBT_O*”%SOQ - €2+C3 2g2 Qg( / ) IOg H’H ||*2 g( / )7
L n?pu?e s*kG
where C, (5, C3 are absolute constants. O]

2.9 Proof of Specific Examples

In this section, we prove the results for different examples. To make use of the general
results, we only need to verify the required conditions for specific examples. To this end, we
need the following lemmas, which has been previously proved for many common examples

of sub-Gaussian random design (RWY11)).

Lemma 2.9.1. Suppose each row of the design matrix X € R™*? are independent isotropic
sub-Gaussian random vector with sub-Gaussian parameter «, there exist some constants
{C;}2_, such that for all v € R? with at most s nonzero entries, if n > C;sa?logd, with
probability at least 1 — exp(—Csn), we have

IXvli3
n

4 6
FlIviz < V2 < 2y

The second one, which has been proved in (LW13]), provides the statistical error of sparse

learning problems.
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Lemma 2.9.2. For a Gaussian random vector £& € R" with zero mean and variance 21,
if each row of X € R™ are independent sub-Gaussian random vector with sub-Gaussian

parameter «, we have with probability at least 1 — exp(—C3n)

log d
< Cyro o8 ,
n

=

’ o0

where C3, Cy are absolute constants.

2.9.1 Proof of Corollary [2.5.6]
Now, we are ready to prove the results for sparse linear regression.

Proof. According to the objective function in (2.5.2)), we have the following close form of

gradient and Hessian for sparse linear regression

1 & XX
VLs(6) = EZ(X?B—yi)Xi, V2Lg(0) = —,
=1

where x; is the i-th row of the design matrix X. According to Lemma [2.9.1] for all v € R?
with at most C;s nonzero entries, as long as n > CysK?2logd, we have with probability at

least 1 — exp(—Csn),
vz < vIVALs(0)v < BVl

where = 4/5,3=6/5, and {C;}3_, are absolute constants. This implies sparse eigenvalue
condition of L with parameters u and § as defined above. In addition, we have [|[V{;(8)]|2 <
%0 — yi| - |xil2 < (V25]/6%]]2 + vlogn) K where the inequality is due to the fact that
0 = 0, with | supp(8;)] < s, and the contraction property ||@; — 0%z < |/€*||>. Thus
we have G-Lipschitz continuous condition holds for sparse linear regression with parameter
G = (V2s)6*|2 + vlogn). Furthermore, we have VLg(8*) = X"€/n. According to Lemma
2.9.2] we have ||V Lg(0%)||o < CsvK +/logd/n holds with probability at least 1 —exp(—Cgn),
where C5, Cg are absolute constants. Thus we have Condition holds for sparse linear
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regression. Thus, plugging all the parameters of sparse linear regression in Corollary [2.7.1]
we can get

s*?log dlog(1/6)

n2e?

s*logd

E||6r — 6°[|3 < Cr*K? + Gy (|65 + v*)

Y

holds with probability at least 1 — exp(—C5sn) — exp(—Cgn). O

2.9.2 Proof of Corollary [2.5.8

Now, we will prove the results for sparse logistic regression.

Proof. According to the loss function in (2.5.3), we can obtain

1 n n

VLs(0) = - Z (vi —0(07x))x;, V>Lg(0) = %Z@Z)’(GTXZ-)XZ»XZT,

i=1 i=1
where ¥(z) = exp(z)/(1 + exp(z)) and ¢'(x) = exp(z)/(1 + exp(x))?. In addition, for all

v € R?, we have
TVQLS Zw QTXZ )V XZXTV

Since we have 8" x; is bounded, we have v(z) is upper and lower bounded by some constants
C1, Cy. Therefore, according to Lemma/2.9.1] for all v € R? with at most Cys nonzero entries,

as long as n > C3sK?log d, we have with probability at least 1 — exp(—Cjyn),
plvll; < vTVELs(8)v < Slv]3,

where = 4/5C, 8 = 6/5C,, and {C;}]_, are absolute constants, which implies sparse

eigenvalue condition. Furthermore, we have
IVE@)]l2 = || (v — (0" %)) x|, < [Ixill2 < K,

where the first inequality is due the the fact that y; € {0,1} and ¢(x) € (0,1). Thus we have

G-Lipschitz continuous condition holds for sparse logistic regression with parameter G = K.
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In addition, we have VLg(0*) = £ S  b;x;, where b; = y; —1(60*"x;). Therefore, according

n

to Corollary 2 in (LW13)), we have |[VLg(0%)|~ < C5K+/logd/n holds with probability at
least 1 — Cg/d, where C5, Cg are absolute constants. Therefore, plugging these parameters

into Corollary [2.7.1], we can obtain

o5  logd o8 logd

E|0r — 0*|)5 < C-K + CsK e log(1/6),

where C7, Cg are absolute constants. O

2.10 Auxiliary Lemmas

Lemma 2.10.1. For a random vector u ~ N(0,021;), we have E||u||?2, < Co?logd, where

C is a universal constant.

Proof. Since u ~ N(0,021;), we have coordinates u; are i.i.d. N(0,0?). Therefore, let X; =
|u;|, we have Xj is a folded normal distribution. In addition, we have E|u|? = E(max; |u;|)%.

Let Z = max; X;, we want to bound EZ2. For any t > 0, we have

d
t2 2
exp{t’EZ*} < Eexp{t*Z?} < Emaxexp{t’X}} < QZ]EeXp tX; <4dexp {TJ},

i=1
where the first inequality is due to the Jensen’s inequality, the second inequality is due to
the fact that (max; X;)? < max; X?, and the last one comes from the moment generating

function of the folded normal distribution. Thus we have

log4d o
+ 2.
2 2

EZ? <
Plugging ¢ = 1/0 into the above inequality, we can get

EZ? < 20%log 4d.
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2.11 Conclusions

In this paper, we proposed a privacy preserving iterative gradient hard thresholding algo-
rithm for sparse learning. We establish a linear convergence rate and strong utility guarantee
of our algorithm. Experiments on both synthetic and real world data demonstrate the su-

periority of our algorithm.
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CHAPTER 3

A Knowledge Transfer Framework for Differentially

Private Sparse Learning

3.1 Introduction

In the Big Data era, sensitive data such as genomic data and purchase history data, are
ubiquitous, which necessitates learning algorithms that can protect the privacy of each in-
dividual data record. A rigorous and standard notion for privacy guarantees is differential
privacy (DMNO6). By adding random noise to the model parameters (output perturbation),
some intermediate steps of the learning algorithm (gradient perturbation), or the objective
function of learning algorithms (objective perturbation), differentially private algorithms en-
sure that the trained models can learn the statistical information of the population without
leaking any information about the individuals. In the last decade, a surge of differentially
private learning algorithms (CMOQ9; [CMS11b} [KST12; BST14b}; TTZ15}; [ZZM17bl WYXI17ht
WGX18; JTWE18b; WJE1L9) for empirical risk minimization have been developed. However,
most of these studies only consider the classical setting, where the problem dimension is
fixed. In the modern high-dimensional setting where the problem dimension can increase
with the number of observations, all these empirical risk minimization algorithms fail. A
common and effective approach to address these issues is to assume the model has a certain
structure such as sparse structure or low-rank structure. In this prospectus, we consider
high-dimensional models with sparse structure. Given a dataset S = {(x;,y;)},, where

x; € R? and y; € R are the input vector and response of the i-th example, our goal is to
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estimate the underlying sparse parameter vector 8* € R?, which has s* nonzero entries, by

solving the following ¢5-norm regularized optimization problem with the sparsity constraint

min Lg(0) := Ls(8) + \|0]2/2 subject to [|0]o < s, (3.1.1)

OcRd
where Lg(0) :=n"1t3""  0(0;%;,y;) is the empirical loss on the training data, £(0;x;,y;) is
the loss function defined on the training example (x;,y;), A > 0 is a regularization parameter,
0|0 counts the number of nonzero entries in 0, and s controls the sparsity of 8. The reason
we add an extra /5 regularizer to is to ensure the strong convexity of the objective

function without making any assumption on the data.

In order to achieve differential privacy for sparse learning, a line of research (KST12;
TS13: [JT14; [TTZ15; WG194) studied differentially private learning problems in the high-
dimensional setting, where the problem dimension can be larger than the number of obser-
vations. For example, (JT14) provided a differentially private algorithm with the dimension
independent utility guarantee. However, their approach only considers the case when the un-
derlying parameter lies in a simplex. For sparse linear regression, (KST12; T'S13) proposed a
two-stage approach to ensure differentially privacy. In detail, they first estimate the support
set of the sparse model parameter vector using some differentially private model selection al-
gorithm, and then estimate the parameter vector with its support restricted to the estimated
subset using the objective perturbation approach (CM09). Nevertheless, the support selec-
tion algorithm, like exponential mechanism, is computational inefficient or even intractable
in practice. (T'TZ15) proposed a differentially private algorithm for sparse linear regression
by combining the Frank-Wolfe method (FW56) and the exponential mechanism. Although
their utility guarantee is worse than (KST12; [WG19al), it does not depend on the restricted
strong convexity (RSC) and smoothness (RSS) conditions (NYW09)). Recently, (WG19al) de-
veloped a differentially private iterative gradient hard thresholding (IGHT) (JTK14; YTLZ14)
based framework for sparse learning problems by injecting Gaussian noise into the interme-
diate gradients. However, all the aforementioned methods either have unsatisfactory utility

guarantees or are computationally inefficient. For example, the utility guarantees provided
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by (KST12 [TS13; WGI9al) depend on the ¢-norm bound of the input vector, which can
be in the order of O(v/d) and grows as d increases in the worse case. While the utility
guarantee of the algorithm proposed by (T'TZ15) only depends on the /,,-norm bound of

the input vector, it has a worse utility guarantee, and its convergence rate is sub-linear.

not accessible l accessible

l private-preserving
| predictions ||

—»——'—»—»
I

“teacher” model “student” model

Tl

private data
features+predictions

>

auxiliary features

— trainning
— prediction

Figure 3.1: Illustration of the proposed teacher-student framework.

Therefore, a natural question is whether we can achieve the best of both worlds: a
strong utility guarantee and high computational efficiency. To this end, we propose to make
use of the idea of knowledge distillation (BCN06; [HVD15), which is a knowledge transfer
technique originally introduced as a mean of model compression. The original motivation of
using knowledge distillation is to use a large and complex “teacher” model to train a small
“student” model, while maintaining its accuracy. For the differentially private sparse learning
problem, similar idea can be applied here: we can use a non-private “teacher” model to

7

train a differentially private “student” model, while preserving the sparse information of the
“teacher” model. We notice that several knowledge transfer approaches have been recently
investigated in the differentially private classification problem (HCBI16; [PAE16; BTTIS}
YJS19). Nevertheless, the application of knowledge distillation to the generic differentially

private high-dimensional sparse learning problem is new and has never been studied before.
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In this prospectus, we propose a knowledge transfer framework for solving the high-
dimensional sparse learning problem on a private dataset, which is illustrated in Figure (3.1}
Our proposed algorithm is not only very efficient but also has improved utility guarantees
compared with the state-of-the-art methods. More specifically, we first train a non-private
“teacher” model using IGHT from the private dataset. Based on this “teacher” model, we
then construct a privacy-preserving dataset using some auxiliary inputs, which are drawn
from some given distributions or public datasets. Finally, by training a “student” model
using IGHT again based on the newly generated dataset, we can obtain a differentially private
sparse estimator. Table summarizes the detailed comparisons of different methods for

sparse linear regression, and we summarize the contributions of our work as follows

e Our proposed differentially private framework can be applied to any smooth loss func-
tion, which covers a broad family of sparse learning problems. In particular, we show-
case the application of our framework to sparse linear regression and sparse logistic

regression.

e We prove a better utility guarantee and establish a liner convergence rate for our
proposed method. For example, for sparse linear regression, our method achieves
O(K?s*?\/logd/(ne)) utility guarantee, where K is the {,-norm bound of the input
vectors, and € is the privacy budget. Compared with the best known utility bound
O([?Q.s*2 log d/(n%¢*)) (KST12;[WG19a)) ( K is the 5-norm bound of the input vectors),
our utility guarantee is better than it by a factor of O(I? 2/logd/(K 2ne)). Considering
that K can be v/d times larger than K, the improvement factor can be as large as

O(d\/ log d/ (ne)) Similar improvement is achieved for sparse logistic regression.

e With the extra sparse eigenvalue condition (BRT09) on the private data, our method
can achieve O(K?s**logd/(n*¢?)) utility guarantee for sparse linear regression. It is

better than the best known result (KST12; WG19a) O(K?2s*logd/(nc?)) by a factor
of O(I? 2/(K?*s*)), which can be as large as O(d/s*). Similar improvement is also
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Table 3.1: Comparison of different algorithms for sparse linear regression in the setting of
(€,0)-DP. We report the utility bound achieved by the privacy-preserving mechanisms, and
ignore the log(1/0) term. Note that ne > 1, x; denotes the i-th input vector, and v is the

probability that the support selection procedure can successfully recover the true support.

Data Convergence Utility
Algorithm ' Utility '
Assumption Rate Assumption
Frank-Wolfe
mMax;e ] Ixilloo <1 O(ﬁ%ﬁj@) Sub-linear No
(T'TZ15)
Two Stage ~ =2
maxiery [xiflo < K O£ 15200) NA RSC/RSS
(KST12)
DP-IGHT ~ 72
maxicpy [xille < K O£ load Linear ~ RSC/RSS
€[n] (ne)
(WG194)
DPSL-KT .
maXie[y) [[Xilloo < K O(% “logd) Linear No
A>0
DPSL-KT maxie[n] sz”oo < K 2 %3
O ed) Linear ~ RSC/RSS

A=0 RSC/RSS

achieved for sparse logistic regression.

Notation. For a d-dimensional vector x = [z1, ..., 4], we use ||x[|s = (320, |:]*)? to
denote its fo-norm, and use ||X|l« = max;|z;| to denote its {,,-norm. We let supp(x) be
the index set of nonzero entries of x, and supp(x, s) be the index set of the top s entries
of x in terms of magnitude. We use 8™ to denote the input space with n examples and
R, R’ to denote the output space. Given two sequences {a,}, {b,}, if there exists a constant
0 < C < oo such that a,, < Cb,, we write a, = O(b,), and we use O(-) to hide the logarithmic

factors. We use I; € R%*9 to denote the identity matrix. Throughout the prospectus, we use
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;(+) as the shorthand notation for £(-;x;,y;), and Oy, to denote the minimizer of problem

B11).

3.1.1 Additional Related Work

To further enhance the privacy guarantee for training data, there has emerged a fresh line of
research (HCB16; [PAELG; BTTIS8; [YJJS19) that studies the knowledge transfer techniques for
the differentially private classification problem. More specifically, these methods propose to
first train an ensemble of “teacher” models based on disjoint subsets of the private dataset,
and then train a “student” model based on the private aggregation of the ensemble. However,
their approaches only work for the classification task, and cannot be directly applied to
general sparse learning problems. Moreover, their sub-sample and aggregate framework may
not be suitable for the high-dimensional sparse learning problem since each “teacher” model
is trained on a subset of the private dataset, which makes the “large d, small n” scenario even
worse. In contrast to their sub-sample and aggregate based knowledge transfer approach,
we propose to use the distillation based method (BCNOG; [HVD15)), which is more suitable

for the high-dimensional sparse learning problem.

3.2 Proposed Method

We first lay out several definitions, which will be used throughout this chapter.

Definition 3.2.1. A function f : R? — R is A-strongly convex, if for any 0,0y € R,
f(01) = f(82) — (V[(62),01 — 02) > \[|6: — 6[3/2.
Definition 3.2.2. A function f: R? — R is S-smooth, if for any 6,8, € R?,

f(61) — f(82) — (Vf(8:),0, — 6,) < [3]6, — 6s]3/2.

Next we present the definition of sub-Gaussian distribution (Verl0).
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Definition 3.2.3. We say X € R? is a sub-Gaussian random vector with parameter a > 0,

if (Elu’ X )"/ < a\/p for all p > 1 and all unit vector u with [lufl, = 1.

Next, we present our differentially private sparse learning framework, which is illustrated
in Algorithm [2| Note that Algorithm [2] will call IGHT algorithm (YLZ14; [JTK14) in Algo-
rithm [3| IGHT enjoys linear convergence rate and is widely used for sparse learning. Note
that for the sparsity constraint, i.e., ||@]|o < s, the hard thresholding operator H4(0) is de-
fined as follows: [H(0)]; = 0; if i € supp(8,s) and [H(0)]; = 0 otherwise, for i € [d]. It
preserves the largest s entries of @ in magnitude. Equipped with IGHT, our framework also

has a linear convergence rate for solving high-dimensional sparsity constrained problems.

Algorithm 2 Differentially Private Sparse Learning via Knowledge Transfer (DPSL-KT)

input Loss function Lg, distribution 5, IGHT parameters s, 11,19, 11, 15, function f, 8y, o
1. 8 = IGHT (60, Lg, s,m1,T})
2: Generate training set: S? = {(x;,y})}1",, where y} = (0,%)) + &, X ~ D, & ~ N(0,0?)
3: Constructing the new task: L(6) = (2m)~' 7, (yf — <0,)~<i>)2
4: 6° = IGHT(0y, L, 5,12, T)

output 6°

Algorithm 3 Iterative Gradient Hard Thresholding (IGHT)

input Loss function Lg, parameters s, n, T', 0

1: fort=1,2,3,...,T do
2 0, =H, (etfl - UVLS<0t71))
3: end for

output Or

There are two key ingredients in our framework: (1) an efficient problem solver, i.e., iter-
ative gradient hard thresholding (IGHT) algorithm (YLZ14} [JTKI14), and (2) the knowledge
transfer procedure. In detail, we first solve the optimization problem (3.1.1) using IGHT,

36



which is demonstrated in Algorithm , to get a non-private “teacher” estimator 6. The next
step is the knowledge transfer procedure: we draw some synthetic features {x;}", from a
given distribution 5, and output the corresponding private-preserving responses {y; }7, us-
ing the Gaussian mechanism: y; = <§, X;) + &;, where &; is the Gaussian noise to protect the
private information contained in 0. Finally, by solving a new sparsity constrained learning
problem L using the privacy-preserving synthetic dataset S? = {(x;,y})}™,, we can get a

differentially private “student” estimator 6P.

Our proposed knowledge transfer framework can achieve both strong privacy and utility
guarantees. Intuitively speaking, the newly constructed learning problem can reduce the
utilization of the privacy budget since we only require the generated responses to preserve
the privacy of original training sample, which in turn leads to a strong privacy guarantee. In
addition, this new learning problem contains the knowledge of the “teacher” estimator, which
preserves the sparsity information of the underlying parameter. As a result, the “student”

estimator can also have a strong utility guarantee.

3.3 Main Results

In this section, we will present the privacy and utility guarantees for Algorithm [2l We start
with two conditions, which will be used in the result for generic models. Later, when we

apply our result to specific models, these conditions will be verified explicitly.

The first condition is about the upper bound on the gradient of the function Lg, which

will be used to characterize the statistical error of generic sparse models.

Condition 3.3.1. For a given sample size n and tolerance parameter ¢ € (0, 1), let £(n, () be

the smallest scalar such that with probability at least 1 — ¢, we have ||V Lg(0")|w < (n, ().

To derive the utility guarantee, we also need the sparse eigenvalue condition (Zhal() on

the function Lg, which directly implies the restricted strong convex and smooth properties
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(NYW09; LWT3]) of the function Lg.

Condition 3.3.2. The empirical loss Lg on the training data satisfies the sparse eigenvalue

condition, if for all 8, there exist positive numbers p and 3 such that

p=inf {v'V'Ls(O)v | [[Vllo < s, [[v]2 =1},

B =sup {VIV?Ls(0)v | vy < s, [[vll: = 1}.

3.3.1 Results for Generic Models

We first present the privacy guarantee of Algorithm [2[in the setting of (e, §)-DP.

Theorem 3.3.3. Suppose the loss function on each training example satisfies ||V4;(Omin) |0 <
v, and D is a sub-Gaussian distribution with parameter & and the covariance matrix |||, <

B, and m > Ciaslogd for some absolute constant C. Given a privacy budget € and a con-

stant § € (0, 1), the output ° of Algorithmsatisﬁes (¢,0)-DP if 62 = 8mBsy2log(2.5/8) /(n2€2\2).

Remark 3.3.4. Theorem [3.3.3] suggests that in order to ensure the privacy guarantee, the
only condition on the private data is the /,.-norm bound on the gradient of the loss function
on each training example. This is in contrast to the f;-norm bound required by many
previous work (KST12; [TTZ15; WGI19a) for sparse learning problems. We remark that ¢..-
norm bound is a milder condition than fs-norm bound, and gives a better utility guarantee

that only depends on the ¢,-norm of the input data vectors instead of their f,-norm.

Next, we provide the linear convergence rate and the utility guarantee of Algorithm 2]

Theorem 3.3.5. Suppose that the loss function Lg is S-smooth and Lg satisfies Condition
with parameter £(n, (). Under the same conditions of Theorem on (;, D, o2, there

exist constants {C;}5_, such that if n = m > Ciaslogd, s > Cyk?s* with Kk = /A, the

stepsize n; = C3\/B%, 1y = C’4/§7 then 6P converges to 8* at a linear rate. In addition, if

we choose A2 = C5v4/s* log dlog(1/0)/(ne), for large enough T, Ty, with probability at least
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1 — (¢ — Cg/d, the output 6P of Algorithm [2| satisfies

107 18 < Cy Syt O + (17 4 a2y 3) LY E Lo

ne

Remark 3.3.6. The utility bound of our method consists of two terms: the first term
denotes the statistical error of generic sparse models, while the second one corresponds to

the error introduced by the Gaussian mechanism, and is the dominating term. Therefore, the

utility bound is of order O(y4/s*3log dlog(1/5)/(ne)), which depends on the true sparsity

s* rather than the dimension of the problem d, and therefore is desirable for sparse learning.

The following corollary shows that if Lg further satisfies Condition [3.3.2} our method can

achieve an improved utility guarantee.

Corollary 3.3.7. Suppose that Lg satisfies Condition with parameters u, 3. Under
the same conditions of Theorem on LS,&,ﬁ, the output @ of Algorithm [2| satisfies
(¢,6)-DP if we set A = 0 and 02 = 8mfBsy210g(2.5/8)/(n%u2). In addition, there exist
constants {C;}7_, such that if n = m > Ciaslogd, s > Cyk?s* with k = B/u, step size
m = Csu/B?,me = 04/,5, for large enough T3, T, with probability at least 1 — ( — C5/d, the
output P of Algorithm [2] satisfies

S*

167 — 0%||2 < Cooe(n, () + 07&2728*2 Logdlog(l/é).

B BuPn2e?

Remark 3.3.8. Corollary shows that if the training loss on the private data satisfies
the sparse eigenvalue condition, Algorithm [2| can achieve 5(725*2 / (ne)Q) utility guarantee
by setting A = 0 and the variance o2 accordingly. It improves the utility without the sparse
eigenvalue condition 6(73*3/ ?/(ne)) in Theorem by a factor of 5(716 /7V's*). Note that

sparse eigenvalue condition has been verified for many sparse models (NYWQ9) including

sparse linear regression and sparse logistic regression.
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3.3.2 Results for Specific Models

In this subsection, we demonstrate the results of our framework for specific models. Note
that the privacy guarantee has been established in Theorem [3.3.3 and we only present the

utility guarantees.

3.3.2.1 Sparse linear regression

We consider the following linear regression problem in the high-dimensional regime (Tib96l):
y = XO* + &, where y € R is the response vector, X € R™ ¢ denotes the design matrix,
€ € R" is a noise vector, and 8* € R? with ||@*||p < s* is the underlying sparse coefficient
vector that we want to recover. In order to estimate the sparse vector 8%, we consider the
following sparsity constrained estimation problem, which has been studied in many previous

work (Zhalll [FR13; YLZ14; [JTTK14; [CG16])

.1 A :
min —-[|X6 — y[l; + S [10]z subject to [6]|o < . (3.3.1)

The utility guarantee of Algorithm [2| for solving can be implied by Theorem m
Here we only need to verify Condition for the sparse linear regression model. In specific,
we can show that VLg(8*) = X&/n, and we can prove that ||V Lg(8*)|. < Civy/logd/n
holds with probability at least 1—exp(—Csn), where C, C; are absolute constants. Therefore,
we have ( = 1 — exp(—Csyn), e(n,() = C’lu\/w. By substituting these quantities into

Theorem [3.3.5] we can obtain the following corollary.

Corollary 3.3.9. Suppose that each row of the design matrix satisfies max;cpn [|Xille <
K, and the noise vector & ~ N(0,12I,). Under the same conditions of Theorem [3.3.5]
on D,o2 11,1, s, there exist constants {C;}?_, such that if m = n > Cislogd, \? =
CyK?%s*/log dlog(1/6)/(ne), with probability at least 1 — C3/d, the output 8P of Algorithm

[l satisfies

* *2/log dlog(1/6
16° — 672 §C41/2K28 IOgd_'_CS&QKzS 08 og(1/ )
n [Bne

40



Remark 3.3.10. Corollary suggests that O(s*logd/n + K?s*%y/log dlog(1/6)/(ne))

utility guarantee can be achieved by our algorithm. The term O(s*logd/n) denotes the
statistical error for sparse vector estimation, which matches the minimax lower bound
(RWYTT). While the term O(K2s*2/(ne)) corresponds to the error introduced by the privacy-
preserving mechanism, and is the dominating term. Compared with the best-known result
(KSTT2; WG19a) O(K25*2/(n2e?)), where ||x;||ls < K for all i € [n], our utility guarantee
does not require the sparse eigenvalue condition and is better than their results by a factor
of 5([? ?/(K*ne)). Since we have K < V/dK in the worst case, the improvement factor can
be as large as 6(d/(ne)) Compared with the utility guarantee 5(1/(ne)2/3) obtained by
(T'TZ15)), our method improves their result by a factor of 5((716)1/ 3/(Ks*)?), which demon-

strates the advantage of our framework.

Next, we present the theoretical guarantees of our methods under the extra sparse eigen-

value condition for sparse linear regression.

Corollary 3.3.11. Suppose that each row x; of the design matrix satisfies x; ~ N(0, X),
max;e( [|Xi||oo < K, and the noise vector & ~ N(0,1%L,). For a given ¢, d, under the same
conditions of Corollary on 5, o2, A\, 1,12, S, there exist constants {C;}}_; such that if
m =n > Cyslogd, the output of Algorithm 2]satisfies (e, §)-DP. In addition, with probability
at least 1 — Cy/d, we have

*31og dlog(1/d)

EnQGQ

Remark 3.3.12. According to Corollary , the output of Algorithmwill satisfy (e,0)-
DP with the utility guarantee O (K25 /(n2?)), which improves the result in Corollary
by a factor of é(ne/s*)

.8 logd n 04&2K25

|6” — 673 < Co’K

3.3.2.2 Sparse logistic regression

For high-dimensional logistic regression, we assume the label of each example follows an

i.i.d. Bernoulli distribution conditioned on the input vector P(y = 1|x,0*) = exp (0*Tx —
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log (1+exp(68*Tx))), where x € R is the input vector, 8* € R? with ||§*||o < s* is the sparse
parameter vector we would like to estimate. Given observations {(x;,y;)} ;, we consider the

following maximum likelihood estimation problem with sparsity constraints (YLZ14}; [CG16)

n

1 A
52%@% - ; [y:60"x; —log (1 +exp(0'x;))] + §||0||§ subject to ||@]|o < s. (3.3.2)

The utility guarantee of Algorithm [2| for solving (3.3.2)) is shown in the following corollary.

Corollary 3.3.13. Under the same conditions of Corollary on Xx;, 5, a2, 11,12, s, there
exist constants {C;}?_, such that if m = n > Cislogd, \* = CyK+/s*logdlog(1/d)/(ne),
with probability at least 1 — C5/d, the output @ of Algorithm [2| satisfies
V/s*3log dlog(1/0)

fBne
Remark 3.3.14. Corollary suggests that O(s*logd/n + K+/s*log dlog(1/8)/(ne))

utility guarantee can be obtained by our algorithm for sparse logistic regression. The term

s*logd

167 — 6*|)2 < O, K> + O K

O(K5*3/?/(ne)) caused by the Gaussian mechanism is the dominating term and does not
depend on the sparse eigenvalue condition, and is better than the best-known result (W(G19a))
O(K?s*2/(n%?)) by a factor of O(K?s*'/2/(Kne)). The improvement factor can be as large
as 5(dK/(ne)) since K < VdK.

If we have the extra sparse eigenvalue condition, our method can achieve an improved

utility guarantee for sparse logistic regression as follows.

Corollary 3.3.15. Suppose that each row x; of the design matrix satisfies x; ~ N (0, X),
maX;cpm ||Xille < K. For a given €0, under the same conditions of Corollary on
ﬁ, o2, X\, 11,12, S, there exist constants {C;}}_; such that if m = n > C;slogd, the output of
Algorithm 2] satisfies (e, )-DP. In addition, with probability at least 1 — Cy/d, we have the
following utility for 6°

s*logd log dlog(1/4)

§n262

167 — 6° |2 < Oy K> + CL 2K %™
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Remark 3.3.16. Corollary [3.3.15] shows that our method can obtain an improved utility
guarantee 9] (K 2g2/ (ne)Q) for sparse logistic regression under the extra sparse eigenvalue

assumption.

3.4 Experiments

In this section, we present experimental results of our proposed algorithm on both synthetic
and real datasets. For sparse linear regression, we compare our framework with Two stage
(KST12), Frank-Wolfe (T'TZ15), and DP-IGHT (WG19al) algorithms. For sparse logistic
regression, we compare our framework with DP-IGHT (WG194) algorithm. For all of our
experiments, we choose the parameters of different methods according to the requirements
of their theoretical guarantees. More specifically, on the synthetic data experiments, we
assume s* is known for all the methods. On the real data experiments, s* is unknown,
neither our method or the competing methods has the knowledge of s*. So we simply choose

a sufficiently large s as a surrogate of s*. Given s, for the parameter A in our method,

according to Theorem 4.5, we choose A from a sequence of values c;1/slog dlog(1/8)/(ne),
where ¢; € {1076,1075,...,10'}, by cross-validation. For competing methods, given s,
we choose the iteration number of Frank-Wolfe from a sequence of values cys, where ¢y €
{0.5,0.6,...,1.5}, and the regularization parameter in the objective function of Two Stage
from a sequence of values c3s/e, where c3 € {1073,1072,...,10%}, by cross-validation. For
DP-IGHT, we choose its stepsize from the grid {1/2° 1/2% ... 1/2%} by cross-validation.

For the non-private baseline, we use the non-private IGHT (YLZ14).

3.4.1 Numerical Simulations

In this subsection, we investigate our framework on synthetic datasets for sparse linear and
logistic regression. In both problems, we generate the design matrix X € R™*? such that

each entry is drawn i.i.d. from a uniform distribution U(—1,1), and the underlying sparse
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vector 8* has s nonzero entries that are randomly generated. In addition, we consider the
following two settings: (i) n = 800,d = 1000, s* = 10; (ii) n = 4000, d = 5000, s* = 50. We
choose D to be a uniform distribution U (—1,1), which implies E =1/3.

Differential private budget ¢

Differential private budget ¢

(a) Linear regression (b) Linear regression (c¢) Logistic regression (d) Logistic regression

Figure 3.2: Numerical results for sparse linear and logistic regression.

Table 3.2: Comparison of different algorithms for various privacy budgets ¢ with § = 107°
in terms of MSE (mean =+ std) and its corresponding standard deviation on E2006-TFIDF.

Method e=038 e=1.5 €e=25 €e=35 e=4.5
IGHT 0.8541 0.8541 0.8541 0.8541 0.8541
Frank-Wolfe | 4.471 (0.239) | 2.004 (0.155) | 1.535 (0.140) | 1.206 (0.095) | 1.099 (0.082)
Two stage 4.022 (0.159) | 1.803 (0.141) | 1.326 (0.093) | 1.107 (0.103) | 1.053 (0.069)
DP-IGHT 3.731 (0.207) | 1.687 (0.126) | 1.304 (0.035) | 1.067 (0.051) | 0.968 (0.062)
DPSL-KT | 1.227 (0.110) | 1.178 (0.056) | 1.065 (0.054) | 0.971 (0.031) | 0.952 (0.010)

Sparse linear regression For sparse linear regression, the observations are generated ac-
cording to the linear regression model y = X'6* + &, where the noise vector & ~ N(0, 1)
with 2 = 0.1. In our experiments, we set § = 0.01 and vary the privacy budget e from
0.8 to 5. Note that due to the hardness of the problem itself, we choose relatively large

privacy budgets compared with the low-dimensional problem to ensure meaningful results.

Figure [4.2(a)| and [4.2(b)| illustrate the estimation error ||§— 0*||2/1|0%]|2 of different methods

averaged over 10 trails. The results show that the estimation error of our method is close to
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Table 3.3: Comparison of different algorithms for various privacy budgets € with § = 1075 in

terms of test error (mean =+ std) and its corresponding standard deviation on RCV1 data.

Method e=2 e=4 e=6 €e=38
IGHT 0.0645 0.0645 0.0645 0.0645
Frank-Wolfe | 0.1381 (0.0045) | 0.1134 (0.0041) | 0.0978 (0.0032) | 0.0882 (0.0033)
Two stage 0.1272 (0.0044) | 0.1061(0.0038) | 0.0949 (0.0035) | 0.0866 (0.0031)
DP-IGHT 0.1179 (0.0035) | 0.1026 (0.0036) | 0.0922 (0.0032) | 0.0824 (0.0029)
DPSL-KT | 0.1105 (0.0038) | 0.0974 (0.0035) | 0.0885 (0.0029) | 0.0787(0.0031)

the non-private baseline, and is significantly better than other private baselines. Even when
we have a small privacy budget (i.e., € = 0.8), our method can still recover the underlying

sparse vector with reasonably small estimation error, while others fail.

Sparse logistic regression For sparse logistic regression, each label is generated from
the logistic distribution P(y = 1) = 1/(1 + exp(x;60*)). In this problem, we vary the

privacy budget ¢ from 2 to 10, and set § = 0.01. We present the estimation error versus

privacy budget € of different methods in Figure 4.2(c)|and |4.2(d)l The results show that our

method can output accurate estimators when we have relative large privacy budget, and it

consistently outperforms the private baseline.

3.4.2 Real Data Experiments

For real data experiments, we use E2006-TFIDF dataset (KLR09) and RCV1 dataset (LYR04),

for the evaluation of sparse linear regression and sparse logistic regression, respectively.

E2006-TFIDF data For sparse linear regression problem, we use E2006-TFIDF dataset,
which consists of financial risk data from thousands of U.S. companies. In detail, it contains
16087 training examples, 3308 testing examples, and we randomly sample 25000 features

for this experiment. In order to validate our proposed framework, we randomly divide
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the original dataset into two datasets: private dataset and public dataset. For the private
dataset, it contains 8044 training examples, and we assume that this dataset contains the
sensitive information that we want to protect. For the public dataset, it contains 8043
training examples. We set s = 2000, § = 107°, ¢ € [0.8,5]. We estimate E by the sample
covariance matrix. Table reports the mean square error (MSE) on the test data of
different methods for various privacy budgets over 10 trails. The results show that the
performance of our algorithm is close to the non-private baseline even when we have small

private budgets, and is much better than existing methods.

RCV1 data For sparse logistic regression, we use a Reuters Corpus Volume I (RCV1) data
set for text categorization research. RCV1 is released by Reuters, Ltd. for research purposes,
and consists of over 800000 manually categorized newswire stories. It contains 20242 training
examples, 677399 testing examples and 47236 features. As before, we randomly divide the
original dataset into two datasets with equal size serving as the private and publice datasets.
In addition, we randomly choose 10000 test examples and 20000 features, and set s = 500,
§ = 1075 ¢ € [2,8]. We estimate E by the sample covariance matrix. We compare all
algorithms in terms of their classification error on the test set over 10 replications, which is
summarized in Table Evidently our algorithm achieves the lowest test error among all

private algorithms on RCV1 dataset, which demonstrates the superiority of our algorithm.

3.5 Additional Results

In this section, we present the additional theoretical guarantees of our methods under the

extra sparse eigenvalue conditions for sparse linear and logistic regression.

3.5.1 Additional Main Results

Corollary 3.5.1. Suppose that each row x; of the design matrix satisfies x; ~ N(0, X),

maX;e( [|X;]|oo < K, and the noise vector & ~ N(0,v°I,). For a given €, 0, under the same

46



conditions of Corollary on D, 02\, 11,12, s, there exist constants {C;}%_, such that if
m = n > Cyslogd, the output of Algorithm 2|satisfies (e, §)-DP. In addition, with probability

at least 1 — Cy/d, we have

s*logd O K s*3log dlog(1/6)

16 — 6%||3 < C3*K? >
n Bn2e?

Remark 3.5.2. According to Corollary [3.5.1] we can achieve an improved utility guarantee

O(K 253/ (ne)Q) for sparse linear regression if we have further assumption, i.e., Gaussian

distribution, on the private data x;.

Corollary 3.5.3. Suppose that each row x; of the design matrix satisfies x; ~ N(0,X),
maX;cpm ||Xille < K. For a given €,0, under the same conditions of Corollary on
5, o2, X\, 11,12, S, there exist constants {C;}}_; such that if m = n > Cslogd, the output of
Algorithm 2] satisfies (e, )-DP. In addition, with probability at least 1 — Cy/d, we have the
following utility for 6°

s*logd log dlog(1/4)

Bn2e?

16° — 6%||5 < C3K* + Cya* K?s*

Remark 3.5.4. Corollary shows that if we have further assumption, i.e., Gaussian dis-
tribution, on the private data x;, we can obtain an improved utility guarantee 9] (K ey (ne)Q)

for sparse linear logistic regression.

3.6 Proofs of the Main Results

3.6.1 Proof of Theorem [3.3.3

In this subsection, we will derive the differential privacy of Algorithm 2 First, we need
the following lemma to characterize the properties of the generated samples. It has been

previously proved for many common examples of sub-Gaussian random design (RWY11}

ANWI0: RZ12).
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Lemma 3.6.1. Suppose each row of the design matrix X € R™* follows sub-Gaussian dis-
tribution with parameter &, and the covariance matrix |||, < 3, there exist some constants
{C;}2_, such that for all v € R? with at most s nonzero entries, if m > C;sa?logd, with
probability at least 1 — exp(—Cym), we have

Xv|2 ~
XV < Bl
m

1/’15”"”3 <

where 11 = 4/5 and ¢, = 6/5.

Proof of Theorem [3.3.5. Note that there is no privacy issue with respect to the newly gener-
ated features X; € R? for i = 1,...,m. We only need to prove that the generated predictions
Yy, ..., yP satisfy differential privacy. Thus by the post-processing property, i.e., Lemma
6.2.5, we can show that the output 6 of Algorithm [2| satisfies differential privacy.

According to Algorithm [2) we generate the new training set SP with i-th example as
(y?,X;), where y; = 6,%)) + &, Xi ~ D,& ~ N(0,02). Consider the following function
q : 8" — R™ such that the i-th coordinate of q(5) is <§5,)~ci>, where 8 is trained on the
training set S using IGHT, i.e., Algorithm [3] Thus for the function q, we can characterize its
sensitivity as follows: for two adjacent training sets S, S’ with one different example indexed

by i, we have

m

Aq) = \ 3 ((8s.%:) — (0. %))

=1

m

= [ D (65— 65, %:)?
\

=1
S \/ ng”é\s — é\Sl

where the last inequality is due to the Lemma Note that the inequality (3.6.1)) holds

(3.6.1)

27

with probability at least 1 —exp(—Cym). We will show in next that how this high probability
can be absorbed into the definition of (¢, d)-DP. Let us define the event E: inequality (3.6.1))

holds, and we have P[E] < d9, where d; = exp(—Cym). As long as we have m > Cs3log(2/9),
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we can get d; < §/2. Given the event E holds, we can proceed to derive the privacy guarantee

of our method as follows.

For two adjacent training sets S and S’, we define 8™ and 0%™ as follows
min o T A 2 .
05" = argmin Lg(0) := Ls(0) + —|0]|5 subject to ||| < s,
eRd 2

. = A
63" = argmin Ls: (8) = Ls/(6) + 5[6]3 subject to |80 < s.
OcRd 2

Therefore, we can obtain

|65 — 85 + |65 — @], + || omn — g,

< ||OS o Bmln

I

< o'[les™|l, + o o5, + [|os™ — o5 (36.2)

1>

where p < 1 and the last inequality is due to the convergence guarantee (YLZ14) of IGHT

for Lg, L. Since Lg is strongly convex with parameter A\, we have

<VI_/S(0an) VLS(Og}/m) 01’[1111 0g1,1n > )\Hemm O?in ;

In addition, we have (VLg(62n), @i — gmin) > ( (VL (Omin) gmin — gminy > () which

implies
<VLS/(0m1n) VLS(amm) omln Hrmn > )\Hemm . mlnH2
Thus we can obtain

A ’ ’ emm Ogllin

5 S \/%HVES/(O?}H) — VLS(Ogl’in)Hoo
\/2_ min min
_ T:uw(es, 1x:) — VOOR x| . (3.6.3)

Since we have || V(5™ x;)|| < 7 for all x;, we can get

V2sy
n\x

165™ — 05[> <

(3.6.4)
As a result, combining (3.6.1]), (3.6.2), and (3.6.4)), for large enough 7', we can obtain

Alq) <2 mséan (3.6.5)
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As a result, according to Lemma to ensure (¢,0/2)-DP, we need to add the zero mean
Gaussian vector with the variance parameter

8m§.972
We use M to denote our mechanism, i.e., Algorithm Given E happens, M satisfies
(€,6/2)-DP. Now, we are ready show that M satisfies (¢,0)-DP. According to Remark 3.1.2

in (DMNOG), we need to prove that
PM(S) e O] -4

max log <e.

OeR PM(S) e O] —

Since we have for all O € R

P[M(S) € O] = PM(S) € O | E] - BIE] + PIM(S) € O | E] - P[E]
< (ePIM(S') € O | E] +6/2) - PIE] + 6/2

IN

ePIM(S) € O] +6/2+6/2,

where the second inequality is due to the (¢,4/2)-DP of our method given inequality (3.6.1])

holds, and the fact that P[E] < §/2. Therefore, we can obtain that

e BM(S) €0l =5 _ | eBM(S) € 0] +8/246/2-5
0cR 5 TPIM(S) € 0] — oer ° PIM(S") € O] o

which implies Algorithm [2| satisfies (¢,0)-DP. And the conditions we need are: X; are
iid. sub-Gaussian random vector with parameter «, the generated sample size m >

max{Csa?logd, Cslog(2/8)}, where C;, Cs are absolute constants. O

3.6.2 Proof of Theorem [3.3.5]

In this subsection, we establish the utility guarantee of Algorithm 2] In order to prove the

utility guarantee of our method, we need the following lemmas.

Lemma 3.6.2. Consider the sparsity constrained problem (3.1.1]). Suppose that Lg is (-
smooth, and Lg satisfies Condition with parameter e. There exist constants {C;}?_,
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such that if n = C1\/B2%, s > Cor?s*, where k = 3/, the output 0 of Algorithm (3| satisfies

the following with probability at least 1 — p

07— 6713 < o760 — 67113 + Cu (2 + A7 6712,

32
where o =1 — 1/(7k). If T is large enough, we have ||@; — 0*||2 < Css* (2 + N2(|0%]|%.) /5>

The next lemma, which has been proved in (LW13)), provides the statistical error of
sparse linear regression, which will be used to characterize the statistical error of our newly

constructed learning problem.

Lemma 3.6.3. For a Gaussian random vector € € R™ with zero mean and variance v°I,,
if each row of X € R™“ are independent sub-Gaussian random vector with sub-Gaussian

parameter «, we have with probability at least 1 — exp(—Cgn)

1 log d
~XTel| < Crva o8 ,
n n

oo

where Cg, C'; are absolute constants.

Proof of Theorem [3.3.5. According to Lemma[3.6.2] we can obtain that
16— 073 < €15 + 20 ), (36.7)

where C is a universal constant. According to Algorithm [2] we have

Z OXZ

=1

Note that according to Lemma , L satisfies Condition with parameters w{é, %E ,
where 11 = 4/5,1¢5 = 6/5 . In addition, according to Lemma , we have HVE(@)HOO =
H)zTﬁ/nHoo =< Cgo&\/w holds with probability at least 1 — exp(—C3m). As a
result, according to Lemma [3.6.2] we can get

*

WLGMSQ%a (3.6.8)
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where Cy, C3, Cy are universal constants. As a result, combining (3.6.7) and ( - we can
obtain
167 — 6|13 < 2/16* — 85 +2(16 — 6°3
< 201%(52 20712 + 202;,—52

s logd
<C5—(5 2072 + Csd 25" logd o
B2 2

m

where C5, Cg are absolute constants. Plugging the definition of 02 in ([3.6.6)), we can get

~253 v?logd

107~ 1 < O 5@+ X1 + Ot T

log(2.5/9).

Let \? = Cgy\/s* log dlog(1/6)/(ne), we can get

167 — e*u2<cg—g+cw(1 f)WS"glogdlog“/‘”
/8 )

52 32 ne
where C;, Cy, Cy, Cg are absolute constants. Note that according to Lemma/3.6.2] Algorithm

[ has a linear convergence rate. O

3.6.3 Proof of Corollary

In this subsection we show that if Lg further satisfies Condition|3.3.2, our method can achieve

an improved utility guarantee.

Proof of Corollary[3.3.7. We first prove the privacy guarantee of our method. The proof is
similar to the proof of Theorem |3.3.3] Since we have that L satisfies Condition |3.3.2] with
parameters pu, 3, we can get the sensitivity of our method according to (3.6.5)) as follows
-l
A(q) < 2y/msf—.
n
Therefore, according to (3.6.6), if we add the noise with the following variance
8
o2 = 8By £(2.5/5),

n2e 2M2
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we can ensure that Algorithm [2| satisfies (¢, d)-DP.
Next, we establish the utility guarantee of our method. According to (3.6.7]), we have

S*

160 — 672 < C, 5252. (3.6.9)
In addition, according to (3.6.8]), we have
||§P—§|2<0~23§*27210gd1 2.5/5) 3.6.10
2 < 2a?m0g(-/- (3.6.10)
Combining (3.6.9) and (3.6.10]), we can get
R * *2 .2 lOg d
0° — 0|2 < 52?4 4@ 228 100(2.5/6),
167~ 813 < Cuet + 01" 8 bog(2.5/0)
where (', Cy, C3, Cy are absolute constants. This completes the proof. O

3.7 Proofs of Specific Examples

In this section, we only establish the utility guarantees of our proposed method for different
problems, including sparse linear regression and sparse logistic regression since the privacy
guarantee of Algorithm [2] has been proved in Theorem [3.3.3] For the ease of presentation,

we use L to denote Lg in the following discussion.

3.7.1 Proof of Corollary [3.3.9|

In order to prove Corollary |3.3.9] we only need to verify Condition for L, the upper
bound ~ of /;.

Proof of Corollary[3.3.9 According to the objective function in (3.3.1)), we have the follow-

ing close form of gradient and Hessian for L

1 XX
VL(0) = EZ<xje—yi)xi, V2L(8) = —=,
=1
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where x; is the i-th row of the design matrix X. First, we verify that L is S-smooth.
According to the proof of Lemma we only need to show the upper bound of V2L(6)

restricted to some 3s sparse support €2. As a result, we have || (VQL(H)) < 3sK?, which

QQ||2
implies that 8 = 3sK? + ). In addition, we have VL(6*) = XTe/n. According to the proof
of Corollary 2 in (LW13), we have ||VL(6*)|| < C1vK+/logd/n holds with probability at
least 1 — exp(—Csyn), where C}, Cy are absolute constants. Thus we have Condition m
holds for L. Next, we are going to estimate the parameter v for our utility guarantee. For
the loss function on each training example, we have £;(0) = ((x;,0) — y;)?/2, which implies
V:(0) = ((x;,0) — y;)x;. According to (3.6.3), we need to verify ||V;(Omin) /oo < 7, where
Oumin is the minimizer of (3.1.1). Since we have ||V;(0min)|loo = [|((Xi, Omin) — ¥i)Xiloo <
C34/sK?, which implies that v < C34/sK?.

Finally, plugging these results into Theorem we have if \? = C4 K*%s*\/log dlog(1/4)/(ne),

we can get

~ 1 K252 /log dlog(1/6
180 — 0°|2 < i 2108 L e K5V log dlog(1/0)
n bne

3.7.2 Proof of Corollary (3.3.13

In this subsection, we prove the results for sparse logistic regression, and we only need to

verify Conditions for L, the upper bound ~ of ;.

Proof of Corollary[3.3.15. According to the loss function in (3.3.2)), we can obtain

n

VL(9) = ! D (v —v(07x))x;, VL(6) = % Zw/(HTxi)xixiT,

n <
=1

where ¥(z) = exp(x)/(1+exp(z)) and ¢'(x) = exp(z)/(1 + exp(z))?. Since we have 1'(x) <
1, following the same proof procedure as before, we can get L is B-smooth with 3 = 35K + .

In addition, we have VL(0*) = % Sor  bix;, where b; = y;—1(0*Tx;). Thus, according to the
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proof of Corollary 2 in (LW13)), we have ||[VL(0*)| . < C1K+/logd/n holds with probability

at least 1 — Cy/d, where C, Cy are absolute constants. In addition, we have

where the inequality is due the the fact that y; € {0,1}, ¥(z) € (0,1), and ||x;lc < K.

Thus we have v = K for sparse logistic regression.

Finally, plugging these results into Theorem we have if A2 = CsK \/s*log dlog(1/6)/(ne),

we can get

&2K\/5*3 ltlgdlog(l/é)'

. log d
16° — 67|12 < O K208 4 o
n bne

3.7.3 Proof of Corollary |3.3.11

To prove this result, we only need to verify that L satisfies the sparse eigenvalue condition

since other conditions has been previously verified in the proof of Corollary [3.3.9]

Proof of Corollary[3.3.11 Since we have V2L(0) = XX /n, according to Proposition 1 in
(ANWI0), we can obtain that L satisfies Condition with parameters § = 6/5 and
i = 4/5 with probability at least 1 — exp(—Cin) if we have n > Cyslogd, where Cy,Cy
are absolute constants. Therefore, following the same proof procedure as in the proof of
Theorem , this high probability can be absorbed into the § term in the (¢, §)-DP. As a

results, we complete the proof. O

3.7.4 Proof of Corollary 3.3.15

To prove this result, we only need to verify that L satisfies the sparse eigenvalue condition

since other conditions has been previously verified in the proof of Corollary [3.3.13]
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Proof of Corollary[3.3.15. Since we have VZL(0) = (n)~' > #/(0"x;)x;x; , and ¢'(0"x;
is upper and lower bounded by some constants C, 5, we can follow the same procedure
as in the proof of Corollary to show that L satisfies Condition with parameters
B =6/5C) and p = 4/5C,. As a results, we complete the proof. ]

3.8 Proofs of Additional Lemmas

In this section, we prove the additional lemmas used in the proofs of the main results. For

the ease of presentation, we use L to denote Lg.

3.8.1 Proof of Lemma [3.6.2]
Proof. According to Algorithm [3, we have
0t+1 = HS (0,5 - T]VE(Ot))

We denote 2 = supp(0;) U supp(6:1) U supp(6*), and we have s < |Q] < (25 + s%). In
addition, we denote §t+1 by Pq (Ot — nVZ)(Bt)), thus we have 0, = HS(§t+1). Furthermore,

we have the following

2
2

[

10,41 — 67113 = [|Pa(6: — nVL(6))) — 6"

= 6: = 6" = nPa(VL(O)

where the last equation is due to the fundamental theorem of calculus, H(7y) = fol V2L(0* +

2

0, — 0" — Po(VL(O) + (H(7)) (6, — 6%))

)

2

7(0 — 6%))dy, and H(7).q denotes that we restrict columns of H(7y) to the support €.

Therefore, according to the definition of P, we can further obtain

16,01 — 013 = ||A (8, — 6%) — nPo(VL(6)) |2
< [IA[Z- 16, — 613+ 1||Pa(VL(6Y) |, — 20(A(8; — 67), Pa(VL(6))),
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where we have A =1 — 77(H(fy))QQ Thus by Young’s inequality, we can obtain

1477

~21(A(6, — 8%), Pa(VL(0"))) < @II@—O*H% 7 (1Al - [|Pa(VLE) DI5)-

Therefore, we can get

16041 — 6°[15 < A3 - 16: — 67[13 + 7 |Po(VL(0%) )H2 7 6. — 613+ 7(||A||2 |Pa(VL(07) H
* 1477 T * 2
<(1- —)Hat 0" + (7 —142) | Po(VL(6Y) |
where the last inequality is due to the Condition [3.3.2]
In addition, according to Lemma 3.3 in (LALI1G), we have
1001 = 0718 < (1 22 ) B~ 0°1, 351)

which implies that
) 14 -
160~ 61 < a1~ 227 6, 7[5 + a2+ (5 - 1) (IVEe)I) |,

where o = 1 + 24/5%/y/s — 5*. Since we have n = 2\/5?, as long as s > (4x% + 1)s*, where

k= B/\, we can get
* |12 * |12 8*)\ T *\ |2
10141 — 07|z < 0l|6: — 07|5 + ClﬁHVL(Q e
where the we have p <1—-1/(7k) < 1
In addition, we have VL(8*) = VL(0*) + \@*. According to Condition we have
IVL(0 oo = [[VL(O") + 20" || < [[VL(O7)[|oc + A[[07[|oc < & + A[[67|oc-

As long as we choose A = O(¢/]|0*||«), we can get

* * )\ *
16:1 — 67115 < 0|6 — 6713 7 (e + 2%[67]1%). (3.8.2)
Thus taking sum of (3.8.2) over t =0,1,...,7 — 1, we can get
s*A
Or — 0%||5 < 0"]|60%||5 + Com——(* + N?||607||%
I 12 107115 251 Q)( 10711%)
< J16° 5+ Cog (= + X672, (3.8.3)
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Therefore, if we have

3116 — 6]l
s* (e + A[0*]| o)

T > Csklog
we can obtain that
S*
1607 — 6|5 < C4§(52 + N?|6*]1%,),

where {C;}]_, are universal constants. O

3.9 Conclusions and Future Work

In this prospectus, we developed a differentially private framework for sparse learning using
the idea of knowledge transfer. We establish the linear convergence rate and the utility
guarantee of our method. Experiments on both synthetic and real-world data demonstrate
the superiority of our algorithm. For the future work, it is very interesting to generalize our
framework to other structural constrained learning problems such as the low-rank estimation
problem. It is also very interesting to study the theoretical lower-bound of the differentially

private sparse learning problem to access the optimality of our proposed method.
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CHAPTER 4

Efficient Privacy-Preserving Stochastic Nonconvex

Optimization

4.1 Introduction

For many important domains such as health care and medical research, the datasets used to
train machine learning models contain sensitive personal information. There is a risk that
models trained on this data can reveal private information about individual records in that
training data (FLJ14; [SSS17b; (CLE19). This motivates the research on privacy-preserving
machine learning, much of which has focused on achieving differential privacy (DMNO6), a
rigorous definition of privacy that provides statistical data privacy for individual records.
In the past decade, many differentially private machine learning algorithms for solving the
empirical risk minimization (ERM) problem have been proposed (e.g., (CMS11b}; [KST12}
BST14c; [ZZM17b; WYX17bt [JWEI18b; WGI19b; WG20)). Almost all of these are for ERM
with convex loss functions, but many important machine learning approaches, including deep
learning, are formulated as ERM problems with nonconvex loss functions. Furthermore,
these learning problems often require large training sets, necessitating the use of stochastic

optimization algorithms such as stochastic gradient descent (SGD).

Several recent studies have advanced the application of differential privacy in deep learn-
ing (ACG16b} [PAE16; MRT18b; BDL19). The studies prove differential privacy is satisfied,
but evaluate utility experimentally. Only a few differentially private algorithms for solving

nonconvex optimization problems have proven utility bounds (ZZM17b; WYXI17h). For ex-
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ample, (WYX17bl) proposed a differentially private gradient descent (DP-GD) algorithm with
both privacy and utility guarantees. However, each iteration of DP-GD requires computing
the full gradient, which makes it too expensive for use on large training sets. (ZZMI17bl)
proposed a random round private stochastic gradient descent (RRPSGD) that can achieve
the same privacy guarantee as DP-GD with reduced runtime complexity, but with slightly
worse utility bounds. In this paper, we propose a differentially private Stochastic Recursive
Momentum (DP-SRM) algorithm for nonconvex ERM. At the core of our algorithm is the
stochastic recursive momentum technique (CO19) that can consistently reduce the accu-
mulated variance of the gradient estimator. Our approach is more scalable than stochastic
variance reduced algorithms (JZ13; RHS16} (AH16} LJC17; NLS17; [FLLI1S; [ZXG18) since it
eliminates the periodical computation of the checkpoint gradient which usually requires a

giant batch size.

Contributions. We develop a new differentially private stochastic optimization algorithm
for nonconvex ERM and provide a sharp analysis of the privacy guarantee using Rényi Differ-
ential Privacy (RDP) (Mirl7) (Section [£.6). Our algorithm matches the best-known utility
guarantee for nonconvex optimization, with lower computational complexity. To achieve
the same utility guarantee, the gradient complexity (i.e., the number of stochastic gradients
calculated in total) of our algorithm is O(n3/ 2), which outperforms the best previous results
(ZZMI17ht WYXIThH) by a factor of ©(n'/2). We evaluate our proposed methods on two non-
convex ERM techniques: nonconvex logistic regression and convolutional neural networks.
We report on experiments on several benchmark datasets (Section , finding that our
method not only produces models that are the closest to the non-private models in terms of

model accuracy but also reduces the computational cost.

Notation. We use curly symbol such as B to denote the index set. For a set BB, we use |B| to
denote its cardinality. For a finite sum function F' = >"" | f;/n, we denote Fg by >, fi/|B]|.
For a d-dimensional vector x € R?, we use [[x]|; to denote its f;-norm. Given two sequences

{a,} and {b,}, if there exists a constant 0 < C' < oo such that a, < Cb,, we write
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a, = O(b,). Besides, if there exist constants 0 < C,Cy < oo such that C1b, < a, < Csb,,
we write a, = O(b,). We use n, d to represent the number of training examples and the
problem dimension, respectively. We also use the standard notation for (¢, 0)-DP where € is

the privacy budget and ¢ is the failure probability.

4.2 Related Work

Over the past decade, many differentially private machine learning algorithms for convex
ERM have been proposed. There are three main approaches to achieve differential pri-
vacy in such settings, including output perturbation (WLKI17; [ZZM17b), objective pertur-
bation (CMS11b; [KST12;INS19), and gradient perturbation (BST14ct WYX17b; . JWE18bI).
However, other than the methods using gradient perturbation, it is very hard to generalize
these methods to nonconvex ERM because of the difficulty in computing the sensitivity for
nonconvex ERM. Thus, most differentially private algorithms for nonconvex ERM are based
on the gradient perturbation, including our work. The problem with gradient perturbation
approaches is that their iterative nature quickly consumes any reasonable privacy budget.
Hence, the main challenge is to develop algorithms for nonconvex ERM that can provide

sufficient utility while maintaining privacy with high computational efficiency.

Several recent works (ACGI16b), [PAET6! XLWI8) studied deep learning with differential
privacy. (ACG16b) proposed a method called moments accountant to keep track of the pri-
vacy cost of stochastic gradient descent algorithm during the training process, which provides
a strong privacy guarantee. (PAELG) established a Private Aggregation of Teacher Ensem-
bles (PATE) framework to improve the privacy guarantee of deep learning for classification
tasks. (XLW18)) and (YJS19) investigated the differentially private Generative Adversarial
Nets (GAN) with different distance metrics. However, none of these works provide utility

guarantees for their algorithms.

Table summarizes differentially private nonconvex optimization algorithms that pro-
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Table 4.1: Comparison of different (¢,d)-DP algorithms for nonconvex optimization. We
report the utility bound in terms of E||VF(6P)|2, where 67 is the output of the differen-

tially private algorithm, d is the problem dimension, [E is taken over the randomness of the

algorithm.
Algorithm Utility Gradient Complexity
RRPSGD (ZZMITE) O (oa/ielt/ ) O(n?)
DP-GD (WYXI7h) o(%) ) (;_/>
DP-SRM 0 < <dlog<1/6>>1/4) O ((ne)3/2)
(This paper) (ne)'/* >

vide utility guarantees for nonconvex ERM. The Random Round Private Stochastic Gradient
Descent (RRPSGD) method developed by (ZZMI17h) is the first differentially private noncon-
vex optimization algorithm with the utility guarantee. This method performs the perturbed
SGD (adding Gaussian noise to the stochastic gradients), for a random number of itera-
tions (GLI13). The gradient complexity of RRPSGD is O(n?), which makes it impractical
for most settings. (ZZMI17bl) showed that RRPSGD is able to find a stationary point in
expectation with a diminishing error O((dlog(n/d)log(1/8))"/*/(ne)*/?). Their analysis of
the privacy guarantee is based on the standard privacy-amplification by subsampling result
and strong composition theorem (BST14c). Although such an analysis can be easily adapted
to the nonconvex setting with stochastic optimization algorithms, it results in a large bound
on the variance of the added noise compared with relaxed definitions such as the moments

accountant (ACGI16b)) and Gaussian differential privacy (DRS19)).

(WYX17bl) proposed the Differentially Private Gradient Descent (DP-GD) algorithm for

nonconvex optimization. DP-GD has a comparable gradient complexity O(n?e/d"/?), and an
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improved utility guarantee O ((dlog(1/8))"/*/(ne)'/?) compared with that of RRPSGD. The
reason DP-GD can achieve this factor of O((log(n/§))!/*) improvement, is that it uses the
full gradient rather than the stochastic gradient. This makes DP-GD computationally very
expensive or even intractable for large-scale machine learning problems (n is big). Recently,
(WCX19) also proposed a differentially private stochastic algorithm for nonconvex optimiza-
tion. Their goal is to find the local minima, while we aim to find the stationary point. In
addition, their utility guarantee is asymptotic—it provides the desired utility guarantee only
if an infinite number of iterations could be run. In contrast, our utility guarantee holds for

a finite number of iterations.

4.3 Preliminaries

We consider the empirical risk minimization (ERM) problem: given a training set S =
{(x1,y1), -+, (Xn,yn)} drawn from some unknown but fixed data distribution with x; €
RP,y; € Y C R, we aim to find a solution 6 € R? that minimizes the following empirical

risk,
F(8) = %Zﬁw% (4.3.1)

where F'(0) is the empirical risk function (i.e., training loss), f;(0) = ¢(0;x;,y;) is the loss
function defined on the i-th training example (x;,¥;), and @ € R? is the model parameter

we want to learn.
Here, we provide some definitions and lemmas that will be used in our theoretical analysis.
Definition 4.3.1. 6 € R? is an (-approximate stationary point if ||V £(8)]|. < ¢.

Definition 4.3.2. A function f : R? — R is G-Lipschitz, if for all 8;,0, € R? we have
1 £(61) — f(62)] < G[|01 — 022

Definition 4.3.3. A function f : R? — R has L-Lipschitz gradient, if for all 8,0, € R
we have ||V f(01) — Vf(60:)]2 < L[|61 — 0.
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Differential privacy provides a formal notion of privacy, introduced by (DMNOG):

Definition 4.3.4 ((¢,9)-DP (DMNOG)). A randomized mechanism M : 8" — R satisfies
(€, 0)-differential privacy if for any two adjacent data sets S, S” € 8™ differing by one element,
and any output subset O C R, it holds that P[M(S) € O] < e - P[M(S’) € O] + 4.

To achieve (¢,0)-DP for a given function ¢ : 8" — R, we can use Gaussian mechanism
(DRI14) M = ¢(S) + u, where u is a standard Gaussian random vector with variance that

is proportional to the fs-sensitivity of the function ¢, A(q), which is defined as follows.

Definition 4.3.5 (/y-sensitivity(DR14)). For two adjacent datasets S,S" € 8" differing

by one element, the fy-sensitivity A(g) of a function ¢ : 8" — R is defined as A(q) =
supg,sr [1¢(5) = ¢(5") |2

Rényi differential privacy. Although the notion of (€, d)-DP is widely used in the out-
put and objective perturbation methods, it suffers from the loose composition and privacy-
amplification by subsampling results, which makes it unsuitable for the stochastic iterative
learning algorithms. In this work, we will make use of the notion of Rényi Differential Pri-
vacy (RDP) (Mirl7) which is particularly useful when the dataset is accessed by a sequence
of randomized mechanisms (WBK19).

Definition 4.3.6 (RDP (Mirl7)). For a > 1, p > 0, a randomized mechanism M : " - R
satisfies (a, p)-Rényi differential privacy, i.e., («, p)-RDP, if for all adjacent datasets S, S" €
S" differing by one element, we have D, (M(S)||M(S)) := log E[(M(S)/M(S"))"]/(a —
1) <p.

According to Definition 4.3.6, RDP measures the ratio of probability distributions M (.S)

and M(S’) by a-order Renyi Divergence with o € (1,00). As a — 0o, RDP reduces to
e-DP.

To further improve the privacy guarantee when using the Gaussian mechanisms to satisfy
RDP, we establish the following privacy-amplification by subsampling result, which is derived
based on the result in (WBK19).
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Lemma 4.3.7. Given a function ¢ : 8™ — R, the Gaussian Mechanism M = ¢(5)+u, where
u ~ N(0,0%1), satisfies (a, «A?%(q)/(20?%))-RDP. In addition, if we apply the mechanism M
to a subset of samples using uniform sampling without replacement with sampling rate 7,
M satisfies (a, 3.572A%(q)a/0?)-RDP given 02 = 0%/A%(q) > 0.7, a < 20%log(1/7ar(1 +
o)) /3 + 1.

Remark 4.3.8 (Comparison with moment accountant). Suppose A(q) = 1, Lemma m
suggests that to achieve (,3.572a/0?)-RDP of the subsampled Gaussian mechanism, we
require 02 > 0.7. For the moment accountant based method (ACGI6h), it can achieve
the asymptotic privacy guarantee of (a, 72a/(1 — 7)o 4+ O(7%a?/0®))-RDP when T goes to
zero and 02 > 1, a < o%log(1/70). In contrast to moment accountant, our result has a

closed-form bound on the privacy guarantee and a relaxed requirement of o?.

It is worth noting that there exist some other works (MTZ19; [ZW19) also studying the
privacy-amplification by subsampling results. However, they consider the Poisson subsam-

pling approach, which is different from our uniform subsampling method.

Based on Lemma we can establish a strong privacy guarantee of our method in

terms of RDP, and then transfer it to (e, d)-DP using the following lemma.

Lemma 4.3.9 ((Mirl7)). If a randomized mechanism M : 8" — R satisfies (a, p)-RDP,
then M satisfies (p + log(1/6)/(av — 1),9)-DP for all 6 € (0,1).

4.4 Algorithm

Our proposed algorithm for differentially private nonconvex ERM, is illustrated in Algorithm
4

The main idea is to construct the differentially private gradient estimator VZ iteratively
based on the information obtained from the previous updates. We initialize v° to be the mini-

batch stochastic gradient V Fp,(0°) and inject Gaussian noise, u’, with covariance matrix
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Algorithm 4 Differentially Private Stochastic Recursive Momentum (DP-SRM)

input 8°.T,G, L., 3,n9, privacy parameters ¢,d, accuracy for the first-order stationary

8:
9:

output 6 chosen uniformly at random from {6},

point (

. Uniformly sample by examples without replacement indexed by B

Compute v* = VF,(0°), where VF3,(0°) = 3,5 Vfi(0°)/by, draw u® ~ N (0, 551,)
with 08 = 14TG?a/(Bn’¢), a = log(1/0)/((1 — B)e) + 1

Release the differentially private gradient estimator Vg =vl+u

fort=0,1,2,..., 7T —1do
0"+ = ' — vl where n, = min {¢/(noL||vi|2),1/(2noL) }
Uniformly sample b examples without replacement indexed by B,
Compute v = VFg,,(6") + (1 — 7) (v, — VFg,,,(0")), draw u'! ~ N(0,0°1,)
with 02 = 14T ((1 — 7)¢/no +7G) e/ (Bn2e), a = log(1/8)/((1 — B)e) + 1
Release the differentially private gradient estimator vi = v + u**H!
end for

T-1
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021, (lines 2, 3), to make it differentially private. Then, we recursively update v’ (line 7) as
vl = VFg,(0") + (1 — 7) (vt — VFp,(6'™")), where VFg,(0"), VFp,(6'") are mini-batch
stochastic gradients and VZ_I is the private gradient estimator released at the last iteration.
The momentum parameter, ~, is used to control the decay rate of the prior information,
viTl — VFp,(0"""). This is called stochastic recursive momentum (CO19), which can lead
to fast convergence. After updating v!, we again inject Gaussian noise u’ with covariance

2 of the Gaussian

matrix o3Iy (line 8), to provide differential privacy. The variance o7, o
random vectors are determined by our RDP-based analysis. We choose an adaptive step size
(line 5) to bound the sensitivity of the gradient estimator V;, which is the key to establish

the tight privacy and utility guarantees (Section of our algorithm.

4.5 Main Results

In this section, we establish formal privacy and utility guarantees for Algorithm [4]

Theorem 4.5.1. Suppose that each component function f; is G-Lipschitz and has L-
Lipschitz gradient. Given the total number of iterations 7', the momentum parameter ~ and
the accuracy for the first-order stationary point ¢, for any 6 > 0 and the privacy budget e,
Algorithmsatisﬁes (¢, §)-differential privacy with o3 = 14T7G*a/(8n’c) and o = 14T ((1—
)¢/ no + 7G)2a/(6n26) if we have a — 1 =log(1/8)/((1 — B)e) < 20" log (1/7a(1+0"%))/3
with 8 € (0,1) and 0" = min{b*0?/(4((1 — 7){/no + vG)?), boo/(4G?)} > 0.7, where by

and b are batch sizes, and 7 = max{by/n,b/n}.

Remark 4.5.2. According to Theorem there exists a constraint on the parameter
«, which is due to the privacy-amplification by subsampling result in Lemma [4.3.7, and is
similar to the constraint given by the moments accountant (ACGI16b) and other RDP-based
analyses with subsampling approaches (MTZ19; ZW19)). Furthermore, as we mentioned in
Remark , our result relaxes the requirement of the variance ¢’ compared with the

moments accountant based analysis.
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Following the previous work (BET19), we can get rid of the constraints in Theorem

by using the larger mini-batch size, as states in the following corollary.

Corollary 4.5.3. Given the total number of iterations 7', the momentum parameter
and the accuracy for the first-order stationary point ¢. Under the same conditions of The-
orem on f;,03,0% for any § > 0 and the privacy budget e, Algorithm 4| satisfies
(¢, §)-differential privacy if we choose b3 = b* = n%¢/T, 3 = 1/2, and T is larger than
O(log*(1/6)/€%).

Theorem requires that each component function f; is G-Lipschitz and has L-
Lipschitz gradient which will be used to derive the sensitivity of the underlying query
function (i.e., the gradient estimator v* in Algorithm [4)) and thus determine the variance
of the Gaussian noise. The G-Lipschitz condition has been widely assumed in the literature
of differential privacy (ACGIL6b; WYXI17h: [JWE18b: BFT19)), and the L-Lipschitz gradient
condition has also been made in several previous works (ZZM17b} [FKT20)). In practice, we
can use the clipping technique (ACGI16D) to ensure that at each iteration, ||V fi(6")]2 < C4
and ||V f;(0") — V f:(0"71)||s < Cy, where C}, Cy are some predefined constants. As a result,
we can guarantee that the sensitivity of v' is bounded by 2((1—~)Cy+~C1) /b (see (4.6.1])).
Then, we can replace G and (/ng with C; and Cy in Algorithm [| to establish the same

privacy guarantee.
The following theorem shows the utility guarantee and the gradient complexity, which is

the total number of the stochastic gradients we need to estimate during the training process,

of Algorithm [4]

Theorem 4.5.4. Under the same conditions of Theorem on f;,0% o, a, if we choose
the number of iterations T' = Cyney/LDp/(G+/dlog(1/6)), where Dp = F(6°) — F(6*)

and F(0*%) is a global minimum of F, the accuracy for the first-order stationary point ¢ =
CyGY2(LDpdlog(1/6))"* /(ne)/2, batch sizes by = CsG2/(CLDr), b = C4G/(noC), no =
LDpr/¢ and the momentum parameter v = C5(/ng, then the output 6 of Algorithmsatisﬁes
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the following
E|[VF(6)]l2 < CsGV/2(LDrdlog(1/8)) "/ (ne)'/2,

where {C;}% | are absolute constants, and the expectation is taken over all the randomness
of the algorithm, i.e., the random Gaussian noise and the subsample gradient. Since we
have T' = O(ne/d"/?), by = O((ne)"/?/d"/*) and b = O(1), the total gradient complexity of
Algorithm {|is O ((ne)®?/d3/* + (ne)'/?/d"/*).

Remark 4.5.5 (Comparison with existing methods). According to Theorem|4.5.4} our method

can achieve the following utility guarantee

G'*(LDpdlog(1/§))"/*
o )

This result matches the best known result for differentially private nonconvex optimization
method (WYX17bl). However, there method is based on gradient descent, which is computa-
tionally very expensive in large-scale machine learning problems. Furthermore, the gradient

complexity of our method is

(n€)3/2 (n€)1/2
O( d3/4 + A )

This result is smaller than O(n?) gradient complexity provided by (ZZMI7b) and O (n%e/d'/?)
gradient complexity provided by (WYXI17h)).

Theorem shows that our method only requires the computation of a large batch
gradient with batch size by = O((ne)'/?/d"/*) at the beginning. Therefore, our method is
more scalable than existing differentially private stochastic variance reduced algorithms, such
as DP-SVRG (WYXI17h) designed for convex optimization, which often require the periodic
computation of the checkpoint gradient with a giant batch size (full batch in DP-SVRG).
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4.6 Proof Outline of the Main Results

In this section, we present the proof outline of the main results in Section [4.5] Our proof
involves new techniques for the privacy and utility guarantees that are of general use for
variance reduction-based algorithms. The detailed proof can be found in Section B in the

supplemental material.

4.6.1 Privacy Guarantee

According to Algorithm [ the mechanism at t-th iteration is M;, which is a composition
of ¢ Gaussian mechanisms: Gy, ..., G;, where Gy = VFp,(0°) + u® and G, = VFp(0") —
(1 — )V Fg,(0°1) + u’. Therefore, we want to show that M, is differentially private. For
the given dataset S, we use S’ to denote its neighboring dataset with one different example

indexed by

There are two main challenges in providing a tight privacy analysis. The first one is to
deal with the subsampled mechanisms {G;}7;'. The second one is to control the sensitivity
of G, when ¢t > 0. The first challenge can be addressed by our privacy-amplification by
subsampling result (Lemma , which gives us a tight closed-form bound on the privacy
guarantee. We can overcome the second challenge by using an adaptive stepsize, enabling

us to use a small amount of random noise to achieve differential privacy.
According to Algorithm , G, is the application of the following Gaussian mechanism G
to a subset of uniformly sampled examples, indexed by B;
G - E30 L V(0% +u, t=0
C S (V) —ov e ) s, 1> 0,
where ¢ = 1 —~. For gy = 3.1, V£:(6°) /by in Gy, the sensitivity A(¢) is determined by

[G(S) ~ @ (Sl < 3 IVA6) ~ Th6)]k < 5
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where the last inequality is due to G-Lipschitz of each component function. For q; =
S V(0 /b—(1—) S V£(01) /bin G, when t > 0, the sensitivity A(q,) = [|q.(S)—
a:(5")]]2 is determined by

IV — VIO + TS0 = TS0+ LIV O~ V@) (461)

Therefore, we have

, 2L(1 — 279G
() ~ a8 < 2= ygr gy, 4 216
2L(1 — 2vG
SO e+ 28
_20-0)¢, 16
- nob b

where the first inequality is due to L-Lipschitz continuous gradient and G-Lipschitz of each
component function. The last inequality comes from the adaptive stepsize we choose as
follows 7, = min {¢/(noL||vL||2),1/(2noL)}. Note that the proposed adaptive stepsize n; is
the key to control the sensitivity of q;. If we choose a fixed stepsize such as n; = 1/(2L), the
sensitivity of q; will be in the order of O(G?/b), which will lead to a much larger random

noise to achieve differential privacy and thus deteriorate the utility of our method.

According to Lemma [4.3.7] if the noise u’ and u’ satisfy 02 = 14T7aG?/(8n%) and o? =
4Ta((1 — )¢ /no + 7G)2/(6n26), the Gaussian mechanism G, satisfies (v, Ben?/(TH3T) )-
RDP, and the privacy-amplification by subsampling result shows that G, satisfies («, fe/T')-
RDP. Therefore, by the composition rule of RDP (Mirl7), after 7" iterations, Algorithm
satisfies («, 81"¢/T)-RDP. According to Lemma and a = log(1/0)/((1 — B)e) + 1, we
have that after T" iterations, Algorithm [ satisfies (T"¢/T, §)-DP.

4.6.2 Utility Guarantee

According to the definition of 5 we have

T-1
E|VF()|, = Z]EHVF )l < —ZEvaH2 ZEHVF(Ot)
t:O
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where the expectation is taken over all the randomness of the algorithm. The key challenge
in establishing a tight utility guarantee is to derive tight upper bounds for tT:_Ol IE?HV;H2 /T
and 3 E||VF(6") — vi||,/T when we have adaptive stepsize 7, and the random noise u’

t
m Vp'

First of all, by taking into account the adaptive stepsize 7;, we can upper bound the term

Z:OlEHV;HJT as follows

-1
4n0LDF 1 ¢ 112

T T ;EHVF(B ) — v, +2¢,

where Dp = F(8°) — F(6*). Furthermore, we can obtain the upper bound for 3, ' ]EHV; -
VF(Ot)”z/T as follows

2(1 — )22 29G* G? n Tdo? + do?
n3vb b T~by T~ ’

where the first term is determined by 7, and the last term is determined by the random noise
u’ in v}. The last term in this bound is dominated by do® /7, which validates the necessity

of using the adaptive stepsize to control the sensitivity of v and thus enable a small o2.

Finally, combining these two new bounds and plugging the value of parameters in The-
orem [£.5.4] we can obtain that

EIVF@)2 < Cic + Y. LDFiZgﬂ/é)G

By solving the smallest ¢, we can obtain ¢ = (LDpdlog(1/6))Y*(CoG)Y?/(Cine)t/?. Thus

we have E||VF(0)|]2 < C3¢, where Cy, Cy, C3 are some constants.

4.7 Experiments

This section presents results from experiments that evaluate our method’s performance on
different nonconvex ERM problems and different datasets. All experiments are implemented
in Pytorch platform version 1.2.0 within Python 3.7.6. on a local machine which comes with

Intel Xeon 4214 CPUs and NVIDIA GeForce RTX 2080Ti GPU (11G GPU RAM).
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4.7.1 Nonconvex Logistic Regression

We first consider the binary logistic regression problem with a nonconvex regularizer (RSP16])

n

d
minl Zyi log ¢(x; 0) + (1 — y;) log 11— gb(xj@)} + )\Z 6’]2/(1 + 9?),

6cRIN
€ =1 =1

where ¢(z) = 1/(1 + exp(—=x)) is the sigmoid function, §; is the j-th coordinate of 8, and
A > 0 is the regularization parameter. We set A\ = 0.001 in this experiment. Here, we
report results for the a9a dataset, a commonly-used binary classification benchmark with
32561 training examples, 16281 test examples, and 123 features. We found similar results
for the gjennl dataset (49990 training examples, 91701 test examples, 22 features), which

are presented in Section A in the supplemental material.

Baseline methods. We compare our method (DP-SRM) with random round private
stochastic gradient descent (RRPSGD) proposed by (ZZM17D) , differentially private gradi-
ent descent (DP-GD) proposed by (WYXI17h)), and differentially private adaptive gradient
descent (DP-AGD) proposed by (LK18b)).

Gradient clipping and privacy tracking. We use the gradient clipping technique of
(ACGI16b) to ensure that at t-th iteration of Algorithm Wl ||V f;(6")]2 and ||V fi(6") —
V fi(01)||2 are upper bounded by some predefined values C; and Cy, respectively. This will
ensure that the sensitivity of the gradient estimator v’ is upper bounded by 2 ((1—7)0 1 —1—702)
(see (4.6.1))), and gives us the desired privacy protection. At each iteration, we add the Gaus-
sian noise with variance o2, and keep track of the RDP according to Lemma[4.3.7]and transfer
it to (€,8)-DP according to Lemma [4.3.9]

Parameters. For all the algorithms, the step size is tuned around the theoretical values

to give the fastest convergence using grid search. For our method, we tune the batch size
b by searching the grid {50,100,200}. We set C; = 1,Cy = 0.01 and v = Cy. We choose
€€4{0.2,0.5} and § = 107°.

Results. Due to the randomized nature of all the algorithms, the experimental results are
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Table 4.2: Comparison of different algorithms on a9a dataset when ¢ € {0.2,0.5} and
§ = 107°. We use the STORM algorithm (CO19) as the non-private baseline.

Privacy | Non-private Data
Method Test Error CPU time (s) | Gradient Norm
Budget Baseline Passes
DP-GD 0.4155 (0.0107) 20 1.245 0.0953 (0.0212)
DP-AGD 0.3713 (0.0043) 360 96.21 0.0437 (0.0020)
e=0.2 0.3346
RRPSGD | 0.4019 (0.0033) 8 39.61 0.2175 (0.0116)
(0.007) DP-SRM | 0.3579 (0.0009) 4 0.6007 0.0528 (0.0042)
DP-GD 0.3859 (0.0057) 20 1.261 0.0866 (0.0129)
DP-AGD 0.3627 (0.0038) 365 95.45 0.0402 (0.0022)
e=0.5 0.3346
RRPSGD | 0.3861 (0.0028) 10 52.32 0.1454 (0.0126)
(0.007) DP-SRM | 0.3506 (0.0011) 5 0.7383 0.0502 (0.0061)

obtained by averaging the results over 30 runs. Figures [4.1] shows the objective function
value and the gradient norm of different algorithms for privacy budgets ¢ € {0.2,0.5} on
a9a datasets. We also report the 95% confidence interval of these results. We can see from
the plots that Our DP-SRM algorithm outperforms the other three baseline algorithms in
terms of the objective loss, gradient norm, and convergence rate by a large margin. Table
summarizes the test error of different algorithms as well as the CPU time (in seconds) of
the training process. The results also corroborate the advantages of our method in terms of

accuracy and efficiency.

4.7.2 Convolutional Neural Networks

We compare our algorithm with the differentially private stochastic gradient descent (DP-
SGD) algorithm proposed by (ACGI16b) on training convolutional neural networks for image
classification on both MNIST (LBB98) and CIFAR-10 (Kri09) datasets.
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Figure 4.1: Results for nonconvex logistic regression on a9a dataset. (a), (b) illustrate the
objective loss versus the number of epochs. (c), (d) present the gradient norm versus the

number of epochs.
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Figure 4.2: Results on MNIST dataset. (a), (b) depict the test error under the privacy
budget € = 3.0. (c), (d) illustrate the test error under the privacy budget ¢ = 1.2.
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Figure 4.3: Results for CNN6 on CIFAR-10 dataset. (a), (b) depict the test error under the

privacy budget € = 2.0. (c), (d) illustrate the test error under the privacy budget € = 4.0

Architecture for MNIST. For MNIST dataset, we consider a 4 layer CNN [[] which can

"https://github.com/facebookresearch/pytorch-dp.
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achieve 99% classification accuracy on the test dataset after training with SGD.

Parameters for MINIST. We choose privacy budgets ¢ € {1.2,3.0,7.0}, and set § =
107°. To ensure the privacy guarantee (see ), we set the clipping parameter C, =
1.5 for the term ||V fi(6")]|2. For the term ||V fi(6") — V fi(0""1)||2, we choose the clipping
parameter Cy by searching the grid {0.01,0.1,0.3,0.5,0.7,0.9,0.99}. For both DP-SGD and
DP-SRM, we tune the batch size b by searching the grid {256,512, 1024} and the step size by
{0.01,0.05,0.1,0.25,0.5}. For DP-SRM, we tune the batch size by by {b, 2b,4b}. In addition,

we set the momentum parameter v = (.

Results for MNIST. Figures |4.2] illustrates the average test error and the corresponding
95% confidence interval of different methods versus the number of iterations as well as the
training time (in seconds) under the privacy budgets e = 1.2 and € = 3.0 over 30 trials. We
see similar results under the privacy budget ¢ = 7.0, and thus defer them in Section A in
the supplemental material. The CNN trained by the non-private SGD can achieve 1% test
error after 20 epochs. Figure and Figure show that our proposed method can
achieve 3.62% and 4.49% test errors when ¢ = 3.0 and € = 1.2, which are better than DP-
SGD with 3.81% and 5.33% test errors. Besides, our method converges faster than DP-SGD.
Figure and Figure demonstrate that compared with DP-SGD, our method only
takes 0.3x iterations and 0.4 x training time to achieve comparable performances under the

privacy budget € = 3.0.

Architecture for CIFAR-10. We consider two convolutional neural networks for CIFAR-
10. The first one is a five layer CNN with two convolutional layers and three fully connected
layers, and we call it CNNbH E| For CNNb5, we train it from the scratch using our DP-SRM
method and the DP-SGD method (ACGI6b) and compare their performances in terms of the
model accuracy, iteration numbers and the training time. For the second one, we consider

a similar architecture as in (ACGI16b), which has three convolutional layers with 32, 64,

Zhttps://pytorch.org/tutorials/beginner/blitz/cifar10_tutorial.html.
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128 filters in each convolution layer and three fully connected layers, and we denote it by
CNNG6. For CNNG, we follow the same experiment setting as in (ACGI16b): we use CIFAR-
100 dataset as a public dataset, and first train a network with the same architecture on this
dataset as the pretrained model. Then, we initialize the convolutional layers of CNN6 using
the cnvolutional layers of the pretrained model, and only train the fully connected layers of

CNN6 on CIFAR-10 dataset using different private methods.

Parameters for CNN6. We choose three different privacy budgets ¢ € {2.0,4.0,8.0}
and 6 = 107°. We set the clipping parameter C; = 2 for the term ||V f;(6")|]2. For the
term ||V fi(0") — V(0" 1)||2, we choose the clipping parameter Cy by searching the grid
{0.01,0.05,0.1,0.3,0.5,0.7,0.9,0.95,0.99}. For DP-SGD, we tune the batch size by searching
the grid {64, 128,256} and the step size by {0.01,0.02,0.05,0.1,0.15,0.2}. For DP-SRM, we
tune the batch size b by searching the grid {64, 128,256}, step size by {0.01,0.02,0.05,0.1,0.15, 0.2},

and by by {b,2b,4b}. In addition, we set the momentum parameter v = Cs.

Results for CNNG6. Figure presents the average test error and the corresponding 95%
confidence interval of different methods versus the number of iterations as well as the training
time (in seconds) over 30 trials. The CNNG6 trained by the non-private SGD will have 18.5%
test error after 150 epochs. The results show that our proposed method can achieve 33.2%
and 31.0% test errors given € = 2.0 and ¢ = 4.0, which are comparable to the results of
DP-SGD with 33.2% and 31.2% under the same privacy budgets. However, we can see from
the plots that our method can significantly reduce the iteration numbers and the training
time. For example, when € = 4.0, DP-SGD takes 1.3 x 10* iterations and 1115 seconds to
achieve 31.2% test error. In sharp contrast, our method only takes 6.8 x 10 iterations and
643 seconds to achieve 31.0% test error. We can observe similar results for CNN5, which are

presented in Section A in the supplemental material.
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4.8 Additional experiments

In this section, we present additional experiment results on nonconvex logistic regression and

convolutional neural networks.

4.8.1 Results on jcnn1 dataset

In this subsection, we present the additional experiment of our method on ijennl dataset.
In this dataset, we follow the same settings as before: we set the clipping thresholds C; =
1,C5 = 0.01, and set the momentum parameter v = C5. Figures illustrates the objective
function value and the gradient norm of different algorithms under various privacy budgets
e € {0.2,0.5}. We can see that our proposed algorithm (DP-SRM) outperforms the other
three baseline algorithms (RRPSGD, DP-GD, and DP-AGD) in terms of the objective loss,
gradient norm, and convergence rate by a large margin. Table shows the test error of
different algorithms as well as the CPU time (in seconds) of the training process on ijennl!
dataset. It demonstrates that our algorithm convergences faster and can achieve a better

test error on the test set than other baselines.
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Figure 4.4: Results for nonconvex logistic regression on ijennl dataset. (a), (b) show the
objective loss versus the number of epochs. (c¢), (d) illustrate the gradient norm versus the

number of epochs.
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Table 4.3: Comparison of different algorithms on ijenni dataset under different privacy

budgets € € {0.2,0.5} and § = 107>. Note that the non-private baseline denotes the test

error of the non-private STORM algorithm (CO19).

Privacy | Non-private Data
Method Test Error CPU time | Gradient Norm
Budget Baseline Passes
DP-GD 0.3160 (0.0120) 20 0.5180 0.0184 (0.0024)
DP-AGD 0.2645 (0.0044) 346 90.05 0.0133 (0.0018)
e=0.2 0.2096
RRPSGD 0.3110 (0.0106) 8 47.64 0.0175 (0.0023)
(0.002) DP-SRM | 0.2503 (0.0090) 4 0.4748 | 0.0117 (0.0008)
DP-GD 0.2717 (0.0081) 20 0.4990 0.0171 (0.0024)
DP-AGD 0.2416 (0.0029) 365 94.28 0.0397 (0.0025)
e=0.5 0.2096
RRPSGD 0.3033 (0.0110) 10 59.06 0.0160 (0.0018)
(0.002) DP-SRM | 0.2341 (0.0042) 5 0.4368 | 0.0082 (0.0005)

4.8.2 Additional Results on MNIST and CIFAR-10 datasets

In this subsection, we present additional experiment results on convolutional neural networks.

Figures|4.5[shows the average test error (over 30 trials) and the corresponding 95% confidence

interval of different methods versus the number of iterations as well as the training time under

different privacy budgets on MNIST and CIFAR-10 datasets.

Results on MINST dataset. We can see from Figure 4.5(a)| and Figure that our

proposed method can achieve 2.91% test error when ¢ = 7.0, which is comparable to the

2.93% test errors achieved by DP-SGD. Furthermore, the results show that our method is

more efficient than DP-SGD in terms of iteration numbers and the training time. More

specifically, our method is more than 2x faster than DP-SGD to achieve the desired test

error.

Parameters for CNN5. We choose three different privacy budgets ¢ € {6.0,8.0,10.0},
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Figure 4.5: Results for CNN on MNIST and CIFAR-10 datasets. (a), (b) illustrate the
results on MNIST dataset. (c), (d) demonstrate the results for CNN6 on CIFAR-10 dataset.
(e)-(j) show the results for CNN5 on CIFAR-10 dataset.

and set = 107°. We set the clipping parameter C; = 2 for the term ||V f;(0)||o. For the
term ||V fi(0") — V f;(0"1)||2, we choose the clipping parameter Cy by searching the grid
{0.01,0.1,0.3,0.5,0.7,0.9,0.99}. For DP-SGD, we tune the batch size by searching the grid
{32,64, 128} and the step size by {0.01,0.02,0.05,0.1,0.2}. For DP-SRM, we tune the batch
size b by searching the grid {32, 64,128}, step size by {0.01,0.02,0.05,0.1,0.2}, and by by

{b,2b,4b}. In addition, we set the momentum parameter v = Cs.

Results for CNN5 on CIFAR-10 dataset. Figures [4.5(e)| present the average
test error of different methods versus the number of iterations as well as the training time

under different privacy budgets for CNN5 on CIFAR-10 dataset. The CNN5 trained by the
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non-private SGD will have 39.5% test error after 100 epochs. The results show that that
our proposed method has 50.3%, 48.2% and 47.1% test errors when ¢ = 6.0, ¢ = 8.0 and
e = 10.0. Nevertheless, DP-SGD has 51.0%, 50.2% and 49.3% test errors under the privacy
budgets ¢ = 6.0, ¢ = 8.0 and ¢ = 10.0, which are worse than our method. Furthermore,
we can see from the plots that compared with DP-SGD, our method can reduce both the

iteration numbers and the training time.

Results for CNN6 on CIFAR-10 dataset. Figure[4.5(c)| and Figure [1.5(d)]illustrate the
average test error of different methods versus the number of iterations and the training time
for CNN6 on CIFAR-10 dataset. We can see from the results that that our proposed method
can achieve 29.3% test errors given the privacy budget € = 8.0, which are comparable to the
results of DP-SGD with 29.4% under the same privacy budget. However, we can see from
the plots that our method can significantly reduce the iteration numbers and the training
time. When € = 8, DP-SGD takes 5.8 x 10* iterations and 5176 seconds to achiever 29.4%
test error. In sharp contrast, our method only takes 2.6 x 10* iterations and 2589 seconds

to achieve 29.3% test error.

4.9 Proof of main results

In this section, we present the proofs of our main results.

4.9.1 Proof of Theorem [4.5.1]

We will provide the privacy guarantee of Algorithm [4] in this subsection. To this end, we

need the following composition rule for RDP.

Lemma 4.9.1 ((Mirl7)). If £ randomized mechanisms M; : S — R for ¢ € [k], satisfy
(a, p;)-RDP, then their composition (M;(S), ..., M(S)) satisfies (a, S | pi)-RDP. More-

over, the input of the i-th mechanism can base on the outputs of previous (i — 1) mechanisms.
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We will first show that our proposed algorithm satisfies RDP using Lemma [4.3.7 and
Lemma [4.9.1] Then we will transform it into (e, §)-DP based on Lemma [£.3.9] For the given
dataset .S, we use S’ to denote its neighboring dataset with one different example indexed by
i’ in the following discussion. According to Algorithm [} we use the following M; to denote

the mechanism at ¢-th iteration

VFg,(0') + (1 — =1 Vg (071)) +ul, t>0,
M, = B ( ) ( 7) (Vp B ( >) u (491)

vO +u?, t=0.

Therefore, our goal is to show the privacy guarantees of M, for t =0,1,...,T.

Case 1: If t = 0, we have v? = VFj,(0°) and M, is equivalent to the following Gaussian

mechanism
go = VFBO(GO) + 1,10,

where u’ ~ N(0,02I;). Note that the mechanism Gy is based on the subsampling, thus we
will use the results of privacy-amplification by subsampling, i.e., Lemma [£.3.7] to show that
Gy satisfies RDP given appropriate u’. To this end, we first consider the following Gaussian

mechanism without subsampling
~ 1 &
Go=3-> V(6" +u’
0 =1

Sensitivity. Consider the query on the dataset S as follows qo(S) = Y., Vfi(6°)/bo,

where qo(S) denotes that the query is based on the dataset S. Thus, we have
~ ~ 1
do(S) — do(S') = b—o(v £:(6°) — V £4(6%).

Since each component function is G-Lipschitz, we can obtain the ¢y-sensitivity of this query

as follows

By = IV A(69) ~ Vf@)p < 27 (192
0 0
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Privacy guarantee of G;. By Lemma , if the Gaussian noise u® in G, has the following

variance

, 14TaG?
%= e

the mechanism é}] satisfies (a,ﬁenQ / (7bgT))—RDP. Therefore, according to the privacy-

(4.9.3)

amplification by subsampling result in Lemma[4.3.7] we have that the mechanism G satisfies

(o, po)-RDP, where pg = f¢/T. Furthermore, the variance o2 should satisfy the following

condition

0_8 B o2b? B T

0 _ = >0.7.
A2 4G? bn?e —

And the parameter a should satisfy o < 1+ 2(00/A¢)? log (1/7a(1 + (00/&))2))/3.

Case 2: If t > 0, according to the definition of M, in (4.9.1]), we consider the following

Gaussian mechanism
G, = VFgz,(0") — (1 —+)VFEg,(6) +u.

Now, we are going to show that G, satisfies RDP given appropriate u’. Since the mechanism
G, is based on the subsampling, we will use the similar proof procedure as in Case 1 to
show that G, satisfies RDP. Thus we consider the following Gaussian mechanism without

subsampling

Zw; (6") — Zv;; Cial)

Sensitivity. We consider the following query without subsampling

Zsz (') — ZVfl i)

Thus we have

@(S) = @(S) = T (Vi(6") = (1 =)V i(6") = Vfiu(8') + (1= 1)V fu(0')).

S
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As a result, we can obtain the />-sensitivity of the query q; as follows

&f:amfwMVﬁww—VﬁwtU—Vﬁww+Vﬁwtw
FAVEO) - Vi (0Y)],

2L(1 — 2vG
< Mngt oY, + 22
b b

where the inequality is due to L-Lipschitz continuous gradient and G-Lipschitz of each com-

ponent function. Furthermore, according to the update rule of Algorithm 4 and the definition

of n;_1, we have

1 ¢
Ot o et—l < B t—1 < . C . t—1 <
|| ||2 > 1||Vp ||2 > min ’I”L()L||V;_1||27 2TLOL ||Vp ”2 = TLQL,

which implies that

2L(1 —7)

2vG < 2((1 — )¢ /ng + ’yG)
; )

b — b

A, < 16" — 0, + (4.9.4)

Privacy guarantee of G;. By Lemma m if we the Gaussian noise u in G, has the

variance as follows

,  UTa((1=7)¢/no+1G)’

or =
t ﬂn2€ )

(4.9.5)

the mechanism G, satisfies (a, Ben?/ (7bQT))—RDP. Thus based on the privacy-amplification
by subsampling result (Lemma , we can get that the mechanism G, satisfies (a, p)-RDP,

where p = B¢/T. In addition, the variance o2 should satisfy the following condition

o? o2b? *Ta
~—2 - p) - 2 Z 07
R 4((1=)¢/ny +1G)> e

And the parameter o should satisfy o < 1+ 2(0;/A,)?log (1/7a(1 + (0,/A,)%))/3. As a
result, we show that G; satisfies (a, p)-RDP.

Privacy guarantee of M;. By the definition of the mechanism M; in , M is a
composition of Gy, ..., Gy, i.e., My = (G, ..., G). According to the composition property of
RDP, i.e., Lemma [4.9.1, we have M, satisfies («, po + (t — 1)p)-RDP. Since pg = p = Pe/T,
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we have that after 7" iterations of Algorithm [4] it satisfies (o, 87"¢/T)-RDP. According to
Lemma and a = log(1/0)/((1 — B)e) + 1, we have that after 7" iterations, Algorithm
satisfies (T"¢/T,)-DP. As a result, we have that for each 8%, where t = 1,..., T, it satisfies
(¢,9)-DP. Finally, by the definition of 5, we have 0 satisfies (€,9)-DP.

4.9.2 Proof of Theorem [4.5.4]

In this subsection. we provide the utility guarantee of our method. According to the as-
sumption that each component function has L-Lipschitz continuous gradient, we can obtain

that
1 n
IVFG) = VE@)l2 = IV = VA2 < Lllx =yl
i=1

which implies that F(x) has L-Lipschitz continuous gradient. Thus we have

L
F(6') < F(6") + (VF(6),6" = 0') + [0 — 6"

— F(6) — n(VF(8"),v) + TF

L

1 L
= F(0) + 5| VE©") v - SIVF@©)]; - m(é } nt_) il

2
where the last equality is due to the fact that 2(VF(0'),vl) = [[VF(6") H2 + ||V;||§ —
|VF(6') — V;”; Since n; < 1/(2ngL), we can obtain that
F(etH) < F(0) + 4n0LHVF (6) - p||2 - ZHVPHQ'
In addition, we have
1 ¢llvpll, —2¢2
B = o min (2l vy = el 2
Thus we have
t+1 t t 2 C||V§>||2 CQ
F(0"") < F(6") + |VF(6") —vi]|; p A (4.9.6)

4n0L
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Summing over ¢t = 0,...,7 — 1 and taking expectation in (4.9.6]), we can get

e 0 . o e TC
L 2 Ellvil, < F(6°) —EF(67) + —ZEHVF 0~ vill; + 5o
t=0
o TC?
< F(6) - 4n0 ZEHVF 6') — ;\}2+m. (4.9.7)

V;”;, we can bound it as follows: we first consider the conditional

For the term E||VF(6") —

expectation

E/|[vi — VF(0")|; = E[(1 =) (vi! = VE5,(0°Y)) + Vg, (8") — VF(O') +u|;]
=E|(1 =) (v, = VF(O") + (1 =7)VF(@O ") — (1 —7)VF5(6)
+ VFBt(Ot) VF (6 H2 + Ey|lut||3
=Ey||[(1 =) (v, ' = VF(O"")) + (1 =) (VFp,(6") — VFp,(6"")
+VF(OY) = VF(6Y)) +~(VEFg,(6) — VF(O)||2 + E[Ju’ |2,
(4.9.8)

where E; is taken over the randomness at the t-th iteration given the observations after
(t — 1)-th iteration, the first equation comes from the definition of v}, the second one is due

to the independence of the random variables. Therefore, we can obtain that

B[V — VEOY)|2 = (1 — 7)2E|[vit = VF(OY)|[2 + 29°Es ||V F5, (67) — VF(8Y)]] + Ee|Ju’| 2

+2(1 = 7)°E||VF5,(0") — VF5,(6"") + VF(6'") — VF(6") Hz,
(4.9.9)
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where the equality is due to the expansion of (4.9.8) and Cauchy-Schwartz inequality. In

addition, we have

E|[VF(8') ~ VF(0'™") — VFy,(0') + VFg, (6" )|

S (IVEE) - VEO) - V109 + VA0

S =

1 Z |V 56"~ V6"

IN

®,|h |

H@t 0",

where the first inequality is due to Lemma [4.11.1], the second one comes from the fact that
E|X —EX|3 < E||X||? for any random variable X, and the last one is due to the gradient

Lipschitz property of each component function. According to the update rule, we have

t_ pgt-1 t—1 : ¢ L T <
||0 0 ”2 S nt—lHVp H2 S mln{noLHVZ_lHQ, QHOL} va H2 S TL()L7
which implies
2
E/||VF(6") — VF(0'"") — VFp,(6") + VFp, (8" ) ||2 < 2 (4.9.10)
Thus plugging into (4.9.9)), we can obtain that
272
BV, ~ VEO)]2 < (1 -7t - vEe) 2+ 2 e g
+ 2% ||V F, (6°) — VF(6Y)[2 + Eq[u’| 2
_AN2p2 2072
<(1—7)?v5t = VF@E Y|+ 2 QZ) - 27()(; + B[],
U
(4.9.11)

where the second inequality follows the following inequality (using Lemma |4.11.1) E|| X —
EX|3 < E||X||3, and the G-Lipschitz of each component function)

1 1g G?
E/|[VE5,(8") = VE@); < 7+~ D ||V(6)|; < =~ (4.9.12)
=1
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Therefore, taking expectations over all iterations in (4.9.11)), we can get

— )¢ 206G

do”.
n2b T

IEHV — VE( 0")

)z <

(1—7)%E|[vi! - VF(HH)Hz + 20
(4.9.13)

Following the proof of Lemma 9 in (YLL20), we have

2T (1 — 7)*¢? N 2Tv?G?

VZEHVZ—VF(W)HE < +Tdo® + E||v0 — VF(6%)|2
t=0

nib b
2T(1—~)%¢?  2T7*G? G?
< ( QW)C + T L Tdo® o+ do?,
n2b b bo

where the last line comes from the definition of v = VFp,(8°) + u” and the inequality

E||VFg5,(6°) — VF(6°) Hz < G?/by (see equation (4.9.12))). Therefore, we can obtain that

T-1
2T(1 —)*¢?  2TvG* Tdo*+do?: G?
S E|lv, - VE©))]: < U—0)7¢ | 210G | Tdo” vdoy | & (4.9.14)
t=0 ngb b y ~bo
Combining (4.9.7) and (4.9.14]), we can get
T-1 re
t 0 . .
4noL ;E”VpHQ < F(6°) - F(07) +4n—LZIE||VF 6 = vill,+ 5,77
— 2 T 2 Td 2 d 2 2 T 9
F(HO) —F(O*)—i— ( ) ¢ + G n 0%+ aog G ¢

2n3 Lyb 4Lngb dng Ly * 4 Lyngby * 2noL

Hence we have

Anol 2 G* do®+do}/T G
_ZEH vill, < no( 0°) — F(6)) + ¢ (267 dotHdoy/T +2

ngyb b ¢y T'¢vbo
2¢ yG*  do®+doi/T G?
< 6¢ + + + + : 4.9.15
N TR & T Tom (4.9.15)

where the first inequality is due to T’ = [4n,L(F(68°)— F(6*)) /¢*]+1. In addition, according
to (4.9.14)) and Jensen’s inequality, we have

l By _ ot V2( V2 G \/—U—l—\/c_lffo/\/_ G
T;EHVF(O) p||2—n\/— NG + NG \/m.
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Thus by the definition of 5, we have

E[VF©O)|l: = = meet B

1 T-1 T-1
<7 2 Ellvill, + ZEHVF (6") =il
t=0
2 G? d 2 d G? 2 2vG d d G
< 6¢ + QC L2 A oy ¢ YK YIG | Vo | Vo ,
ngyb  ¢b ¢y T¢y  T¢ybo  movd Vb VA VI VT

(4.9.17)

where the second inequality comes from (4.9.15)) and (4.9.16)). Without loss of generality,
we can assume G > 1. Let 42 = 2¢?*/n3, b = G?/(no(), bo = G?/(CLDr), where Dp =
F(6°) — F(0*) and F(6*) is a global minimum of F, by the definition of T', we can get

~ do? d do? d
E|VF ()], < 15¢ + — Vo, doi | Voo

+ + + . 4.9.18
v VY TCy o VI ( )
Furthermore, we have
14T ((1 — G’ log(1/6 14T G2 log(1
n2e n2e

Plugging (4.9.19) into (4.9.18]), we can obtain

C\Td(G?log(1/0) , \/CITd1og(1/0)(G | CydG? log(1/5)

E||VF(8)]|; < 15¢ +

ngn2e?y none/y n2e2(~y
Codlog(1/0)G
ne\/y
2 2
<1504 CgLDFG2 2d<120g 1/6) N VCiG LD\F/c_llog(l/é)
ne
2
C5n0dG log(1/9) N v/ Cenodlog(1/8)G (4.9.20)

n?e? ney/C

Let ¢ = \/@(LDFdlog(l/é))l/4/\/E, ng = LDp /¢, we have T' = 4ngney/LDp /(G+/dlog(1/4)),

and we can get

VG(LDpdlog(1/5))Y/4

E|VF@)k < C; o ,
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where {C;}’_, are absolute constants.
Gradient Complexity. Since we have b = G?/(no(), by = G?/(CLDp), the total
gradient complexity is

8LD710 G2 + G2
¢ no¢ (LD

20T —=1)b+by <
According to the definition of (, we have the total gradient complexity is O((ne)3/ 23+

(ne)'/2/d"/4).

4.10 Proof of Lemma [4.3.7

Without loss of generality, we assume A(q) = 1. According to Theorem 9 in (WBK19), we

have

pla) <

1 5
; p(2) _ (2 Dp(3)
a—llOg (1—|—T (2> m1n{4( ), 2e” }+ g 7']( )QGJ Py ), (4.10.1)

where 7 is the subsample rate, p(j) = j/(20?). Next, we will show that the summation term
in the right hand side of the above inequality is dominated by the second term under certain

conditions. First of all, when o2 is large, i.e., 02 > 0.7, we have
min {4(6’0(2) - 1), 2ep(2)} < 6/0%,
which implies that

72 (;) min {4(6”(2) —1), 26”(2)} < 7 (g) 6/0°.

Next, we consider the summation term in (4.10.1f), and we have

[e% (0% o )
oo (;)260 Do) < 72 (‘;‘)(ZTJ 2,0~ 2€<2U;])

j=3 Jj=3

3(a—1)

o[\ Tae 202
<7 9 )T a1
1 — Tve 202

90




where the first inequality is due to the fact that

N 1) | 2,72
e(]'*l)P(j) _ 6(12012)3 S e( 20%)] and Oé = ol : S " '
i) e —i) 3!

In addition, the last inequality comes from the condition that Taexp ((a — 1)/(20%)) < 1

and the sum of the geometric sequence. Therefore, as long as

1

i (4.10.2)

2
—1< =521
e} _30 og

we have

i (@ 9pli-vet) < 2@\ L
— J - 2/ o2

J

In addition, we require that Taexp ((a —1)/(20%)) < 1. By plugging the condition of « into

the above requirement, we can obtain that this condition can hold if 7 < 1.

As a result, under the conditions that o2 > 0.7, a < log(1/7(1 + 0?)), we can obtain

1 ,(a\ 10 1 L (a\ 7 Y
a_llog(l—H' (2);)§Q_17 (2)F§3.5a7/0.

4.11 Auxiliary Lemmas

that

plla) <

Lemma 4.11.1. (LJC17) Consider vectors a; satisfying > ;a; = 0. Let B be a uniform

random subset of {1,2,...,n} with size m, we have
1 > 1Bl < n} &
Hm Py a 9 mn P Ha H2

4.12 Conclusions

We propose an efficient differentially private algorithm for nonconvex ERM. We prove both

privacy and utility guarantees for our method. Both theoretical analyses and experiments

91



demonstrate the advantage of our algorithms compared with the state-of-the-art. It would
be very interesting to study our method’s performances in super large or even industrial level
neural networks. It would also be very interesting to study the optimization lower bound for

the differentially private nonconvex stochastic optimization problem.
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CHAPTER 5

Dp-lssgd: A Stochastic Optimization Method to Lift

the Utility in Privacy-Preserving ERM

5.1 Introduction

Many released machine learning (ML) models are trained on sensitive data that are often
crowdsourced or contain private information (YKLI11; [FYZ17; LGN17). With overparame-
terization, deep neural nets (DNNs) can memorize the private training data, and it is possible
to recover them and break the privacy by attacking the released models (SSS17a). For ex-
ample, Fredrikson et al. demonstrated that a model-inversion attack can recover training
images from a facial recognition system (EJRI15). Protecting the private data is one of the

most critical tasks in ML.

Differential privacy (DP) (DKMO06a) is a theoretically rigorous tool for designing al-
gorithms on aggregated databases with a privacy guarantee. The idea is to add a certain
amount of noise to randomize the output of a given algorithm such that the attackers cannot

distinguish outputs of any two adjacent input datasets that differ in only one entry.

For repeated applications of additive noise based mechanisms, many tools have been
invented to analyze the DP guarantee for the model obtained at the final stage. These
include the basic and strong composition theorems and their refinements (DKMO06a; DRV10}
KOV15)), the moments accountant (ACGI6al), etc. Beyond the original notion of DP, there
are also many other ways to define the privacy, e.g., local DP (DJW14), concentrated/zero-
concentrated DP (DR16}; [BS164), and Rényi-DP (RDP) (Mir17).
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Differentially private stochastic gradient descent (DP-SGD) reduces the utility of the
trained models severely compared with SGD. As shown in Figure the training and
validation losses of the logistic regression on the MNIST dataset increase rapidly when the
DP guarantee becomes stronger. The convolutional neural net (CNN) H trained by DP-
SGD has much lower testing accuracy than the non-private one on the MNIST. We will

discuss the detailed experimental settings in Section [5.4f A natural question raised from

such performance degradations is:

Can we improve DP-SGD, with negligible extra computational complexity and memory

cost, such that it can be used to train general ML models with improved utility?

—Training (Nonprivate) —Validation (Nonprivate) 95
—Training €=0.2 —Validation €=0.2 —
—Training €=0.1 1 \—Validation €=0.1 =
10 g

0 0 ¥ >90
%) %) &)
o o ©
- - g 3

Q 85
10° L <

80

100 200 300 400 100 200 300 400 6 4 2
Iteration Iteration €

Figure 5.1: Training (left) and validation (middle) losses of the logistic regression on the
MNIST trained by DP-SGD with (¢,§ = 107°)-DP guarantee. (right): testing accuracy of a
simple CNN on the MNIST trained by DP-SGD with (¢,§ = 107°)-DP guarantee.

We answer the above question affirmatively by proposing differentially private Laplacian
smoothing SGD (DP-LSSGD) to improve the utility in privacy-preserving empirical risk
minimization (ERM). DP-LSSGD leverages the Laplacian smoothing (OWY18)) as a post-
processing to smooth the injected Gaussian noise in the differentially private SGD (DP-SGD)

to improve the convergence of DP-SGD in training ML models with DP guarantee.

lgithub.com/tensorflow/privacy/blob/master/tutorials/mnist_dpsgd_tutorial.py
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5.1.1 Owur Contributions

The main contributions of our work are highlighted as follows:

e We propose DP-LSSGD and prove its privacy and utility guarantees for convex/nonconvex
optimizations. We prove that under the same privacy budget, DP-LSSGD achieves bet-
ter utility, excluding a small term that is usually dominated by the other terms, than

DP-SGD by a factor that is much less than one for convex optimization.

e We perform a large number of experiments logistic regression and CNN to verify the
utility improvement by using DP-LSSGD. Numerical results show that DP-LSSGD
remarkably reduces training and validation losses and improves the generalization of

the trained private models.

In Table 5.1 we compare the privacy and utility guarantees of DP-LSSGD and DP-SGD.
For the utility, the notation 5() hides the same constant and log factors for each bound.
The constants d and n denote the dimension of the model’s parameters and the number of
training points, respectively. The numbers v and [ are positive constants that are strictly

less than one, and Dy, D,, G are positive constants, which will be defined in Section [5.3

Table 5.1: Utility and Differential Privacy Guarantees.

Algorithm DP Assumption Utility Measurement Reference
DP-SGD (¢,6) convex 1] 7%:?2)4) optimality gap (BST14al)
DP-SGD (¢,6)  nonconvex 4] (\/&/( )) £a-norm of gradient (ZZM17al)

DP-LSSGD  (¢,9) convex 0] ( v (E()GJGZM) optimality gap This Work

DP-LSSGD  (¢,8)  nonconvex O (v/Bd/(en)) ! £2-norm of gradient This Work

1 Measured in the norm induced by A; , we will discuss this in detail in Section
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5.1.2 Related Work

There is a massive volume of research over the past decade on designing algorithms for
privacy-preserving ML. Objective perturbation, output perturbation, and gradient perturba-
tion are the three major approaches to perform ERM with a DP guarantee. (CMO0S8;[CMS11al)
considered both output and objective perturbations for privacy-preserving ERM, and gave
theoretical guarantees for both privacy and utility for logistic regression and SVM. (SCS13])
numerically studied the effects of learning rate and batch size in DP-ERM. (WLE16)) studied
stability, learnability and other properties of DP-ERM. (LK18a)) proposed an adaptive per-
iteration privacy budget in concentrated DP gradient descent. The utility bound of DP-SGD
has also been analyzed for both convex and nonconvex smooth objectives (BST14aj;[ZZM17al).
(JWE18al) analyzed the excess empirical risk of DP-ERM in a distributed setting. Be-
sides ERM, many other ML models have been made differentially private. These include:
clustering (SCLI15} [YST5; BDL17), matrix completion (JTTI18), online learning (JKT12al),
sparse learning (TTZ15; WG19al), and topic modeling (PFC16). (GMIT) exploited the ill-
conditionedness of inverse problems to design algorithms to release differentially private

measurements of the physical system.

(SS15al) proposed distributed selective SGD to train deep neural nets (DNNs) with a
DP guarantee in a distributed system, however, the obtained privacy guarantee was very
loose. (ACG16al) considered applying DP-SGD to train DNNs in a centralized setting. They
clipped the gradient /5 norm to bound the sensitivity and invented the moment accountant
to get better privacy loss estimation. (PAEIT) proposed Private Aggregation of Teacher
Ensembles/PATE based on the semi-supervised transfer learning to train DNNs, and this
framework improves both privacy and utility on top of the work by (ACGI6al). Recently
(PSM18)) introduced new noisy aggregation mechanisms for teacher ensembles that enable a
tighter theoretical DP guarantee. The modified PATE is scalable to the large dataset and

applicable to more diversified ML tasks.
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Laplacian smoothing (LS) can be regarded as a denoising technique that performs post-
processing on the Gaussian noise injected stochastic gradient. Denoising has been used in the
DP earlier: Post-processing can enforce consistency of contingency table releases (BCD07))
and leads to accurate estimation of the degree distribution of private network (HLMO09).
(NTZ13) showed that post-processing by projecting linear regression solutions, when the
ground truth solution is sparse, to a given f;-ball can remarkably reduce the estimation
error. (BMSI7) used Expectation-Maximization to denoise a class of graphical models’
parameters. (BWIS§|) showed that in the output perturbation based differentially private
algorithm design, denoising dramatically improves the accuracy of the Gaussian mechanism
in the high-dimensional regime. To the best of our knowledge, we are the first to design
a denoising technique on the Gaussian noise injected gradient to improve the utility of the

trained private ML models.

5.1.3 Notation

We use boldface upper-case letters A, B to denote matrices and boldface lower-case letters
@, y to denote vectors. For vectors x and y and positive definite matrix A, we use ||| and
|z||a to denote the fo-norm and the induced norm by A, respectively; (x,y) denotes the
inner product of & and y; and \;(A) denotes the i-th largest eigenvalue of A. We denote the

set of numbers from 1 to n by [n]. N(0,I4xq) represents d-dimensional standard Gaussian.

5.1.4 Organization

This paper is organized in the following way: In Section [5.2] we introduce the DP-LSSGD
algorithm. In Section [5.3] we analyze the privacy and utility guarantees of DP-LSSGD
for both convex and nonconvex optimizations. We numerically verify the efficiency of DP-
LSSGD in Section We conclude this work and point out some future directions in
Section [5.8
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5.2 Problem Setup and Algorithm

5.2.1 Laplacian Smoothing Stochastic Gradient Descent (LSSGD)

In this paper, we consider empirical risk minimization problem as follows. Given a training
set S = {(x1,%1),.-.,(Xn,yn)} drawn from some unknown but fixed distribution, we aim to

find an empirical risk minimizer that minimizes the empirical risk as follows,

1 n
in F(w) = — (W), RY, 5.2.1
min Flw) o= 32w, w e (521)
where F'(w) is the empirical risk (a.k.a., training loss), f;(w) = £(w;x;, y;) is the loss function
of a given ML model defined on the i-th training example (x;,v;), and w € R? is the

model parameter we want to learn. Empirical risk minimization serves as the mathematical

foundation for training many ML models that are mentioned above. The LSSGD (OWY18)

for solving is given by
witt = wh — At (% Z Vfi (Wk)>, (5.2.2)
irEBy,
where 7 is the learning rate, V f;, denotes the stochastic gradient of F’ evaluated from the
pair of input-output {;,, v, }, and By is a random subset of size b from [n]. Let A, = I—0oL
for o > 0 being a constant, where I € R¥¢ and L € R?*? are the identity and the discrete

one-dimensional Laplacian matrix with periodic boundary condition, respectively. Therefore,

-1 + 20 —0 0 0 —0 |
—0 1+ 20 —0 0 0
Ay = 0 0  1+20 0 0 (5.2.3)
—0 0 0 -0 1+ 20_

When ¢ = 0, LSSGD reduces to SGD.

Note that A, is positive definite with condition number 1 4 40 that is independent of

A,’s dimension, and LSSGD guarantees the same convergence rate as SGD in both convex
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and nonconvex optimization. Moreover, Laplacian smoothing (LS) can reduce the variance
of SGD on-the-fly, and lead to better generalization in training many ML models including
DNNs (OWYIS). For v € R, let u := AJl'v, i.e., v.= A,u. Note A, is a convolution
matrix, therefore, v.= A,u = u — od * u, where d = [-2,1,0,---,0,1]7 and * is the

convolution operator. By the fast Fourier transform (FFT), we have
Ay = u = ifft (fft(v) /(1 — o - fft(d))),

where the division in the right hand side parentheses is performed in a coordinate wise way.

5.2.2 DP-LSSGD

DP ERM aims to learn a DP model, w, for the problem (5.2.1). A common approach
is injecting Gaussian noise into the stochastic gradient, and it resulting in the following

DP-SGD
k1 _ ok 1 K
whitl = w _77(5 E Vi (w )—l—n), (5.2.4)

1L EBL

where n is the injected Gaussian noise for DP guarantee. Note that the LS matrix A_! can
remove the noise in v. If we assume v is the initial signal, then A_'v can be regarded as
performing an approximate diffusion step on the initial noisy signal which removes the noise
from v. We will provide a detailed argument for the diffusion process in the appendix. As

numerical illustrations, we consider the following two signals:

e 1D: v; = {sin(2i7/100) + 0.IN(0,1)|s = 1,2,--- , 100}.

e 2D: vy = {sin(2i7/100) sin(2j7/100) + 0.2N (0, Isx2)|i, 5 = 1,2,--- ,100}.
We reshape vy into 1D with row-major ordering and then perform LS. Figure [5.2] shows that
LS can remove noise efficiently. This noise removal property enables LSSGD to be more

stable to the noise injected stochastic gradient, therefore improves training DP models with

gradient perturbations.
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—Noisy Signal (NS)

20/

1 *Lplian Smoothed NS 20 20
't 40 40F 40
) " 60 60 60
80 80| 80
100 100 R 100

20 60 100 20 60 100 20 60 100
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Figure 5.2: Illustration of LS (¢ = 10 for vy and o = 100 for v3). (a): 1D signal sampled
uniformly from sin(z) for x € [0,27]. (b), (c), (d): 2D original, noisy, and Laplacian

Smoothed noisy signals sampled uniformly from sin(x)sin(y) for (z,y) € [0, 27| x [0, 27].
We propose the following DP-LSSGD for solving (5.2.1) with DP guarantee
1
wh = whk — At <— Z V fi, (W) + n). (5.2.5)
b i, EBy

In this scheme, we first inject the noise n to the stochastic gradient Vf; (w*), and then
apply the LS operator A ! to denoise the noisy stochastic gradient, V f;, (w*) + n, on-the-
fly. We assume that each component function f; in is G-Lipschitz. The DP-LSSGD
for finite-sum optimization is summarized in Algorithm 5] Compared with LSSGD, the main
difference of DP-LSSGD lies in injecting Gaussian noise into the stochastic gradient, before

applying the Laplacian smoothing, to guarantee the DP.

5.3 Main Theory

In this section, we present the privacy and utility guarantees for DP-LSSGD. The technical

proofs are provided in the appendix.

Definition 5.3.1 ((¢,6)-DP). ((DKM06a)) A randomized mechanism M : SN — R satisfies

(¢,0)-DP if for any two adjacent datasets S, S’ € SV differing by one element, and any output
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Algorithm 5 DP-LSSGD
Input: f;(w) is G-Lipschitz for i = 1,2,--- n.

w?: initial guess of w, (¢,0): the privacy budget, n: the step size, T: the total number of

iterations.

Output: (e, 0)-differentially private classifier wiyy.

for k=0,1,---,T—1do
wh = wh — ATt (5 >iven, Vi (Wh) + n), where n ~ A(0,2%I) and v is defined in
Theorem [5.3.2 and Bi C [n].

end for

returnw?’

subset O C R, it holds that
PM(S) € O] < e -PM(S") € O] + 6.

Theorem 5.3.2 (Privacy Guarantee). Suppose that each component function f; is G-
Lipschitz. Given the total number of iterations 7', for any 6 > 0 and privacy budget e,
DP-LSSGD, with injected Gaussian noise N'(0,2?) for each coordinate, satisfies (¢, d)-DP
with v? = 20T°aG?/(un®e), where a = log(1/6)/((1 — p)e) + 1, if there exits p € (0,1) such
that o < log (un’e/(5b°T'a + pbn?e)) and 5b*T'a/(un’e) > 1.5.

Remark 5.3.3. It is straightforward to show that the noise in Theorem is in fact also
tight to guarantee the (e,0)-DP for DP-SGD. . We will omit the dependence of u in our

results in the rest of the paper since pu is a constant.

For convex ERM, DP-LSSGD guarantees the following utility in terms of the gap between

the ergodic average of the points along the DP-LSSGD path and the optimal solution w*.

Theorem 5.3.4 (Utility Guarantee for convex optimization). Suppose F is convex and

each component function f; is G-Lipschitz. Given €,0 > 0, under the same conditions of

Theorem on 12, a, if we choose ny = 1/V/T and T = Cy (D, +G? /b)n%e*/ (dG* log(1/9)),
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where D, = |[w® — w*||3, and w* is the global minimizer of F, the DP-LSSGD output

W = Z;‘::_Ol M (Z;‘F:_Ol ni)wk satisfies the following utility

< CyG+\/67(D, + G2/b)dlog(1/0)

ne

E(F(W) - F(w"))

where v =1/d Z?:l 1/[1 + 20 — 20 cos(27mi/d)], Cy,Cy are universal constants.

Proposition 5.3.5. In Theorem |5.3.4, v = #‘jm, where w = 27H-VAEL 1 That

is, v converge to 0 almost exponentially as the dimension, d, increases.

Remark 5.3.6. In the above utility bound for convex optimization, for different o (¢ = 0
corresponds to DP-SGD), the only difference lies in the term (D, +G?). The first part 7D,
depends on the gap between initialization w® and the optimal solution w*. The second part
vG? decrease monotonically as o increases. o should be selected to get an optimal trade-off
between these two parts. Based on our test on multi-class logistic regression for MNIST

classification, o # 0 always outperforms the case when o = 0.

For nonconvex ERM, DP-LSSGD has the following utility bound measured in gradient

norm.

Theorem 5.3.7 (Utility Guarantee for nonconvex optimization). Suppose that F' is noncon-

vex and each component function f; is G-Lipschitz and has L-Lipschitz continuous gradient.

Given €,0 > 0, under the same conditions of Theorem on 2, a, if we choose n =1/ VT

and T' = Cy(Dr + LG?/b)n?e?/ (dLG*log(1/0)), where Dy = F(w°) — F(w*) with w* be-
T

ing the global minimum of F', then the DP-LSSGD output w = Zk:_ol w* /T satisfies the

following utility

E||VF({?VV)||2 - < C«QG\/BdL@DF + LGz/b) log(l/é)j

ne

where 8 =1/d Y% 1/[1 4 20 — 20 cos(2ni/d)]?, Cy, Cy are universal constants.

eps 2d+1_ g 2d d_ _
Proposition 5.3.8. In Theorem [5.3.7, § = 2 Tl 26dy 20+8  where w = 2otH1-viotl

02€3(1—wd)? 20
and & = —¥E2 Therefore, 8 € (0,1).
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It is worth noting that if we use the fs-norm instead of the induced norm, we have the

following utility guarantee

_ E[VFW)[% - _ G+/6dL(2Dr + LG?)1og(1/3)
EIVF@ < — a2 < (1 EIVF@ 0 < 45Y =
where ( = \/all Zle (1+2Jf(21:j(?s)(227ri/d))2 > 1. In the ¢3-norm, DP-LSSGD has a bigger utility

upper bound than DP-SGD (set 0 = 0 in (). However, this does not mean that DP-LSSGD

has worse performance. We provide an example to support this claim in the appendix.

5.4 Experiments

In this section, we verify the efficiency of DP-LSSGD in training multi-class logistic regres-
sion and CNNs for MNIST and CIFAR10 classification. We use v < v/max (1, ||v|2/C)
(ACGI16al) to clip the gradient ¢;-norms of the CNNs to C. The gradient clipping guaran-
tee the Lipschitz condition for the objective functions. We train all the models below with
(€,107°)-DP guarantee for different e. For Logistic regression we use the privacy budget
given by Theorem |5.3.2] and for CNNs we use the privacy budget in the Tensorflow privacy
(Aal9). We checked that these two privacy budgets are consistent.

5.4.1 Logistic Regression for MNIST Classification

We ran 50 epochs of DP-LSSGD with learning rate scheduled as 1/t with ¢ being the index
of the iteration to train the fy-regularized (regularization constant 10~%) multi-class logistic
regression. We split the training data into 50K /10K with batch size 128 for cross-validation.
We plot the evolution of training and validation loss over iterations for privacy budgets
(0.2,107°) and (0.1,107°) in Figure 5.3, We see that the training loss curve of DP-SGD
(0 = 0) is much higher and more oscillatory (log-scale on the y-axis) than that of DP-LSSGD
(0 = 1,3). Also, the validation loss of the model trained by DP-LSSGD decays faster and

has a much smaller loss value than that of the model trained by DP-SGD. Moreover, when
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the privacy guarantee gets stronger, the utility improvement by DP-LSSGD becomes more

significant.
—Training (Nonprivate) —Validation (Nonprivate)
—Training 0=0 —Validation 0=0
—Training o=1 —Validation o=1
—Training 0=3 —Validation 0=3
9} n
0 0
S 100 S
10
100 200 300 400 100 200 300 400
Iteration Iteration
— Training (Nonprivate) __|—Validation (Nonprivate)
1 —Training 0=0 1 —Validation 0=0
107§ —Training o=1 10 —Validation o=1
‘ —Training 0=3 —Validation o=3
U,
Iy
[} n
n 0
o o
a a
100&\\\———-__

100 200 300 400 100 200 300 400
Iteration Iteration
Figure 5.3: Training and validation losses of the multi-class logistic regression by DP-LSSGD.
(a) and (b): training and validation curves with (0.2,1075)-DP guarantee; (c) and (d):

training and validation curves with (0.1,107°)-DP guarantee. (Average over 5 runs)

Next, consider the testing accuracy of the multi-class logistic regression trained with
(€,107°)-DP guarantee by DP-LSSGD includes o = 0, i.e., DP-SGD. We list the test accuracy
of logistic regression trained in different settings in Table These results reveal that DP-
LSSGD with ¢ = 1,2,3 can improve the accuracy of the trained private model and also

reduce the variance, especially when the privacy guarantee is very strong, e.g., (0.1,107°).
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Table 5.2: Testing accuracy of the multi-class logistic regression trained by DP-

LSSGD with (e,§ = 107°)-DP guarantee and different LS parameter o. Unit: %.

(5 runs)
e 0.30 0.25 0.20 0.15 0.10
a=0 81.74 + 0.96 8145+ 1.59 7892+ 114  T77.03+0.69  73.49 + 1.60
=1 84.21 + 0.51 8327 +0.35 8156+ 0.79 7946 + 1.33  76.29 + 0.53
—2 84.23 + 0.65  83.65+0.76 82154059  80.77+1.26  76.31 + 0.93
=3 85.11 + 0.45 8297+ 048  82.22 + 0.28 80.81 + 1.03  77.13 + 0.77

| 0.85
0.8;
> >
§0.75 i~ § 0.8
&) 07 —o=0 &) O 75 —0=0
—o=1 : —o=1
0.65 o=2 o=2
—0=3 —0=3
0.6 0.7
1 2 3 1 2 3
Learning Rate Learning Rate

Figure 5.4: Accuracy of the logistic regression on MNIST when different learning rates are

used to train the model. Left: (0.1,107°)-DP; Right: (0.2,107°)-DP.

5.4.1.1 The Effects of Step Size

We know that the step size in DP-SGD/DP-LSSGD may affect the accuracy of the trained
private models. We try different step size scheduling of the form {a/t|a = 0.5,1.0,1.5,2.0, 2.5, 3.0},
where t is again the index of iteration, and all the other hyper-parameters are used the same
as before. Figure. plots the test accuracy of the logistic regression model trained with dif-
ferent learning rate scheduling and different privacy budget. We see that the private logistic

regression model trained by DP-LSSGD always outperforms DP-SGD.
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5.4.2 CNN for MNIST and CIFAR10 Classification

In this subsection, we consider training a small CNN | with DP-guarantee for MNIST clas-
sification. We implement DP-LSSGD and DP-LSAdam (KB15) (simply replace the noisy
gradient in DP-Adam in the Tensorflow privacy with the Laplacian smoothed surrogate)
into the Tensorflow privacy framework (Aal9). We use the default learning rate 0.15 for
DP-(LS)SGD and 0.001 for DP-(LS)Adam and decay them by a factor of 10 at the 10K-th
iteration, norm clipping (1), batch size (256), and micro-batches (256). We vary the noise
multiplier (NM), and larger NM guarantees stronger DP. As shown in Figure , the privacy
budget increases at exactly the same speed (dashed red line) for four optimization algorithms.
When the NM is large, i.e., DP-guarantee is strong, DP-SGD performs very well in the ini-
tial period. However, after a few epochs, the validation accuracy gets highly oscillatory
and decays. DP-LSSGD can mitigate the training instability issue of DP-SGD. DP-Adam
outperforms DP-LSSGD, and DP-LSAdam can further improve validation accuracy on top
of DP-Adam.

Next, we consider the effects of the LS constant (¢) and the learning rate in training the
DP-CNN for MNIST classification. We fixed the NM to be 10, and run 60 epochs of DP-SGD
and DP-LSSGD with different o and different learning rate. We show the comparison of DP-
SGD with DP-LSSGD with different ¢ in the left panel of Figure [5.7, and we see that as o
increases it becomes more stable in training CNNs with DP-guarantee even though initially it
becomes slightly slower. In the middle panel of Figure 5.7} we plot the evolution of validation
accuracy curves of the DP-CNN trained by DP-SGD and DP-LSSGD with different learning
rate, where the solid lines represent results for DP-LSSGD and dashed lines for DP-SGD.
DP-LSSGD outperforms DP-SGD in all learning rates tested, and DP-LSSGD is much more

stable than DP-SGD when a larger learning rate is used.

Finally, we go back to the accuracy degradation problem raised in Figure 5.1l As shown

2github.com/tensorflow/privacy/blob/master/tutorials/mnist_dpsgd_tutorial.py
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Figure 5.5: Performance comparison (validation accuracy) between different DP optimization

algorithms in training CNN for MNIST classification with a fixed § = 1075.

in Figure LS can efficiently reduce both training and validation losses in training multi-
class logistic regression for MNIST classification. Moreover, as shown in the right panel of
Figure[5.7, DP-LSSGD can improve the testing accuracy of the CNN used above significantly.
In particular, DP-LSSGD improves the testing accuracy of CNN by 3.2% and 5.0% for
(0.4,1075) and (0.2, 1075), respectively, on top of DP-SGD. DP-LSAdam can further boost
test accuracy. All the accuracies associated with any given privacy budget in Figure (right

panel), are the optimal ones searched over the results obtained in the above experiments with



5.4.3 CNN for CIFARI10 Classification

In this section, we will show that LS can also improve the utility of the DP-CNN trained by
DP-SGD and DP-Adam for CIFAR10 classification. We simply replace the CNN architecture
used above for MNIST classification with the benchmark architecture in the Tensorflow
tutorial ﬂ for CIFARI10 classification. Also, we use the same set of parameters as that used
for training DP-CNN for MNIST classification except we fixed the noise multiplier to be 2.0
and clip the gradient {5 norm to 3. As shown in Figure LS can significantly improve the
validation accuracy of the model trained by DP-SGD and DP-Adam, and the DP guarantee
for all these algorithms are the same (dashed line in Figure .

0.5
1.5
2}
@ 0.4
3 -ppseDp |1 ¥
9 /
<03 DP-LSSGD
—DP-Adam | o5
—DP-LSAdam
0.2
0 50
Epoch

Figure 5.6: Performance comparison between different differentially private optimization

algorithms in training CNN for CIFARI10 classification with a fixed § = 107°.

5.5 Proof of the Main Theorems

5.5.1 Privacy Guarantee

To prove the privacy guarantee in Theorem [5.3.2] we first introduce the following ¢5-sensitivity.

3github.com/tensorflow/models/tree /master/tutorials/image/cifar10
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Figure 5.7: Left & middle panels: Contrasting performance (validation acc) of DP-SGD and
DP-LSSGD with different o and different learning rate. Right panel: € vs. Testing accuracy

of the private models trained by different DP-optimization algorithms with a fixed § = 107°.

Definition 5.5.1 (¢»>-Sensitivity). For any given function f(-), the fo-sensitivity of f is
defined by

A(f) = max |[f(S) = f(F)l

[S=5"lh=1

where ||S — 5’|l = 1 means the data sets S and S’ differ in only one entry.

We will adapt the concepts and techniques of Rényi DP (RDP) to prove the DP-guarantee
of the proposed DP-LSSGD.

Definition 5.5.2 (RDP). For o > 1 and p > 0, a randomized mechanism M : 8" = R
satisfies (a, p)-Rényi DP, i.e., (a, p)-RDP, if for all adjacent datasets S, S’ € S™ differing by

one element, we have

y 1
DL(M(S)IM(8)) = —
where the expectation is taken over M(S").

Lemma 5.5.3. (WJEL9) Given a function ¢ : S — R, the Gaussian Mechanism M =
q(S) + u, where u ~ N(0,0%I), satisfies (o, «A%(q)/(20%))-RDP. In addition, if we apply

the mechanism M to a subset of samples using uniform sampling without replacement, M
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satisfies (v, 572A%(¢q)a/0?)-RDP given 0”2 = 62 /A%(q) > 1.5, a < log(1/7(1 4 ¢')), where
T is the subsample rate.

Lemma 5.5.4. (Mirl7) If k£ randomized mechanisms M; : 8" — R, for i € [k], satisfy
(a, p;)-RDP, then their composition (Mi(9), ..., M(S)) satisfies (a, S¥ | pi)-RDP. More-
over, the input of the i-th mechanism can be based on outputs of the previous (i — 1)

mechanisms.

Lemma 5.5.5. If a randomized mechanism M : 8" — R satisfies («, p)-RDP, then M
satisfies (p +log(1/d)/(a — 1),9)-DP for all § € (0,1).

With the definition (Def. [5.5.2)) and guarantees of RDP (Lemmas [5.5.3 and [5.5.4]), and
the connection between RDP and (¢,6)-DP (Lemma [5.5.5)), we can prove the following DP-
guarantee for DP-LSSGD.

Proof of Theorem[5.3.9 Let us denote the update of DP-SGD and DP-LSSGD at the k-th

iteration starting from any given points w* and w”, respectively, as

1
whith = wh — (5 Z V fir (W) + n), (5.5.1)
1L EBE
and
~ ~ 1 ~
Wi = wh — A (3 Z V fi, (WF) + n), (5.5.2)
1L EBy

where By, is a mini batch that are drawn uniformly from [n], and |By| = b is the mini batch

size.

We will show that with the aforementioned Gaussian noise A/(0, %) for each coordinate
of n, the output of DP-SGD, w, after T iterations is (¢, §)-DP. Let us consider the mechanism
M, = %Zz‘kelﬁk Vfi(Ww") +n, and M, = 2VF(w") + n with the query q, = 2VF(w").
We have the (y-sensitivity of qx as Aqx) = ||V fi, (WF) = Vfir (wF)]l2 < 26 According to
Lemma [5.5.3] if we add noise with variance

s 20TaG?
Vo= —
n2eu

110



the mechanism M, will satisfy (a, (n?ep/b?)/(10T))-RDP. By post-processing theorem,
we immediately have that under the same noise, M; = ALY (VF(w*) 4+ n) also satisfies
(v, (n*ep/b?)/(10T) )-RDP. According to Lemma5.5.3] M, will satisfy (cv, pe/T)-RDP pro-
vided that v?/A(qx)? > 1.5, because 7 = b/n. Let o = log(1/6)/((1 — p)e) + 1, we obtain
that M), satisfies (log(1/8)/((1 — p)e) + 1, ue/T)-RDP as long as we have

v? 5T ab?
= > 1.5.
A(gr)?  n2ep

In addition, we have

1 B unie
T(1+v2/A(qx)?) 50T+ pubn?e’

which implies that a = log(1/8)/((1 — p)e) + 1 < log (une/(56°T o + pbn?e)). Therefore,
according to Lemma [5.5.4) we have w" satisfies (log(1/0)/((1 — p)e) + 1, kue/T)-RDP.
Finally, by Lemma , we have w* satisfies (k,ue/T + (1 - u)e,é)—DP. Therefore, the
output of DP-SGD, w, is (¢, 4)-DP. ]

Remark 5.5.6. In the above proof, we used the following estimate of the ¢y sensitivity
Alay) = |AZVFi(w") = AZIV i (wF)||2/n < 2G/n.
Indeed, let g = V f;(w*) — V fi(wF) and d = A 'g, then according to (OWYIS]) we have

D_d|? Ld|?
||dH2+20-|| -:i ||2+0_2|| d”2 :||g||27

where d is the dimension of d, and

1 1 0 0 0]
0 -1 1 0 0
1 0 0 0 —1
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Moreover, if we assume the g is randomly sampled from a unit ball in a high dimensional
space, then a high probability estimation of the compression ratio of the /5 norm can be

derived from Lemma. [5.5.8]

Numerical experiments show that ||A 'V f;(wF) — AV fy/(w")||2 is much less than

|V f;(W") — V fu(W")||2, so for the above noise, it can give much stronger privacy guarantee.

5.5.2 Utility Guarantee — Convex Optimization

To prove the utility guarantee for convex optimization, we first show that the LS opera-
tor compresses the /5 norm of any given Gaussian random vector with a specific ratio in

expectation.

Lemma 5.5.7. Let € R? be the standard Gaussian random vector. Then

d

1
Elz|}- =
||""3||AU1 Zl+20—20c08(2m’/d)’

=1

where |lz|3 1 = (z, A 'x) is the square of the induced norm of & by the matrix A",

Proof of Lemma[5.5.7. Let the eigenvalue decomposition of AJ! be AJ! = UAU?, where

A is a diagonal matrix with Ay = 5 +207201008(2m. 73 We have

Tr(x"UAU " z)]

Elle|}.. = E

M-

Aii

i=1

IsH

1
<14 20 — 20 cos(2mi/d) -7

2

]

Proof of Theorem [5.3.7. Recall that we have the following update rule wk*t = wk—n, A-1(V f;, (WF)+
n), where i), are drawn uniformly from [n], and n ~ N(0,°T). Let Vfs, = 3, 5 Vfi, (W*)/0,
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observe that

Wi = wl, = W = mAS (Vs (WF) +m) — w3,
* — 2 —
= Iw" = wx, + 0k (|AH (Vo (W) = VE(WH) + VEWD) |, + A7 "0ll3,

+2(A 'V f5, (w"), n>) — 2ne(V f5, (W*) +n, w" — w").

k

Taking expectation with respect to B, and n given w”, we have

E|lw ! — w3, = E[w* — w3, — 2nBE(VF(W"), w* — W) + 1ZE||V fis, (W") — VE(w")[} .

+RE|VE(W)[3 1 + niEln} .

In addition, we have

GQ

B[V fo, (w") ~ VR0 SE[Vfe () - VEIIE< S (559)
and
Lnk k\ |12 k *
(1= 5 )V F)IE < FOv) - Flw), (5.5.4)

which implies that

ME|VE(w")

ol i

IFas mE(F(w") — F(w")),

< REIVFOIE < (57

)nkﬁ(ﬂw’f) _F(w") <

where the last inequality is due to the fact that i, < 1/(2L). Therefore, we have

* * 2 *
Bt = Wi, < BIwh - wik = S (F(w) = F(w*)) 4 0 (G/b + 1),

where the inequality is due to the convexity of F', and Lemma [5.5.7] It implies that

2 * * *
“E(F(w*) = F(w") < (B|w* — w4, W = w|y,) +n2(G?/b+7dv?).

Now taking the full expectation and summing up over 7' iterations, we have

T-1 T-1

2

gnkE(F(wk) — F(W*)) <D, + Zn,%(GQ/b + ydv?),
k=0 k=0
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where D, = |[w® — w*|3_. Let v, = nk/(Zf;Ol k), we have

T—1 o
D
kaE<F(Wk) - F(w*)) <=2 +2 k0 nk(G /b + ydv? )
. Zk 0 77k/3
According to the definition of w and the convexity of F', we obtain
Dy + 35y (G2 /b + ydv?)
Zk:o /3
> Zk 077k/3 QZk 077k/3 n2€2u(1_u)
Let n = 1/VT and T = Cy(Dy + G?/b)n*¢*/ (vdG? log(1/d)), we can obtain that

oG/~ (D, + C2Jb)d1og(1/5)

ne

E(F(W) — F(w")) <

E(F(W) - F(w") <

where C}, Cy are universal constants. O

5.5.3 Utility Guarantee — Nonconvex Optimization

To prove the utility guarantee for nonconvex optimization, we need the following lemma,
which shows that the LS operator compresses the /5 norms of any given Gaussian random
vector with a specific ratio in expectation.
Lemma 5.5.8. Let « € R? be the standard Gaussian random vector. Then
d
EllA; 2l = Z (1+20— 2alcos(2m/d))2‘
i=1

Proof of Lemma[5.5.8. Let the eigenvalue decomposition of AJ! be A;! = UAU?, where

A is a diagonal matrix with Aj; = 5 +20_20105(2m 7 We have
E||A; 'z||2 = E[Tr(z " UAUUAU )]
r(x' UA?U )]

1
(14 20 — 20 cos(2mi/d))?

— 3.

[T
S
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]

Proof of Theorem [5.3.7 Recall that we have the following update rule w'™! = w*—n, AZH(V f;, (WF)+
n), where i;, are drawn uniformly from [n], and n ~ N(0,°T). Let Vfg, = >3, .5 Vfi, (W")/b,

since F'is L-smooth, we have
L
F(w") < F(wh) + (VE(w"), wh —wh) + S [w ™ — w3

= F(W") — i (VF(wW"), A7 (V 5, (W") +n))

+ %(HA?(W@ (W)~ TE(w") + VE(wh) |2 + A7 0l + 2(A; Vi, (w'), A;'n) ).

Taking expectation with respect to B; and n given w*, we have
2r,
EF(w*t) < BF(w) — nE(VF(w"), AV fi, (') + L2 (B AL (V fis, (w") — VF(w) I3

+E|A'VE(w

112
“); + ElA; n)3)
Nk
<EF(w") (1 - T)1E||VF( s+ T (GQ/bJr dp?)
i L(G? + dﬁl/ )
2 )
where the second inequality uses Lemma |5.5.8] the inequality (5.5.3]), and the last inequality

< EF(wh) — %Envnwk)nggl +

is due to 1—n,L/2 > 1/2. Now taking the full expectation and summing up over T iterations,

we have

—1+Z (RACRIANES)

1\9|5

EF(w') < F(w") — 3 E|VF(w

k=
If we choose fix step size, i.e., m = 1, and rearranging the above inequality, and using

F(wY) — EF(WT) < F(wY) — F(w*), we get
1 Z]EHVF 2 < niT(F(WO) ~F(w") +nL(G* /b + dBi),

which implies that

_ 2Dp
E||VE(W)[31 < T (G2 b+ dBV?)

20dBT G2 log(1/9)
n2e?u(1 — p) )

2Dg )
< — L b
T +n (G/ +
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Let n = 1/VT and T = C1(2Dp + LG?/b)n2e?/(dLBG? log(1/6)), where Dp = F(w°) —

F(w*), we obtain

IWVFﬁm&?SCEGJ&M@DF+LGy®bgU®7

ne

where C}, Cy are universal constants. O

It is worth noting that if we use the fs-norm instead of the induced norm, we have the

following utility guarantee

_ E[VEW)I3 - . G+/6dL(2Dy + LG?)log(1/0)
E|VFW)|3 < " (A—l)g < (1 +4U)EHVF(W)H‘1;1 < A4¢ v o
where ¢ = \/é Zle (1+20_(21:i‘)’s)(227ri/d))2 > 1. In the /5-norm, DP-LSSGD has a bigger utility

upper bound than DP-SGD (set 0 = 0 in (). However, this does not mean that DP-LSSGD
has worse performance. To see this point, let us consider the following simple nonconvex

function

2 2
4 y? for £~ + 4% <1
4 ) 4
flz,y) = ] 2 (5.5.5)
sin g(‘”z—%y?)), for - +y* > 1.

For two points a; = (2,0) and ay = (1,1/3/2), the distance to the local minima a* = (0,0)
are 2 and \/7/2, while ||V f(a;)||2 = 1 and ||V f(as)||2 = v/13/2. So ay is closer to the local

minima a* than a; while its gradient has a larger ¢5-norm.

5.6 Calculations of 5 and 7~

5.6.1 Calculation of v

To prove Proposition [5.3.5, we need the following two lemmas.

Lemma 5.6.1 (Residue Theorem). Let f(z) be a complex function defined on C, then the

residue of f around the pole z = ¢ can be computed by the formula

Res(/.¢) = o i S5 (2 = o). (5.6.1)
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where the order of the pole ¢ is n. Moreover,

%f(z)dz = 27riZRes(f, i), (5.6.2)
where {c¢;} be the set of pole(s) of f(z) inside {z||z| < 1}.

The proof of Lemma can be found in any complex analysis textbook.

Lemma 5.6.2. For 0 < # < 2w, suppose

1
FO) = 5 —cos(@)

has the discrete-time Fourier transform of series f[k]. Then, for integer k,

ol

W=+

where

20+ 1 — 4o+ 1
o =
20

Proof. By definition,

1 27 - 1 27 eik@
—— [ FO)Mds = — . 6.
T =5 /0 (6)e™db = 52 /0 T+ 2001 = cos(8)) (5.6.3)

We compute by using Residue theorem. First, note that because F(6) is real valued,
flk] = f[—k]; therefore, it suffices to compute (5.6.3)) for nonnegative k. Set z = €.
Observe that cos(f) = 0.5(z + 1/z) and dz = izdf. Substituting in and simplifying
yields that

—1

fTH] = 74 & iz, (5.6.4)

" 2mic J (z—a_)(z—ay)

where the integral is taken around the unit circle, and a4 = % V4941 are the roots of

quadratic —oz? 4 (20 + 1)z — 0. Note that a_ lies within the unit circle; whereas, o lies

outside of the unit circle. Therefore, because k is nonnegative, . is the only singularity of
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the integrand in within the unit circle. A straightforward application of the Residue
Theorem, i.e., Lemma yields that

This completes the proof. O

Proof of Proposition [5.53.5. First observe that we can re-write 7 as

1& 1
d Z 1+ 20(1 — cos(%2)) (56.5)

7=0

It remains to show that the above summation is equal to #ﬁﬁ' This follows by
lemmas and standard sampling results in Fourier analysis (i.e. sampling 6 at points
{27j/d ;l;é). Nevertheless, we provide the details here for completeness: Observe that that

the inverse discrete-time Fourier transform of

5=0
is given by
d/2m if k divides d,
glk] =
0 otherwise.
Furthermore, let
1
F(0)

" 1+ 20(1 — cos(6))’
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and use f[k] to denote its inverse discrete-time Fourier transform. Now,

1 d—1 1 1 21
d 41+ 20(1 — cos(3)) c_i/o FeGe)
— %” DTFT![F - G][0]
_ %(DTFT*[F] «+ DTFT'[G])[0]
=25 Flerol
D
=Y fl-td).

The proof is completed by substituting the result of lemma [5.6.2] in the above sum and

simplifying. m

We list some typical values of v in Table [5.3.5]

Table 5.3: The values of v corresponding to some ¢ and d.

o 1 2 3 4 5
d = 1000 0.447 0.333 0.277 0.243 0.218
d = 10000 0.447 0.333 0.277 0.243 0.218
d = 100000 0.447 0.333 0.277 0.243 0.218

5.6.2 Calculation of

The proof of Proposition [5.3.8|is similar as the proof of Proposition [5.3.5. The only difference

is that we need to compute

1 21 ezkﬂ
Ik = %/0 1+ 20(1 —cos )" (5:6.6)
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By Residue theorem, for k£ > 0 (note that f[—k] = f[k] ), we have
1 2m eik@

" or J (14 20(1 — cosh))?
1 Pt

" 2mi (z40(22 — 22 — 1))2dz

k1
(z—a7) (z+0(22 — 22— 1))2)

St
o2(z — at)?

+1

do

S1K]

= lim i
z—a~ A2
d

= lim —
z—1>I(£l— dz
(k+ Do 200"
= +

4o +1 (4o +1)3/27

TN 7 N

where a_ = % Viotl - Therefore, we have
5o 2020t — €02 4 26dad — 200 + &
- 0253(1 _ ad)2 )

We list some typical values of 3 in Table [5.3.8]

Table 5.4: The values of § corresponding to some ¢ and d.

o 1 2 3 4 5
d = 1000 0.268 0.185 0.149 0.128 0.114
d = 10000 0.268 0.185 0.149 0.128 0.114
d = 100000 0.268 0.185 0.149 0.128 0.114

5.7 Laplacian Smoothing and Diffusion Equation

Let u(z, t) be a function defined on the space-time domain [0, 1] x [0, +00), suppose it satisfies

the following diffusion equation with the Neumann boundary condition

;

= Pu (g,t) € [0,1] x [0, +00),

(9u ) au s
ulb) — L) — 0, ¢ € [0, +00) (5.7.1)

u(z,0) = f(z), x€]0,1]
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If we apply the backward Euler in time and central finite difference in space to discretize

the governing equation in ([5.7.1)), we get
vA - v0 = AtLvA,

where v* is the discretization of f(z), and v** is the numerical solution of (5.7.1) at time
At. Therefore, we have

vA = (I — AtL)"'V°,

which is the LS with o = At.

5.8 Conclusions

In this paper, we integrated Laplacian smoothing with DP-SGD for privacy-presrving ERM.
The resulting algorithm is simple to implement and the extra computational cost compared
with the DP-SGD is almost negligible. We show that DP-LSSGD can improve the utility of

the trained private ML models both numerically and theoretically.
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CHAPTER 6

Distributed Learning Without Distress:

Privacy-preserving ERM

6.1 Introduction

In many applications, such as medical research and financial fraud detection, it is valuable
to build machine learning models by training on sensitive data. This raises privacy concerns
since adversaries may be able to infer information about the training data from the learned
model. Model parameters can reveal sensitive information about individual records including
specific features of the records (FLJ14) to the presence of particular records in the data
set (SSS17h). In the case of neural networks, the model parameters can also inadvertently
store sensitive parts of the training data (CLE19)). Differential privacy (DN04; [Dwo08)) aims
to thwart such analysis. It provides statistical privacy for individual records by adding
random noise to the model parameters. Many works have shown that differential privacy

can be used to enable privacy-preserving machine learning in the centralized setting where a

single organization owns all the data (CMO09; [(CMST11bj; JKT12b} [JT13; WYX17al [ZZM17hl).

The problem becomes more acute when the data is owned by different organizations that
wish to collaboratively learn from their private data. For instance, multiple hospitals may
want to collaboratively train a classifier over their patient medical records without disclosing
their own records to other hospitals. The goal of distributed machine learning (also referred
to as federated learning (MRT18al)) is to enable a group of independent data owners to

develop a model from their combined data without exposing that data to others.
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Multi-party computation (MPC) protocols allow participants to jointly compute a func-
tionality over their private inputs by employing cryptographic techniques like homomorphic
encryption, secret sharing, and oblivious transfer. Lindell and Pinkas (LP0OQ) proposed
one of the earliest approaches to use MPC for private data mining, which was followed
by several works considering different adversarial models or applications (YZWO05}, VKCO8;
LP09; PSS09). A recent focus has been to achieve practical and efficient distributed ma-
chine learning using MPC protocols (CRT18; WDCIS8; IMZC18), and in certain settings
such methods have been shown to scale to learning tasks with hundreds of millions of
records (NWT13b} (GSB17). However, unlike approaches using differential privacy on the
model, these approaches only protect the training data during the learning process; they

provide no protection against inference attacks on the resulting model.

Pathak et al. (PRR10) proposed the first differentially-private machine learning in dis-
tributed setting. Their method securely aggregates local models and uses output perturba-
tion to achieve differential privacy. However, the noise scales inversely proportional to the
smallest data set size of the m parties. This can be improved by a factor of \/m by first
training differentially-private local models using the method of Chaudhuri et al. (CMS11bl),
and then performing naive aggregation of the local models. In this work, we propose an
output perturbation method that improves over Pathak et al.’s method by a factor of m
by adding the noise inside an MPC with the scale of noise required roughly inversely pro-
portional to the size of the entire data set. Recent works on distributed noise genera-
tion (DKMO06b; BRB17; HLK17; [SCR17) try to achieve a similar bound by requiring parties
to add partial noise locally, and combining these noises to ensure differential privacy. How-
ever, these methods require additional noise to tolerate corruptions and collusion. More
concretely, with a minimum of k& honest parties out of m, their noise bound is worse than
ours by a factor of \/m_/k: On the other hand, in our approach the noise is generated inside
the MPC such that any honest participant can be assured that sufficient noise is added to

protect their own privacy even if all other participants are dishonest and colluding.
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While these model aggregation approaches are computationally efficient, they tend to
produce less accurate global models compared to the centralized setting, especially when
the number of data owners is large (in the extreme, when each party has only one training
instance). For such scenarios, distributed iterative learning with gradient perturbation is
a better option. Shokri and Shmatikov (SS15b) provide such a solution for deep learning,
where the local gradients are perturbed and then revealed for updating the global model.
Their privacy budget is per parameter, however, and not for the entire training so huge
total privacy budgets are required. Abadi et al. (ACGI16b)) proposed a tighter bound on the
privacy budget using moments accountant which is applicable to centralized setting. Wang
et al. (WYX17a) used the moments accountant to propose iterative learning with gradient
perturbation for the centralized setting. We propose a method for distributed setting using
zero-concentrated differential privacy (BS16D) which achieves similar tight bound on privacy
budget. Moreover, we add noise inside MPC after gradient aggregation, thus reducing the
noise by a factor of \/m compared to the naive aggregation of noisy gradients. While Chase
et al. (CGLIT) also achieve similar bound on noise in distributed learning setting, their
method considers only the convex case. We achieve a different (and tighter) utility bound
for the strong convexity case. Further, Chase et al. use differential privacy which has different
composition properties than the zero-concentrated differential privacy that we consider. We
also note that the method proposed by Rajkumar and Agarwal (RA12]) has similar objectives,
but their protocol requires a trusted third party to execute the SGD algorithm, whereas our
method does not depend on any trusted party. In addition, although their method has
the same scale of noise as ours, in their method each party samples local noise which is
aggregated by the trusted third party. This is not secure in the presence of colluding parties
as noted by Bindschaedler et al. (BRB17) and Shi et al. (SCR17). In our method, parties
collaboratively generate noise within the MPC. Finally, their method requires noise from two
sources: the Gaussian noise 77 and the Laplace noise p. Generation of p consumes e privacy

budget per iteration, as opposed to using € budget for the entire learning process, and hence
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violates the privacy constraints.

In this paper, we introduce differentially-private distributed machine learning protocols
using both output perturbation and gradient perturbation where the noise is added within
a secure multi-party computation. Our output perturbation method securely aggregates the
local models and achieves e-differential privacy by adding Laplace noise to the aggregated
model parameters. In our gradient perturbation method, the parties collaboratively run
an iterative, gradient-based learning algorithm where they securely aggregate the local gra-
dients at each iteration. This provides (e, §)-differential privacy by adding Gaussian noise
to the aggregated gradients. In both the methods the sampled noise is (roughly) inversely
proportional to the size of the entire data set. While the first method is computationally
efficient, requiring only single invocation of MPC, its accuracy decreases compared to cen-
tralized method when the number of parties is large relative to the total amount of data —
this is inherent to any model aggregation based method. The iterative gradient perturbation
method, on the other hand, does not suffer from accuracy degradation but requires one MPC
protocol execution per iteration. Both methods achieve accuracy close to their non-private

counterparts where no noise is added and no data privacy provided.

6.1.1 Contributions

This work makes the following contributions, which address challenges in distributed learn-
ing.

Output Perturbation and Gradient Perturbation Methods. We propose two ap-
proaches to privately train accurate machine learning models in the distributed setting.
While the output perturbation method (Section is computationally more efficient, the
gradient perturbation method (Section maintains high accuracy regardless of how the

data is partitioned.

Reduced Noise Bounds. We give noise bounds for each method that are smaller than
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the best previous approaches for output perturbation (PRR10) and gradient perturba-
tion (SS15b), while ensuring differential privacy in the distributed setting (Theorem for
output perturbation and Theorem for gradient perturbation). For gradient perturba-
tion, we use zero-concentrated differential privacy to achieve the lowest known bound on the
privacy budget. Moreover, we generate the noise within the MPC protocol. This allows us
to add only a single copy of noise, compared to previous works that combine noise from each
participant (DKMOGD; BIK17; BRBI17, HLKI7; SCR17). We provide a theoretical analy-
sis of our methods’ error bounds which match the state-of-art error bounds in centralized

settings.

Experimental Evaluation on Real Data Sets. We implement regularized logistic re-
gression and regularized linear regression models for classification and regression tasks re-
spectively. We report results from experiments performed on the KDDCup99 and Adult data
sets for classification and the KDDCup98 data set for regression. We compare our methods
with previous work on distributed learning, varying the number of parties and local data set
sizes. Our methods produce models that are closest to the non-private models in terms of
model accuracy and generalization error since we add less noise than previous distributed

learning methods.

6.2 Background on Differential Privacy and Multi-Party Compu-

tation

This section introduces differential privacy (including the zero-concentrated differential pri-
vacy notion we use), and secure multi-party computation.

Notation: For any d-dimensional vector x = [y, ...,z4] T, we use ||x|| = (30, |2:*)'? to
denote its fo-norm. Given two sequences {a,} and {b,}, we write a,, = O(b,) if there exists

a constant 0 < C' < oo such that a,, < Cb,,, and we use 5() to hide the logarithmic factors.
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6.2.1 Differential Privacy

Differential privacy was introduced by Dwork (DMNOG6) and is defined as follows:

Definition 6.2.1 ((¢, ¢)-Differential Privacy). Given two adjacent data sets D, D" € D™ dif-
fering by a single element, a randomized mechanism M : D* — R? provides (¢, §)-differential
privacy if it produces response in the set S with probability PIM(D) € S] < ePIM(D’) €
S| +9.

The above definition reduces to e-Differential Privacy (e-DP) when § = 0. We can
achieve e-DP and (€,9)-DP by adding noise sampled from Laplace and Gaussian distri-
butions respectively, where the noise is proportional to the sensitivity of M, given as
AM = ||[M(D) — M(D')||. Throughout this paper we assume the ¢»-sensitivity which
considers the upper bound on the ¢y-norm of M(D) — M(D').

Zero-Concentrated Differential Privacy While, the notion of differential privacy per-
forms well for methods like output perturbation, it is not suitable for gradient perturbation
methods which require repeated sampling of noise in the iterative training procedure. Zero-
concentrated differential privacy (BS16b) (zCDP) has a tight composition bound and hence

is a better option for gradient perturbation.

We first define the privacy loss random variable which is used in the definition of zCDP.

Definition 6.2.2. For two adjacent data sets D, D’ € D" differing by one sample, a ran-
domized mechanism M : D" — R? and an outcome o € R?, the privacy loss random variable

7 is defined as

PIM(D) = o

Z:lOgIP’[M(D’)ZO]'

(6.2.1)

Definition 6.2.3. A randomized mechanism M : D"* — R? satisfies p-zCDP if for any two

adjacent data sets D, D’ € D" differing by one sample, it holds that for all « € (1, 00),
E[e*™D7] < elaber, (6.2.2)
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Note that (6.2.2) implies that P[Z > A + p] < e /4 for all A > 0, which suggests
that the privacy loss Z is tightly concentrated around zero mean, and hence it is unlikely to

distinguish D from D’ given their outputs.

Bun and Steinke (BS16b)) give the following lemmas to achieve zCDP with the Gaus-
sian mechanism. Lemma bounds the amount of Gaussian noise to guarantee p-zCDP.
Lemma [6.2.5] gives the composition of multiple zCDP mechanisms. Finally, Lemma [6.2.6

specifies the mapping from p-zCDP to (e, §)-DP.

Lemma 6.2.4. Given a function ¢ : D" — R? the Gaussian Mechanism M = ¢(D) + u,
where u ~ N(0, 0%1,), satisfies Ay(q)?/(20%)-zCDP.

Lemma 6.2.5. For two randomized mechanisms M; : D* — R%, M, : D* x R¢ — R%. If
M, satisfies p1-zCDP and My satisfies pe-zCDP, then My(D, M;(D)) satisfies (p1 + p2)-
zCDP.

Lemma 6.2.6. If a randomized mechanism M : D" — R? satisfies p-zCDP, then it satisfies

(p+24/plog(1/6), 6)-differential privacy for any 6 > 0.

6.2.2 Secure Multi-Party Computation

Our threat model considers semi-honest participants who wish to compute a joint function-
ality without revealing their individual inputs to other participants. In this threat model,
while the parties do not tamper with the joint functionality or provide garbage inputs,
they are allowed to passively infer about inputs of other parties based on the protocol
execution. We use generic multi-party computation protocols to securely aggregate local
models and gradients. A multi-party computation (MPC) protocol enables two or more
parties to jointly compute a function of their private inputs, without disclosing any infor-
mation about those inputs other than their size and whatever can be inferred from the
revealed output (Yao82)). The notion of MPC goes back to a series of talks given by An-

drew Yao in the 1980s. The protocol he introduced, now known as Yao’s garbled circuits
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protocol, can compute any function securely. Numerous other secure multi-party compu-
tation protocols have been devised since then (e.g., (GMWST; [LPO7; [DPS12; NNO12)),
and many tools have been developed for efficiently implementing MPC computations (e.g.,
(MNP04; DGKO09; BSM10; HEK11; HFK12; RHH14; WMKI6; [ZE15D)). It is now practical
to execute two-party protocols with millions of inputs (GSBI7; (GFAIT), and global-scale,

many-party protocols with malicious level security for small inputs (WRKIT).

Secure aggregation of local classification models using MPC was shown to be practical
by Tian et al. (TJG16). This work used a two-party computation, with a semi-honest threat
model and non-colluding servers. A similar approach has been used to scale multi-party
regressions (NWT13al [GSB17). We can use these methods to achieve secure aggregation. For
scenarios where the risks of collusion are too high, many-party MPC protocols can be used
that provide security to a single honest participant even if all other participants are malicious.
In this work, we do not focus on improving or evaluating the MPC execution, since the
methods we propose can be implemented using well known MPC techniques. Appendix

provides information on the MPC implementation we use and its cost.

6.3 Multi-Party Machine Learning

In this section we describe our output perturbation and gradient perturbation methods in

detail along with theoretic analysis of differential privacy and generalization error bound.

We consider the following empirical risk minimization (ERM) objective:
1 n
0) ==Y 0,z y;) + AN(0),
Iol0) = 3 D210 ) + AN)

where £(6) is a convex loss function that is G-Lipschitz and L-smooth over § € RY. N(-) is
regularization term. We consider J(-) to be A-strongly convex. Each data instance (z;,y;) €
D lies in a unit ball. For a party j, with data set D; of size n;, we denote its data instance

as (xﬁj’,yf)).
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6.3.1 Model Aggregation with Output Perturbation

We extend the differential privacy bound of Chaudhuri et al. (CM09) to the multi-party
setting, ensuring sufficient noise to preserve the privacy of each participant’s data throughout

the multi-party computation, including the final output.

Given m parties, each having a data set D; of size n; and the corresponding local model es-
timator 9 obtained by minimizing the local objective function: Jp,(0) = = 3717 0(8, xgj), yz(j))+
J
AN (). The perturbed aggregate model estimator is given as gpriv — % Z;nzl gl +n, where n
is the Laplace noise added to the aggregate model estimator to preserve differential privacy.

Secure model aggregation can be performed using the framework of Tian et al. (TJGI6l) as

mentioned in Section [6.2.2]

The next theory provides a bound on the noise magnitude needed to achieve differential

privacy:

Theorem 6.3.1. Given a perturbed aggregate model estimator @'V = e DY 0 +
where 1) = arg ming % S 08,29 y9) + AN(6) and the data lie in a unit ball and £(-)

is G-Lipschitz , then PV s e-differentially private if

2G
n=Lap{ ——,
mn(l))\e

where 7y is the size of the smallest data set among the m parties, A is the regularization

parameter and € is the differential privacy budget.

Proof. Let there be m parties such that one record of party j changes in the neighbouring
data sets, then
o i N~ m.ncp el ||§0)
@) Pr(E 00+ 509 +0iD)  exp |m5u Tl

~

Pr(flD)  Pr(L3,,00 + 100 +9[D)  exp [ IZL]

Ao~ A2
<o (225 391 00 225 < )
where the second inequality follows from Corollary 8 of Chaudhuri et al. (CMSI11h). O
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We now provide a bound on the excess empirical risk and true risk similar to Pathak
et al. (PRR10). Our bounds are tighter than Parthak et al.’s as we require less differential

privacy noise.

Theorem 6.3.2. Given a perturbed aggregate model estimator grriv — % Z;n:l gl ) +n where
019 = arg ming LS, xl(j), ygj)) + AN(0) and an optimal model estimator 6* trained on
J

the centralized data such that the data lie in a unit ball and ¢(-) is G-Lipschitz and L-smooth,

then the bound on excess empirical risk is given as:

) < 16 4 0, SO D) <m2 | log’(d/d) dlog(d/5)>

2 12 2.2
ns A\ m2e €
(1)

where C] is an absolute constant.

The proof of Theorem follows from Pathak et al. (PRRI0). The main difference is
that we use the sensitivity bound as 2G'/(mn)A) instead of 2G/(n(1yA) and thereby achieve
a tighter bound. The full proof is given in Appendix [6.5.1]

Theorem 6.3.3. Given a perturbed aggregate model estimator grriv — % Z;n:l gl )+n where

1) = arg ming LS00, 29 y9) + AN(6) and an optimal model estimator 6* trained on
J

the centralized data such that the data lie in a unit ball and ¢(-) is G-Lipschitz and L-smooth,

then the following bound on true excess risk holds with probability at least 1 — ~:

= - G*(\+ L) d?log?(d/8)  dlog(d/s) G%log(1/7)
privyl __ 2
E[J(6P™)] min J(0) < Cy —n%l) 2 <m + -y + ; + Cg—)\n ,

where n is the size of the centralized data set. J(6) = E,,[l(0,2,y)] + AN(0), Cy,Cy are

absolute constants, and the expectation is taking with respect to the noise 7.

See Appendix for the proof of Theorem|[6.3.3, The true excess risk bound in Theorem
implies that the private output of our algorithm converges to the population optimum
at the order of 1/n.
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6.3.2 Iterative Learning with Gradient Perturbation

We consider this centralized ERM objective for m parties, each with a data set D; of size

’rL]'I

Jp( mln—z Zﬁ T 7% )+ AN(0).
']'L

The parties can collaboratively learn a differentially private model via iterative learning
by adding noise to the aggregated gradients within the MPC in each iteration with the

following noise bound.

Theorem 6.3.4. Given a centralized model estimator 67 obtained by minimizing Jp(0)
after T' iterations of gradient descent algorithm executed jointly by m parties each having
dataset DU) of size n; where each data instance (x EJ ), yz( )y € DY) lie in a unit ball and 0(0)
is G-Lipschitz and L-smooth over § € C. If the learning rate is 1/L and the gradients are
perturbed with noise z € N(0,021,), then 07 is (e, §)-differentially private if

52 8G*T log(1/4)

292 2
MmN, €
(1)

, (6.3.1)

where np) is the size of the smallest data set among the m parties.

Proof. Given a gradient at step ¢,
=VJ(0,D)+N(0,0°I, :liiiVE D 49y + N(0, 0%, L,).
m 7=1 nj =1 ’ l -
We assume that only one data instance of one party changes in neighbouring datasets D

and D’. Hence the sensitivity bound, |V.J (6, D) — V.J(0,D")| < 25—

- mn(l)

Thus, using Lemma [6.2.4) M, is p-zCDP with p = 26 By composition from

2,2
m2n? o
(1)

Lemma [6.2.5, we observe that 01 is Tp-zCDP. Applying Lemma [6.2.6), we obtain T'p +

24/Tplog(1/§) = e. Solving the roots of this equation, we obtain

€2 8G*T'log(1/5
PR = 0 = 22(2/).
4T log(1/0) mAng, e
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Thus, 07 is (e, §)-differentially private for the above value of o2 ]

Additionally, we observe that differential privacy is also guaranteed for each intermediate

model estimator:

Corollary 6.3.5. Intermediate model estimator 6; at each iteration ¢t € [1,T] is (\/t/Te,0)-

differentially private.

Hence, an adversary cannot obtain additional information from the intermediate compu-
tations. See Appendix for the proof of Corollary [6.3.5]

Next, we provide theoretical bounds on the excess empirical risk and the true excess risk

of our proposed method.

Theorem 6.3.6. Given a centralized model estimator 67 obtained by minimizing Jp(6)
after T iterations of gradient descent algorithm executed jointly by m parties each having
dataset DY) of size n; where each data instance (xgj ), yz-(j )) € DY) lie in a unit ball and £()

is G-Lipschitz and L-smooth over 6 € C. If the learning rate is 1/L and the gradients are
perturbed with noise z € N'(0, 0%1;) with o2 defined in (6.3.1]), and if we choose the iteration

~ mzn%l)ez
r=0 <1Og <dG2 10g(1/(5))> ’

then we have a bound on excess empirical risk:

number as

G?Ldlog®(mn1)) log(1/4)

an%I))\QEQ

E[J(67)] = J(67) < )

Y

where the expectation is taking with respect to the noise 1, n( is the size of the smallest

data set among the m parties, C] is an absolute constant.

Appendix provides the proof.

Based on the excess empirical risk, we next derive the true excess risk.
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Theorem 6.3.7. Given a centralized model estimator 67 obtained by minimizing Jp(6)
after T iterations of a gradient descent algorithm executed jointly by m parties each having
dataset DY) of size n; where each data instance (SL‘EJ ), yz-(j )) € DY) lie in a unit ball and £()
is G-Lipschitz and L-smooth over § € C. If we choose the learning rate, noise level, and

iteration number as suggested in Theorem |6.3.6] with probability at least 1 —~, we have the

following bound on true excess risk:

E(T(02)] — ming J(9) < ¢, & L 1o8” (mnn) log(1/0) -, G?log(1/)

anﬁl))\Qé n ’

where n is the size of the centralized data set, n) is the size of the smallest data set among

the m parties and C, Cy are absolute constants.

Theorem[6.3.7] (proof in Appendix [6.5.5) suggests that the output of our iterative gradient
perturbation method converges to the population optimum at the order of 1/n. Note that
our true excess risk bound is comparable to that of Wang et al. (WYX17al) in centralized

setting.

6.4 Experiments

We report on experiments for both classification and regression tasks. For classification, we
use a regularized logistic regression model over the KDDCup99 (HB99)) data set (additional
experiments on the Adult (ANOT) data set yield similar results, described in Appendix .
The KDDCup99 data set contains around 5,000,000 network instances. The task is to
predict whether a network connection is a denial-of-service attack or not. We randomly
sample 70,000 records and divide it into training set of 50,000 records and test set of 20,000
records. We pre-processed the data according to the procedure of Chaudhuri et al. (CMS11bl),
resulting in records with 122 features. For regression, we train a ridge regression model over
the KDDCup98 (PHO8) data set, consisting of demographic and other related information

of approximately 200,000 American veterans. The task is to predict the donation amount
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Table 6.1: Comparison of noise magnitudes for various multi-party differential privacy meth-

ods.

Pathak Local Out P | Local Obj P | Local Grad P | MPC Out P | MPC Grad P

Analytical Bound (£ - Laplace, N - Gaussian)

2G 2G 2G V2TG 2G V2TG
E(n(l))\e) L(\/mn(l))\e) ['(n(l)e) N( \/ﬁn(l)e) [’(mn(l)ke) N(mn(1>e)

Noise Generation Input (m = 100, n(;) = 500, A = 0.01, ¢ = 0.5, G = 1 and T = 100)

800 x10~3 80.0 x1073 8.00 x10~3 5.66 x10~3 8.00 x10~3 0.57 x10~3

Generated Noise (standard deviation over 1000 samples)

1150 x1073 112 x1073 11.6 x1073 5.63 x1073 12.2 x1073 0.572 x1073

of an individual in dollars. We randomly sample 70,000 records and divide it into a training
set of 50,000 records and test set of 20,000 records. We perform the same pre-processing as
in the case of previous data sets and additionally perform feature selection using PCA to

retain around 100 features. After pre-processing, each record consists of 95 features.

For all the experiments, we set Lipschitz constant G = 1, learning rate n = 1, regu-
larization coefficient A\ = 0.001, privacy budget € = 0.5, failure probability 6 = 0.001 and
total number of iterations 7" = 1,500 for gradient descent. We compare our methods with
the baselines in terms of optimality gap and relative accuracy loss. Optimality gap is the
measure of empirical risk bound J(6) — J(6*) over the training data, where 6* is the optimal
non-private model in the centralized setting. Relative accuracy loss is the difference in the
accuracy (mean square error in case of regression) of 6 and 6* over the test data. We mea-
sure the optimality gap and relative accuracy loss of all the models up to 1,500 iterations
of gradient descent training and report the results for different partitioning of training data
sets. We vary the number of parties m from 100 (where each party has 500 data instances)
to 1,000 parties (with each party having 50 data instances) and up to 50,000 parties (each

having only one data instance).
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Baselines for comparison. For the model aggregation method, we compare to the method
of Pathak et al. (PRR10) (denoted as Pathak), and the other differential privacy baselines
are obtained by applying the output perturbation (denoted as Local Out P) and objective
perturbation (denoted as Local Obj P) method of Chaudhuri et al. (CMS11Db) on each local
model estimator 8U) to obtain a differentially private local model estimator and then the
model aggregation is performed to obtain the differentially private aggregate model Pt For
the iterative learning method, we consider the baseline of aggregation of locally perturbed
gradients similar to that of Shokri and Shmatikov (SS15bl) (denoted as Local Grad P),
except that we improve the noise bound by using zCDP. We also include the method of
Rajkumar and Agarwal (RA12)) (denoted as Rajkumar and Agarwal) in our comparison,
though note that their method does not provide the same level of privacy as our method.
Our output perturbation based model aggregation method and gradient perturbation based
iterative learning method are denoted as MPC Out P and MPC Grad P respectively.
All the above methods consume a total privacy budget of € = 0.5, except Rajkumar and
Agarwal which consumes e = 0.5 budget each iteration. Table summarizes the amount
of noise each method needs to preserve differential privacy. As the table shows, our methods
add the least amount of noise. Though Local Obj P adds noise in the same range as our
methods, it uses the noise in a fundamentally different way. While the other methods add the
sampled noise (either via output perturbation or via gradient perturbation) to the optimal
non-private model that minimizes the required objective function J(#), Local Obj P adds
the sampled noise directly to the objective function J(f) and hence optimizes an altogether
different objective function J'(0) = J(0) + Lap(fl—i), which explains why its optimality gap
increases with decreasing value of local data set size n(y).

Results. Figures and show the results for m = 1,000; Appendix includes plots
for other numbers of parties. For both the classification and regression tasks, our proposed

methods perform better than the baselines both in terms of optimality gap and relative

accuracy loss. For the classification task (Figure , MPC Grad P achieves optimality
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Figure 6.1: Optimality Gap and Relative Accuracy Loss Comparison on KDDCup99 (m =
1,000). (All models have privacy budget € = 0.5, except Rajkumar and Agarwal which

consumers € = 0.5 privacy budget each iteration.)

gap in the order of 1073 in 500 iterations and relative accuracy loss in the order of 10~* within
200 iterations, and MPC Out P also achieves values in the same range. Rajkumar and
Agarwal adds noise of the same order as our methods and hence achieves performance close
to ours, but as noted earlier, their method consumes ¢ budget per iteration. Our methods

perform order of magnitudes better than the other baselines.

For the regression task (Figure, MPC Grad P gradually converges to an optimality
gap in the order of 1072 and relative accuracy loss in the order of 1072. MPC Out P incurs
loss due to data partitioning (which is unavoidable even for non-private aggregation methods)

but still outperforms the baselines of model aggregation by orders of magnitude.
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Figure 6.2: Optimality Gap and Relative Accuracy Loss Comparison on KDDCup98 (m =
1,000). (As in Figure [6.1] all models have privacy budget € = 0.5, except Rajkumar and

Agarwal.)

6.5 Proofs of the Main Theorems

6.5.1 Proof of Theorem [6.3.2]

Before we prove Theorem [6.3.2], we provide a bound on the Laplace random vector given in
below Lemma (as proved in Chaudhuri and Monteleoni (CM09)).
lImlly

Lemma 6.5.1. Given a d-dimensional random variable n ~ Lap(f) with P(n) = %e_T

, with probability at least 1 — §, the f;-norm of the random variable is bounded as [|5|| <
dBlog (g)

For any differentiable and convex objective function, Chaudhuri and Monteleoni (CM09)

propose the following lemma to bound the sensitivity of model estimator:

Lemma 6.5.2 (Lemma 1 of Chaudhuri and Monteleoni (CM09)). Let 6; = argminy G(0)
and 6, = argming G(6) + ¢g(#) such that G(#) and g(f) are both differentiable and convex.
Then [0 — 62| < & where G5 = min, ming v V2G(0)v for any unit vector v € R? and

g1 =maxy [Vg(0)].
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We also give the following theorem to bound the excess risk between distributed non-
private model estimator and the optimal model estimator in the centralized setting. This

theorem is used to prove the Theorem [6.3.2]

Theorem 6.5.3. Given an aggregate model estimator, g =L Zm 09 where we have
19 = arg ming LS, 29 y9) + AN(6) and an optimal model estimator 6* trained on
J

the centralized data such that the data lie in a unit ball and ¢(-) is G-Lipschitz , we have

G(m—1)

0— 0| <
| | < A

Proof. For a party P;, the local model estimator is given as:
gu) = argmm— ZE : Z ,yz )+ AN(0) = argmeinG(@).
The centralized model estimator is hence given as:

0" —argmm—Zf ,T; ,yl +Z ZE ) 1 ,yl —|—/\N(9):argrrbinG(0)—l—g(«9).
i=1 = o

Thus we have the following values of g; and Gj:
= — _ < —
g1 = max |[Vg(0)] = maXZ Hw L2y GZ

Gy = minmgin 0T V2G (O] = minmein o’ ( ||V2€( L2 O+ A o| > A

Using Lemma [6.5.2] we have [|§U) — ¢ = %Zl# nil Applying triangle inequality, we get:

70 < - S8 — o) = Zz—z ‘12— Gn 1)
J J

nA

Now we are ready to prove Theorem [6.3.2| using Lemma and Theorem [6.5.3]

Proof of Theorem[6.3.9. Using Taylor Expansion, we have

A~ . AN . 1 o . AN .
) = J(67) + (67 = 0)VI(07) + S (07 — 07) V2T (0) (0 — ),
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where 0 = a P + (1 — a)f* for some « € [0, 1]. By definition, V.J(0*) = 0, thus we get

—_

JE™) = J(07) < S18 = 67|92 6)].

Since £(-) is L-smooth, we have ||V2J(0)|| < A + L, therefore

—~ . A
T <J(0°) + Lue 0"+ )
<I(O7) + S5 18 - 01 + PP+ 20— 6) ]
AN+ L . ~ .
<I(07) + 222 (10— 071 + P+ 208 — 0] - ]

By Theorem [6.5.3| and Lemma [6.5.1] we obtain
G*(m —1)*(A+ L) n 2G**(N+ L), (d)

J(OP) < J(6%) +

2n%1))\2 m2n%1))\262 )
2G%d(m — 1)(\ + L) d
1 bl

i mnt, ex? o8 (6)
2N+ L d?log*(d/s)  dlog(d/é
< )+ 0, E0t ><mQ+ o2'(d/2) | og</>>,
n(l))\ m2e €
where (] is an absolute constant. O

6.5.2 Proof of Theorem [6.3.3

Proof. The proof follows from Sridharan et al. (SSS09) where the authors give the following

relation between true risk and empirical risk bounds:

J(6°™) = min J(6) < 2[7(6"™) = J(6")] + 1(;52 {32 +log G)} .

Substituting the empirical risk bound from Theorem [6.3.2| will complete the proof. m

6.5.3 Proof of Corollary

Proof. By composition property of Lemma [6.2.5] each 6, is (tp)-zCDP.

From Lemma | the privacy budget ¢, for iteration ¢ is given as ¢, = tp+2+/tplog(1/6)
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Total privacy budget is € = Tp + 24/Tplog(1/9)
t t
— %—tp—l-Z\/tplog(l/é)(\/f)
NN AN
=1ip T Tﬁt
— b= met VT (5 -1
€ = T€ T P

2
4T log(1/6)

In the proof of Theorem [6.3.4] we showed that: p ~

Substituting the value of p, we get the relation between ¢, and e:

3 =

Hence, each intermediate model estimator 6; is (1/t/T, d)-differentially private. ]

6.5.4 Proof of Theorem [6.3.6]

Proof. From L-smoothness assumption:
E[J(0r11) = J(0:)] S E[(VJ(61), 0r41 — 0r) + —HVJ(9t) + 2]

_ ]E[—l(VJ(Ht) VI(0) + ) + —||w<9t> + 22

1 A do?
S IVIOIP + Sl < 2 (7(60) — 1) + 5

The last inequality comes from the strong convexity assumption. The above equation is

conditioned on the randomness of ;, and can be written as:

. A . do?
E[J(0r41)] = J(07) < (1= =)(J(0) = J(07)) + o+
L 2L
Summing over t = 0, ..., 7T iterations, and taking expectation:
A do?

BLJ(07)] = J(0%) < (1= )7 (J(00) = J(07) + Sx-

When T = O(log (dGT(gl()l/é))>’

G2dlog®(mn(1)) log(1/6)

m?2n?2

E[J(0r)] - J(07) < C

i
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where (] is an absolute constant and the big-O notation hides other log, L, A terms. O]

6.5.5 Proof of Theorem

Proof. We want to bound E[J(67)] — ming.J (6), where J(0) = Ep[Jp(6)]. We denote J(6) =

ming.J(#). According to Theorem 1 in (SSS09), we have the following holds with probability

at least 1 —«

G?log(1/7)

J(OT) — J(0) < 2(J(07) — J(6)) + Cs Amn )

where (5 is an absolute constant. Therefore, we have the following holds with probability

at least 1 —
T 7 G?log(1
E[J(67)] — min J(0) < 2(E[J(67)] — J(6*)) + Cs og(1/7)
0 Amn )
G2dlog? log(1/6 2 1oe(1
<2008 <ﬂ;n2u>>2 0g(1/9) ., G*log(1/)
MmN Ammny)

where (] is an absolute constant. 0

6.6 More Experimental Results

6.6.1 Experiments on KddCup99 dataset

With the increasing number of parties m (and accordingly decreasing the local data set size
n(y), performance of all the methods decrease except that of MPC Grad P (see Figures
and . While the performance of baselines deteriorate mainly due to the large amount
of noise they add, the performance of MPC Out P, on the other hand, decreases with
decreasing local data set size due to the loss in information from data partitioning (which
is the case with any model aggregation based method, including the non-private ones). For

m = 50,000, the large amount of noise destroys the utility of Pathak (Figure [6.4)).
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Figure 6.3: Optimality Gap and Relative Accuracy Loss Comparison on KddCup99 (m =

100)
*All models except Rajkumar and Agarwal have privacy budget ¢ = 0.5.
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Figure 6.4: Optimality Gap and Relative Accuracy Loss Comparison on KddCup99 (m =

50, 000)
*All models except Rajkumar and Agarwal have privacy budget ¢ = 0.5.
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Figure 6.5: Optimality Gap and Relative Accuracy Loss Comparison on KddCup98 (m =

100)
*All models except Rajkumar and Agarwal have privacy budget ¢ = 0.5.

6.6.2 Experiments on KddCup98 dataset

Overall, with the increasing number of parties m (and accordingly decreasing the local data
set size n()), performance of all the methods decrease except that of MPC Grad P (see
Figures and . Though the performance of MPC Out P decreases with decreasing
the local data set size, it still outperforms the baselines of model aggregation. We note that
for m = 50,000, Local Obj P performs worse than the Local Out P which is due to the
deviation in the objective function of Local Obj P as mentioned earlier. The utility of
Pathak is severely affected due to the large amount of noise added, which is why the plot
is out of the range for m = 50,000 (Figure .

6.6.3 Experiments on Adult dataset

The Adult (ANOT) data set consists of demographic information of approximately 47,000

individuals, and the task is to predict whether the annual income of an individual is above
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Figure 6.6: Optimality Gap and Relative Accuracy Loss Comparison on KddCup98 (m =

50, 000)
*All models except Rajkumar and Agarwal have privacy budget € = 0.5.

or below $50,000. After removing records with missing values, we end up with 45,222 records
of which 30,000 records formed the training set and the remaining records formed the test

set. After pre-processing, each record consisted of 104 features.

We vary the number of parties m from 100 (where each party has 300 data instances) to
1,000 parties (with each party having 30 data instances) and all the way to 30,000 parties

(each having only one data instance).

Our proposed methods MPC Out P and MPC Grad P outperform the baselines both
in terms of optimality gap and relative accuracy loss (Figures and . MPC Grad
P achieves optimality gap in the order of 1072 and relative accuracy loss in the order of 10~*
for all settings, while the performance of MPC Out P deteriorates with decreasing local
data set size (due to the information loss from data partitioning). Nevertheless, MPC Out

P still outperforms all the baselines by orders of magnitude.
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Figure 6.7: Optimality Gap and Relative Accuracy Loss Comparison on Adult (m = 100)

*All models except Rajkumar and Agarwal have privacy budget e = 0.5.
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Figure 6.8: Optimality Gap and Relative Accuracy Loss Comparison on Adult (m = 1,000)

*All models except Rajkumar and Agarwal have privacy budget ¢ = 0.5.

146



103 10°
102 4 /— Local'Grad P
" 1071 4
10* 4 S
a )
8 5
i ———————— g
> Local Obj P 5
£ 1004 g 1072
£ 3
g_ MPC Out P <
] tem e 2
10 N ) K
R Rajkumar and Agarwalt—. —.—.— = 1073
102
1073 T T T 1074 T T T
0 500 1000 0 500 1000
T T

Figure 6.9: Optimality Gap and Relative Accuracy Loss Comparison on Adult (m = 30,000)

*All models except Rajkumar and Agarwal have privacy budget € = 0.5.

6.7 Implementation of Secure Aggregation

For our prototype implementation of secure aggregation, we implemented the two-party
non-collusive framework of Tian et al. (T'JGI6). We used the Obliv-C (ZE15b) framework
for performing the MPC, and measured the runtime and bandwidth cost of doing secure
aggregation along with noise generation inside the MPC framework (See Table . We
conducted experiments using both semi-honest Yao’s garbled circuits protocols, and in the
active-secure dual execution model (HKE12). This provides security against fully malicious
adversaries, but leaks up to one arbitrary bit of information about private inputs with each

protocol execution.

Across all the data sets, the garbled circuit for performing the secure aggregation along
with noise generation took around 700 to 900 MB of bandwidth, consisting of around 37
million to 48 million gates for Yao’s protocol. The primary cost of the protocol is transmitting
the ciphertexts of the garbled gates, and the circuit complexity is dominated by the noise
generation. The bandwidth of oblivious transfer (OT) ranged from 32 to 41 MB. The cost

is double for dual execution protocol. Note that the cost does not depend on the size of the
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Table 6.2: Secure Aggregation in MPC

Adult | KDDCup99 | KDDCup98
Number of Features 104 122 95
Gate Count 40,733,500 | 47,781,200 | 37,209,600
GC Bandwidth (MB) 776.93 911.35 709.72
OT Bandwidth (MB) |  35.17 41.19 32.28
Yao Runtime (sec) 22.28 26.45 20.31
DualEx Runtime (sec) 56.46 65.21 50.67

data set; it only depends on the number of parties, the number of features in the data set,
the needed precision, and the method used to add the required differential privacy noise.
As the table suggests, the number of gates grows linearly with the number of features, with

roughly 391,600 gates per feature.

Overall secure aggregation took less than 2 seconds using Yao’s protocol, and the remain-
ing computation time was taken by the noise generation. For sampling the Laplace noise,
each party first inputs its share of random number u;, which is XORed inside the MPC
to generate the randomness u = @ u;. Next, the Laplace noise of scale b is generated as:

. We used the

Lap(b) = £ log([u]).b, where [.] shrinks the input to (0,1] range and b = m.ni)/\e
big integer library (Doel7) to perform the log operation within the MPC. Gaussian noise
can be generated in the same way using the Box-Muller method (BM58). There are many
opportunities to reduce this cost without reducing security by generating the required noise

differently, which we plan to explore in future work.
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CHAPTER 7

Conclusion and Future Work

Privacy concerns emerge as one of the major problems when deploying machine learning
methods in real-world applications. The main focus of the thesis is to address these concerns
by developing more efficient and effective privacy-preserving machine learning algorithms.
To this end, we propose a series of differentially private sparse learning methods in Chapter
2 and Chapter 3. In Chapter 2, we design a differentially private iterative gradient hard
thresholding algorithm to train the private sparse model in a more efficient way. In Chapter
3, we establish a knowledge transfer framework, which focuses on improving the utility

guarantee of the private sparse model.

In Chapter 4 and Chapter 5, we study the differentially private nonconvex optimization.
In Chapter 4, we develop a private stochastic optimization algorithm for training deep neural
network which can significantly reduce the computational complexities. Chapter 5 focuses

on the utility of solving private empirical risk minimization.

In Chapter 6, we provide a new privacy-preserving framework for distributed empirical
risk minimization. We prove that the proposed framework can achieve the same utility

guarantee as the centralized one without sacrificing the privacy.

While we have made progress towards developing more efficient privacy-preserving ma-
chine learning algorithms with strong privacy and utility guarantees, there are still many
unsolved fundamental questions. My future research plans focus on further pushing the
frontier of privacy-preserving machine learning by understanding the fundamental limits of

privacy-preserving methods, designing new, theoretically principled privacy-preserving ma-
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chine learning methods for distributed/federated problems, and building privacy-preserving

systems for real-world problems.

Understanding the Privacy Risks in Practice: Although differential privacy provides
strong bounds on the worst-case privacy loss, it does not elucidate what privacy attacks could
be realized in practice. Therefore, there remains a large gap between achievable privacy guar-
antees using privacy-preserving machine learning methods and what can be inferred using
known attacks in practice. Therefore, it is very important to understand the privacy risks
of existing privacy-preserving machine learning methods in practice. To achive this goal,
our idea is to use the membership inference attack as the testbed for evaluating the privacy
leakage of privacy-preserving machine learning methods. More specifically, the potential
solution may consist of two parts: Firstly, we develop a new privacy leakage metric that cap-
tures the inference risk under realistic assumptions such as skewed priors (wherein members
only make up a small fraction of the candidate pool). Secondly, we design more powerful
inference attacks to empirically evaluate the privacy leakage of models trained with privacy-
preserving machine learning methods. We believe that the potential solution can shed light
on how vulnerable our model could be in practice even trained with privacy-preserving ma-
chine learning methods. We also aim to establish more powerful attacks, including attribute

inference in the future, to help us better understand the privacy risks in practice.

Privacy-Preserving Federated Learning: Although we developed the privacy-preserving
federated learning (FL) method using secure multi-party computation to achieve state-of-
the-art privacy and utility guarantees in Chapter 6, there still exist many unsolved research
questions in this field. For example, communication cost is often the bottleneck in FL. There-
fore, it is imperative for us to design new privacy-preserving federated learning methods that
can significantly reduce communication costs while maintaining strong privacy and utility
guarantees. Besides, private data are often distributed non-i.i.d. across different users in
FL. Thus, privacy-preserving federated learning methods should deal with the heterogeneous

data without deteriorating both the privacy and utility guarantees. More importantly, FL
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often relies on a trusted central server that can aggregate and analyze local information.
What if the central server is vicious, and how can we protect each user’s privacy without
sacrificing the collective model’s utility in such setting? I aim to address these research ques-
tions in privacy-preserving federated learning. By solving these research questions, I believe
the new privacy-preserving federated learning methods we build will profoundly impact both

literature and real-world applications.

Lower Bounds for Differentially Private Optimization: The most widely used op-
timization method for solving machine learning problems with privacy guarantees is the
differentially private gradient-based method, such as DP-SGD. However, there is no lower
bound result for differentially private optimization methods, and thus it is unclear whether
existing differentially private optimization methods are optimal in terms of computational
complexity. To better understand the fundamental limits of differentially private optimiza-
tion methods, it is very important for us to establish lower bounds on the complexity of
solving the privacy-preserving machine learning problem with only accessing up to first-
order stochastic oracles. To this end, we will extend the existing proof technique from the
non-private optimization problems to differentially private optimization problems, and our
lower bounds will reveal how the privacy mechanism affects the optimization process with
existing optimization methods such as stochastic gradient descent, and how can we design
more efficient differentially private algorithms for solving privacy-preserving machine learn-

ing problems.
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