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Wireless communications for intelligent and autonomous systems in the urban Internet-of-
Things (IoT) involve immense challenges, especially for time-sensitive and mission-critical
applications and/or disruptive environment scenarios. Moreover, the enormous scale of wire-
less devices with heterogeneous technologies like LTE, Wi-Fi or other device-to-device (D2D)
communications often share common wireless frequency spectrum and causes interference in
the dense environment of urban IoT. The aforementioned scenarios result in high latency
in the application, data losses in the wireless medium and often disruption in connections
among communicating devices, thus failing to meet the quality of service or computation.
Modeling the behaviors of the complex interactions of communication, computation and
control in the real-world autonomous systems, e.g., unmanned aerial vehicles (UAV) in the
dynamic environment is practically impossible. Our proposed approach learns the behavior
of the application performance through the semantics of the data and also the cross-layer
information from the network protocol stack, and formulates dynamic adaptive policies for

improving the performance of the application and/or mission.

This dissertation proposes mitigation of these problems by realizing approaches, e.g., data-

driven prediction in information constrained systems for dynamically selecting the best mode
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of communication and computation for a given objective function, Stochastic optimization
for cognitive interference control, Software defined networking protocols and network vir-
tualization to facilitate the adaptive framework. For the prediction of quality of wireless
networks in a multi-channel or multi-network environment, the notion of probes, resembling
the data semantics is introduced to predict the available unused channels or networks. In
complex scenarios involving more environmental dynamics, e.g., UAV based applications,
prediction based on cross-layer information and physical parameters is used to facilitate dy-
namic network selection for the UAV mission. In case of interference from coexisting wireless
devices sharing frequency spectrum, we propose a cognitive interference control framework
where based on the relevance of the data content, i.e., if the data is part of a reference block
or differentially encoded block, a Markov Decision Process (MDP) determines a transmission
policy that achieves required data quality while optimizing the throughput of the secondary
users. Additionally, in order to minimize the latency of decision making for data processing
and/or forwarding in a multi-scale computing architecture, we incorporate Network Func-
tion Virtualization (NFV) employing inbuilt kernel feature, called extended Berkeley Packet
Filter (eBPF) to parse the packets in the earlier phase of the packet reception in the kernel
space. The packet processing and filtering functions implemented in the user space can be
called by eBPF for fast packet filtering and forwarding on layer2 to minimize the socket

buffer allocation; thus, saving both system resources and latency.

The proposed solutions are implemented both in simulation and on real-world systems, e.g.,
UAV equipped with sensors for data processing, and software defined radios (e.g. USRP
B210, B200mini) for communication. This research also contributes to the development of
an open-source based UAV-network simulator called “FlyNetSim” and open-source based

NFV implementation with eBPF on Linux kernel, for free use in the research community.
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Chapter 1

Introduction

1.1 Copyright Notice

Some material contained within this dissertation has been previously published and is used

with permission.

e Copyright (© 2019 IEEE. Reprinted with permission, from Davide Callegaro, Sabur
Baidya, Gowri S. Ramachandran, Bhaskar Krishnamachari, and Marco Levorato, “In-
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tonomous UAV Systems” In IEEE MILCOM 2019-IEEE Military Communications
Conference (MILCOM).

e Davide Callegaro, Sabur Baidya and Marco Levorato, “A Measurement Study onEdge
Computing for Autonomous UAVs”, in Proceedings of the ACM SIGCOMM 2019
Workshop on Mobile AirGround Edge Computing, Systems, Networks, and Applica-
tions (MAGESys) © 2019 ACM, Inc. http://dx.doi.org/10.1145/3341568.

3342109. Reprinted by permission.
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1.2 Motivation: Urban Internet-of-Things

Urban Internet-of-Things (IoT) involves interconnection and inter-operation of millions of
devices to provide various multi-sensor based smart services in the urban environment. In
near future majority of the population are expected to be living in urban areas [170] which
necessitates a robust urban IoT infrastructure to support present and future applications.
Moreover, the enormous amount of data flow over the network needs efficient transport mech-
anisms to support the corresponding computations and applications. The heterogeneity of
the applications, computations and communication technologies make their coexistence more
challenging. We study the impact of the dynamics of the urban environment on those het-
erogeneous components which motivates to formulate adaptive policies for computation and
communications. Now, creating an urban IoT infrastructure for smart city has multifaceted
challenges including socioeconomic, regulatory, demographic and many others. However,
from technological perspective we focus on the Communication and computation challenges

in the urban IoT.

1.2.1 Communication Challenges in Urban IoT

Supporting city-wide exchange of information in Urban Internet of Things (IoT) systems
using existing communication infrastructures is extremely challenging especially when tradi-
tional services operate in the same network resource. Additionally, the most advanced Urban
[oT services focus on real-time data processing, which shifts the perspective and goal of the
Network when transporting data. In order to support the exchange of data streams, the
urban IoT needs a robust network infrastructure support for communication over varying
range. For small scale deployment of the sensors, a small wireless network, e.g., WiFi or
Wireless Sensor Networks (WSN) may work. However, for long-range fast communication

over wireless link, it may need LTE and 5G communications. The enormous volume of data



also needs to be transported across the city requiring availability of high bandwidth or intel-
ligent means of transporting the traffic based on the dynamic requirement for computations.
With the advent of cutting-edge technologies new applications are getting developed that
necessitates high bandwidth and/or low latency communications - e.g., Virtual Reality (VR)
and Augmented Reality (AR), Autonomous Vehicles, Vehicle-to-Vehicle (v2V) communica-
tions, real-time video surveillance with object detection, real-time live video streaming like
First Person View (FPV) from an Unmanned Aerial Vehicle (UAV), real-time robotic con-
trols etc. Apart from the latency and bandwidth requirement, handling the fast dynamics
due to high speed mobility in vehicular communication and UAVs are extremely challeng-
ing. Another major problem in the dense environment e.g. cities is that enormous number of
wireless devices coexist with heterogeneous wireless technologies sometimes sharing the same
frequency spectrum causing interference in the wireless medium. Mitigating interference for

real-time applications is one of the major challenges in the urban IoT.

1.2.2 Challenges for Intelligent & Autonomous Systems

The smart and intelligent services in urban IoT involves computations in different scales in
different sites of the network. The end-devices equipped with multi-sensors usually comprises
of components with low computational power, lower memory, light weight hardware. As a
result on-board computations at the sensor devices may not be highly efficient in terms of
completion time of a computation process, also the accuracy of computations. For example,
in smart real-time surveillance systems, the camera captures the video in real-time and
processing on-board at the camera may not provide high accuracy of object detection or
takes longer time to compute the task, thus loosing the real-time nature of the application.
similarly, if an UAV application involves tracking and following an object, then it needs to
capture the video of the object, then compute and then make decision for control accordingly

- the whole thing in real-time. Apart from the computational capability, there are constraints



of energy also as most of the sensor devices are operated with batteries. Hence, even if a
computation is feasible to be done on-board it may consume lot of power that can limit the

mission-oriented applications.

1.2.3 Multi-scale Computation Architecture

Contral Message

c:oLr:::ing Mx’
o ((( ))))) Edge

Com puting

Catalogue of
all registered
SEensors

i

__, Control Message'

rd Base
& Station
Event/
~

(( )) Activity
i’ P %< > Computation
Controller

(¢ '* )
| ateway
) router
)
,A\ " Edge
Base ‘<] Computing Generate Smart

Station Control Message Solution

WIFi Access
Point

Personal Mobile

\ Sensors
3 )

Figure 1.1: Multi-scale Computations in the urban IoT.

In order to mitigate the problems of inefficient on-board computations in terms of task com-
pletion time or energy consumption, multi-scale computation can be used where computing
can be done in a remote server which is much powerful than the on-board computer. How-
ever, for real-time computations in the urban IoT, the end-to-end delay constraints may not
be met if the computations done at the end could server which is at the other side of the
backbone network. To overcome this problem, edge computing paradigm is used where com-
puting devices which is more powerful than the on-board computer but much less powerful

than the end cloud server is placed. In most cases, the edge servers are sufficiently capable



of processing the computations for intelligent and autonomous systems in almost real-time.
The edge computing servers can also facilitate to forward the computed results to the end
cloud for further non-real-time analysis, thus saving sending the same raw data stream again
to the end cloud - hence improve the network utilization. As shown in Figure 1.1, the
edge computing server can coordinate with the base station or the wireless access point to
facilitate real-time controls for transmission of the data over wireless networks based on var-
ious constraints, e.g., latency, energy, temperature or other constraints. However, even with
employing edge computing, the impact due to variability in the wireless environment and

heterogeneity of the coexisting applications needs to be addressed and resolved.

1.3 Dissertation Contributions & Overview

This dissertation aims at solving the aforementioned challenges using the adaptive commu-
nications involving intelligence at both at the sensor and at the edge side. The sensors
leverage the structural semantics of the data for content-aware transmission, thus helping
a graceful coexistence with heterogeneous technologies and applications. On the edge-side
the information awareness can be incorporated through novel a software-defined architec-
ture for helping real-time computations. It also contributes to the adaptive communication
using multipath and multi-hop communications, thus optimally using the available network
resources. We use the notion of probe to predict the channel quality of the unused paths
and making intelligent decision to optimize the Quality of Service (QoS) of the application
while ensuring minimal impact on coexisting applications. We demonstrated the solutions

on real-world use case scenarios - some in simulation and some on systems implementations.

The following is the overall organization and research contributions of the thesis:

e Chapter 2 presents a literature survey on related works on the main problem and the



sub problems on communications and computations in the urban IoT.

Chapter 3 address the problems of interference management for an urban IoT appli-
cation. It considers a real-world video streaming as an application and leverages the
encoding property of the data to create a Markov decision process based on the prob-
ability of success of the delivery of the video stream and the coexisting data stream.
Our key contribution is that making the coexisting application aware about the con-
tent (priority) and context (position in the encoding window) can improve the gain of
throughput of the coexisting application while maintaining a dynamic Quality of Com-
putation (QoC) requirement. It also shows how to avoid starvation of the non-priority

user in case of multiple priority users operating.

Chapter 4 introduces a novel approach for a software defined Network Function Vir-
tualization (NFV) to support real-time edge computations. It develops a low cost
solution for using built-in kernel feature on Linux called extended Berkeley Packet Fil-
ter (eBPF) to develop a dynamic data filtering model that can save communication and
system resource usage and also minimizes latency of simultaneous computations on the

same data. We show the performance of the system with real-world implementation.

Chapter 5 investigates using alternate communication resources to efficiently support
the computation while balancing the performance cost. It defines a threshold based
network selection among LTE and WiFi networks through edge-assisted feedback to
the sensors. The solution while not being optimal gives intuitions of optimizing the

performance using multipath solutions.

Chapter 6 designs and develop a novel probe-based predictive network selection model
for real-time video streaming applications. Our key contribution is effectively and
efficiently predicting the alternate unexplored paths for future QoS while minimally
impacting the coexisting users. The solution first generates datasets with realistic

traffic traces and learns the prediction model which is implemented on a online version



for real-time path selection. The model shows significance performance improvement

compared to single channel naive or bitrate adaptive single channel performance.

Chapter 7 describes building a fully open-source integrated UAV-network simulator to
facilitate various communication scenarios for mission oriented applications over UAV,
which are difficult to implement exhaustively in real-world scenarios. As a contribution

to the open source community the simulator is released for open use for research.

Chapter 8 investigates the feasibility of infrastructure assistance for autonomous UAV
systems. It primarily studies the two mission oriented applications including remote
navigation assistance and computation task offloading over WiFi and LTE infrastruc-
tures over different communication ranges and network loads. It provides results show-

ing the necessity of adaptive communications for mission-oriented applications.

Chapter 9 demonstrates building a robust prototype of real-world airborne systems
supporting distributed mission oriented computations. In proposes a predictive models
including learning joint behavior of UAV control and communication and predict the
performance of the mission. It also proposes multi-hop communication and distributed

multipath enabled computation and communication architecture over UAV systems.

Chapter 10 concludes the dissertation with summarizing the overall approach of pro-
posed adaptive communications that can support various applications in urban IoT

and discusses about potential future research directions.



Chapter 2

Related Work

In context of urban IoT and its challenges, several related research works have been going on
to solve different challenges, e.g., some works aimed at optimizing the performance accuracy
while some care about timeliness; some may more care about minimizing the resource usage
while some prioritizes fairness in coexistence. In this section we primarily survey related
works on different computing architectures in urban IoT, also various types of mission-
critical applications that we are interested in and lastly various communication paradigms

which are the main aspects of this thesis.

2.1 Computation Architecture in IoT

Traditionally, the multi-scale computing architecture in the urban IoT is hierarchical, the
bottom level at the device is least powerful and resource constrained whereas the top level at
the cloud server is with very high computational power and with abundance of the resources.
In the following subsections, we describe different approaches and intelligence incorporated

at different level of the multi-scale computing architecture to facilitate various applications.



2.1.1 Cloud Computing

Traditional cloud computing, i.e. processing and storing the [oT data in a remote cloud
server has been useful for various IoT applications that do not require real-time response.
For example, in [49], the authors describes the challenges in converging the IoT and the
cloud computing. The paper [155] proposes a decentralized distributed mini cloud storage
for storing ToT data for flexibility in storage and access. The paper [75] develops a frame-
work for efficient processing and managing healthcare data from wearable devices. In another
work [56], a cloud computing architecture is proposed for IoT big data acquisition, manage-
ment and mining is proposed. The paper [178] shows a smart home IoT appliance and its
integration with cloud through web services. In another work [99], a cloud for IoT data from
vehicular technology is built, primarily for two use cases - smart parking and vehicular data
mining. In all the aforementioned works, the applications are not highly time-critical thus
can afford to have the computation delays from the cloud servers. However, for efficient

computation offloading to the cloud, the end-to-end communication need to be good.

2.1.2 Edge Computing

In order to minimize the computation delay, computation is proposed at one hop wireless
distance away from the sensors - i.e., at the wireless edge [176]. The IoT usecases that
are mission-critical but also computation heavy can get benefit from this edge computation
paradigm. Especially, if there is a real-time control loop back to the sensor from the compu-
tation server is involved, edge computing [52] is necessary. The edge server can be connected
to a WiFi access point (Cloudlet) or to a cellular base station (Mobile edge). The paper [71]
makes a comparison for long range Mobile edge computing to the computing at the cloudlets
at shorter range. In [129] an edge-computing based deep learning framework is proposed for

serving the IoT applications. A light weight virtualization framework at the edge is proposed
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in [153] to facilitate fast and small computations for IoT applications. In [180] a blockchain
based distributed control is proposed for edge computing. Although the edge computing is
promising for computations in IoT for real-time service, it still depends on the delay over

wireless networks which has high variability, specially in urban environment.

2.1.3 On-board Computing

On-board computation is the simplest computation architecture where the sensor side is
responsible for all the computations. However, due to the computation challenges on the
sensor side described earlier, the on-board computation may lack in quality of computation or
in latency and resource usage. To mitigate the problem, splitting the computation between

sensor and edge is proposed so that, sensor can execute partial data with lower load [125].

2.2 Applications in Urban IoT

In this section, we describe the time sensitive and/or mission-critical IoT applications and

different adaptive protocols in the literature that facilitates the applications and services.

2.2.1 Multi-sensor Data Acquisition

Several works on multi-sensor based data fusion including [151] and [208] describes the
challenges of fusion of heterogeneous sensor data. A multi-sensor data fusion for robotic
control is described in [139]. Clearly, these data fusion for real-time control systems like
robotics need very low latency and high precision and also synchronization among the data
sources. In paper [167] a decentralized multi-sensor based real-time tracking and surveillance

system is proposed. All these aforementioned applications add complexity in computation in

11



terms of synchronization, load and latency constraints. Hence, effective methodologies with
efficient algorithms are needed to support the multi-sensor data fusion for various smart

services in the urban IoT.

2.2.2 Real-time Video & Vision Applications

Real-time video streaming is one of the major application in the urban IoT that requires
high bandwidth and low latency. In paper [21] an edge-computing based video analytics
framework is demonstrated. A traffic control application using real-time video streaming
is proposed in [194] by number plate matching to check illegal vehicles. In paper [191] a
real-time large scale video analytics framework for smart city is proposed. However, in the
dynamic environment of urban IoT, the quality of video streaming gets compromised in
terms of either data losses, hence corruption in the video frames or delay in play out. To
mitigate the quality degradation, adaptive algorithms, e.g., adaptive bit rate (ABR) based
algorithms [15] or adaptive framerate [211] solutions are proposed. [59] designs and develops
a self-optimizing wireless video application that can adapt in real-time based on context
and energy constraints. An urban traffic surveillance video stream using fog computing is
proposed in the paper [62]. Apart from the video streaming, with the advent of faster real-
time object detection algorithms, e.g. Yolo [168] new applications including surveillance,
public safety, traffic management etc. are developing in the urban IoT that needs stringent
latency and computation requirements. To cope with the resource constrained computing
devices, light wight framework for object detection, e.g. Mobilenetv2 [171] and Yolo-lite [105]

are developed.
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2.2.3 Autonomous UAV based Applications

Unmanned Aerial Vehicles (UAV) are envisioned to perform articulated tasks in complex
mission scenarios. Apart from traditional task of carrying and delivering objects from places
to places, UAVs can be equipped with many sensors including video sensors, location sensors,
mini radar, sensors to monitor environment and many others to perform newly developed
tasks for the urban IoT. To this aim, they continuously sense the surrounding environment
and process the generated data with sophisticated algorithms. However, commercial UAVs
inherently operate under limited on-board resources. As a consequence, intense computation
tasks often incur a delay sufficiently large to impair the ability of the UAVs to autonomously
control their navigation and operations. However, there are various applications based on
autonomous operation of UAV developed in the realm of IoT. In paper [150] a intelligent
transport system based on UAVs is proposed for smart city. A UAV-based disaster man-
agement framework is proposed in [76]. Another important use of UAV as envisioned in
recent times, is to increase the network coverage and connectivity as a communication relay
or a flying base station as proposed in papers [140, 19]. However, in this thesis we focus on

real-time sensing and control applications over UAVs in urban IoT.

2.3 Communications in Urban IoT

The main focus of the thesis is the communications to support smart and intelligent ap-
plications in the urban IoT. In the previous section, we discussed about the challenges in
communication in the urban IoT. Here, we discuss about different communication paradigms
incorporated in cities for handling the traffic demand and also coping with the variability in

the network conditions.
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2.3.1 Infrastructure-assisted Communications

In the infrastructure-assisted communication, the popular communication modes are WiFi
and Long Term Evolution (LTE). WiFi while operates on the unlicensed frequency bands in
2.4 GHz and 5 GHz bands, based on family of IEEE 802.11 standards [154]. The increased
demand of bandwidth over wireless networks gave rise to proposing carrier aggregation or
channel bonding in WiFi standards [199]. LTE traditionally operates in the licensed fre-
quency spectrum and is regulated by 3GPP [86]. Usually WiFi works in the shorter range
within around 100m range, while LTE works for long range communication over few miles.
WiFi follows distributed coordination function for resource allocation whereas LTE is a cellu-
lar technology that centrally controls the resource allocation through as base station. Recent
proposition of LTE suggests to use LTE also in unlicensed frequency band [216] as well as
a licensed assisted mode. Using these infrastructure, new communication paradigms are
also evolved, e.g. communication of vehicle to everything (V2X) over LTE [23, 173] and
WiFi [66], smart grid automation over LTE [79], Line-of-sight detection [219] and indoor
localization [185] using over WiF1i infrastructure etc. The development of these upcoming
technologies and their enhancements encourage to implement and improve adaptive algo-

rithms for communications over the urban infrastructure.

2.3.2 Ad-hoc and Device-to-device Communications

Due to the large volume of data traffic over the wireless infrastructure along with mobil-
ity and other variations, ad-hoc communications between devices is used to improve the
data transmission. Over WiFi, the device-to-device (D2D) communications is done as WiFi-
direct [26] and over LTE, it is done as LTE-direct [67] or as LTE underlay communica-
tions [72]. However, most of the adhoc communication happens in the unlicensed band

requiring an interference management with coexisting users using the same frequency bands.
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Wireless and Device-to-Device (D2D) communications are specially beneficial in high speed

mobility scenario like vehicular or UAV to UAV communications.

2.3.3 SDN-based Core Networks

To support the computation at the cloud and edge, flow control algorithms that is supported
by Software-defined networking (SDN) can be incorporated. In [193], the opportunities and
challenges of deploying IoT applications over SDN is proposed. An end-to-end orchestra-
tion of IoT services with Network Function Virtualization (NFV) is proposed in [200, 161].
In paper [82] an SDN based improved security is proposed for IoT applications. A deep
learning based traffic load prediction and adaptive communication for IoT applications is
presented in [186]. The primary advantage of SDN is that it can be programmed as per the
computation requirement dynamically, thus can provide optimal trade off for the usage of
the communication resources. However, there are several challenges to develop SDN based
solutions, especially for time-sensitive and mission critical applications which we address in

this thesis.
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Chapter 3

Content-Aware Cognitive Interference

Control for Urban IoT Systems

3.1 Introduction

The Internet of Things (IoT) is a recent communication paradigm that enables the inter-
connection and interoperation of everyday life objects, equipped with transceivers for digital
communication and suitable protocol stacks [29]. An emerging trend proposes the appli-
cation of the IoT paradigm to the urban environment [213, 47], that is, the Urban IoT,
which integrates city-wide sensing, communication and processing resources to improve the

efficiency of public services.

We contend that the cognitive network paradigm [109, 143] can play an important role in the
design of networking technologies capable of supporting communications and computations
in the complex Urban [oT scenario. One of the main challenges arises from the heterogeneity
of the technologies supporting communications at different geographical scales, which often

coexist on, and compete for, a shared channel resource. Importantly, in some application
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scenarios, communications supporting Urban [oT systems utilize the same frequency bands
used by traditional wireless services. There is, then, a strong need for technological solutions
facilitating the coexistence of heterogeneous data streams, especially for those applications
where algorithms processing data streams in real-time may impose stringent and short term

Quality of Service (QoS) requirements to the network.

Here we propose a new framework, where cognitive techniques are used to control the in-
terference generated by mutually interfering data streams, some of which may transport
information critical to accomplish real-time IoT computational tasks. The main observa-
tion behind the framework proposed in this study is that different portions of data streams
supporting IoT services may have different relevance to the global computational goal. The
framework we propose realizes a cognitive content-oriented channel access control, where
transmission of concurrent data streams is shaped to create optimal interference patterns to
critical IoT data streams. We refer to the former and latter as cognitive and “protected”
data streams. However, we remark that in a general formulation the IoT streams can also

implement cognitive behaviors.

In most traditional cognitive network frameworks, the notion of cognition was used to iden-
tify and use for transmission of empty time/frequency slots, the so called white space [90].
The objective, then, was to make the communications of the different classes of users orthog-
onal, avoiding interference as much as possible. In modern network coexistence scenarios,
the portions of spectrum shared by multiple technologies may be occupied by many users
transmitting heavy data streams, such as multimedia information. In this context, a rigid
classification of users typical of traditional cognitive network frameworks jointly with a white

space-based approach would result in the starvation of non-prioritized users.

The framework we propose seeks practical methodologies to control the interference gener-
ated by the cognitive wireless nodes to concurrent data streams in a semantic fashion. The

transmission pattern of the cognitive users is defined based on the state of the concurrent
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data streams, defined to describe the relevance of each segment of data being transmitted
to the algorithms consuming the data. However, while the binary idle-busy state neces-
sary to control transmission in white space-based approaches can be directly inferred by
the cognitive nodes, the semantic information driving transmission decisions in the proposed
framework necessitates a sophisticated architecture entailing the collaboration of devices and

infrastructure-level agents.

A key component of the proposed architecture is edge computing [53], where computation
resources (edge processors) are placed within a one-hop low-latency topology to provide
real-time and reliable services within wireless islands. In our proposed architecture, the edge
processors support transmission control by analyzing the incoming data streams to extract
useful semantic information. The wireless nodes, the cellular resource manager and the edge
processor collaborate to build a map of the content state in the time/frequency slots occupied

by the protected IoT users.

To illustrate the general principle behind the proposed architecture, we consider a case-study
scenario where Device-to-Device (D2D) communications coexist with Long-Term Evolution
(LTE) cellular communications in the same bandwidth [73]. The chosen application is re-
mote monitoring, where video streams acquired by local sensors are analyzed by the edge
processor to detect and classify objects of interest, for instance to identify treats and support

autonomous transportation networks.

We assume that the IoT data streams transport encoded video over LTE, and that a local,
cognitive, D2D link uses for transmission the same channel resource. Interference from the
D2D link can severely impair the performance of algorithms processing the video streams
in real time. In order to minimize its impact on the decoding and analysis processes per-
formed at the edge processor, the cognitive transmitter exploits the semantic structure of

the temporal encoding of the video streams.
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The proposed scheme requires the extension of the LTE protocol stack to include the notion
of content state, and to implement messaging supporting the content-aware transmission
strategy of the cognitive terminals. We conducted our investigations by implementing these
modifications within the NS-3 simulation environment. By means of detailed network and
data processing simulations, we demonstrate that the proposed content-oriented paradigm
can significantly increase the throughput achieved by the D2D transmitter for a given max-
imum degradation of the processing algorithm output compared to a uniform interference

strategy.

3.2 Analytical Model on Content-Based Interference

Management

Device-to-Device (D2D) communications have been envisioned as an effective solution to
support local information exchange without generating additional traffic to the network
infrastructure. Herein, we consider a network scenario where a D2D link operates on a

Long-Term Evolution (LTE) uplink channel [51, 73, 221, 83] as an underlay.

The main challenge is the control of mutual interference, especially due to the logical
separation between the two networks. Recent contributions proposed mode selection and
power control based interference control mechanisms, where the objective is to maintain
the Signal-to-Interference-plus-Noise-Ratio (SINR) at the LTE receiver above a predefined
threshold [221, 111, 217]. In this study, we propose a novel content-based interference strat-
egy, which targets interference on specific packets within the information stream. We contend
that this construction is especially suited to the Urban [oT, where data streams from sensors

are compressed, and the relevance of the transmitted information might change over time.

We consider a scenario where the LTE link is transporting compressed video, and the D2D

19



transmitter is bound by a constraint on the minimum Peak Signal-to-Noise-Ratio (PSNR)

measured at the LTE receiver.

The dynamics of the network are modeled as a Markov process [48], which tracks the trans-
mission process of the LTE link and the transmission decisions of the D2D transmitter.
The optimization problem is formulated as a Markov Decision Process (MDP) problem, and
solved by means of a specialized Linear Program (LP). The output of the optimization prob-
lem is a randomized past-independent policy [116], that is, the transmission action is solely

a function of the current state of the system.

The obtained optimal transmission strategy and achieved performance demonstrate that the
D2D link can significantly improve its throughput if interference is targeted to specific packets
within the video stream. More specifically, the D2D transmitter should reduce interference
generated to the LTE link when reference frames are transmitted. Results obtained by
applying the optimal policy to real-world video show that the PSNR significantly improves

with respect to that of the reference transmission policy.

3.3 Network and Application Scenario

Fig. 3.1 depicts the network considered in this study, where LTE and D2D links coexist on
the same channel resource and mutually interfere. The LTE mobile terminal is uploading a
video to the network infrastructure, whereas the D2D device is assumed to be transmitting
best-effort traffic to a neighboring mobile device. In the following, we first describe the video
compression techniques that are widely used for storage and transmission, and, then, the

physical layer model adopted in the analysis and optimization framework.
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Figure 3.1: Network configuration considered in the study. The LTE and D2D links coexist
on the same channel resource and mutually interfere.

3.3.1 Video Streaming:

A video is a sequence of images produced at a given rate. Unlike images, which only have
a spatial component, a video has a temporal component as well. Therefore, compression is

performed both along the spatial and temporal dimensions.

Spatial compression: The individual pictures are broken into “macroblocks” which are

transformed by Discrete Cosine Transform (DCT) from space domain to frequency domain.
Basic MPEG-4 uses 8x8 DCT whereas H.264/MPEG-4 Advanced Video Coding (AVC)
standard uses a 4x4 DCT-like integer transform. The transformed data, then, are quantized

and encoded using entropy coding.

Temporal compression: Temporal compression exploits the significant similarities that

may interest pictures within the video stream captured at close time instant. This gives the
opportunity to encode the video in a smaller number of key (reference) frames and a larger
number of differential frames following the reference frame, which encode differences with
respect to neighboring reference frames. Thus, in order to decode differential frames, the

decoder also uses the associated reference frame(s).
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Figure 3.2: MSE as a function of the frame index. The I-frames with indexes 129 and 385
are heavily damaged and the error propagates through the entire GOP (128 frames).

When an encoded frame is damaged, that is, packets transporting fragments of it are lost or
received with excessive delay, due to spatial compression, the decoding process results in the
multifold corruption of the output image content and resolution. The spatial propagation of
errors may create artifacts that are detected as objects, or impair the ability of the algorithm
to detect existing objects. Additionally, due to temporal compression, if a reference frame
is damaged, the effect propagates through the entire Group of Pictures (GoP) defined as a
reference frame and a set of dependent differential frames. Conversely, if a differential frame
is damaged, the effect remains localized to the frame!, as some information regarding motion
vectors may be lost, but key features in following frames are decodable. Herein, we consider
H.264/AVC encoding, where GoP starts with intra-coded frame (I-frame) followed by a
number of inter coded differential frames (D-frame), that is, Predicted frames (P-frames),

Bi-directional predicted frames (B-frames) and can be of constant size or variable size.

To illustrate error propagation in a GoP, we emulated the effect on a real-world video from
a surveillance camera. The video is composed of 641 frames and is highly compressible, with
fixed GOP size equal to 128 frames. Each frame is composed of 640x360 pixels. In Fig. 3.2,

we show the impact of the loss of the I-frames with indexes 129 and 385 on the per frame

! Although some dependencies may exist across differential frames
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Mean Squared Error (MSE) of the video. The error propagation effect is perceivable. Thus,
D2D transmission during a reference frame transmission carries a larger amount of “effective
interference” to the computing algorithm compared to the same transmission during differ-
ential frames. Note that artifacts caused by damage to reference frames may persist during

the entire GoP and mislead object tracking algorithms to categorize them as objects.

Based on this observation, we define content classes which include a flag discriminating
between reference and differential frames. Thus, we build the notion of relevance of packets
within periods of the data stream based on the semantic structure of the data stream itself.
In a more general definition, the content class within periods could be defined by the presence
of objects of interest (e.g., pedestrians), and the state would need to be extracted by the

edge processor.

3.3.2 Physical Layer

Analogously to most prior literature on D2D underlaying LTE networks, we abstract the
physical layer using a per-packet decoding threshold. Let’s denote the LTE and D2D trans-
mitter and receiver by the subscript ¢ and d, respectively. Due to mutual interference, the

SINR at the LTE and D2D receiver are

Pyey Picqq

SINR, = SINRy = ———
¢ O'g + Pdcd/ ¢ 0521 + PZC€d7

(3.1)

respectively, where P, and Py is the average received power at the LTE and D2D receivers
(including path loss), ¢,y is the fast fading gain from node x€{¢, d} to receiver ze{¢, d} and

02 is the noise variance at receiver .
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We assume that the coefficients ¢,, have Rayleigh probability density function, that is,

F,

Cxy

() =Plegy<c)=1—e° >0, (3.2)

where the power of the fading process is 1. Here, we consider a slotted time model, where the
fading coefficient is assumed constant within each slot, and fading coefficients in different slots
are independent and identically distributed (i.i.d.) random variables. In order to provide an
intuitive and insightful model, we assume that each slot corresponds to the transmission of
one video frame. Then, the probability that SIN R, is above the decoding threshold v and

the packet is successfully decoded is

2
_ 9%

e Pz

Qx:@> (3.3)
with z#y. Or we can say that the error probability is
e_vgzi
pa=1—q,=1— A (3.4)

Note that LTE may fragment frames into multiple packets. In this case, our assumption
corresponds to invariant fading for the duration of the transmission of the burst of packets

associated with a single video frame.

3.4 Stochastic Model

We develop a stochastic model to study the performance of the wireless nodes in the co-
existence scenario described earlier, and optimize the transmission strategy of the D2D
transmitter. Our objective is to measure the PSNR of the video link and the throughput of

the D2D link as a function of the transmission strategy of the D2D transmitter. Clearly, one
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of the key aspects to capture is the error propagation effect due to the differential encoding
used in video compression. In this analytical framework, we assume that the loss of a ref-
erence frame causes the loss of all the frames in the GoP. A numerical study of this effect
in real-world video streams is provided in Section 5.5. The definition of models capturing

bidirectional dependencies are left to future studies.

We build the stochastic model to track the number of frames transmitted and delivered within
each GoP. We logically divide the temporal evolution of the process into renewal periods
where the first state corresponds to the transmission of an I frame, and the subsequent
states in each period correspond to the transmission of differential frames. Note that the
D2D link is a best effort data stream, where we only track the delivery of individual packets.
We, then, define the Markov process S=(5(0), S(1),5(2),...), where S(t)€S is the state
in slot t and S is a finite state space. The state of the system is described by the vector
(Iix, Nix, Nix). The variable I,,€{0, 1} is equal to 1 if the I frame associated with the current
GoP was correctly decoded at the video stream receiver, and is 0 otherwise. Ny and Ny
are the number of differential frames transmitted and received within the GoP, respectively,
with 0<N <N« <N, where N is the maximum GoP size. The, possibly variable, size of the
GOP is modeled by defining the distribution 3, where [3(i) is the probability that the GOP
terminates after the transmission of i differential frames, with B(/N)=1. Note that fixed
size GOP encoding can be modeled by setting §(i)=0 for i=1,..., N — 1. We also define
the action variable U(t)€{0,1}, where 0 and 1 correspond to idleness and transmission of
the cognitive D2D transmission, respectively. Note that different transmission power can
be incorporated as decision variables. Herein, we fix the transmission power of the two
terminals, and limit the decision of the cognitive terminal to a binary variable. Then, we

define p,(u) as the failure probability of the packet sent by link x€{¢, d} conditioned on the
'YO'Z
decision variable u. Note that p4(0) is trivially equal to 0, whereas p,(0)=1 — e P . When

the links mutually interfere, the failure probabilities can be calculated from equation (4) as
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Fig. 3.3 depicts the state space and allowed transitions.

The state (0,0,0) corresponds to the transmission of the I-frame. Conditioned on action
u, the process then moves either to (1,1,0) or (0,1,0) with probability 1—ps(u) and p,(u),
respectively. The former and latter state indicates successful and failed decoding of the I-
frame. All the states in the first row have N, value 0 as per our assumption of losing all

frames in GOP when reference frame is lost.

From state (ipy, Ny, ax), 0<ny <N, and conditioned on action u, the Markov chain moves
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to the states

(0,0,0) with probability 5(n), (3.6)
(irX> ntx+1a nrx+1) w.p (1—5(7%())(1—%(“)), (37)
(10, Nx+1, M) W.p (1= (n4x) ) pe (), (3.8)

where [(ni) is the probability that the GoP terminates at the transmission of the ngy
differential frame, and another I-frame is sent. From state (i, IV, n.), the process moves to
the states (0,0,0) with probability 1. since the GoP terminates. Note that in the transition
probabilities listed above, the selection mechanism for the control variable is left unspecified.
In the next section, we will formulate an optimization problem whose output is the control

action distribution defined on the state space of the network.

3.5 Performance Metrics and Optimization Problem

3.5.1 PSNR Analysis

Our first goal is to derive an evaluation metric, i.e., the PSNR, which is commonly used
to measure video quality. We, then, compute the Mean Square Error (MSE) of the video

sequence averaged over all frames, and from this value we obtain the PSNR as
PSNR = 10log 10(Kpps/MSE), (3.9)

where Ky, is 2V and W is the number of bits per pixel.

The technique we use for the evaluation of the PSNR is an extension of that proposed

in [183, 31]. We briefly sketch it and then discuss how it applies to our evaluations. In [183],
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the MSE of the received video is seen as the sum of multiple uncorrelated distortion val-
ues. Hence, we write M SE=D,+D,, where D, is the distortion introduced by the encoder
and D, is the distortion term caused at the decoder by residual errors, i.e., packet error.
Herein, we only focus on D, and assume D, as constant, as it does not depend on packet
and frame loss. According to the framework proposed in [183], which has been validated
via extensive simulations, pixel errors caused by not delivered frames can be approximated
by Gaussian distributions. Moreover, it is also assumed that further manipulations of the
received signal performed by the codec are linear and time-invariant, and thus can be repre-
sented through the frequency responses of some filters. If this filtering is applied iteratively,
based on the central limit theorem, one can expect that the impulse response of the filter
also becomes Gaussian after a sufficiently large number of iterations [7]. Thus, we model

2 where the latter lin-

u?

the term D, as a Gaussian variable with zero mean and variance o
early depends on the frame error rate. Following the considerations in [31], this assumption
leads to D,=Co,=Cpen0o., where C' and o, are constants and function of the video and

encoding/packetization implementation, and pe,, is the frame error rate.

3.5.2 Performance Metrics

The PSNR, then, is monotonically increasing in the frame delivery rate, which we use to
evaluate the performance of the video. Within the adopted markovian framework, the frame

delivery rate is measured as

Dirs(y) = Jim 75| 3 1(000). (3.10)
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where p is the control strategy and €)(t) is the event corresponding to a frame delivery in

slot t. Dprg(p) can be rewritten as

Dirp(p) =Y mu(s,u)w(s,u), (3.11)

s€S,uef{0,1}

where the function w(s, u) counts the frames transmitted in the current GoP, that is,
U.)(S, u)zﬁ(ntx) k Uy (nrx—i_irx—i_l_pf(u)) (312)

in state s=(ip, Nx+1, nx+1). The term B(nyy) accounts for the fact that n, is the number
of frames received in the buffer only if the frame terminates. The multiplicative term 7.,

forces to zero the number of frames delivered if the I frame failed.

The normalized throughput of the D2D link, measured in successfully delivered packets per

slots, is defined as the long-term average

Toun() = Jim 18| Y- 1(2(0)| (3.13)

t=0

where p is the control strategy and ®(¢) is the event corresponding to the delivery of a packet

by the D2D link. The above measure can be rewritten as

TDQD(M) = Z 7TH<S7 u>¢(87 u)? (314)

seSue{0,1}

where ,(s,u) is the joint state-action steady state distribution
mu(s,u) = lim P,(S(t)=s,U(t)=u), (3.15)

t—o00

and @(s,u)=1—pg(u).
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3.5.3 Optimization Problem

Based on the stochastic model and performance metrics defined earlier, we can now define
the optimization problem aimed at maximizing the D2D link throughput under constraints

on the PSNR. The optimization problem

w = arg mjnx Tpop(p) s.t. Dpre(p)>9, (3.16)

admits at least one optimal policy p in the class of randomized past independent poli-
cies [116]. We focus on this class of policies, and define the policy p(u, s)=P(U(t)=ulS(t)=s).

Then, the problem (4.2) is mapped to the Linear Program (LP) [116, 128]

z" =argmin 1— Z o(s,u) z(s,u) (3.17)

s.t. Z w(s,u) z(s,u)>6

S,u

Z z(s,u)p(s'|s,u) = Z 2(s',u),
s,u weA
Zz(s,u) =1,

z(s,u) >0, Vs, w,

where for the sake of readability, we denote > s>, croy With >°  and z as the vector
{z(s,u) }vsu, and p(s'|s,u) is the transition probability to s’ conditioned on the state s and
action u. In these formulation, the optimization variable z(s, ) is the the joint steady-state
probability of the state-action pair (s, u), that is, z(s,u) = Pr(S(t)=s, U(t)=u). The optimal

policy p*, then, is

z(s,u)

w(s,u) = 5 Vs, u. (3.18)

wea#(5,4)
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The high level abstraction of the proposed model is used to derive guidelines for the defini-
tion of adaptive transmission protocols in heterogeneous application and network scenarios.
Clearly, the application of such policies in a real-world scenario necessitates advanced ca-
pabilities of the terminals and network devices, and should account for some important

networking aspects.

Firstly, we observe that in practical networks, the interference strategy needs to be defined
at the LTE Medium Access Control (MAC) level, where video frames are fragmented into
several LTE packets. These packets are, then, transmitted over the channel. Heuristics based
on the optimal policy can be directly applied to this case, where the transmission probability
is a function of whether the packets being transmitted belong to an I-frame or D-frame, as
well as whether or not the I-frame in the GOP was significantly damaged. We describe the

implementation of these strategies in the LTE protocol stack in later sections.

3.6 Numerical Results of the Analytical Model

We now present the simulation setup and numerical results assessing the performance of the

proposed interference scheme.

3.6.1 Simulation Setup

We compare the optimal policy to a baseline case where the transmission probability of the

D2D transmitter is equal to pi, in all the states. In this case, for fixed GOP size, the delivery
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Figure 3.4: Throughput of the D2D link as a function of the LTE frame delivery rate for the
optimal (solid line) and the fixed transmission probability (dashed line) policy.

rate of frames is

Dire(pe)= Z, NN' (1— pf(ptx))‘pﬂ(ptx)]v_
_ (1 - pe(ptx))(N(l — pe(pex)) +1)
= Nl , (3.19)
where
pe(Prx) = pe(1)pix + pe(0)(1—pix)- (3.20)

The throughput of the D2D link is trivially equal to

Tp2p(Pix) = Pix(1 = pa(1)). (3.21)

For this analytical model we characterize the LTE and D2D links by their error probabilities.
The error probabilities are set to p,(0)=0.01, and py(1)=p4(1)=0.1. We simulate the linear

programming solution of the optimal policy and the baseline solution using MATLAB. For
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our simulation, we assume a fixed GOP size equal to 24 frames, including the I-Frame. We
also take a real world video of same GOP size to show the propagation effect of the I-frame

loss in entire GOP.

3.6.2 Results

Fig. 3.4 shows the throughput of the D2D link as a function of the LTE frame delivery rate
for the optimal (solid line) and the fixed transmission probability (dashed line) policy. In
the fixed transmission probability case, the throughput of the D2D link decreases linearly
as the delivery rate of the LTE frames increases. The optimal policy significantly increases
the throughput of the D2D link until the constraint on the LTE frame delivery becomes too

tight, and the D2D transmitter is forced idle.

Fig. 3.5 depicts the transmission strategy of the D2D link as a function of the constraint
on the minimum LTE frame delivery rate. The dashed and dotted lines correspond to
transmission probabilities when an I-Frame and a D-frame are transmitted. In the latter
case, only frames where the I-frame in the same GOP was delivered are considered. In fact,
the optimal policy trivially prescribes transmission with probability 1 in states corresponding
to D-frames whose I-frame was lost. When the minimum LTE delivery rate is equal to or
larger than the maximum (approximately 0.98), the D2D transmitter is idle in the state
corresponding to I-frame transmission. As the constraint decreases, the D2D transmitter
increases the transmission probability in states corresponding to D-frames transmission,
whereas the policy prescribes idleness in states corresponding to I-Frame transmission. As
the transmission probability in D-frames reaches 1, the D2D transmitter begin to increase
the transmission probability in the state corresponding to I-frame transmission. The optimal
policy, then, avoids interference to the I-frames to minimize damage to the video until the

minimum frame delivery rate is large enough to tolerate the cascade effect triggered by
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[-frame loss events.

Finally, in Fig. 3.6 we show the MSE as a function of the D2D throughput for the video in
the previous picture. The shown results are obtained using the fixed transmission probability
policy, and a heuristic extracted from the optimal policy, where the transmission probability

is set to 0 when an I-frame is transmitted, and is constant otherwise. The points in the
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plot correspond to different values of the transmission probabilities. Note that this policy is
simpler to implement in real-world networks, as it requires much less coordination compared
to a policy defined on the full state space of the Markov process modeling the dynamics
of the network. In the plot, the failure rates were set to p,(0)=0, pe(1) and p4s(1)=0 to
increase the impact of D2D transmission on the LTE link and improve convergence rate
of computationally demanding simulations. It can be observed that the heuristic policy
significantly reduces the MSE, especially in the high throughput region. We remark that
the parameters chosen in these simulations result in strong interference to the LTE receiver

when the D2D transmitter is active.

3.7 Evolution of D2D and LTE coexistence in the Ur-

ban IoT

Due to spectrum scarcity, wireless communication and network technologies are being de-
signed to coexist on the same portion of spectrum. For instance, recent LTE-based cellular
networks are proposed to operate in unlicensed 5 GHz band [216] to offload traffic. Since this
band, as per IEEE 802.11 standards, is also used by Wi-Fi, an interference control problem
arises. The development and increasing popularity of Device-to-Device (D2D) communica-
tions further exacerbates the problem of interference, especially in dense urban deployments.
Originally, D2D communications were only designed for short range links without infrastruc-
tural support. More recently, WiFi direct has been proposed for direct D2D communications

between WiFi devices without coordination from a local Access Point (AP).

D2D communications over cellular networks were originally proposed as a way to increase
network connectivity [132]. Recent studies use this technology to build high data rate,

short-range, links between devices and increase spectral efficiency [50, 73, 163]. Different

35



[ o - Video
-— - 5\{‘3- s“.nb .- - Processing
Paytially in \l'~':‘e ‘\"3 o4
Network o & .

erage D2D 5, .
e %' eNodeB ..
| & "+ EPC
Smart Camera '
| g,
s

_____ Bre%e a

In Network

coverage D2D D2D User1 DZD 2D User2
Communication

a) D2D in different network
coverage scenarios

b) D2D underlay on LTE network with
Video Streaming Application on Uplink

Figure 3.7: D2D scenarios and ProSe architecture in 3GPP LTE

mechanisms have been proposed for this class of D2D communications. Recent work studied
D2D communications as an in-band overlay of cellular networks, where a dedicated portion of
the spectrum is assigned to D2D communications. However, this family of solutions may not
be efficient in terms of bandwidth utilization and is not scalable [83, 130]. Alternatively, D2D
communications can be deployed in-band, where D2D transmissions underlay the spectrum
used by the LTE cellular infrastructure. However, in-band D2D underlay may result in a

reduced ability of the network to control interference.

The proliferation of local services (e.g., social networking) led to the inclusion of D2D com-
munications in the recent release 12 of 3GPP [13] as Proximity Services (ProSe). In the
LTE standard, the D2D link is defined as a “sidelink” in order to differentiate it from uplink
and downlink. The major two features defined in the standard are D2D discovery and D2D
data communication. D2D discovery is signaled by the Physical Sidelink Discovery Channel
(PSDCH), whose assigned resources are specified by the eNodeB in the Downlink Control
Information (DCI). Herein, we do not address the D2D discovery mechanism and, instead,

focus on D2D data communication assuming the D2D devices are connected and ready to
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communicate. Specifically, we consider D2D communications “in-network coverage” or “par-
tially in network coverage” as shown in Fig. 3.7(a), where the D2D transmitter interferes

with uplink LTE transmissions.

Resource allocation can be performed in “scheduled” or “autonomous” mode. In sched-
uled mode, the eNodeB allocates the resources for D2D links to operate using the Physical
Sidelink Control Channel (PSCCH) and Physical Sidelink Shared Channel (PSSCH). In case
of in network coverage autonomous resource allocation, the D2D device selects portions of a

resource pool preconfigured by eNodeB in the System Information Block (SIB) [13].

3.7.1 3GPP LTE and D2D Radio Access Network

Although the methodology proposed in this study can be applied to a wide range of scenarios,
we consider a network setting where data streams are transmitted over Frequency Division
Duplex LTE (FDD-LTE) networks for multi-scale processing, and a D2D terminal transfers
data using D2D underlay of LTE in the same frequency band as shown in Fig. 3.7(b).
We assume network-assisted D2D communications [12], where the LTE operator assists in
establishing the D2D connection through authentication and authorization over E-UTRAN.
Once the connection is established, data communication is performed via direct radio rather
than through the E-UTRAN infrastructure, which can be used for occasional control and
signaling messages. The framework we propose is positioned within the in network coverage
autonomous resource allocation configuration, and we assume the cognitive D2D devices use

control information from the LTE eNodeB to synchronize with the LTE frame structure.

Data from the LTE User Equipments (UE) are streamed uplink via the Serving Gateway
(SGW) and Packet Data Network Gateway (PGW) in the Evolved Packet Core (EPC)
network towards a remote host. Herein, we are primarily interested in uplink transmission

by E-UTRAN. When the RRC (Radio Resource Control) layer of UE has a Packet Data Unit
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(PDU) to transmit on uplink, it passes the PDU to the underneath PDCP (Packet Data
Convergence Protocol) layer which forwards it to the RLC (Radio Link Control) sublayer.
The RLC reports its buffer status to the underlying Medium Access Control (MAC) layer,
which transmits a control message to the eNodeB MAC scheduler. The scheduler allocates
Resource Blocks (RBs) for data transmission based on the channel quality measured in terms
of Signal-to-Interference-plus-Noise-Ratio (SINR) which varies with received signal strength,
noise and interference. As per the standard, for LTE uplink, the SINR is measured using
a control signal, e.g., the SRS (Sounding Reference Signal), or a data signal, e.g., PUSCH
(Physical Uplink Shared Channel), at the eNodeB MAC layer. The eNodeB layer calculates
the CQI and reports it to the scheduler. The scheduler selects a suitable MCS and notifies
the UE MAC via DCI [3]. The UE MAC then transmits the PDU(s) based on the data rate
supported by the assigned MCS. When the D2D link is active in the LTE uplink band, the
interference it causes degrades the achievable channel rate of the UEs. If the interference is
high, the channel may not be able to support even the lowest MCS, in which case the LTE

receiver fails to decode the PDU.

Prior contributions addressing interference control in D2D communications underlaying LTE
proposed scheduling and interference control strategies that aim at maintaining the SINR
at the LTE receiver above a certain threshold [165, 210, 201]. However, these techniques
require instantaneous channel knowledge for every transmission slot as well as physical layer
parameters, and they may not harvest all the available bandwidth in this complex coexistence
scenario. Herein, we assume that the D2D transmitter autonomously makes transmission
decisions within the assigned spectrum without any prior information on the channel. D2D
transmissions interacts with the rate selection mechanism described earlier, and may cause

the delayed delivery or the loss of PDUs.
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3.7.2 Interference Control Problem

In order to make our description general, we refer to the data transmission slots (subframes
in the LTE architecture) as “periods”, where the i—th period contains the data generated
by the transmitter in the time interval 7,=[t;_1,t;), i=1,2,3, ..., with ¢{,2=0. We map each
period to a “state”, which we denote with S;. The state describes the content generated
by the UEs in the corresponding section to the processing algorithm. We define the finite
state space S={1,..., K}, with S;€S, i=1,2,3,..., and the sequence S¥N=(S;_n;1,...,5;).

Further, we define the set of packets generated in 7; as p;.

Transmission of the D2D transmitter is controlled by a policy u, which is defined over the
same synchronized time periods as the content state of the interfered data streams. The
action takes the form of a transmission probability function of the state within each period.

The action in the time period 4, then, is a;=u(S;, a;_1)€.A, where A is a finite action set and

azN:(ai—N-Ha o, ).

The packets generated by the LTE UEs suffer an interference pattern that is a function of
the policy. Herein, we assume that the packet loss pattern in 7; is a (probabilistic) function
of the action a;. For the sake of generality, we say that due to interference, the network
transforms the packet sequence p; into the sequence p;, where some packets may be missing

due to decoding failure, excessive delay, etc.

The output of the algorithm depends on the content state and received packet sequences.
The performance of the algorithm consuming the incoming data stream is measured by the

function ¢(p, S), where p=(p1, P2, . - .). In this study, we accomplish the following objectives:

Architecture: Develop an architecture supporting content-aware transmission policies ca-
pable of: a) promptly identifying the content state of incoming data streams; and b) notifying

D2D transmitters to drive transmission actions.
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Transmission Policy: Devise content-aware transmission policies p controlling the trans-
mission pattern of the D2D users whose objective is to preserve the quality of the output of
algorithms processing the data streams, that is, maintain ¢(p, S) above a predefined thresh-
old. In this study, we use Q-Learning, a popular form of Temporal-Difference learning to
identify the optimal transmission, and thus interference, policy. As clarified within the con-
text of the specific scenario considered in this study, due to the mapping on periods, rather

than packets as in most prior work in the cognitive networking domain, the action space can

include articulated actions corresponding to sub-policies applied within each period.
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3.8 System Architecture

First, we describe the architecture supporting the content-aware interference policies oper-
ated by the D2D link. The system architecture defines the components of the cognitive
network and the control and data path for the LTE and D2D messages. Along with those
characterizing the LTE stack, the components include a Deep Packet Inspection (DPI) mod-
ule which interacts with the MAC layer of the LTE UEs, and a cognitive engine which
contains a state repository collecting the required information for supporting the transmis-
sion decision algorithm. In the following, we describe in detail these components, which are

summarized in Fig. 3.8 together with the message flows as described in Fig. 3.9.

Deep Packet Inspection: The UEs implement a DPI module in the MAC layer to de-

termine the packet type at the source. This functionality allows the early identification of
packet classes generated by applications and data encoders. The class might already be
a sufficient descriptor of the content state S;. Later in the study, we connect this model
to a specific scenario, where the type of frame emitted by a video encoder determines the
relevance of packets to accomplish a computational objective, which takes the form of object
detection and classification. In this case, the “content state” is constituted of the packet
type based on the specific encoded data frame it belongs to, and the position of the packet
in a frame or group of frames. The UE transmits a control message via the Uplink Control
Information (UCI) on Physical Uplink Control Channel (PUCCH) with the content state
to the eNodeB which first schedules a Resource Block Group (RBG) to the user and then
assigns a MCS based on the CQI as shown in the Fig. 3.9. The eNodeB sends the content
type of the allocated users and the scheduling map to the “cognitive engine” for processing.
Note that, the UEs do not report content state for every individual packets, but only when a

state change is detected in order to reduce control message overhead for the DPI messages.

Cognitive Engine: The cognitive engine resides in the eNodeB, which collects the content
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states and resource allocation of the UEs for each transmission period and creates a “State”
repository. The eNodeB also collects information regarding the spectrum assigned to the
D2D transmitter via UCI and builds an optimized map of the content state in each subframe

and LTE channel.

The state repository in the cognitive engine maintains the state of the last N packets for each
UE to determine if the next incoming packet belongs to the same continuing period or is the
beginning of a new period. Based on the state queue, the cognitive terminals can employ
instantaneous or history dependent interference control strategies. The cognitive engine is
notified by the D2D terminals regarding the resource pool it is using, and hence, determines

the m overlapping UEs out of total M UEs (meM) as scheduled in the subframe.

Decision Algorithm: In the context of LTE FDD, one LTE radio frame of 10 ms duration is

divided into 10 subframes of 1 ms duration each and each subframe contains 2 slots of 0.5
ms. The radio resources are allocated in terms of Physical resource block (PRB) [3] of 12
subcarriers such that each slot of 0.5 ms contains a number of PRBs. The decision algo-
rithm controls the transmission of the D2D link in each subframe based on the interference
control strategy. Thus, the action set A corresponds to transmission probabilities p; within
individual subframes. For simplicity, we assume that D2D transmissions occupy the whole
assigned spectrum of the resource pool. However, the transmission policy can be extended

to include the dynamic selection of one or a subset of channels based on the state map.

Fig. 3.10 shows an example of packet flow of one protected and multiple cognitive data
streams in the cognitive system architecture. The proposed content-oriented policies shape
the transmission process of the cognitive nodes to create interference patterns compatible

with the interfered data stream and its processing.

We define two classes of heuristic transmission strategies: Past Independent and Past De-

pendent protocols.
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Past Independent Protocol: In this first class of policies, we define control actions solely on

the content state in each individual period S;.

Past Dependent Protocol: In this second class of policies, the decision in period i are a

function of the state sequence SN=(S;_yi1,...,5;).
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These policies are compared with those obtained by means of Dynamic Programming tech-

niques maximizing a global reward function evaluated at the edge processor.

3.9 Cognitive Interference Control in coexisting LTE

and D2D underlay

In order to illustrate its performance, we present an implementation of the proposed frame-
work in a specific scenario, where the video stream from a surveillance camera is processed
by the edge processor to identify objects within the individual frames. Referring to the
network infrastructure described earlier, the, protected, video streams are transported over

LTE, which is interfered by a cognitive D2D link.

In the considered case, the LTE UEs transmitting the video stream sends a preamble message
with the control information on the uplink to the eNodeB reporting the frame type (I, B/P).
As a GoP contains a series of frames and each frame contains hundreds of packets, it is
sufficient to send the frame type at the first packet of each frame instead of in all the
packets in that frame. An increased robustness with respect to packet loss can be achieved
by repeating the frame type information in more than one packet at the beginning of each

frame.

3.9.1 Performance Metrics

We evaluate the performance of the proposed scheme by measuring the accuracy obtained

by object detection and recognition algorithms applied to the resulting video stream.
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Object Detection

Object detection is one of the primary applications in computer vision. Most object detection
algorithms extract features from the image frames and employ a matching or detection
algorithm with respect to reference images. In this study, for the purpose of illustration
and performance evaluation, we use the Speeded Up Robust Features (SURF') based object
detection technique [43] to detect the surface point of objects in each frame of a video
with respect to a reference image. So, as interference corrupts the video and affects object

detection, we measure the object detection rate as:

N’I‘C’U

Py =
det Nyos

(3.22)

where N, and N,.; are number of correctly detected surface objects in the received and
reference video respectively such that {N,c,, Nyer} € Nopig where N, is the feature set

detected in the original uncorrupted video.
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Object Recognition Quality

We also measure the object recognition quality where specific objects are recognized using a
classifier trained with a gaussian mixture model [220]. We emphasize that any algorithm in
this class is likely to be heavily affected by corruption of the video. In fact, blurred portions
of the image, especially when correlated errors occur in the image sequence, can lead the
algorithm to detect non-existing objects. Although it is difficult to define a general metric
for object recognition, we can measure the object recognition rate, positive prediction rate
and the false positive rate with respect to the uncorrupted video based on the “true positive

(T?)”, “false negative (F™)” and “false positive (FP)” detection as described in [42]:

TP

Object Recognition Rate = 75
0

TP

v (3.23)
P
False Positive Rate = —

TF

Positive Prediction Rate =

where T} is detected objects in base video and TF is the Total number of Frames.

To measure TP, F? and F", we compare the object recognition of the corrupted video with
the reference video frame by frame. Let N, be the number of objects recognized in the
original video in the frame F'. In the corrupted video, the total number of objects recognized
is M,. Then based on how many objects in N, correspond to the objects in M, within an
error margin equal to ¢, we count m, € M, corresponding objects as true positive for that
frame F'. The (M, — m,) objects which are recognized in the corrupted video but not in
the original video are counted as false positive. One point to be noted here that the true
negative is 0 as we don’t track objects that are not detected. However, the false negatives

can be found by the objects which are detected in the original video but not present in the
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corrupted video. So, (N, —m,) gives number of false negatives.

Efficiency

: We define the efficiency of the control policy as the ratio

Davg

Efﬁciency = ﬁ
— 4dad

(3.24)

where D,,, is average object detection rate and Ty, is the throughput of the D2D link.
Higher efficiency indicates that the LTE UEs achieve high object detection rate, but also

provide transmission opportunities to the cognitive D2D terminal.

3.9.2 Interference Control Strategies

First, we seek the optimal transmission strategy of the D2D link by means of Q-Learning,
a widely used Temporal Difference Learning Framework. In the considered scenario, we
consider a case with one active UE and define states and actions at the temporal scale of
GoPs, that is, a reference frame followed by a sequence of differentially encoded frames.
Due to the independence between GoPs, the state space is composed of one state only.
The simplicity of the state space contrasts with the complexity of actions, which define
articulate transmission patterns over the GoP and the associated section of packet stream.
In particular, each action is associated with the parameters of two binary Markov chains
controlling the transmission pattern of the D2D link in the sections of GoP transporting
reference and differential frames. The states of the Markov chain correspond to an idle
(state 0) and active (state 1) D2D link, and the global action determines the transmission
probability e = —21— and average transmission burst size B = 1/pyg, where p;; is the

p1o+Po1

transition probability between state ¢ and j€{0,1}. A finite set of actions is obtained by
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Figure 3.12: State map in a LTE frame with multiple UEs transmitting video frames.

defining a set of e and B parameters for the two chains. A standard Q-Learning algorithm
is used to identify the action with the maximum Q-Value computed based on the reward

function

R(a) = )\RDQD((I) + (1 — )\)RLTE(G) (325)

where a is the action in the action space A, Rpsp(a) and Rprg(a) are the rewards correspond-
ing to the utility of the D2D and LTE links, respectively, and A€[0, 1] is a weight parameter.
In the considered case. we define Rpap(a) and Rprg(a) as the normalized throughput of the

D2D link within the GoP and the average PSNR of the transmitted frames, respectively.

We now instantiate the past independent and dependent policies for the case-study scenario

and LTE network environment we described earlier. The policy determines transmission
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probability within the LTE frames contained in the time period associated with a data class.

Fig. 3.11 provides a graphical representation of the policies presented in this study.

In practical scenarios, several UEs transmitting data stream over LTE can share the spectrum
with the D2D. Let us denote the total number of LTE users in the cell as M and total
number of resource blocks (RB) in the spectrum as N. So, on average each user is assigned
k = |N/M| RBs. Suppose, the D2D transmitter uses a resource pool of | RBs (which are
usually consecutive). If (I < k), then resources for only one UE (k RBs) will overlap the
entire resource pool and the transmission decision of the D2D terminal will be solely based
on that specific user’s content state. However, when (I > k), then, the D2D transmission
decision will be based on more than one overlapping UEs’ content type. To be specific, the
transmission probability will be dependent on content state of m users where m = [I/k] and
(m € M). The values of k and [ are variable; k decreases as number of users M increases

and resource pool size [ is selected by the D2D. Fig. 3.12 illustrates the resource usage.

The state map, then, is defined to capture the frame type in each subframe and channel,
that is, the state in subframe i and RB n is S;,,€{I, D}, where I and D correspond to a
subframe and RB in which a reference and a differential frame are transmitted, respectively.

The state S;, then, is the vector S;=[5;1,...,Sin].

Frame Dependent Transmission Probability (FDTP): In this past independent protocol, the

D2D transmitter selects the transmission probability depending on whether the LTE UEs,
are transmitting reference (I) or differential (D) frames in the current subframe. Herein, we
simplify the decision policy, and define the transmission probabilities p; and pp, correspond-
ing to subframes where at least one RB is assigned to a UE transmitting an I frame and to

subframes where all RB are assigned to UEs transmitting D frames, respectively.

We observe that in a scenario where the spectrum assigned to the D2D link overlaps with

multiple UEs, there might be the risk of starvation. In fact, the I frames of the various UEs
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Figure 3.13: History-based interference strategies with different spacing.

can create a thread in which only few subframes exist where all the RBs are assigned to
differential frames. To mitigate this issue, more involved policies could be defined to map in-
creasing transmission probability to a decreasing number of RB assigned to UE transmitting

I frames.

Frame History Transmission Probability (FHTP): In the FHTP policy, the system exploits

the information contained in the state repository, that is, a sequence of past states. With re-
spect to FDTP, we extend the definition of state to include the distance of the corresponding
frame within the GoP. The objective is to finely tune the transmission pattern and minimize

the impact of interference on the processing algorithms.

First, we analyze the impact of packet loss induced by interference within a frame. Similar
to FDTP, we keep subframes transporting reference frames free of interference, and we re-
strict transmission from the D2D link in subframes associated with PDUs part of differential
frames. Unlike FDTP, we concentrate interference bursts in specific differential frames, thus
having a smaller number of frames affected by packet loss within each GoP. We experimen-

tally measure the effect of specific patterns with different distribution of frames affected by
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Figure 3.14: PSNR as a function of packet loss for different transmission patterns.

interference bursts within the test video. We select affected frames according to three differ-
ent patterns; “Late frame loss”, where we select frames towards the end of GoP to damage,
“Farly frame loss”, where we select affected differential frames from the earlier part of the
GoP, and “Distributed frame loss”, where we select affected differential frames at regular

intervals within GoP.

Fig. 3.13 shows the packet loss patterns for a number of affected frames equal to 6 in each
GoP. We measure the Peak Signal to Noise Ratio (PSNR) to compare the resulting video
quality. As each frame contains a variable number of packets, we plot the PSNR against
packet loss percentage, where we consider a number of affected frames equal to 6,10, 15 and
20. Fig. 3.14 shows that the late frame loss distribution achieves better PSNR compared
to early frame loss and distributed frame loss. However, since packet loss in the video
corresponds to D2D link transmissions, the distribution also determines its QoS measures.
It can be noticed that both the early and late frame loss that concentrate packet loss in
a portion of the GoP induce longer idle periods of the cognitive D2D transmitter, which
result in larger packet delivery delay. Conversely, distributed frame loss creates transmission

opportunities for the D2D link at shorter and regular intervals when differential frames are
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being transmitted. Hence, we select the distributed frame loss interference, which provides

a good tradeoff between video reconstruction quality and performance of the D2D link.

In order to create this class of interference patterns, we add to the state stored in the
repository a descriptor of the damage incurred by specific frames within the GoP. For the
sake of exposition, we consider a case in which all the RBs used by the D2D link are assigned
to one UEs. Thus, the vector S; can be collapsed to a single variable. To create the desired
pattern, we define, then, S;=(F;, D;), where F;€{I, D} is the frame type, and D; indicates
the distance of the corresponding frame in the current GoP. The cognitive engine processes
the state sequence contained in the repository to create the wanted pattern. The complexity
and computation overhead of the FHTP algorithm is higher compared to FDTP as the
cognitive engine in FHTP needs to store a number of states equal to the GoP length the

state repository.

3.10 Simulation Results

First, we show the optimal policy for a case with one UE. For simplicity, we fix the burstiness
parameter and only control the transmission probability in the reference and differential

frames. Fig. 3.15 shows the optimal transmission probability as a function of the weight

LTE Parameters Value

MAC Scheduler Proportional Fair (PF)
RLC mode RLC UM

eNodeB power 25 dBm

UE Tx power 15 dBm

D2D Tx Power 7.5 dBm

Antenna Model SISO

Path Loss model Friis Propagation Loss
Uplink EARFCN 18100

UE-eNodeB distance 200 m

eNodeB - D2D distance | 1500m

D2D nodes distance 20 m

Table 3.1: LTE parameters for NS-3 simulation.
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Figure 3.15: Optimal transmission probability as function of wight A. The transmission
burst size is taken as fixed = 2.

A. As expected, the learning framework selects idleness when A is equal to 0 and then
progressively increases the transmission probability in the differential frames as A increases.
At saturation, the optimal policy then activates transmission during in the reference frame.
Note that the same structure of the policy was shown in [34]. Fig. 3.16 shows how the
accumulated reward value of the primary and secondary users follow opposite trends with

respect to the variation of weight A based on the reward function mentioned in equation [4].

We compare the policies proposed herein against a simple scheme where the D2D node
predetermines transmission power and access probability p to induce a fixed average failure
probability to LTE packets. Then, in each slot the D2D terminal transmits with probability
p with a predetermined transmission power. We refer to this strategy as Fixed Probability
(FP). Note that such policies could also be the results of imperfect SINR control, where

packet loss is spread across the stream.

We assess the performance of the proposed schemes in the case-study scenario described in
Section 3.9 by means of detailed network simulation. We use NS-3 version 3.23 [10] with LTE
protocol stack to simulate the considered D2D and LTE scenario. In our simulations, D2D

shares a portion (set of sub-channels) of LTE uplink spectrum. First, we packetize the video
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Figure 3.16: Optimal accumulated reward as function of wight A.
with ffmpeg to generate the transport streams, which are input to the NS-3 simulator with
a full end-to-end topology over the LTE protocol stack. The packet loss pattern is applied
to the received video, which is, then, decoded and fed to the object detection algorithm

implemented in MATLAB. The parameters used in the experiments are reported in Table 3.1.

As we consider real-time delay sensitive application, we disable Hybrid Automatic Retrans-
mission Request (HARQ) and use RLC Unacknowledge Mode (UM). We will explore the
effect of HARQ strategies on the proposed framework and video processing scenario in fu-
ture work. The interested reader can find in [32] a discussion and evaluation of HARQ and
video streaming. We use the channel fading trace Extended Pedestrian A model (EPA) on
NS-3 as indicated in the 3GPP standard. To simulate the application layer, we build a trans-
port stream of the video composed of a sequence of packets of equal size 188 bytes, which
we transmit via UDP transport protocol. First, we conduct experiments with one LTE UE
sharing the spectrum with the D2D transmission. In this setup, we show the performance
variation with respect to the network topology, transmission power and mobility. Then, we
measure the performance in a scenario with multiple active UEs, where the D2D link is

assigned a subset of LTE frequencies.
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Figure 3.17: Topology of the LTE and D2D links considered in the results.

Topology: Fig. 3.17 illustrates the line topology used in the simulations. The distance
between the UE and eNodeB and the D2D transmitter and its receiver are dl and d2,
respectively. We keep d1 and d2 fixed and vary the distance d between the eNodeB and
the D2D receiver. First, we create a low-interference regime between the D2D and the LTE
links by setting the topology parameters to obtain an average LTE video packet loss of 4%
when the D2D link is active. Then, we reduce the distance d to create a high interference
regime with average LTE video packet loss of 9% when the D2D link is active. For these
two regimes, we obtain curves corresponding to different transmission probabilities of the
D2D user. Fig. 3.18 plots the resulting object detection rate as a function of the D2D link’s
throughput. It can be observed that, in the high interference regime, the baseline protocol
(FP) achieves object detection rate below 0.5 even with D2D throughput less than 10%,
and then sharply decreases as the D2D link throughput increases. The low interference
regime results in a less steep decrease, but still the object detection probability is heavily
impacted as the D2D link becomes more active. The FDTP algorithm achieves a much
smaller deterioration of the object detection rate, which saturates at approximately 0.4 with
a 30% gain with respect to FP in high interference regime. For a given throughput, the
past dependent FHTP achieves a performance gain of 35% over FP, and a perceivable gain
compared to FDTP. In the low interference regime, FDTP and FHTP outperform FP by

approximately 60% and 70% on average, respectively.

Transmission Power: We perform an analogous experiment, where we define the low and
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Figure 3.18: Object detection rate as a function of the throughput of the D2D link. The
points in the curves are obtained by changing the transmission rate of the D2D transmitter.
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Figure 3.19: Object detection as a function of the throughput of the D2D link. The points
in the curves are obtained by changing the transmission rate of the D2D transmitter.

high-interference regimes by varying the transmission power of the D2D link instead of

the topology. The two interference regimes have the same packet loss probability at the

LTE receiver given that the transmitter is active or idle. It can be observed that for any

fixed throughput all the protocols improve the achieved object detection compared to that

obtained by changing the topology. However, both FDTP and FHTP further increase the

gap with respect to FP, which amounts to 45% and 60%, respectively.
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Figure 3.20: Object detection as a function of D2D throughput in presence of mobility. The
points in the curves are obtained by changing the transmission rate of the D2D transmitter.

Intuitively, for a set of fixed parameters, a reduced distance between the D2D and LTE
links increases the interference at the D2D receiver, thus reducing the achieved throughput
of the D2D link, whereas, increasing D2D power to achieve high interference regime will
enhance the D2D throughput. Hence, for a given D2D throughput the LTE throughput will

be boosted in the latter case.

Mobility: We measure the performance of the object detection algorithm in a setting where
users change their positions over time. In particular, the D2D node moves according to a
random walk mobility model in a 50mx50m grid with uniform speed of 20m/s and 50m/s
respectively. Fig. 3.20 shows that all the protocols are affected by mobility, with a increasing
degradation of the object detection rate as the speed is increased. However, even with high
mobility, the FDTP and FHTP transmission schemes achieve a gain of 40% and 50% over

FP, respectively.

Object Recognition Accuracy: As mentioned earlier, we include in our numerical evaluation

object recognition based on Gaussian mixture model from the MATLAB Computer Vision
System Toolbox. The accuracy of the classifier depends on the number of mixture compo-

nents, foreground noise during segmentation and also the size range of the bounding box
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Figure 3.21: Selected frames from Object recognition of video where objects are detected
based on background separation and classified based on a pre-trained model.

defining the objects.

Fig. 3.21 depicts the output of the algorithm for the recognition of moving objects, which,
based on training from previous video frames, excludes static background objects by seg-
mentation. In Fig. 3.21.al, bl, ¢l and d1 show frames from the video and a2, b2, ¢2, d2
are corresponding foreground masks obtained by background separation. Fig. 3.21.al and
a2 show the correct object detection. In Figure. 3.21.b1 and b2, it can be noticed that a

shadow of the moving car is detected as a separate object which indicates a false positive.
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Figure 3.23: Positive Prediction Rate

In Fig. 3.21 ¢l and c2, the algorithm detects two false positive objects where objects are
not present and also one false negative as it does not detect the moving car in the middle.
In Fig. 3.21.d1 and d2, the algorithm recognizes all the moving objects. However, due to
corruption in the image (near the tail of the moving car at the bottom of the image), the

centroid is shifted.
We measure the accuracy of object recognition from lossy video in an interference regime

where D2D transmission causes 4% packet loss at the LTE receiver. We chose a topology
corresponding to 10% and 30% D2D link throughput and measure the object recognition
metrics achieved by FP, FDTP and FHTP.

Fig. 77 depicts the object recognition for the FP, FDTP and FHTP protocols. The large
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gain granted by FDTP and FHTP with respect to FP is apparent in both the settings.
Fig. 77 shows that the positive prediction rate is also significantly improved by FDTP and
FHTP compared to FP. In both cases, the absolute value of the recognition rate and the
positive prediction reduces with the increase of D2D throughput due to the larger packet loss
affecting the video stream. Fig. 7?7 depicts the false positive rate per frame. Again FDTP
and FHTP outperform FP, as the corruption of frames due to the larger effective interference
associated with packet loss in reference frames induces the detection of non-existing objects
in the foreground. In all cases, the introduction of memory in the system cognition of FHTP

improves the performance of the algorithm.

Efficiency: The efficiency measure defined in Sec. 3.9.1 is a function of the D2D link transmis-
sion probability and power. Intuitively, increasing the transmission power or the transmission
probability of the D2D link increases its achieved throughput. However, it also results in a
larger degradation of the object detection rate of the video over LTE. In results not shown
here due to space constraints, we found that in order to achieve high efficiency, the FP
protocol needs to drastically reduce the transmission probability of the D2D link for any
value of the transmission power. Consequently, high efficiency is obtained in a region where

the throughput achieved by the D2D link is small. Conversely, FDTP and FDHP maxi-
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Figure 3.25: Object detection as a function of D2D throughput with varying number of LTE
UEs when D2D uses fixed 6 PRBs. The points in the curves are obtained by changing the
transmission rate of the D2D transmitter.

mize the efficiency when transmitting with high probability, but relatively small power (6-8
dBm). Thus, the maximum efficiency is achieved in regions where the D2D link occupies
large portions of the channel while collecting throughput even when transmitting with low

power thanks to its compact topology.

Multi-UE scenario: First we assign a fixed resource pool (6 PRBs) to the D2D link and

vary the number of LTE UEs. We positioned the UEs in a uniform disc and adjusted the
initial transmission power of the UEs to have a maximum packet loss equal to 3.5% when
the D2D link continuously transmits. Fig. 3.25 shows the resulting average object detection
rate across the UEs. It can be seen that as the number of UEs increases, the average object
detection probability decreases. However, the FDTP gain with respect to FP is about 40%.
Noticeably, the absolute value of the D2D throughput decreases as the number of UEs
increases due to the larger probability of having at least one sub-channel allocated to an I

frame. To illustrate this effect, in Fig. 3.26 we depict the allocated transport block (TB)
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Figure 3.26: Transport Block allocation map for 4 UEs and D2D in FP and FDTP. The plot
is obtained when D2D always transmits when all of the UE has differential frames.

size for 4 UEs and the D2D terminal when the D2D transmits with p = 1. The bottom plot
indicates that the D2D transmitters backs off more if FDTP is used compared to FP, as the

former does not transmit if any UE is transmitting an I-frame transmitted.

We also studied the effect of the size of the resource pool assigned to the D2D transmitter.
For a setting with 4 LTE UEs, we tested a resource pool size equal to 6, 15 and 25 RBs,
respectively, and measured the average object detection rate achieved by FDTP and FP as
shown in the Fig. 3.27. FDTP achieves about 40% gain over FP, and the average object

detection rate decreases as the resource pool size increases.

3.11 Related Work

A significant body of recent research exists which addresses D2D communications over cel-
lular [27] and LTE networks [133]. The notion of cognition has also been studied to al-
leviate spectrum sharing issues in D2D communications using various resource allocation

techniques [65, 218, 35, 34].
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Figure 3.27: Object detection as a function of D2D throughput with 4 LTE UEs and varying

D2D resource pool sizes. The points in the curves are obtained by changing the transmission
rate of the D2D transmitter.

Interference control in D2D underlaying LTE: Several techniques have been proposed to mit-

igate mutual interference between LTE uplink and D2D communications including differenti-
ated scheduling and QoS-aware scheduling. In [74], Doppler et al. proposed a mode selection
mechanism where the D2D transmitter device selects a mode of communication in a set, e.g.,
using shared spectrum or dedicated spectrum or communicating using the cellular infrastruc-
ture. It is shown that learning the strategy even in a single cell environment can improve
mode selection criteria in multi-cell environments. Another study investigated mode selec-
tion via a relay node [134], where the D2D link performs transmission either using uplink
overlay or underlay to control interference. A distributed power control mechanism was pro-
posed in [84] which uses path loss measurements to control the transmission power of D2D
devices. All these studies aimed at optimizing the network performance based on the overall

network utilization, but did not specifically consider the performance of real-time services.

Coexistence of wireless technologies: Recent paradigms, e.g., LTE-Unlicensed (LTE-U), Li-
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censed Assisted Access (LAA) [30], propose LTE transmissions in unlicensed bands. The
coexistence of LTE with other technologies with non-centralized architectures, such as WikFi,
in unlicensed bands, poses several challenges, whose solution requires sophisticated tech-
niques to control mutual interference. Qualcomm proposed a technique called Carrier Sensed
Adaptive Transmission (CSAT) [6], where LTE operates with an adaptive duty cycle. The
LAA standard uses an energy detection-based Listen-Before-Talk (LBT) mechanism [113],
which is coupled with Clear Channel Access (CCA). Another technique called Almost Blank
Subframe (ABS) was proposed in [17], which reduces the power and activity in selected
downlink subframes to favor coexisting WiFi transmission in the same spectrum. The goal
of all these protocols is to improve overall network throughput by maintaining the fairness

of LTE and WiFi access.

Adaptive Video Transmission: Adaptive video transmission mechanisms, e.g., HI'TP Live

Streaming (HLS) [188] and Dynamic Adaptive Streaming over HTTP (DASH) [187] were
developed in recent years to provide reliable video transmission against variations in the
capacity of wireless links. However, these protocols are based on TCP, which may incur an
excessive delay in real-time applications. Moreover, these techniques are most suited to the
streaming of stored video, due to the need to create multiple versions of it with different
quality. Moreover, current video processing algorithms assume a fixed quality and resolution
of the input. Finally, adaptive GoP can dynamically vary the compression rate. However, it
would likely create highly compressed segments missing features important to achieve high

quality of the output of the processing algorithm.

Edge-assisted Computation for real-time applications: The interested reader can find an in-

depth discussion of the challenges of real-time applications, e.g., video streaming, over wire-
less networks in [81]. To address these issues in complex urban IoT and Smart City environ-
ments, applications such as smart transportation (e.g., traffic monitoring) and surveillance

systems [55] adopt edge-computing solutions. In this context, edge-assisted architectures for
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video surveillance over wireless networks were proposed in [33].

3.12 Conclusions

In this study, we proposed a content-based cognitive transmission strategy for hybrid D2D/LTE
networks supporting urban IoT applications. A monitoring application was considered,
where video data streams are remotely processed to detect relevant objects. The proposed
cognitive strategy shapes the transmission strategy to match the structure of video encoding
and processing. Numerical results show significant throughput gain of the D2D link for a
given performance degradation of the monitoring application with respect to the case when
the interference process is fixed throughout the video transmission. In future work, we will
consider more articulated scenarios, such as object detection from a multiple smart cameras,
more sophisticated computer vision algorithms and intelligent HARQ mechanisms which can

further improve real-time applications for public safety and monitoring.
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Chapter 4

Network Function Virtualization for

Real-time Edge Computing

4.1 Introduction

In the Internet of Things (IoT), interconnected sensors collect and transmit data for analysis
to remote servers [114]. However, the delivery of content-rich data may incur delay or loss
due to the limited network resources. Indeed, network congestion may impair the ability
of the system to support real-time services, such as video surveillance, traffic monitoring,
smart transportation or the virtual reality (VR) and augmented reality (AR) [16]. For this
family of applications, the cloudlets [198] and edge computing [103] paradigms mitigate the
issue of latency by placing computation-capable devices within a one-hop wireless topology.
However, in many network scenarios of interest, the coexistence of these demanding data
streams with other services over constrained wireless networks necessitates new technical

solutions.
Recent frameworks based on Software Defined Networks (SDN) [160] have demonstrated the
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ability to improve network resource management using dynamic flow control and Network
Function Virtualization (NFV) [97]. At the communication level, Software Defined Radios
(SDR) [25] have been used to dynamically adapt the parameters of wireless transmissions.
However, the main challenge of effectively utilizing the available bandwidth to support real-
time applications producing large volume traffic stands. To this aim, the notion of Quality
of Computing (QoC) [33] has been recently proposed to relax interference constraints on IoT

data streams and facilitate their coexistence.

In this work, we propose a computation-aware communication control framework for real-
time IoT applications generating high-volume data traffic processed at the network edge.
Driven by QoC requirements, the framework provides real-time user-controlled packet repli-
cation and forwarding inside the in-kernel Virtual Machines (VM) using an extended Berke-
ley Packet Filter (eBPF) [44]. The implementation uses the concepts of SDN and NFV to
achieve highly programable and dynamic packet replication. Resource allocation is semantic
and content-aware, and, in the considered case, informed by the structure of data encoding.
Numerical results are provided from real-world experiments demonstrating the enhanced

adaptability and efficiency of the proposed solution.

4.2 Edge Computing for Real-time Applications

One of the core concepts used in this work is edge computing, which can reduce the computa-
tion latency of real-time applications. It is generally assumed that the edge servers are more
powerful compared to the sensors, but offer inferior performance compared to cloud servers
in terms of computation capabilities. We consider an application scenario where video data
from different video sensors (cameras) are sent to the edge server, which runs in parallel
several real-time processes analyzing the streams as shown in Fig. 4.1. Each computation

process may use partial data from multiple sensors to accomplish its task. For instance, a

67



Video :::ZLZ:‘.'::.. Streaming over wireless
Sensor 1 A ... | Computation
Camera 1 e Process 1
Real-Time
. Edge
Video [ A (((( )))) i COMPULALION | 5o p tation
Sensor 2 = | Process 2 Processes
Camera 2 ‘
Base
Station T Computation
Video ;{::21'.:‘:.“ e L | Process 3
Sensor 3 [ .

Camera 3
Edge Computation Server

Figure 4.1: Real-time edge-based scenario: each computation process uses partial data from
various sensors.

computation process aimed at fine-grained object detection may require high quality video
whereas coarse-grained object detection (e.g. object counting) can operate on relatively lower
quality and lossy video. We remark that this setup corresponds, for instance, to Urban IoT

scenarios and, in particular, city monitoring.

Thus, in the considered multi-sensor multi-computation scenario, each sensor data might be
reused at different system scales for different computational tasks. Note that if the sensors
are mobile, the subset of sensors contributing to a specific computation process may also
change over time. The “quality” of data a sensor should provide to a specific application
is determined by the QoC requirements of the associated computation algorithm. Here,
we define these requirements in terms of a set of metrics measuring characteristics of data

delivery, such as loss and delay.

Let say, then, that at time 7', N video sensors {Sj, S, ..., Sy} are streaming video to M
computation processes {C1,Cs,...,Cy} running at the edge server. The iy, sensor data

stream S; is used by the jy;, computation process C; with quality €2;;, where ¢ =1,2,..., N and

7R

7 =1,2,..., M. In a naive approach, each sensor S; would transmit M streams of data over
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the network with full transmission quality Qf “! Denote the bandwidth consumption stream
S; with quality @ as S;(Q) with B;. The total bandwidth consumption for transmission with

full quality is:

N M N
Bioar = Y _ Y _ Si(QI""=M>" 8,(QI"") (4.1)
i=0 j=0 i=0

As an alternative approach, instead of sending M instances of Si(sz “”) to M processes, the
data streams are replicated in-network — that is, at the network edge — and sent to the M
processes in order to reduce the network load to Bitq = vazo Si(QZf “”). Thus, the number
of streams is reduced to the minimum, but they are still transmitted at maximum quality
Q7" to support any requirement the computation processes may impose. In the framework
we propose, we further reduce the network load by dynamically tuning the quality of the
data streams produced by the sensors to that required by the computation processes at any

given time.

In the framework proposed herein, packets are replicated inside an in-kernel VM at the data
link layer (layer 2) before forwarding the packet to upper layers. This results in a decreased
use of memory at the upper layers of the network protocol stack. Our framework further
reduces the system memory and CPU usage by incorporating content-based selective packet

cloning, which is driven by the requirements of the individual computation processes.

In the light of these functionalities and objectives, in this work we address the following

technical challenges:

i) Determine the quality of the data streams transmitted by each sensor at run-time.

ii) Select which of the data streams received at the network edge need to be forwarded,

and to which computation process(es) at any point of time.
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iii) Efficiently manage network and computation resources used by each computation pro-

Cess.

In order to solve the aforementioned challenges, we propose an approach based on SDN
whose goal is to seamlessly control the resources of the network from the user space at the

application layer.

4.3 Related Work

Several recent contributions focus on real-time IoT data streaming in edge computing archi-
tectures. A real-time video surveillance application is proposed in [34] where the transmission
policy of the sensor is interference aware to facilitate coexistence with other communications.
In [145], the authors adopt a stochastic optimization approach to maximize the efficiency
of bandwidth usage by efficiently offloading computation to edge servers. However, the ar-
chitectures presented in these works are not programmable. In [37], the authors present an
edge-assisted SDN-based framework for the dynamic selection of the network used to trans-
port data from real-time applications, and [63] proposes an SDN-based resource management
framework to perform content caching and server selection. However, the aforementioned
works do not address content reusability and flow orchestration framework at the network

edge.

Some recent contributions proposed flow orchestration schemes using NFV at the network
edge. Examples include NetFATE [135], a framework based on Open vSwitch (OVS) [164]
running at the mobile edge. In [123], the authors proposed the platform NFVnice, which is
built on OpenNetVM for the user space-controlled scheduling of NFV chains. However, while
providing some level of flow control, these frameworks do not provide sufficiently low level

control to extract in real-time for the content transported by the data streams and inform
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content- and computation-based policies. Different from these contributions, the framework
proposed herein adopts a content and computation-aware approach for resource management

and dynamic control, and realizes an adaptable and programmable user-controlled platform.

4.4 Proposed Architecture

To develop the proposed framework, we use a built-in kernel feature called extended Berkeley
Packet Filter (eBPF). In the following, we briefly introduce eBPF and, then, describe in detail

the framework.

Packet filtering was first proposed by Mogul et al. [152] to provide user-controlled filtering of
a subset of packets in the network stack of kernel which is known as CMU /Stanford packet
filter (CSPF). The Berkeley Packet Filter (BPF) [147] has been developed to overcome the
stack-based instructions and tree-based filtering model of CSPF. BPF employs a register
based instruction set with directed acyclic control flow graph (CFG) for filtering mechanism
which provides a significant performance gain over CSPF as CFG can retain the packet
parsing states to avoid redundant comparisons. The BPF filter was implemented in Linux
kernel 2.1.75 which supports 32 bit registers for instructions. However, a recent development
of BPF called (eBPF) [93] in kernel 3.18 and above, further improves its performance by
introducing ten 64 bit registers and employing the JIT (just-in-time) compiler. Also, eBPF
programs can be invoked from different layers of the network stack, e.g. socket, qdisc, and
drivers. This latter feature enables BPF to process the captured packets before forwarding
them to the subsequent layer, and load user defined program inside the BPF in-kernel virtual
machine to process the traffic dynamically. Also eBPF maps can be shared between the user
and kernel space to enable seamless control. The recent development of BPF within the
context of the open-source project 10 Visor [85] resulted in the BPF compiler collection

(bee) with LLVM back-end and clang front-end. The main advantage is that the front-end
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code can be written in high level languages such as python or C, which is translated in the

bytecode by the BPF compilers to be loaded inside in-kernel virtual machine.

Based on these recent advancements, the schematics of the proposed framework are shown

in Fig. 4.2, whose components are described in the following.

Quality of Computing Requirements: The QoS requirements of each computation process

are continuously evaluated at the communication and computation layers performance over
a temporal window. In the considered case, the QoC requirements are used to determine the
minimum quality and portions of the data stream needed by the computation process. This
parameter is reported by the computation processes to the application program, which up-
dates the corresponding eBPF maps. The edge, in turn, reports it back to the corresponding
sensor, which only transmits the required portion of the data stream and suppresses remain-

ing portions to reduce the network bandwidth used by the stream.

Based on the determined requirements, the appropriate packets to be transmitted are iden-
tified by the sensor using a Deep Packet Inspection (DPI) module [33] at the application

layer.

Layer 2 forwarding:  Traffic forwarding to specific set of interfaces can be achieved by

ingress/incoming and egress/outgoing port mapping through eBPF. In the proposed imple-
mentation, the user space application dynamically sets the ingress and egress port pairs in

the eBPF map.

DPI eBPF Function: A DPI module is also implemented at the edge filters to select the

packets to be forwarded to the computation process(es). This feature enables the implemen-
tation of content and computation-specific filtering policies. The DPI eBPF module runs

inside the kernel, but can be accessed from the user space in real-time.

Selective Packet Cloning and Transmission: The function of this module is to reduce the
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Figure 4.2: Schematics of the content- and computation-aware stream control framework.

usage of computation resources at the edge servers. To this aim, the module employs content-
aware selective cloning of packets to be forwarded toward a specific computation process,
thus minimizing the socket buffer allocation of reusable packets. The eBPF program running
inside the in-kernel VM reads the QoC requirement for each specific computation process
through the eBPF maps, and makes decisions in real-time regarding the cloning policy and

packet forwarding.
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4.5 Content and Computation-Aware Communication

Control Protocol

In this section, we make specific the optimization problem and the control strategy integrated
in the framework to the application scenario we consider. We remind that the objective of
the multi-sensor and edge system is to minimize total bandwidth usage, while meeting the
QoC requirements, that is, maintaining the QoC metric «; above a threshold §; for each
computation process C;. If each sensor uses a single stream \S; with transmission quality @);

as described earlier, the optimization problem can be expressed as:

r%iinzi:&(@) st. >0, Yi=1,..,N; ¥j=1,., M. (4.2)

To solve this problem, we first make the communication between the sensor and edge
computation-aware. The sensor determines a transmission quality (); that satisfies €2;; for

all j =1,2,..., M. Thus, we define effective quality of stream 5; as:

M
Qzeff — U Qij (43)
7j=1

Intuitively, Q// is smaller than or equal to Q/*". The reduction in terms of network usage

can be expressed as the difference between B, and effective access network bandwidth

Beffl
N N
Bsaved = Z SZ(Q{u”) - Z SZ(fof> (44)
=0 =0
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We further reduce fo ! by making the communication content-aware. In the context of the
specific application scenario considered in this work, the video data stream is differentially
encoded. As a result, the data stream is composed of packets transporting information
relative to reference frames (full pictures) or differential frames (encoding differences with
respect to reference frames). In [33], we provided a preliminary study on the effect of packet
loss on the performance of object detection algorithms. Our work illustrates the much
larger impact of packet loss localized in portions of the stream transporting reference frames
compared to the loss of packets transporting differential frames. The solution we proposed
concentrates interference on differential frames, rather than equally spreading it over the

data stream.

Herein, we use this observation to build a content-aware packet filtering strategy. Specifically,
when a reduction in the overall used bandwidth is necessary, the filter first drops packets
that are transporting differential frames instead of uniformly dropping packets. Herein, we
use a pre-built map, shown in Table 1, between the QoC requirement and packet loss in
the two classes of content — that is, reference and differential frames. The advantage in
terms of used bandwidth to achieve a given object detection accuracy is apparent. Object
detection is performed using the Speeded Up Robust Feature (SURF) detection [11]. We
summarize the steps of the filtering strategy and describe how content and computation-

aware communications are implemented at the edge server and sensor side in Algorithm

1.

To implement the DPI eBPF function, and the cloning and forwarding function, we use
Virtual Network Functions (VNF) which can run inside in-kernel VM. The VNFs can be
invoked by the application program using APIs as shown in Listing 4.1. This allows the
dynamic modification of the policies in the shared BPF maps. We further optimize the DPI
VNF implementation by setting the MTU size as multiple of transport stream (TS) packet

size (188 bytes); so that the module does not scan every byte of the UDP payload, rather,
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Algorithm 1: Content & Computation-aware Communication

© 0w N o oA W N+

10

11
12
13

14
15
16
17

18
19
20

Input:

S={S;:1=1,2,...., N} : Sensors

C={Cj:j=1,2,...,M} : Computation processes
Q[i, j] : Quality Requirement of S; for C;
Output: Sensor to Computation Map : G: S +— C
QIn] : Sensor Data Transmission Quality
Ali, j] : Edge Suppression Factor
Function EdgeControl (S, C,€2) :

for

for

L

{I;} : Interface list for S;

i = 1to N do
{[;} + null
for j = 1to M do
if C; includes stream S; then
| {5} = {1+
else
L continue

M
Q' = U 2 Qlil = Qi
j=
for k = 1to |;| do
Ay, : Application on k;, VM
d; : Packet loss tolerance of Ay for sensor data S; Ali, k] = 0;

F : Frame type obtained by DPI of S; for A
if F € Reference Frame then

‘ Clone and forward packets to interface I,
else

L Apply Ali, k] suppression at interface Iy

Clone and forward packets to interface Ij

Function SensorControl (Q[n]) :

i = 1to N do
«; : Loss tolerance of S; for transmission quality Q]
P; : List of packets to be suppressed using DPI S; < S; — P; ; Transmit S;
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jumps from one TS header of 4 byte size to the next TS header in the packet. This minimizes
the number of instructions needed in the BPF. The implementation can integrate any future

VNF accessible though a BPF API at the user program.

Listing 4.1: APIs for accessing eBPF VNF's
// Access eBPF functions through API
bpf = BPF(src_file = "ebpf_vnfs.c”, debug=0)
function _DPI = bpf.load_func(” vaf_DPI” | BPF.SCHED_CLS)

function_clone_forward = bpf.load_func (

"vnf_clone_forward”, BPF.SCHED_CLS)

// Access and update eBPF shared Maps
pol_map = bpf.get_table(” policymap”)

pol_map [pol_map.Key(idx )] = pol-map.Leaf(arr, 0)

4.6 Performance Evaluation

In this section, we first describe the experimental setup, and then provide numerical results

assessing the performance of the proposed framework.

Object Detection (%) 0.5 1.0 20 5.0

Uniform packet loss 0.95 0.84 0.46 0.1
Differential packet loss 0.99 0.96 0.74 0.4

Packet loss (%)

Table 1: Object detection as a function of packet loss when the uniform and selective
packet dropping policies are used.
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4.6.1 Experimental Setup

We implemented the eBPF program on a network edge server with 8 core CPUs. All the
VMs run on QEMU hypervisor and we used the docker version 1.11.2 to define network
containers. The implementation is based on Linux kernel 4.7. As sensor data stream, we
used a real-world video of 640x360 pixels and 372 frames encoded in H.264/AVC format at
30 frames per second. The video is converted to transport stream (TS) with the ffmpeg tool

and transmitted from the sensor to the edge over UDP.

4.6.2 Results

We evaluate the performance of the framework in terms of programability, layer 2 forwarding
performance, bandwidth utilization as a function of the computation requirement, system
resource usage and scalability. We tested the real-time redirection of traffic to the correspond-
ing interfaces with respect to dynamic modifications in the mapping between the network

source and destination ports, and the programmability demonstrated to be seamless.

Layer 2 forwarding performance: As discussed previously, the selective cloning and forward-

ing mechanism is implemented at Layer 2 using the DPI module at the edge server. The
program is executed inside the in-kernel VM which runs with low level instructions. As a
consequence, the flow does not incur significant delay traversing through the upper layers of
the network protocol stack. Moreover, the layer 2 forwarding function in eBPF is connected
to the qdisc of the kernel similarly to the Linux bridge. Hence, the eBPF switch achieves
analogous layer 2 forwarding speeds as Linux bridge. We compare them by measuring their
average throughput using the “packetgen” utility setting the packet size to 512 bytes. We
further compare the two cases using TCP and UDP. Both eBPF and Linux Bridge achieve
~ 1 Gbps throughput over UDP and ~ 2.5 Gbps throughput over TCP (without TCP
Segmentation Offload (TSO) and Generic Segmentation offload (GSO)).

78



301 1
&~ Uniform Packet drop
-©- Differential Packet drop

-8 Uniform packet drop
-©-Differential Packet drop |

o
=3
T

_ S
S 25) o
- ©
DZ: o
Z 06 N
o 20 B
g 204t
& [0
o o
(0] L
215 p
< a A % 0.2r 7
o J
10 1 1 L 1 L I} O 1 Il 1 1 L
6 5.5 5 4.5 4 3.5 3 6 55 5 45 4 35 3
Bandwidth (Mbps) Bandwidth (Mbps)

Figure 4.3: PSNR as a function of channel Figure 4.4: Object detection rate as a func-
capacity. tion of channel capacity.

Computation Performance: We assess the performance of the proposed framework in terms

of quality of the received video with respect to the network bandwidth utilization. First, we
measure the average Peak Signal-to-Noise Ratio (PSNR) of the video by suppressing packets
at the sensor. Fig. 4.3 shows that as bandwidth usage is reduced by uniformly dropping an
increasing number of packets, the PSNR decreases very sharply compared to the case where

packet drop is focused on differential frames.

The DPI-based differential packet drop achieves significantly higher PSNR for any given
bandwidth compared to the uniform, and non-selective, packet drop. For instance, when
the available capacity of the communication link is equal to 5.5 Mbps, the selective filtering
strategy achieves a PSNR equal to 18 dB, whereas the PSNR obtained using a uniform drop
strategy is equal to 14 dB. A PSNR equal to 15 dB requires a capacity equal to 5.75 Mbps

and 3.6 Mbps in the uniform and selective strategy, respectively.

Further, we assess the performance of SURF-based object detection with respect to channel
usage (see Fig. 4.4). The selective strategy provides a significant gain in terms of object
detection rate compared to uniform packet drop for any given channel usage. For instance,
when the available channel capacity is equal to 4.5 Mbps, the object detection rate is equal

to 0.4 and 0.7 in the uniform and selective drop strategy, respectively.
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Figure 4.5: CPU utilization as a function of packet drop rate.

System Resource Utilization:

By selectively suppressing packets and avoiding cloning all the packets at the network edge,
the proposed framework also improves system utilization. In the considered case-study, we
use two video streams, each of which is processed by two processes running on two separate
VMs (VM1 and VM2 respectively). We measure average CPU usage of all VMs with respect
to packet drop rate. We distribute packet drop differently in the two streams: all the packets
belonging to Stream 1 (first video) are dropped by VM1, whereas VM2 equally drops packets

of Stream 1 and Stream 2.

Fig. 4.5 shows that the CPU usage is reduced by ~ 3% on average for every 10% total packet
drop increase when all packet drops are performed on one VM. However, if packet drops are
equally distributed between two VMs, then for every 10% total packet drop increase, the
CPU usage is reduced by ~ 5% on average. This indicates that the proposed framework
provides an increasing advantage as the differences in QoS requirements of the computation

processes increase.

Scalability: In order to test the scalability of the framework, we create a large number of

docker containers for parallel computations (see Fig. 4.6). On the sensor side, we use two
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Figure 4.6: Multi-streaming test with 100 docker containers.

TAP Interface of docker bridge

sensor devices streaming data. The main goal of this test is to assess whether or not the
framework can handle the execution of many parallel instructions in the kernel. Our tests
show that due to the light-weight implementation of the DPI and selective clone-forward
functions, and the low-level execution of our framework, the framework performs adequately
even when the number of computation processes is large. Fig. 4.7 shows that the total
system utilization almost linearly increases with the number of containers. However, the
slope decreases as the number of containers grows. This result indicates a tendency of the
system resource utilization to become more efficient for large number of containers. Note
that the total system utilization increases by ~ 8% for every 25% increase in packet drop

rate, that is, the efficiency increases as the load increases.

4.7 Conclusions

The main contribution of this work is the design, implementation and test of an open-
source, programmable computation-driven communication control framework for real-time
edge computing systems using built-in kernel eBPF. The main features of the proposed
system are: (a) reduced network utilization to support computation processes; (b) highly

dynamic network and packet filtering control; and (c) efficient system resource utilization
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at the edge server. Although the framework is demonstrated in a specific application, that
is, video processing, the architecture is flexible and can support a broad range of IoT appli-
cations. Numerical results obtained by means of real-world testing demonstrate the ability

of the proposed system to dynamically adapt data streams supporting remote computation

processes.
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Chapter 5

Edge-assisted Content and
Computation-Driven Dynamic
Network Selection for Real-Time

Computing Applications

5.1 Introduction

In Urban Internet of Things (IoT) systems [29] a large number of devices interconnect
and interoperate to provide services to the citizens. Supporting this city-wide exchange of
information using existing communication infrastructures is extremely challenging especially
when IoT services coexist on the same network resource with traditional services, such as
data and voice over cellular networks. Additionally, many relevant Urban IoT services, such
as transportation and vehicular networks, are computation-driven, where data are processed

in a, possibly multiscale, architecture to provide feedback and control signals in real-time.
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The Quality of Service (QoS) constraints imposed by such services, besides being often more
stringent than those where human users consume data, are specific to the computational-task

and data structure.

To address this scenario, we introduce the notion of Quality of Computing (QoC), where
the performance of the network is measured in terms of quality of the output of algorithms
processing data. In this work, we propose a dynamic network selection mechanism based on
Software Defined Networks (SDN) [160] designed to provide QoC in Urban IoT scenarios,
where IoT data streams coexist with other services on the same network resource. The
proposed mechanism dynamically assigns portions of the IoT stream to available licensed
and unlicensed network resources to guarantee QoC while minimizing cost of operations
and licensed band occupation. Instrumental to our technique is the recently proposed edge-
computing architecture [89], where computational resources placed at the edge of wireless
access networks enable the interconnection of network management to processing. Thus,
data processing at the edge processor informs network management, which in the considered
case takes the form of network selection for data stream portions with different relevance to

the computational goal.

The framework and technique proposed in this work find wide applicability. Herein, we
consider a real-time monitoring scenario, where sensors transmit a video stream which is
analyzed at the edge processor to identify and classify objects. The supporting wireless
infrastructure consists of a WiFi network, which operates in unlicensed frequency bands,
and a cellular communication technology, Long Term Evolution (LTE) in our case-study,
which operates in licensed bands. In our setup, uplink licensed LTE provides high QoC,
where packets experience a “near interference-free” environment which comes at the cost
of utilizing bandwidth that could be allocated to competing licensed services. Conversely,
transmission over WiFi is assumed cost-free, but is subject to interference from other data

streams, which may cause temporally localized congestion. In the proposed framework, the
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edge-assisted SDN architecture dynamically selects the network resource to be used by the

data stream, or specific portions of it, to trade-off licensed bandwidth usage and QoC.

We illustrate the performance of the proposed framework via experiments conducted on a
real-world testbed emulating WiFi and LTE networks using hostapd [142] and OpenAirln-
terface [159, 158]. In the considered setup, QoC at the edge processor is periodically affected
by bursts of traffic on the same channel. The SDN-based system we propose mitigates this
effect by reacting to congestion and opportunistically moving parts of the data stream to the
LTE network. To this aim, we leverage the specifics of spatial and temporal video encoding
to separate the video stream into sub-streams with different relevance to the recovery op-
erated at the edge processor. Numerical results show that the dynamic selection technique

improves QoC while minimizing LTE usage.

5.2 Related Work

Recently, network selection techniques aiming at improving throughput and bandwidth
utilization have attracted considerable attention. Stream Control Transmission Protocol
(SCTP) [181], Concurrent Multipath Transfer (CMT) [108] and other analogous protocols
have been proposed to select alternate network paths to improve reliability. Most of these in-
novative architectures are based on connection-oriented and stateful protocols, which often do
not match the needs of real-time services. The Multipath TCP (MPTCP) protocol [204, 40]
proposes to use multiple paths available in the network to build a single connection session,
where packets are distributed across the paths proportionately to their respective quality.
However, similar to TCP, the protocol prescribes retransmission and even an individual slow
path may cause issues such as buffer overflow and delayed packet reordering at the receiver.
This limits its applicability in time-sensitive applications. Network selection in multi-radio

networks for IoT environments is proposed in [22] and [91]. However, the techniques pro-
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posed in these papers are based on traditional throughput requirements and involve core
network components with unpredictable propagation delays. Different from these previ-
ous contributions, we propose a framework where network selection is aware of the content
transported by the stream and the global computation task. To this aim, our framework is
edge-assisted, thus creating an innovative connection between content and network manage-
ment, and avoiding the, possibly large and unpredictable, delay introduced by cloud- and
core-network based architectures. Additionally, since network selection is controlled by the
edge processor and local network managers, our technique minimizes impact on coexisting
services. Specific content-based Interference control can be added to the proposed framework

using approaches analogous to those in [34, 36].

5.3 Case-Study Scenario

Since processing architectures based on cloud-computing, such as [54], often cannot meet
the stringent delay constraints imposed by real-time urban IoT services, herein we assume
that data processing occurs at the wireless network edge. In particular, we assume that
sufficient computational power, i.e., an edge processor, is available at one, wireless, hop from
the sensors acquiring the data. We focus our study on a scenario where video input data are
streamed by sensors over the wireless network to the edge processor, whose objective is to

detect and classify objects within the captured area.

We assume that the overall bandwidth of the network infrastructure, which is composed
of multiple individual networks and technologies, is sufficient to support the data stream.
We focus on WiFi [192] and LTE [86] networks, which are widely available in urban envi-
ronments, supported by most devices and predominant technologies for mid and long-range
communications. The two networks have different characteristics. The LTE network has an

access cost, which conceptually could even correspond only to the reduction in the bandwidth
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available to other licensed users, but operates under Quality of Service (QoS) guarantees with
dedicated uplink channel. The WiFi network, conversely, operates in the unlicensed band
and does not incur an “operational cost”, but is subject to congestion and interference from

other, possibly bursty, data streams.

The video streaming application encodes the data using H.264 encoder [203] and then trans-
mits using Real Time Protocol (RTP) [110]. The sequence of video frames is spatially and
temporally compressed generating Group of Pictures (GoP), where each GoP contains a
reference frame (full picture) followed by a series of differential frames, which transport dif-
ferences with respect to the reference frame. Conversely, damage to a differential frame
causes a quickly recovered corruption [34, 36], which is also mitigated by temporal interpola-
tion. The encoded video frames are further divided into transport stream (TS) packets and

encapsulated into the payload of data packets for video streaming.

5.3.1 Quality of Computation Metrics

Metrics such as packet latency and jitter have been traditionally used to measure the per-
formance of video streaming for real time services. However, packet-based metrics which
average over all packets may not fully capture the performance of the data stream, espe-
cially in relation to the output of the processing algorithm which is heavily dependent on
spatially and temporally local properties of the received video. For instance, due to spatial
and temporal encoding, if packet loss occurs within a reference frame, the resulting cor-
ruption spreads over the entire GoP creating persistent artifacts which may be erroneously
detected as objects. Thus, the impact of packet loss, either due to packet delivery failure or

excessive delay, is not uniform over the video stream.

A metric which is widely used to summarize video quality is Peak Signal to Noise Ratio

(PSNR) [106], which measures the average Mean Squared Error (MSE) over all the video
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frames using as reference the uncorrupted video, that is:
PSNR = 101log 10(Kpps/MSE,y,), (5.1)

where Ky is 2B B is the number of bits per pixel, and M S Eqy4 is the average MSE over
all the frames of the video. However, two videos with same PSNR can have entirely different

characteristics, especially for the purpose of computation.

Herein, we use a metric of quality which is directly dependent on computation. More specifi-
cally, we directly use correct object detection rate as a metric to measure the quality provided

by specific packet loss patterns and guide network selection. Then, we define

Nrcvd

—_— 5.2
Nref ( )

Pobj,det =

where N,c,q and N,.s are the total number of detected local features, corners and edge pixels
of all matching surface objects in the received and reference video, respectively, such that
{Nycvd, Nrer} € N where N is the total number of local features of surface objects detected

in the uncorrupted video.

5.3.2 Preliminary Study

In order to understand the impact of packet loss within the video stream on the quality of
the computation output, we perform a numerical study on real-world video. Specifically, we
generate synthetic packet loss patterns and measure the quality of the decoded corrupted
video in terms of object detection. We first test “content-agnostic” packet loss patterns,
where packets are dropped with uniform probability over the stream. Then, we test a
“content-aware” pattern, where reference frames are protected and packets are dropped

only in differential frames. In our experiments, packet loss is distributed according to an
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Figure 5.1: Object Detection vs Packet Loss Figure 5.2: PSNR vs Packet Loss.

exponential distribution. Figure 5.1 depicts object detection probability as a function of
packet loss for these two cases. It can be observed that concentrating packet drops in
differential frame considerably improves object detection for a given percentage of packets
drops. For instance, an object detection probability of 0.6 corresponds to 1% packet loss in
the content-agnostic case and 4% packet loss in the content-aware case. Thus, content-aware
packet loss patterns can tolerate 4 times the packet loss achieving the same QoC. Analogous
observation can be made when measuring PSNR, see Fig. 5.2. We build our network selection
framework on these observations, where the edge processor evaluates patterns of packet drops
and informs network selection. Specifically, the edge processor matches recent packet loss
patterns to QoC, and generates feedback used by the sensors to determine the network used

to transport different portions of the video.

5.4 Architecture

The considered edge-assisted urban IoT architecture is composed of an edge processor con-
nected to the WiFi and LTE base stations via a high-capacity link, and a set of sensors
connected wirelessly. Figure 5.5 shows the components of the architecture and the flow of

information. Sensors have two queues to maintain the state of packet flows on WiFi and
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LTE, where one of the data paths can be used at any point of time for upstreaming data to
the edge processor. The “state” of the data path associated with each individual network is
based on feedback generated from the edge processor, which evaluates the pattern of received
packets in relation to the specific computational goal. The output of the evaluation is sent to
the sensors using reverse paths over all available networks in the form of feedback messages.
This to avoid long delays and possible timeouts in case one of the two paths is currently con-
gested, and improve reaction time of the system in selecting different networks in response
to paths’ state. Feedback messages are also used to probe paths, which is mostly effective
when up and downstream links use the same channel resource. However, the consistency
of feedback-based probing with the real state of the network is limited by the small size of

feedback messages.

The edge processor connected to the base stations performs real-time computation and keeps
track of recent QoC and packet loss patterns. Based on pre-computed mapping and the
QoC requirement, the edge processor determines the packet loss threshold to be included
in feedback messages. The sensor performs Deep Packet Inspection (DPI) to determine the
content of packets, which informs network selection in response to the feedback and network

state.

We make the architecture described above specific to the real-time video monitoring scenario
at the center of our study. In this context, content differentiation corresponds to different
types of video frames, as illustrated in the preliminary results discussed in the previous
section. Once the sensor receives the tolerable packet loss limit, it determines the frame
type of the packet to be transmitted and tunes the threshold for offloading the traffic to the
LTE or WiFi network accordingly. In order to select the network, the sensor first measures
the long term average packet reception quality at the edge from the feedback messages
sent from edge. The edge sends application sequence number of the last packet received in

every feedback to the sensor. Upon reception of every feedback message, the sensor updates
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Figure 5.3: Edge Assisted urban IoT Architecture
the state queues for the WiFi and LTE accordingly. Then before selecting the network,
the sensor reads the most recently updated queue and check if the corresponding network
provides sufficient QoS to packets to match the threshold requirement. If so, it selects the

current network otherwise, it offloads the traffic opportunistically.

The network selection algorithm also considers the cost of operation. To this aim, once
data are offloaded to the LTE network, the protocol will try to re-route the traffic trough
WiFi whenever a pattern is detected that can support the QoC requirement. Since the WiFi
channel is bidirectional, performance measured using feedback roughly correspond to those
of the upstream data. Thus, the protocol extracts useful information from the feedback,
where good performance of the feedback channel is used to trigger a re-assignment of traffic
to WiFi. Then, the protocol compares the sequence number of feedback message over WiFi
with that that over LTE and, if they are comparable for a time window, it presumes the

WiFi channel quality returned to a good state.

The basic functions of the network selection algorithm are summarized in Algorithm 2. We

study two variants of the protocol, namely content-agnostic and content-aware protocols. In
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the former case, the system treats all the packets in same way, i.e. uses a common packet loss
threshold for network selection. In the latter case, the threshold value will be applied to the
non-reference packets only, whereas the packets from reference frames will be transmitted

using the LTE network, which corresponds to zero packet loss tolerance.

Algorithm 2: Content & Computation-aware Network Selection Protocol
Input: Feedback control messages from Edge
begin CollectFeedback () :
update QU EU Ey. update QU EU E,; 1;
Ay : Feedback delay over LTE
Ayizi - Feedback delay over Wiki
if  Apye > Awifi then
‘ select QUEU By,
else
L select QUEU Ey;f;

® N O oA W N

©

begin DeepPacketInspection () :
10 F : Frame type obtained by DPI of Tx packet
11 if F € Reference Frame then

12 ‘ packet_type =1
13 else
14 L packet_type = 0

15 begin NetSelect () :

16 Q = CollectFeedback()

17 type = DeepPacketInspection()
18 if type == 1 then

19 ‘ Loss_thresh =T'1

20 else

21 L Loss_thresh = T2

22 if |Q[start] — Qlend]| — Q_size < Lossipresn then
23 if Q == QUEUEwaz then

24 ‘ Network — WiF1i

25 else

26 L Keep same Network

27 else

28 | Network — LTE
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5.5 Experiments & Numerical Results

We implemented the network selection algorithm on a fully functional testbed, where we use
hostapd [142] to create software access point (AP) for WiFi and OpenAirlnterface [159] as
open-source LTE emulator. We use a real-world monitoring video of 641 frames, which are
encoded with H.264 and converted to a TS packet stream using ffmpeg [46] codec. The TS
packets are, then, encapsulated within UDP packets and transmitted over the network to the
edge processor. To illustrate the general performance of object detection, we use Speeded Up
Robust Feature (SURF) based object detection [43] as a measure of computation quality.
The received video packets are first decoded using ffmpeg decoder and then fed into the

object detection process.

5.5.1 Testbed setup

For the testbed emulation, we used laptop computers as sensor and edge machines. These
machines run ubuntu 14.4 operating system with Linux kernel version 3.19. The WiFi
software AP and also the LTE base station runs on the same machine as the edge processor
to simulate a high capacity link. We configured the software AP using open-source hostapd
software with configurations conforming with IEEE 802.11 standard. For LTE, we used
open-source based OpenAirInterface (OAI) module installed on the machines that connect
to radio interfaces USRP B210 with omnidirectional antennas separately for uplink and
downlink. The sensor machine runs the code for LTE UE and the edge machine runs the
LTE eNodeB code. We used licensed band for our experiment within allowable duration for
academic research. As we consider edge computing, we do not use the EPC core network for

LTE and only use the evolved universal terrestrial radio access network (EUTRAN) [137].
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5.5.2 Numerical Results

We performed the experiment with our testbed in a scenario where the WiFi network is
affected by bursts of traffic competing with the video stream. We used controlled UDP
flooding with the iperf [189] tool to produce the congestion in the WiFi channel. We gen-
erated the external traffic over WiFi on the same channel with packet bursts whose arrival

is distributed according to an exponential distribution of fixed rate, and the burst size is 3
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seconds. Bursts congest the network and result in localized sequences of packet drops.

From our preliminary study, we built a map between the QoC level and the packet loss rate
based on which the edge processor sets the maximum packet loss threshold. In the high
interference regime we used in our testing, the WiFi channel drops about 25% packets on
average due to interference. Hence, in order to reduce the packet loss and fulfill the QoC
requirements, the network selection may need to re-direct part of the stream to LTE in
periods where the WiFi is affected by congestion. The frequency of offloading traffic to LTE
depends on the threshold value set by the edge processor, which corresponds to the QoC

requirement.

We performed the experiments by varying the QoC threshold and measured the object detec-
tion and throughput both for content-aware and content agnostic algorithms. Fig. 5.4 shows
that when WiFi is used, in the considered interference regime object detection probability is
close to zero due to almost one fourth of packet lost due to congestion. It can be observed
that if the whole stream is assigned to LTE, then object detection probability is close to
1. When network selection algorithm is employed, the lower the QoC threshold, i.e., lower
packet loss tolerance, the higher the object detection probability. The figure also shows that
when content-aware network selection is employed, i.e. always using LTE to transfer refer-
ence frame and WiFi to LTE offloading for other packets when WiFi has average packet loss
smaller than the threshold, then the overall performance of the system improves with respect
to the content-agnostic network selection. However, the content-aware network selection may

result in larger usage of LTE resources, and requires DPI.

In addition to QoC metrics, we measure the output throughput and object detection for
both content-aware and content-agnostic selection. Fig. 5.5 shows that as the throughput
increases, object detection probability increases as expected. It also shows that content-based
network selection leads to greater improvement in terms of object detection with respect to

throughput improvement compared to the content-agnostic case. We then measure the cost of
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operation in terms of LTE usage for the same packet loss threshold range, and plot it against
the application throughput in Fig. 5.6. It can be observed that throughput improvement
comes at the price of an increased cost of network operation. In the considered setup, the cost
is larger for content-based network selection than in the content-agnostic network selection

mechanism.

Fig. 5.7 depicts object detection probability as a function of network operation cost in terms
of LTE usage. It can be observed as the network cost decreases, object detection probability
also decreases in both content-based and content-agnostic cases. It can also be observed
that when the cost is very high (> 90%), i.e., a small packet loss tolerance is used to
trigger an offload to LTE, the object detection probability is high and comparable in the
two cases. However, as the packet loss threshold is small, for a given cost of operation the
content-aware network selection obtains larger object detection probability compared to the

content-agnostic case.

Finally, we measure the average application latency and jitter. Fig. 5.8 shows that the
average latency increases sharply when the throughput decreases, i.e. when the packet loss
threshold is large. It also shows that when the achievable throughput is close to its maximum

— that is, 0.35 Mbps — content-aware and content-agnostic selection result in similar latency.
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Thus, even if suffering a decrease in throughput, the content-aware protocol suffers a smaller
penalty in terms of latency. Similar considerations can be made for application jitter as

shown in Fig. 5.9.

5.6 Conclusions

The primary contribution of this work is a novel edge-assisted network selection mechanism
for real-time services in urban IoT. We introduce the notion of Quality of Computing, where
the edge processor, and the computational task, inform network selection. The network
selection protocol differentiates control decisions based on content to further improve perfor-
mance over cost of network operation given QoC requirements. An experimental evaluation
is performed by transmitting a real surveillance video on a testbed built with open-source
based WiFi and LTE networks. Numerical results show that in periods where the WiFi net-
work suffers congestion and is unable to provide the desired QoC, the data can be effectively

offloaded to LTE in real time to support computation.
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Chapter 6

Data-driven Dynamic Path Selection

for Real-time Video Applications

6.1 Introduction

Recently introduced paradigms where machines collaborate to accomplish a common task
are imposing increasingly stringent constraints on the Quality of Service (QoS) achieved by
the underlying communication layers. An illustrious example of such model, which have been
receiving considerable attention, is edge computing [52, 177, 33], where a compute-capable
machine positioned at the network edge provides data processing services to mobile devices

interconnected through a low-latency, one hop, wireless link.

However, the volatile nature of wireless links may induce periods of time where the ability of
mobile devices to deliver data to edge servers degrades. For instance, bursts of data trans-
missions from other wireless terminals active on the same frequency channel, or temporary
loss of line of sight connectivity to the access point or base station in urban environments

may drastically reduce achievable data transfer rate and result in large delays or packet loss.
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Intuitively, these issues are particularly relevant when edge computing is used to support

real-time mission critical applications.

The overall objective of this research is that of maximizing the integrity of data streams
emitted from mobile devices and directed to the network edge under stringent capture-to-
delivery delay constraints imposed by real-time applications. We specifically focus on one
of the most challenging and relevant applications: real-time video streaming for immediate
edge-assisted analysis. We consider a scenario where a mobile device and an edge server
can communicate over multiple wireless channels — for instance, multiple Wi-Fi channels
associated with one or more access points, and make the following assumptions: (i) due
to mobility and activity from other active devices the characteristics — e.g., short term
throughput and packet-wise delay — of each channel present complex dynamics at different
time scales; and (i) devices can acquire information on the channel state — abstracted
here as a transformation imposed to the packet stream — only by transmitting packets over
available channels and observe their outcome. In this challenging environment, we formulate
a channel selection problem whose goal is twofold: (i) maximize the perceived quality of the
video stream at the edge server, while (77) minimizing the impact of the information flow
on the Quality of Service (QoS) of other active data streams. At the core of the problem is
reliable channel prediction, that is, the ability of the channel selection logic to forecast future

performance of the video stream to inform selection decisions.

Critically, as only the channel currently being used is observed, the selection logic is clueless
about the current state of the other channels. In order to acquire complete state informa-
tion, all the channels would need to be used simultaneously, thus considerably increasing
network load, possibly degrading the QoS of other data streams. To solve this impasse, we
propose a probe-based approach, where prediction over unused channels is informed by the

transformation applied by the channel to a train of short packets periodically transmitted.

In summary, this research makes the following contributions:
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(a) By means of detailed simulation, we create a comprehensive datasets based on real-world
application layer traffic traces. The dataset connects features of packet delivery patterns —
both from the video stream and probes — over multiple channels to the future perceived
Peak Signal to Noise Ratio (PSNR) [106] of the delivered video. The environment captures

complex traffic, and thus contention, patterns as well as mobility of the wireless nodes.

(b) We characterize the information on the future PSNR of the video stream contained in

features of the packet streams — both video and probes.

(¢) We develop a prediction framework based on state of the art classification algorithms,

including Convolutional Neural Networks (CNNs).

(d) Based on the predictor’s output, we implement an algorithm dynamically selecting the

channel which most likely will provide the highest PSNRs in a predefined temporal window.

Results obtained by extensive simulations show that the prediction-based framework achieves
an overall video quality close to that achieved by replicating the video stream over all the
available channels while imposing a minimal increase in the degradation of other data streams

compared to transmission over a single channel.

6.2 Preliminaries

From a high-level perspective, the development of a predictive framework to dynamically
select channels providing the desired quality to a data stream in face of complex underlying

traffic and channel gain presents two main technical challenges:

(i) Develop an effective methodology to acquire information on the state of all available

channels; and
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(ii) Build effective strategies mapping the acquired state information onto future QoS or

application layer performance of the data stream.

From the point of view of prediction, one of the main sources of complexity is the possibly
fast rate of change of channel conditions induced by the complex traffic patterns generated by
other active data streams, their activation/deactivation patterns, as well as the convoluted
interactions between data streams due to control protocols at the different layers. This
aggregates with variations in the channel gain and physical parameters due to mobility and
micro and macro features of the environment. The result is a nested set of — inherently
stochastic — processes controlling the transformation applied by the network to packets

transmitted over the channel.

Intuitively, the characterization and even representation of these processes is extremely com-
plex. Furthermore, most of the involved variables (e.g., inner state of channel access or
transport layer protocols) are not observable. We, then, take a data-driven approach, and
study the information contained in the transformation of packet trains itself on the future
of the channel state, here intended as the PSNR of the video if a specific channel were to be
selected. We address the problem of acquiring information on channels that are not currently
used for video transmission, by introducing in this context the notion of probing through

lightweight packet bursts.

Fig. 6.1 shows the general diagram of the proposed framework: features extracted from the
video and probe streams are used to predict the future quality of the video if any of the C'
channels were to be used for transmission. The individual components of the framework and

the rationale behind its design are explained in the following.
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Figure 6.1: High level schematics of the channel selection framework.

6.2.1 Scenario

We consider a scenario in which a video stream captured in real-time by a mobile user needs
to be transported to an edge server. The user and the edge server can communicate through
C independent wireless channels — for instance corresponding to different access points in
the vicinity — indexed with ¢=1,...,C. The channels are shared with other users and data

streams, which all contend for the available frequency resource.

The video stream is encoded, packetized using UDP, and transmitted over one of the wireless
links to the edge server. The frame rate of the video is F,. frames/s, and we assume that all the

packets referring to frame ¢, 1=0, 1, 2, ... are injected into the transport layer socket at time
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i/ F,. Temporal encoding is used to reduce the bandwidth used by the video, where frames
are organized into Group of Pictures (GoP) composed of a reference frame and a series
of differential frames encoding the differences with respect to the corresponding reference
frame. Due to the real-time nature of the application, we assume differential frames only
depends on the previous reference frame, and that GoPs are composed of a fixed number
of frames F'. We impose a strict deadline from the capture of a frame and its delivery. We
denote the maximum capture-to-delivery time with A. Packets delivered after the deadline

are discarded, and the decoder will only use the received ones.

6.2.2 Selection Problem

Due to practical considerations, we define the selection process at the temporal granularity of
GoPs. Let’s index GoPs with p=1,2,.... We, then, denote the average Peak Signal-to-Noise
Ratio (PSNR) of GoP p with ®(p), computed as the average PSNR of all the component
frames, and define the control variable c¢(p)€(1, ..., C) corresponding to the channel selected

for the transmission of GoP p.

In order to maximize the quality of the video, we simply aim at the selection of the channel

providing the maximum average PSNR, that is,
¢(p)=argmax ®(p, c). (6.1)

Rather clearly, the selector needs to make the decision before the GoP is transmitted, and

selection is necessarily based on prediction.
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6.2.3 Prediction

We define prediction as a classification problem, where classes are defined based on function-
als of the GoPs” PSNR within a window of future GoPs. This is motivated by the inherent
difficulty in the short-term prediction of individual GoPs’ PSNR values in network environ-
ments characterized by mobility and complex traffic patterns. Let’s set the current GoP

index to p=0, we then define Z classes z€(1,...,7) as
Z = .Fw(‘I)Lw), (62)

where Fyy is a functional mapping of the vector @1 y=(®(1),...,2(W)) to the class z.

Several choices of the classification function Fy, are possible, including a simple discretized
average over the PSNRs within the temporal window. Herein, we choose a function which
aims at preserving a general good quality of most GoPs in the window. Specifically, we

define

1t 0 1(®(p) > y)>k,
Fw(®rw)=

0 otherwise,

where y is a predefined PSNR threshold, k€{0,...,W} and I(-) is the indicator function.
Thus, we say that the channel in the window is “good” (2=1) if at least k GoPs have a PSNR

larger than y. The selector, then, will attempt to assign the stream to a good channel.

We now define the input of the predictor. As mentioned earlier, due to both technological

and environmental parameters and their variations, the channel applies a transformation to

T(p)

the packet transmitted by the mobile user. Define Q(p) = as the matrix composed
A(p)

of the row vectors 7(p) and A(p), whose elements are the injection time and size of all the
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packets transmitted during GoP p. We characterize such transformation using the function

T (+) as follows

= T(Q(p),s(p)), (6.3)

which takes as input €(p) and a generic vector of latent variables s(p) to return the vectors
7(p) and 4(p), which contain the delivery time and a delivery flag (equal to 1 if the packet
is delivered by the deadline and 0 otherwise), respectively. Our objective is not that of
modeling the, extremely complex, function 7 () or define the state vector s(p). Instead, we
aim at characterizing and using the information contained in that transformation on the

future performance of the video stream over a channel.

We, then, define the predictor Z = P(II), where Z€{0, 1} is the predicted class and IT is a

matrix

fr0) fe(=1) ... fr(=H)

whose rows correspond to different features and columns to different GoP slots. The features

are extracted from the matrix

We note that the features needs to be calculated at the access point or edge server, which
feeds them back to the user by means of a short packet. In order to ensure a reliable delivery

of this packet, features associated with the last frame of the last GoP may be omitted.
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6.2.4 Probing

The input of the predictor are features computed from the outcome of packets transmitted
over the channel in the T preceding temporal slots (corresponding to GoPs). Clearly, com-
puting such features is possible only if the channel currently used to transmit the video. To
overcome this issue, we introduce and study in this scenario the notion of probes. The core
idea is to acquire information by periodically transmitting short trains of packets. This re-
duces the impact on other active streams compared to transmitting sections of the video. As
for the video stream, information acquired by the probes takes the form of features associated

with the transformation 7(+).

Intuitively, the shape of the probe influences the amount of information harvested when
observing its outcome. Herein, we synchronize probe transmission with the starting of GoPs,
and compose the probes of a train of ) packets of size S transmitted in a single burst. We
test different sizes and number of packets to evaluate their ability to predict future video
quality with respect to their impact on the data streams populating the unused, probed,

channels. The results are reported and discussed in Section 7.5.

6.3 Network Environment and Dataset

This section introduces the environment created to collect feature matrices from the video
stream and probes, as well as to test the channel selection technique. Our objective is to
capture the complex interactions between the video stream and the traffic patterns associated
with relevant applications. We focus on the Wi-Fi communication technology, which has
a high degree of unpredictability due to the contention mechanism and the low amount of
control imposed by the infrastructure, and associate each of the C' channels to an access point.

The investigation of a multi-technology environment, for instance including connection to
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LTE eNodeBs is left to future studies.

Importantly, available network datasets are mostly at the transmission level, that is, they
capture the timing of packet transit after the control imposed by all the network layers. We
contend that a key feature to build effective and realistic predictors is to capture the intricate
interactions between transmission protocols given the dynamics of the traffic injection and
environment. Then, in addition to the user streaming the video, the environment is populated
with M mobile users whose association is equally divided across channels. We characterize
each node m by defining a “class” ¢,,€C, where each element in C corresponds to a description
of the application level traffic generated by the node. Although a model-based approach is
possibly viable, we take a data-driven approach, where each class corresponds to traces
extracted from real-world applications. We include the following applications: (1) Youtube
video streaming, (2) Skype voice call, (#) File Transfer Protocol, (4) Skype video call
and (&) collection of background web traffic that persistently inject traffic in the network.
Importantly, the traces we collect are at the application layer, that is, they are composed of a
sequence of packet injection times and sizes, where the time corresponds to the injection of the
packet in the transport-layer buffer. A high-fidelity representation of the interaction between

nodes is achieved by using NS-3 to simulate transport layer and link layer mechanisms.

Although certainly not exhaustive, the considered set of applications includes representatives
from a broad spectrum of typologies, ranging from large burst of traffic (FTP), to a contin-
uous, but variable, stream of packets (Youtube and Skype), and semi-deterministic traffic
patterns (background web traffic). Figure 6.2 shows the traces collected for the mentioned
classes of applications and combined complex structure of the overall envelope of the traffic

shape when all of them are active.

In addition to the application-specific variations in the pattern of injected packets created
by the traffic traces, we consider stochastic activation/deactivation patterns. In particular,

we define a Poisson process with parameter 8, where the events generated by the process
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Figure 6.2: Envelope of the traffic classes at the network level. The set includes Youtube,
Skype voice and video, and FTP applications as well as persistent background web traffic.

correspond to the activation/deactivation of a stream. Specifically, each event is marked
with either 1 (probability p) or 0 (probability 1—p). Event marked with 1 correspond to
node activation, and unless all the nodes are already active one of the nodes is selected at
random and activated. Conversely, if the event is marked with 0 and at least one node is

active, then one of the active nodes is selected at random and deactivated.

The used video has a resolution of 1920x1080 and encoded with H.264/AVC [203] format
with average encoding bitrate of 1M bps using ffimpeg [190]. We generate a series of Transport
Stream (TS) packets of fixed size 188 bytes and use UDP as transport layer. Several TS
packets are encapsulated in UDP packet and transmitted over the network. All the other
data streams are transported using TCP. We set N=3, and use the parameters specified in

the table 6.1.

To extract the dataset, we create 3 non-overlapping channels in the NS-3 simulator, and

run simulations for 50000 GoPs. Each GoP is composed of 30 frames transmitted over 1
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Parameters Value

WiFi Standard IEEE 802.11¢g
WiFi Bandwidth 10 MHz

No. of WiFi APs 3

WiFi Bands for APs
Initial XY of Mobile node
Initial XY position of APs
Propagation Model

WiFi Rate Adaptation
Mobility of Mobile Node
XY bounds for Mobility
Min Mobility Speed

Max Mobility Speed

Min Pause for Mobility
Max Pause for Mobility
GoP Delivery Deadline

Channel 1, 6, 11

(0,0) meters

(25,0), (0,45), (45,45) meters
Cost231PropagationLossModel
ARF Algorithm
RandomWaypointMobilityModel
(0,0), (0,60), (60,60), (60,0)
0.9 m/s

5m/s

1 sec

6 sec

1 sec

Table 6.1: Simulation Parameters.

sec. Each video frame of the GoP is transmitted as a burst of packets. Since the video is
temporally encoded, the first frame of the GoP is a reference frame with larger size of 42
UDP packets of 1400 bytes, all following differential frames are smaller and contained in a
burst of 2 to 4 UDP packets. Within any GoP slot, we transmit the video data on one of
the 3 channels and a burst of probe packets at the beginning of the GoP on the the other
channels (see Fig. 6.1). The channels have the same set of contending application streams
and statistics of the activation/deactivation processes. Heterogeneity of channel conditions
among the 3 channels are induced by setting a different initial offsets of the traffic injection

traces as well as by means of the randomized activation/deactivation processes.

The result is a highly complex and varied temporal pattern of channel conditions over the
channels. Fig. 9.4 depicts an example of temporal trace of the PSNR and average packet
delay at the GoP granularity. Periods of high channel load with different characteristics
can be observed, interluded by periods of milder traffic conditions. Note the non-trivial

relationship between packet delay and PSNR due to the complex characteristics of video

encoding.
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Figure 6.3: Example of temporal pattern of PSNR and average packet delay induced by the
traffic traces and underlying activation/deactivation process.

To mimic the effect of selection, and collect data on the dependency between probe trans-
formation and future video quality, the channel used to transport the video is randomly
selected. The frequency of switching is changed across experiments, that are merged into
two large databases containing video or probe features history and the class of the following
GoPs. Specifically, we set the prediction and history window to have size 10 GoP slots, and
use a sliding window of size 20 GoP slots. In the video to video database, the features are
computed on the first 10 slots, and the class is computed on the following 10 slots . For
the probe dataset, the data points are collected when channel switching happens and 10

consecutive GoPs are transmitted after 10 probe bursts.

6.4 Prediction Framework

The dataset described in the previous section is used to build the predictor F. Note that two
separate prediction functions are used for probe-based and video-based prediction. First, we

describe the extracted features and analyze their prediction power. Then, we describe the
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structure used to define the predictor.

6.4.1 Feature Analysis

Notably, PSNR, a widely used feature in video quality prediction, is available only if video
frames are transmitted. We define, then, a set of features that are available both when the
video or the probes are sent. Specifically, we compute: fi(p) - average delay; f2(p) - delay
variance; and f3(p) and packet loss rate associated with packets transmitted in the time
interval corresponding to GoP p. Note that packet loss may be also because of application

layer discarding due to delivery delay exceeding the deadline.

We analyze the predictive power of the features across the temporal window —H,...,0,
which we refer to as the history. To define the classes z=1 and 0 — high and low video
quality, respectively, We set the PSNR threshold to 40, and the number of above-threshold
GoPs to k=6. As in the dataset collection, we set the prediction and history window size to
10. Unless otherwise specified, in all plots probe bursts are composed of 50 packets of size

100 bytes.

Fig. 6.4 shows the separability of each class based on the last GoP slot (index 0). It is
apparent how each feature contributes to the overall — imperfect — separability between the
two classes. We formalize the prediction power using the mutual information, a metric that
has been widely used for feature selection, between the features and the class variables. Given
two random variables x and y, their mutual information is defined from their probability

density functions p(x), p(y), and p(x,y) as:

) e log P
I(@:9) _//p( 9)] gp(x)p(y)d W (6.6)

Figures 6.5a and 6.5b show the mutual information between each feature and the class labels
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Figure 6.4: 3D visualization of the distribution of 3 feature types for the two class labels,
where z=1 and z=0 correspond to a good and bad channel, respectively.

over a history of 10 slots for video and probe’s packets, respectively. First, we consider a
case where nodes have fixed positions. It can be observed how features from past GoP
slots still present a non-negligible correlation with the future class label. Quite interestingly,
while the mutual information computed on features on the video packet stream has the
expected decreasing trend as the temporal shift increases, the trend associated with the
probes presents oscillations and heavily penalizes delay variance and packet loss rate. The
former effect suggests that past features can carry information on past events, which may
have long term significance and may impact the class label due to transport and network-
layer protocols. The latter emphasizes the weaker ability of short bursts packets to collect

information along some feature dimensions.

Fig. 6.5¢ shows the mutual information of the different features of the last GoP slot as a
function of the number and size of the packets contained in the probes. A perceivable increase
of all the features as the probe number is increased can be observed. This is due to the fact
that a larger number of packets allow the probe to sample beyond local conditions of the

network, as well as a more accurate estimation of the features. An increasing information is
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Figure 6.5: Mutual information between the features in different GoP slots and the class
label for video (a) and probe (b) packet streams. Plots (c¢) and (d) show the trend as a
function of packet number and packet size of the probe bursts, respectively. The most recent
GoP slot is used in the latter two plots.

also observed as we increase the size of the probe packets to match that of the packets from
the video stream (Fig. 6.5d). This is related to the different effect of network parameters
on smaller packets, which intuitively have a reduced interaction with other data streams.
However, longer bursts of bigger packets also induce a larger degradation to coexisting data

streams.

Finally, we evaluate the impact of nodes’ mobility on the predictive power of the features.
Fig. 6.6 shows the ratio between the mutual information — across features and slots — associ-
ated with moving (see mobility parameters in Table 6.1) and stationary nodes. Interestingly,
while a general degradation affects the mutual information, some features/slot pairs gain

predictive power, suggesting some long-term correlation present in the path loss induced by
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Figure 6.6: Ratio between the Mutual Information computed in the mobility and static
mobility cases (mobile/static).

the mobility model.

6.4.2 Classifier

Based on these features, we now build the predictor F using state of the art machine learning
models. Clearly, we need to define two distinct classifiers, translating video stream and probe

stream features into the binary class we use to represent the quality of future video GoPs.

In order to fully exploit the temporal dependencies which exist between the features and
the future class, we use a deep Convolutional Neural Network (CNN) [126]. This choice also
allows the use of the CNN soft labels’ output to improve selection accuracy, as explained
later. A CNN is comprised of one or more convolution layers — often with a subsampling step
— followed by one or more fully connected layers as in a standard multi-layer neural network.
The architecture of CNNs is designed to take advantage of the multi-dimensional structure
of the input. This is achieved using local connections and weights followed by pooling, which

results in translation invariant features. Importantly, CNNs are easier to train and have very
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Figure 6.7: CNN Architecture used to build the predictor. The model takes as input a vector
with shape 3 x (H + 1), in which each row is associated with one feature type D, V and
P to indicate average delay, delay variance and packet loss, respectively. Then a 1D CNN
is applied to each row to analyze the temporal fluctuations and trends of each feature type,
and a the filtered data is unrolled and fed to a fully connected neural network to extract the
output class label.

fewer parameters than fully connected networks with a comparable number of hidden units.

In the considered case, we use the feature matrix Il as a 2-D input set feature. Then, A
different 1-D kernels (filters) are applied on the each row of the input matrix. Assuming
that the size of all kernels is the same, and is equal to T} which T}, < H. Kernel K, can be

described as a vector as below:

= [A A
Ky= 1k} Ky . K4

The output of the convolution between K, and input feature vector is a vector with length
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L =H — T, + 1 in which the element R(l) is obtained as follows:

Tp—1
R\() =Y rpfill = p) (6.7)

p=0
Where f; in the equation above can be any of three feature f;, fo or f3. After convolving
with the features, each kernel roughly summarizes key trends in the feature progression. For
example, a kernel can detect whether there is a decreasing or increasing trend in recent slots,
or capture a peak or valley within the window. A larger number of kernels allows the model

to capture a broader range of fluctuations and trends in the features’ history.

After that, all RS (l) are unrolled and passed through a non linear activation function, which
is, then, fed to a deep fully connected neural network as shown in Fig. 6.7 to output the

class labels.

6.4.3 Channel Selection

The goal of selection decisions is to maximize the short-term future PSNR of the video given
the current state of all the channels. Due to prediction errors, a channel whose predicted label
is z=1 may still present a larger than expected number of low PSNR GoPs. To mitigate the
impact of prediction errors, we rank the channels using the soft output of the corresponding
predictors and select the channel with the highest rank. Therefore, the policy for the channel

selector is to choose a ¢* channel that
¢*=arg max Z,, (6.8)
C

where Z. is the soft output of the classifier in channel c.
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6.5 Performance Evaluation

We provide here an extensive evaluation of the offline and online performance of classification
and channel selection. We used PyTorch [118] to build the CNN model, and the trained model
is integrated into the NS-3 network environment for online performance test. To build the
CNN model, we use A = 10 different kernels and set the kernel length to T}, = 5 which is
equal to half of the history size. We set the learning rate to [, = 0.003 and use the Adam
optimizer [120] to train the model. We train and test the classifier on the probe and video
datasets. Each dataset includes approximately 10000 video and 2000 probe datapoints. We
use %75 of datapoints for training and the remaining %25 to assess offline classification

performance.

6.5.1 Offline Classifier Performance

We first report micro-benchmarks on the performance of the classifier model in terms of

prediction accuracy.

Figure 6.8a compares the classification accuracy achieved by probe composed of a different
number of packets (packet size equal to 100 bytes) and that achieved based on the video
stream. Interestingly, the large amount of information collected by past video packets —
which are larger in size and number compared to probes — allows accurate classification even
when using simple classifiers. Conversely, accurate classification based on lightweight probes
necessitates complex classifiers, capable of separating the two classes using more convoluted
surfaces. This motivated our choice of CNN as the core of the proposed channel selection

framework.

We analyze the effect of the history size H on the classification performance in Fig. 6.8b.

Interestingly, while the classifier based on the video packet stream suffers a relatively small
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Figure 6.8

accuracy loss when the history size is reduced, the probe-based classifier necessitates a larger
amount of GoP slots to provide comparable performance. This is connected to the need of
a larger set of packets spread over time to adequately sample the network state and its

dynamics.

6.5.2 Online Channel Selection

First, in order to fully motivate the use of probes, we measure the degradation — in percentage
with respect to the case with no video or probe stream — to other data streams’ throughput
caused by different probe models and the video stream itself (Fig. 6.9). We can observe
that an already effective set of probes (burst size equal to 10) causes a 1% throughput loss,

compared to the 43% caused by the video stream.

We now analyze the performance of the data-driven channel selection framework in terms of

output video quality. We compare the data-driven selector with the following cases:

(i) Fized Channel: The entire video is sent over one channel.
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Figure 6.9: Throughput degradation of other applications imposed by probes or video
streams.

Avg. Encoding Bitrate | FileSize (Bytes) | Avg. PSNR (dB)
800 Kbps 104977 36.95
600 Kbps 78772 35.82
400 Kbps 53241 35.01
200 Kbps 27486 30.03
100 Kbps 16056 26.65
50 Kbps 13912 24.47
25 Kbps 10865 18.63

Table 6.2: Mapping of bitrate to file size and achievable PSNR for ABR based streaming of
the selected video.

(i) Adaptive Bit Rate (ABR) with full knowledge: Assuming full knowledge of the channel
throughput, we implement an ABR framework matching the available throughput to a coding
rate. In order to compute the PSNR, we do not adapt the resolution of the video as in
DASH [182]. We, then, pre-encode different versions of the video at different bitrates and use
the map reported in table 6.2 for online adaptation. In realistic conditions, the adaptation
of the encoding rate in real-time streams is rather difficult due to the high computation

demand.

(iii) Delay-Based Simple Channel Selector: We implement a simple delay-based selector,

which compares the average packet delay in the last GoP slot for all the 3 channels and
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Figure 6.10: Temporal pattern of PSNR achieved by the different transmission strategies.

selects the channel with the smallest delay.

(iv) Oracle Channel Selector: As an absolute upper bound, we consider an oracle channel

selector that has a priori knowledge of the PSNR in all available channels.

Fig. 6.10 shows examples of temporal patterns associated with the different selectors. Note
that perfect PSNR corresponds to infinity. We then set the maximum PSNR value at
55 dB (similar to that achieved when 1 packet per frame is lost) for illustration purposes
and to compute averages and distributions. It can be observed that the fixed channel case
has several clusters of low PSNR most likely due to the simultaneous activation of many
streams. By adapting the bitrate to the throughput, the genie-aided ABR mitigates this
effect in some portions of the trace. The proposed probe-based predictive channel selection
opportunistically re-routes the video through channels capable of supporting the video with

full quality.

The average PSNR achieved by the different selectors in scenarios where nodes are static or
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PSNR Fixed ABR with | Oracle Delay- Probe-

(dB) Channel full Channel based based
knowledge | Selector Simple predictive
selector selector
No Mobility
37.52 45.27 54.31 47.90 51.85
With
Mobility 35.24 42.54 49.13 45.31 48.33

Table 6.3: Average PSNR comparisons in different approaches of the video streaming

move according to a random walk is shown in Table 6.3. It can be seen how the proposed
data-driven approach (51.85 dB) performs closely to the Oracle channel selector (54.31 dB),
with a loss of less than 3 dB, and an improvement of 14 dB with respect to fixed channel
transmission. ABR transmission and Delay-based selection, at 45.27 and 47.90 dB, achieve
intermediate performance. When considering high mobility, we note a reduction in the
achievable average PSNR. However, also in this case the proposed predictive channel selector

outperforms other options and performs close to the oracle selector.

The CDF of the PSNR is shown in in Figure 6.11. Transmission over a fixed channel results
into a widely spread distribution of PSNR, which may impair the ability of the edge server
to perform analysis. The probe-based classifier is capable of eliminating most low and mid-
range PSNRs, although prediction errors result in a larger probability of mid-range PSNR
than that achieved by the oracle. ABR transmission efficiently removes most low-range
PSNRs, but the CDF has a sharp increase at 40 dBs, emphasizing the limits of adaptation
against bad channel conditions, where the compression necessary to effectively deliver the

packets produces a perceivable degradation.
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Figure 6.11: CDF of PSNR for the different transmission strategies.

6.6 Related Work

Adaptive Video Encoding: The majority of the adaptive video streaming techniques

focus on the efficient and resilient delivery of stored video content. Dynamic Adaptive

Streaming over HT'TP (DASH) [182] and similar protocols [122, 162, 212] were developed to
adapt the quality of the transmitted video — that is, its resolution, frame rate, etc. — to the
capacity of the channel. The stored video content is encoded with Advanced Video Coding
(AVC), where the frame sequence is spatially and temporally encoded, and multiple versions
of each video segment are created with different bitrate. The objective is to provide the
best Quality of Experience (QoE) to users by maximizing the information transported in the
stream — the bitrate — while controlling the reliability of its delivery over unstable links to
the final destination. An example within this class of approaches is Scalable Video Coding

(SVC) [172], which provides a flexible coding scheme to support adaptive video transmission.

Clearly, adaptive video transmission relies on some form of estimation of the channel quality.

Several contributions address this aspect of the problem [68], and propose frameworks mostly
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based on the recent history of metrics such as PSNR or application variables such as playout
buffer size. Importantly, these techniques rely on the transmission of the video stream for

the extraction of observations on channel quality.

Recent work focuses on wireless networks, e.g., PiStream [207], and directly use physical layer
information to control the video stream. However, this approach has limited applications to
scenarios where congestion and traffic dynamics play a significant role in determining the

channel capacity, and where the network has limited control over resource allocation.

Streaming over Multipath: There is a relatively limited body of work studying multi-
path techniques for video transmission. The main advantage of multi-path transmission,
where the stream is divided into sub-streams transmitted over different channels, is the pos-
sibly higher degree of diversity and the ability to harness the capacity of multiple resources.
However, multi-path introduces challenges in terms of packet reordeing and head-of-line
blocking. Multipath TCP (MPTCP) [41] was developed to address these challenges in gen-
eral data streams by using different flow control and congestion control mechanisms, along
with overlay solutions [40] to mitigate the head-of-line block issue when the paths have
strongly asymmetric conditions. Based on MPTCP, Multi-Path DASH (MPDASH) [96] has
been proposed to extend DASH to multi-path scenarios. However, MPDASH is based on
MPTCP, and thus comes with all the limitations of TCP in a real-time streaming scenarios.
Additionally, TCP-based techniques are not a good match to wireless scenarios due to their
inherent fast variability. Finally, these techniques presume the use of all the channels simul-
taneously, with a possibly long adaptation time when a new path is added or removed, an

event which may frequently occur in mobile wireless networks.

Machine Learning based Channel Quality Prediction: A number of recent contribu-
tions use machine learning techniques to predict the state of wireless channels. For instance,
[69] uses a machine learning algorithm to predict when a burst of traffic will start or end

in a wireless network. The outcome is used to switch the device state from active to idle
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and idle to active to reduce power consumption. The authors used a data-driven approach
to estimate the interference between two nodes from a merged packet trace which was col-
lected via distributed sniffing. A decision tree based classification algorithm is employed in
[14] to choose the best available network between a 3G cellular and a WLAN using features
such as RSSI, location and type of application. In [117], Support Vector Machines (SVM)
is used to estimate the throughput and delay of an Access Point’s user in a WiFi network,
given the traffic volume and signal strength of active interferes as input features. A recent
work presents “PenSeive” [144], an Adaptive Bit Rate (ABR) video transmission framework
based on reinforcement learning and neural networks. The primary goal is to learn from
past decision on output bit rate with respect to channel state. However, these prediction

techniques are focused on the physical layer, with no consideration of channel use patterns.

6.7 Conclusions

This work presents a data-driven form of prediction and channel selection for wireless chan-
nels subject to interference and congestion. The core idea is to build classifiers capable of
transforming features collected in real-time by wireless nodes into predicted quality of the
data transmitted to edge servers. We specifically consider a scenario where a real-time video
stream is acquired and transmitted over highly dynamical channels. An extensive discussion
on the predictive power of features extracted from the data and probe stream was provided.
We measured the performance of classification and channel selection by means of extensive
simulations. Results show prediction accuracy of about 90% and average PSNR close to that

of an oracle predictor with a limited disruption of other data streams’ performance.
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Chapter 7

Building an Integrated UAV-Network
Simulator for UAV-based

Mission-critical Applications

7.1 Introduction

Unmanned Aerial Vehicles (UAV) are attracting a considerable attention from the research
community. Traditional applications range from surveillance to precision agriculture, envi-
ronmental monitoring and disaster management [179, 77]. Recent use cases emphasize the
role of communications and networking in the overall picture, either to enable intra-swarm
coordination or to interconnect the UAVs to ground resources [156, 205]. A new line of con-
tributions deeply integrates UAVs into the communication infrastructure to extend wireless

coverage [174].

Clearly, deploying real-world UAV systems poses several challenges, especially in urban or

densely populated environments. Thus, simulation is an important option to reduce the
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overhead of testing new solutions and architectures. However, there has been a limited
amount of effort in developing simulation tools capable to accurately model the fine-grain
operations and characteristics of both UAV and networking/Internet of Things (IoT) sys-
tems. Mature and popular tools focus on either one of these aspects, often oversimplifying
the other. Recent contributions such as AVENS [146] and CUSCUS [214] make a first effort
in this direction, interlacing UAV and networking simulation tools. This research builds
on these first steps to create a comprehensive simulator — FlyNetSim — capturing the in-
tricate interdependencies between the communication and network environment and UAV
operations, such as sensing and navigation, and inner state dynamics (e.g., battery state).
We pose a particular emphasis on urban IoT systems, where the UAVs are immersed in a
multi-scale technological ecosystem conglomerating several wireless access technologies and
communication strategies — e.g., Wi-Fi, Long Term Evolution (LTE) and Device-to-Device
(D2D) — as well as backhaul wired networks and computation resources such as edge and

cloud servers [52]. Our main objectives are:

e Accurately model UAV operations and dynamics using a software-in-the-loop approach,

where the data structures and control pipeline of UAV software are fully preserved.

e Accurately model a multi-scale multi-technology IoT communication environment and its

interactions with the UAVs.

e Establish a one-to-one correspondence between UAVs and wireless nodes in NS-3, where

the UAVs implement a full network stack supporting multiple network interfaces.

e Preserve individual data paths from and to UAV sensors and controllers.

e Provide a graphical user interface to visualize the status of the system and automatically

generate UAV /network scenarios.
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e Support emulation, where real-world UAVs can perform on-board simulations of a sur-

rounding network environment while flying.

e Support computation and real-time data processing in-the-loop, for instance to implement

and test edge computing architectures.

To accomplish these objectives, we take as starting point two open source simulators —
Network Simulator (NS-3) and ArduPilot — and build a fully open source simulation en-
vironment for academic research. NS-3 [100] is an extremely popular tool, with a wide
community contributing to extend its capabilities. ArduPilot [184] is a widely used software
and hardware-in-the-loop simulator, capable of modeling a broad range of unmanned vehicles

characteristics in terms of navigation, control and mission planning.

FlyNetSim includes a middleware layer to interconnect the two simulators, providing tem-
poral synchronization between network and UAV operations, and a publish and subscribe
based framework [78] to create end-to-end data-paths across the simulators. The middleware
architecture we propose is lightweight, and enables FlyNetSim to simulate a large number of
UAVs and support a wide range of IoT infrastructures and applications. We illustrate the

capabilities of FlyNetSim through several case-study scenarios:

o UAV control over Wi-Fi: We used FlyNetSim to evaluate the effect of mobility, delay, and

congestion on the operations of a UAV remotely controlled by a Ground Control Station

(GCS).

o Multi-network communications: We created and tested a case-study scenario in which a

UAV uses multiple network technologies for uplink and downlink communications.

e D2D Communications for UAV swarms: We evaluate through FlyNetSim the ability of

D2D communications to extend network coverage through intra-swarm communications.
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e /0T and Data Streaming: FlyNetSim supports real-time data streaming from the UAVs.

We showcase this ability by testing real-time telemetry and video streaming.

Finally, we also showcase the ability of FlyNetSim to support the “emulation mode”, where

the simulator runs on a real-world UAV.

7.2 State of the Art

In this section, we provide an overview of UAV and network simulators, and discuss the

recently proposed AVENS and CUSCUS.

UAV Simulators - The primary scope of UAV simulators is to model aerodynamics
and functional aspects of their control systems. Early simulators, e.g., [8], only simulated
human-controlled flight, and autonomous flight and autopilot features were implemented in
later tools. Among open source autopilot simulators, Ardupilot and PX4 are most widely
used, with the former having a wider range of supported platforms and hardware, including
Pixhawk [149], NAVIO [9], and Erle-Brain [5]. Ardupilot is also used by some commercial
vehicles, such as 3DR Solo [2].

Several UAV simulators build on top of Ardupilot to extend its capabilities. For instance,
Gazebo [121] extends the range of simulated devices to include land rovers, planes, and
small robots using the Robot Operating System (ROS) [166]. However, Gazebo is a very
heavy-weight software, which may be difficult to run on a single machine when simulating a
large number of vehicles. Moreover, ROS is not synchronized with real-time operations and
communications of connected applications. XPlane-10, RealFlight and few other commercial
simulators are also based on Ardupilot, but mostly focus on motion and navigation. To
develop FlyNetSim, we choose Software In The Loop (SITL) [24, 4], one of the simplest

simulators based on Ardupilot supporting autopilot navigation.
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Network Simulators - Many simulators are available which offer simulation of the full
network stack or a portion of it. Most simulators are discrete event-driven, meaning that
they form a timeline of events that is sequentially processed, without a strict correspondence
between real and simulated time. One of the earliest discrete event-driven simulator is
TOSSIM [127] which was used to model communications between wireless sensors. Given
our objectives, we are primarily interested in network simulators that can support WiFi
and 4G/5G cellular communications. Also, the simulator should support a wide range of

protocols and options at different layers of the network.

OPNET [61] is a commercial simulator providing detailed simulation of wireless networks
and supports a wide spectrum of protocols and technologies. Among open source network
simulators OMNET++ [195] and NS-3 [169] are the most used by the research community.
Both simulators are discrete-event driven. Thanks to a wide support from the community,
NS-3 can simulate many technologies and embeds a variety of statistical models for channel
gain, mobility and traffic generation, and provides a detailed modeling of physical layer
operations. Additionally, NS-3 can efficiently interface with external systems, applications

and libraries. For the reasons above, we choose NS-3 as the network component of FlyNetSim.

Joint UAV /Network Simulators - Recent work [146] integrates OMNET++ and X-
Plane to build a joint UAV-Network simulator — the Flying Ad Hoc Network Simulator
(AVENS). The main limitation of AVENS is that the UAV and network simulator commu-
nicate via a XML file, which only updates the number and position of the UAVs. This
communication model does not support data-paths from and to the UAVs to transfer con-
trol, telemetry and sensor data. Also, the UAV and network simulators are not synchronized,
thus impairing the ability of AVENS to model and evaluate real-time services and operations.
Finally, X-Plane is not an open-source software, thus making the use of AVENS challenging

in academic research.
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The joint UAV-network simulator CUSCUS [214] has been developed based FL-AIR [7] in
combination with NS-3 using tap bridges [18] and containers. CUSCUS uses the communi-
cations of NS-3 with Linux containers with real-time scheduling, thus successfully creating
network devices corresponding to the UAVs in FL-AIR. However, the current NS-3 im-
plementation has a limited support to interfaces through tap bridges. For instance, this
approach prevents the inclusion of important technologies such as LTE and D2D. Also, tun-
neling through the tap interfaces does not facilitate multi-hop routing through intermediate
nodes in the network simulator. These aspects impair the ability of CUSCUS to simulate
important multi-technology environments and systems such as the urban IoT. Additionally,
in the CUSCUS architecture the UAV control loop with the Ground Control Station (GCS)
is discorporated from the network simulation. So, the simulator cannot be used to evaluate
the effect of the network environment dynamics on the operations of the UAVs. Finally,
the use of containers to run the UAVs imposes a larger computational complexity compared
to other options. This aspect is particularly relevant as if NS-3 event processing is delayed
compared to the UAV simulator clock due to a large number of network events, then syn-
chronization will break down. Therefore, an approach based on containers severely limits

the complexity of the simulated environment.

7.3 General Framework

As indicated in the previous section, we choose NS-3 and ArduPilot as the two main blocks
of FlyNetSym. However, interconnecting the two simulators is non-trivial. One of the key
desiderata is to build a lightweight simulator capable to include a large number of UAVs
and other devices, and a complex communication infrastructure. In the following, we discuss

some of the available options and the chosen approach.

Virtual Machines - A possible approach is to run each UAV in an individual Virtual
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Machine (VM) and connect the VMs via the network simulator running on the native host.
However, this approach results in a considerable resource usage, which impairs scalability.
Moreover, communication through the upper layer of the protocol stack of the host to the
VMs introduces some delay and necessitates additional memory usage. Finally, due to the
isolation of the environment embedding each UAV, their synchronization would require the

implementation of a complex algorithm.

Containers - The second option is to use lighter-weight containers instead of VMs, thus
mitigating the scalability issue. Note that containers are used in CUSCUS. However, con-
tainers share the synchronization issue with the VMs. Moreover, the containers need to be
connected to NS-3 via tap bridges (see the approach in CUSCUS [214]) associated with a
“ghost node” in NS-3. However, in the current implementation of NS-3, this communication
model does not support several key technologies, thus limiting the range of possible simu-
lations. Additionally, the use of containers would prevent “on-board” simulations, as the

autopilot hardware would need to run within a container.

Multi-threading - The option we select for the development of FlyNetSim is multi-threading,
where each UAV simulator module corresponds to a thread. This model provides improved
scalability and seamless synchronization between the UAVs and the network simulator. Ad-
ditionally, on-board simulation will be possible, as the network simulator and the UAV run

on the same host.

We remark that in this model we can directly create a unique node in NS-3 corresponding
to each UAV and the GCS, without the need to have tap interfaces. Also, each UAV (NS-3

node) can be equipped with multiple network interfaces for multi-technology communication.

The main challenge we face is the establishment of an effective communication between
each UAV simulation module. A communication model based on files or shared memory

makes the construction of individual and end-to-end data paths difficult due to the need for
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sophisticated mapping. This especially applies to a case where heavy-weight data streams
need to be transported — such as video or data streams — a case in which file or memory
sharing approach would grant inferior efficiency and performance. We overcome this issue
by incorporating Zero Message Queue (ZMQ) in the framework — a fully open source based

on a publish and subscribe communication model.

ZMQ-based communication model: ZMQ is a light weight, extremely fast messaging library

written in C/C++ with binding support in various languages. This flexibility makes it a
widely accepted tool to support cross-platform [oT applications. The sockets in ZMQ are
created by the publishers and subscribers of the messages in the message queue of a broker.
Thus, the publisher to subscriber connections are non-blocking and fully asynchronous. ZMQ

also supports message filtering at the subscriber.

Importantly, ZMQ supports many-to-many communication between end-points. This allows
the establishment of sensor- and control-specific streams of traffic between the UAVs. How-
ever, it may result into an increased delay due to interleaving of packets in the queue, which
in turn would result in an increased total end-to-end delay of the ZM(Q communication. In
order to assess this aspect, we perform an evaluation of the end-to-end delay of ZMQ defined

as:

Dze?e = Lpub + Dq + Dsub (71)

where, Do, is the delay between a ZM(Q) sender and receiver, D,,; is the publishing (sender
to the ZMQ), Dsy is the reception delay (ZMQ to the receiver) and D, is the queueing delay

in the ZMQ.

We measure the total delay in two scenarios: (Single P/S) the streams are sent over a single
ZMQ publisher and subscriber pair or (Parallel P/S) each data stream is matched with a

ZMQ publisher and subscriber pair. Fig. 7.1 shows that the end-to-end delay as a function
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Figure 7.1: Average total ZMQ delay as a function of the number of nodes using a single or
multiple ZMQ publisher/subscriber pairs.

of number of data streams N. As expected, the total delay increases with N. The single
and parallel strategy have comparable delay, and in both cases the end-to-end packet delay
is less than 10 milliseconds even for large values of N (100 streams) and data packet size
(1000 bytes). Thus, both options have sufficiently small delay to support the simulation
environment. However, a disadvantage of the parallel strategy is that each data stream has
an individual socket pair, and a corresponding file descriptors for each of ZMQ end. In our
preliminary study, we could create up to 80 parallel ZMQ publisher/subscriber pairs. Note
that there is default limit of a single machine that restricts the number of file descriptors.
The default value can be increased at the cost of an increased memory usage. Herein, we
use a single ZMQ publisher/subscriber pair per communication direction for multiple data
streams. This choice can support hundreds of concurrent data streams with lower complexity

in implementation.
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Figure 7.2: Architecture of FlyNetSim.

7.4 Architecture

The architecture of FlyNetSim consists of the following major components: the FlySim
component that initiates the UAVs, GCS, and the visualization tools; the NetSim compo-
nent simulates the end-to-end network infrastructure and environment (including non-UAV
nodes); the Autogen component creates a map between the UAV components (including
sensors) and the corresponding network nodes, and the interfaces and other infrastructure
needed by the NetSim; and a Middleware component supporting ZMQ-based bidirectional
communications through the network. In the following, we describe in detail these compo-

nents.

1) FlySim: FlySim is the top layer of the architecture, and contains the UAV and GCS
node(s) running on the native host machine. The module instantiates the number of UAVs

defined in the user input. Each instantiated UAV corresponds to a simulated vehicle in the
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SITL simulator based on Ardupilot. Thus, each vehicle is accompanied by a vector state
indicating variables such as position, battery state, telemetry and sensor information. The
GCS side contains a custom graphical user interface (GUI) to configure and control the UAVs

to be created, and track their positions and other information from the telemetry.

2) NetSim: The NetSim component creates an interface with NS-3, integrated with ZMQ
and other necessary libraries based on the configuration of communications in the simulated
environment. The interface creates nodes such that there is one-to-one correspondence be-
tween each UAV in Flysim and a node in NetSim. Moreover, it enables the UAVs to be
equipped with multiple wireless interfaces, e.g., WiFi and LTE, D2D. NetSim also config-
ures the network environment in terms of congestion and interference from nodes outside of
FlySim based on user input. The user can define the number of interfering nodes, their po-
sition, traffic rate, data statistics and technology. The module allows the use of any wireless
protocol or strategy supported by NS-3, including ad-hoc point-to-point communications
between the UAVs or infrastructure based communications over technologies such as LTE or
WiFi. Finally, the NetSim module also handles mobility within the wireless network based

on the actual mobility of the UAVs retrieved from the FlySim.

3) Autogen: The Autogen component is responsible for automatic code generation in the

FlySim and NetSim based on the input defined by the user in the graphic interface at the
GCS. The module creates an XML file based on the input, which is passed to the NetSim as

its arguments to create the nodes.

4) Middleware: The middleware interconnects the FlySim and NetSim via communication

over ZMQ), creating the end-to-end data path for individual data streams from the GCS to
the UAVs and vice versa. As both the GCS and the UAV application softwares are located
outside the NetSim, the middleware needs to be used at both ends of the NetSim. We name

the parts of the middleware as north-bound and south-bound middleware. The north-bound
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part connects the NetSim to the UAVs, whereas the south-bound connects the GCS to the
NetSim. As described in the previous section, we use one ZMQ publisher/subscriber pair for
communication in each direction for each of north-bound and south-bound middleware. The
middleware is also responsible for synchronization between the FlySim and NetSim block as

described in the following.

7.4.1 Synchronization

NS-3 is a discrete event-driven simulator, whose scheduler typically executes the events
sequentially without synchronizing with an external clock. On the other hand, ArduPilot is
a real-time operator, where the temporal evolution of the UAVs’ state follows the external
clock. To solve this disparity, we use the real-time scheduler in NS-3, which aligns the
processing of scheduled events with their actual time. However, we remark that in dense
simulations the scheduler may actually be “late” with respect to the clock. In this case,

either synchronization is lost (“Besteffort”) or late events are discarded (“Hardlimit”).

We embed in FlyNetSim middleware’s additional steps to ensure synchronization between
the two simulators by timestamping each packets flowing through NS-3. Fig. 7.3 shows
the message flow across the different layers of the simulators to preserve synchronization
between the network and UAV operations. Let ty be state of the system clock at the time
when a packet enters the NS-3 environment, and A the difference between the submission
and reception time, that is, the network propagation time. When the packet exits NS-3, we
acquire the system time t;. If (t; — ty) is smaller than A, i.e., the network event processing
is faster than real-time, the middleware waits an additional (A + ¢y — ¢;) interval to release

the packet to ArduPilot.

In the case in which the NS-3 scheduler falls behind real-time, we propose to “freeze” the UAV

simulator to match the elapsed time with the current clock time. Note that this is critical to

136



GCS APP

Southbound
ZMQ

NS3 GCS

NS3 AP/
eNodeB

NS3 UAV

Northbound
ZMQ

UAV APP

Control Gommand

Snapshot of last
status of the GCS

Synchronization

<

Telemetry/Sensor data

delivered to GCS |

Control message
from ZMQ pub/sub

Record msg
end time <
Telemetry/Sensor

messages to ZMQ
pub/sub

Palling Info about

the best network
Record Start
>ﬂme of
message, t0
Choose
appropriate

Network
Send packet to

base station/AP

Network packet

>

Network packet

»

P

propagation

Record End
> time of
message, t1

A 4

Analyze
etwork
dynamics

Polling Info about |

Control message

propagation

the best network ©

Record msg

to ZMQ pub/sub

‘Snapshot of last
status of the UAV

Synchronization

Controlmsg

delivered to UAV ™

_Telemetry/Sensor

<

start time <
Choose
appropriate
Network
Update
mobility
information

Send packet to
base station/AP

Telemetry/Sensor

messages from
ZMQ pub/sub

Figure 7.3: Message flow across the FlyNetSim architecture

7.4.2 Mobility
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Data

This will avoid the simulator performing actions for a longer time than prescribed.

preserve an accurate reconstruction of flight dynamics and inner state (e.g., residual battery
charge) evolution with respect to network events. The idea is to take a snapshot of the vehicle

state after the completion of last command and recreate the simulation at the correct time.

FlyNetSim matches the actual dynamics of the UAV in the FlySim with the position of the
corresponding wireless nodes in NS-3. This is realized by intercepting the variables indicating

the position, speed and direction in the telemetry flow at its creation, thus avoiding the,




possibly large, time needed to receive the actual telemetry packets through the network.
Note that telemetry is not created in response to commands, but, instead, in response to
any update in the state of the vehicles. This ensures an accurate matching between the
two simulators, where the network counterpart has the same granularity of representation of
UAV dynamics as the UAV simulator. Note that non-UAV nodes in NS-3 can use available

mobility models, such as constant position, constant speed, random walk, etc.

7.4.3 Implementation

The implementation of FlyNetSim is based on C/C++ and Python. Specifically, we integrate
the “libzmq” Python library with the UAV simulator and the “libczmq” library bindings with
NS-3. The network simulator is realized with two parallel threads which continuously listen
for messages from the GCS and UAVs, respectively. The module within the NS-3 code that
sets the position of the UAVs based on the telemetry data received from the external ZMQ

in the listening thread, is based on the Haversine formula [197].

On the application side, each UAV is instantiated using a thread running the UAV simulator
based on ArduPilot. We use Dronekit [1] to operate the UAVs following the Micro Air
Vehicle Link (MAVLink) protocol [148] that includes pitch, roll, and yaw movements. The
custom GCS is created along with a GUI written in Python that can be easily integrated

with “pymavlink” libraries as well as receiving telemetry informations using MAVLink.

7.5 Case Studies and Numerical Evaluation

We provide a series of case-study scenarios to illustrate the capabilities of FlyNetSim to cap-
ture fine-grain interdependencies between communication/networking and UAV operations,

as well as to simulate a wide range of rich network and IoT environments.
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Figure 7.4: GUI Panel for Controls and Telemetry logs

7.5.1 Case Study I: Single UAV over WiFi

In this first case study scenario, we consider a single UAV communicating with the GCS
over WiFi. This simple scenario has been modeled using other integrated UAV /network
simulators to evaluate the effect of mobility on bidirectional communications. However,
FlyNetSim allows the inclusion of other nodes injecting traffic into the network, thus creating

congestion.

First, we assume the UAV hovers to maintain a constant position at a fixed distance from

the WiFi Access Point (AP). The simulation accurately models the control messages sent
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Figure 7.5: Temporal trace of network delay in response to variations in channel quality and
availability due to contention.

from the GCS to a single instance of UAV through the GUI panel as depicted in Fig. 7.4.
The figure also shows the control and telemetry logs on the GUI. In the absence of other

traffic, the average packet propagation delay through the network is approximately 0.24 ms.

We measure the delay in the presence of nodes contending for the channel resource in the
WiFi network, where each node has a traffic arrival rate of 10 Mbps and each packet is
1000 bytes long. Fig. 7.5 shows a temporal trace of the network delay of control packets
generated at the GCS and propagating through the network to the UAV. We use adaptive
data rate for the WiFi channel in NS-3. In the absence of interference, the total delay is
below 1 ms. When the number of contending nodes is set to 5 and 10 the delay increases
to an average of approximately 4.20 ms and 7.06 ms, respectively. Note that the delay
presents significant variations over time due to channel contention and adaptive data rate,
where the delay variance increases with the number of contending nodes. This effect may
create undesirable jitter in the reception control packets. Fig. 7.6 depicts the average delay
of control packets reception as a function of the number of nodes contending for channel

acCcCess.

In the same setup, we test the feature of FlyNetSim matching the position of the UAV in
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Figure 7.6: Network and end-to-end delay as a function of the number of nodes contending
for the channel (excluding the UAV).

NS-3 to that in the UAV simulator. For this experiment, we use random movements of
the UAV from the GUI panel, and receive updated latitude and longitude values from the
telemetry. The NetSim component of FlyNetSim converts the position in distance from the
other nodes. We measure the received signal strength (RSS) of the UAV node from the AP.
The blue line in the Fig. 7.7 shows the trajectory of the UAV over time in the XY plane and
the dotted red line shows the corresponding decrease in the RSS value. The fine-granularity
correspondence of the RSS in the simulator to the position of the UAV determined by its

operations enables the development and testing of physical and link layer protocols.

7.5.2 Case Study II: Multi-Network Environment

FlyNetSim seamlessly supports heterogeneous wireless network environments, as well as
multiple wireless interfaces at each UAV. To the best of our knowledge, FlyNetSim is the

only integrated simulator including this feature.

To illustrate this capability, we implemented a multi-network environment including WiFi

and LTE networks, where each UAV has a WiFi and an LTE interface and the corresponding
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Figure 7.7: Variation of received signal strength (WiFi) in response to the motion of the
UAV.

protocol stack. In this use case, the GCS can be placed at the network edge, i.e., connected
to the WiFi AP and the LTE eNodeB. Herein, we characterize the GCS as a remote host
connected to the Evolved Packet Core (EPC) gateway of the LTE network to support long-
range communication. The autogen module of the simulator creates the multiple wireless

interfaces as defined by the input.

We focus on a scenario where the WiFi network is used to transport control messages from
the GCS to the UAVs, and the LTE network is used to transport telemetry and high volume
sensor data traffic from the UAV to the GCS. Note that case-studies where the network is

dynamically selected based on Quality of Service (QoS) requirements can be implemented.

In the shown experiments, WiFi nodes use adaptive data rate with maximum rate of 54 Mbps.
The LTE network is created using different uplink and downlink frequency bands of 20 MHz
each, and the LTE Frequency Division Duplex (LTE-FDD) mode is used for transmission.
Nakagami channel model is used to model LTE signal propagation [209]. Specifically, we
adopt the trace-based Extended Pedestrian A (EPA) fading model as indicated in the 3GPP
standard [136]. The LTE network determines the Channel Quality Index (CQI) and assigns

the corresponding Modulation and Coding Scheme (MCS) for transmission. Fig. 7.8 depicts
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the end-to-end delay of the control data (transmitted over WiFi) and telemetry data (trans-
mitted over LTE), which average at approximately at 0.24 ms (control packets) and 15 ms
(telemetry). We remark that telemetry information is extracted before its transmission and
immediately used to update the position of the UAV, which determines the channel gain of
both LTE and WiFi channels.

7.5.3 Case Study III: Multi-UAV

This case-study scenario focuses on the simulation of UAV swarms. First, we compare the
scalability of the proposed approach with that of the approach adopted by AVENS and
CUSCUS. Note that the number of UAVs in AVENS is limited to 20 due to restrictions in
X-Plane, whereas CUSCUS does not have any strict limit, and was used to simulate up to

30 UAVs.

We tested the scalability of FlyNetSim by instantiating multiple UAVs with basic func-

tionalities, including the transmission of control messages from the GCS to each UAV and
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Figure 7.9

telemetry on the reverse path. We run the simulator on a laptop with 16 GB of RAM and
an Intel Core-i7-6700HQ processor. We could instantiate up to 70 UAVs communicating
using a WiFi network. The maximum number of UAVs is 40 when LTE network is used, due
to limitations imposed in NS-3 in connection with the 40 ms periodicity of transmissions.
However, the value can be increased up to 380 based on the standard. Our architecture does
not impose any restriction on the number of UAVs, and is only constrained by the available
system resources. Therefore, more than 70 UAVs can be instantiated with a more powerful

computer.

We measure the system resource consumption in terms of memory and CPU usage as a func-
tion of number of UAVs instantiated. Fig.7.9a shows that both the CPU usage and memory
usage increase linearly with the number of UAVs. A direct comparison with AVENS simu-
lator is not possible. However, we compare FlyNetSim resource usage to that of CUSCUS,
which is built on network containers: FlyNetSim almost halves CPU usage and substantially

reduces memory usage.

We further demonstrate the capabilities of FlyNetSim by instantiating a use-case where the

UAV swarm collaboratively transports packets to extend network coverage. The UAVs use
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D2D communications to form an ad-hoc network and relay messages from and to the GCS.
In the experiment we created 4 UAVs positioned in a line topology where the UAVs are 50 m
apart from each other. We then measure the network delay as a function of the distance
between the WiFi AP and the closest UAV. Fig. 7.9b shows that if packets are directly
transmitted to the UAVs the average packet delay has a considerable delay as the UAVs
approach the border of network coverage. Intra-swarm D2D communications considerably
extend coverage. Note that a similar scenario was shown in CUSCUS, where the UAVs
broadcast the messages to the swarm, instead of forming an ad hoc network based on D2D

communications.

7.5.4 Case Study IV: IoT Applications

Unlike existing integrated network/UAV simulators, FlyNetSim not only aims at network
measurements and UAV control, but also provides a comprehensive framework for the evalu-
ation of IoT applications on UAVs. The end-to-end data-path enables the network simulator
to receive and analyze sensor data from the UAVs and measure the QoS granted by different
network scenarios and technologies. We observe that FlyNetSim can also integrate real-time

processing of data, thus enabling the exploration of edge-assisted [oT architectures.

We implement and test a scenario where FlyNetSim is used to support streaming of real-
world encoded videos over the network simulator, where packet loss creates artifacts and
impair the performance of processing algorithms. To the best of our knowledge, all available
integrated UAV simulators do not support end-to-end encoded data transmission, especially
over an articulated network infrastructure and a wide range of scenarios. In the experiments
we used a H.264 AVC [203] encoded video of 624 frames with a resolution of 480 pixels and
frame rate of 30 frames per second. We used the MPEG Transport Stream (TS) container

for the transmission of the video. We set the network so that in the absence of contending
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Figure 7.10

nodes packet loss has very low probability and the quality is delivered with perfect quality.
Fig. 7.10a illustrates the degradation of the Peak Signal-to-Noise Ratio (PSNR) at additional
nodes contending for the channel resource are introduced in the network. With 10 additional
nodes, the video stream incurs a PSNR degradation of more than 13 dBs. Fig. 7.10b shows
the inter-frame time defined as the time lapse between consecutive frames. The video in the
experiment has a frame rate 30 per second, thus, the expected average inter-frame time is
0.033 ms. As the number of nodes contending the channel resource increases, the inter-frame

time increases compared to the expected value.

7.6 Emulation Mode

FlyNetSim supports an “emulation mode”, where a real UAV can communicate with sim-
ulated resources through the network simulator. This mode still uses all the components
of the simulator, including the GCS and GUI panel, the middleware and NetSim, but the
simulated UAV vehicle is replaced by real-world UAV. We demonstrate the emulation mode

by connecting a UAV 3DR Solo via USB serial to the laptop running the FlyNetSim as
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Figure 7.11: Emulation mode where FlyNetSim is run on-board a 3DR Solo UAV.
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Figure 7.12: Emulation telemetry output from 3DR Solo UAV

shown in Fig. 7.11. A similar configuration would enable on-board simulations during flight,
e.g., using a compact platform like Raspberry Pi instead of the laptop. Fig. 7.12 shows the
GUI panel as telemetry regarding battery status, GPS location, etc., is received through the
simulated network. The network simulator panel shows the log of the packet flow across the
simulator from the UAV to the GCS. Note that the experiment was conducted indoor, where

the GPS signal is not available, and thus the latitude, longitude values are shown as zero.
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7.7 Conclusions

The primary contribution of this work is a fully open source, integrated UAV-network sim-
ulator capable to support a wide range of network scenarios and use-cases while accurately
modeling UAV operations. The architecture uses a lightweight custom built middleware to
effectively simulate the UAV network with closed loop, synchronized, end-to-end data-path,
considerably reducing system resources usage compared to other available integrated simu-
lators. Additionally, the support for emulation mode enables experimental research using
real-world UAVs and sensor devices over simulated complex environments such as the urban
[oT. We demonstrated the capabilities of the proposed simulator through a series of case
study scenarios, including multi-technology networking, intra-swarm D2D communications

and IoT data streaming.
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Chapter 8

Infrastructure Assistance to

Autonomous UAV Systems

8.1 Introduction

Unmanned Aerial Vehicles (UAV) have been the center of significant recent attention from
the research community. The traditional focus on robotics aspects of these interesting air-
borne systems, such as flight dynamics, autonomy, navigation and group coordination [101,
115, 119], is being complemented by a growing body of work on innovative communication,

networking and signal processing techniques supporting their operations [95, 20, 112].

Along the latter line of inquiry, a recent trend interconnects the UAVs to the Internet of
Things (IoT) infrastructure to augment their capabilities. For instance, cellular networks can
increase the communication range of the UAVs, and grant them access to the infrastructure.
Edge or cloud servers can take over the execution of heavy-weight computing tasks, and
coordinate the operations of multiple autonomous UAVs operating in the same area [57].

Finally, through the infrastructure, UAVs can access data streams from external sensors,
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thus increasing their sensing accuracy and range [174].

The objective of this research is to assess the main challenges and trends in establishing an
effective interconnection between the UAVs and the infrastructure. Intuitively, the degree
of “trust” the UAV can afford to give to the infrastructure depends on a number of Quality
of Service (QoS) metrics heavily influenced by network and environment parameters, such
as the used protocol suite and technology, network load, building density, and UAV motion
characteristics. We explore a wide range of scenarios and identify parameter regions where
remote control or assistance through the IoT infrastructure is feasible. We focus our in-
vestigation on two case-study applications: (i) The UAVs transmit telemetry to a remote
controller at the network edge to inform navigation control; (i7) the UAVs offload computing

tasks to an edge server.

In the former case, network impairments may impact delay or loss of telemetry packets,
influencing the estimation error of UAVS’ position or speed. An excessive estimation error
may affect the ability of a remote controller to, for instance, determine disjoint navigation

trajectories for multiple UAVs operating in the same area.

In the latter case, which refers to edge computing paradigm [52], the UAVs transfer data to
be processed to an edge server connected to the communication infrastructure. Clearly, the
tolerable delay and delay variations, as well as the frequency and distribution of trains of
data packets to be delivered to the edge server depend on the level of support the UAV asks
to the infrastructure. For instance, the offloading of sporadic, although heavy-load, tasks
at the application layer may not impose extremely stringent requirements to the network.
Conversely, the offloading of the processing of signals used for fine-grain navigation control,

may require a tight distribution of data delivery timing to result in an effective control.

In order to capture the characteristics and complexity of infrastructure-assisted UAV sys-

tems, we use the FlyNetSim simulator we presented in [38, 39].
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Figure 8.1: Scenario considered: UAVs connect to the communication/processing infrastruc-
ture to enhance their capabilities.

Our results emphasize how the performance of infrastructure-assistance are heavily influ-
enced by the characteristics of the environment, such as the number of nodes active in the
network, the distance, and the characteristics of the application and its corresponding traffic
emission pattern. We conclude that effective infrastructure-assistance can be only achieved
by enabling UAVs to use multiple technologies, and by implementing algorithms capable to

switch from one to another during a mission.

8.2 Related Work

Autonomous UAVs necessitate to execute algorithms analyzing in real-time information rich
signals, and extend their communication range to interconnect with remote flight coordina-
tors or other UAVs. In the literature, many solutions and frameworks are available. We sum-
marize the key approaches by dividing them into three categories: (a) Infrastructure-assisted

communications; (b) Infrastructure-assisted computing; and (¢) Flying ad-hoc networks.

151



8.2.1 Infrastructure-Assisted UAV Communications

Clearly, urban area are at the same time the most challenging and infrastructure-rich envi-
ronments. Thus, the UAVs have the opportunity to obtain help from available base stations
and users, but also face many communication issues at different layers, including poor and/or

unstable signal gain and contention from other active users.

Several contributions address the problem of interconnecting the UAVs with the infrastruc-
ture. [94] proposes to use properly aligned directional antennas to extend the range of UAVs
communications over WiFi. An experimental evaluation of UAV communications based on
several WiFi standards was presented in [98]. However, the aforementioned works do not
consider UAV specific applications and the impact of UAV-specific characteristics on commu-
nication performance. In [174], the authors presented a multi-hop communication strategy
with dynamic make-before-break mechanism. The framework uses probes to evaluate avail-

able paths and select the one providing performance matching the needs of the UAV.

Cellular infrastructure-based UAV communications were proposed in [215], where aerial and
ground UEs coexist in the same area. To increase the reliability of the cellular connection
of the UAVs, an interference cancellation approach was used in [157]. A communication
strategy over unlicenced bands was derived in [28], where a regret function is defined to
learn optimal duty cycle selection and support the coexistence of WiFi with other active
technologies. Different from these contributions, herein we study the feasibility of using the
infrastructure for relevant UAV based applications over available network technologies and

different channel conditions.
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8.2.2 Infrastructure-Assisted Computing

To mitigate the limitations of on-board computation on the UAVs, the infrastructure can
assist by taking over computation tasks necessary for autonomous UAV operations. By
placing compute-capable devices at one — wireless — hop distance from mobile devices, edge
computing offers low-latency services compared to traditional cloud computing. Remarkably,
offloading to edge servers not only has the potential for improving computing quality —
for instance by executing more complex algorithms — and/or delay compared to on-board

options, but also is a natural platform to support coordination across multiple UAVs.

Several contributions address challenges related to edge computing for UAVs. A framework
to determine trajectories optimal both from the point of view of offloading and mission was
proposed in [60]. The framework also accounts for constraints on the speed of the UAV. A
hierarchical offloading approach was presented in [196] with real-world UAV-embedded setup
for a computer vision based computing application. A framework for UAV-cloud computing
for disaster rescue applications was proposed in [138]. In this work, we investigate the impact

of the network and network parameters on task offloading.

8.2.3 Flying Ad-Hoc Networks

When the UAV operates beyond the range of ground resources, Flying Adhoc Networks
(FANET) [45] are a suitable technologies to interconnect the UAVs and allow cooperation
and coordination. Importantly, the low latency of direct UAV-to-UAV communications may

improve the ability of a swarm to coordinate.

Note that due to UAV mobility, frequent reconfiguration might be needed when ad hoc
communications are used for range extension or relaying of data streams. Despite this

issue, using intermediate relay nodes can improve the communication quality and range,
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especially as UAVs can form 3D topologies to avoid the impairments that characterize urban

environments.

One of the main challenges in achieving effective communications is the distributed nature
of flying ad-hoc networks. This may impair performance especially in dense deployments.
To improve the performance of FANETSs, [206] proposes to use millimeter-wave cellular
communications with beamforming. However, the implementation of such model on real-
world UAV is extremely challenging, especially due to the rapidly changing topology induced

by moving UAVs.

8.3 Infrastructure-Assisted UAV System

We consider an UAV operating in an urban environment, where multiple wireless access
networks coexist. Specifically, we focus our attention on widely used communication tech-
nologies, that is, Wi-Fi and Long-Term Evolution (LTE) networks, which may support the
intense transfer of data necessary to assist UAV operations. We do not assume that a channel
is dedicated to the traffic generated by the UAV but, instead, include in the environment the
activity of wireless nodes operating on the same channel resource. This will enable the study
of the interactions between data streams induced by networking protocols at the different

layers of the stack.

The UAV is assumed autonomous, meaning that it is not directly controlled by a human
operator. However, some functionalities can be delegated to the infrastructure, that is, the
UAV might depend on the help of other remote devices. In general, autonomy requires the
acquisition and processing of signals from the surrounding environment to inform control.
This transformation of the input signals to the output control has a rather broad meaning.

The UAV can be simply programmed to follow a trajectory through a series of waypoints,
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in such case the input signal are GPS coordinates, and the UAV determines its motion to
reach the next waypoint from its current position. However, in many practical use-cases, an
autonomous UAV may need to acquire and process complex signals, a task which may impose
a significant burden to the battery-powered UAV in terms of energy expense. Furthermore,
due to weight constraints UAVs often have weak on-board computing platforms, which may
lead to a large time needed to execute compute-intense algorithms. Thus, offloading to
compute-capable edge servers may lead to considerable energy consumption reduction as

well as a faster capture to control pipeline for autonomy.

We provide in the following a short summary description of the class of infrastructure assis-
tance problems we consider in this work. The UAV produces a series of bursts of data at the
application layers. We define, then, the series of instants {7;};=1 23, ., where 7; corresponds
to the emission time of the i—th burst. The bursts are characterized by a variable set B; that
determines the amount of data generated in the —th burst. We abstract the communication
between the UAV and the access point — Wi-Fi access point or LTE eNodeB in the con-
sidered environment — through the transformation ®, which maps the emission time 7; and
burst size B; into the vectors t;=[t;(1),...,t;(N;)] and w;=[w;(1),...,w;(IV;)]. The vector t;
contains the delivery times of the N; network packets associated with the burst, the element
wi(n) of w; is equal to 1 if the packet is delivered and 0 otherwise. For convenience, we set to
oo the delivery time of a failed packet. We define as A; the difference between the delivery

time of the packet of burst ¢ delivered the latest and the generation time 7;.

Intuitively, the transformation & is a function of a number of variables describing the com-
plex state of the network. Clearly, analytically modeling the interactions between channel
physical, access, link and transport layer protocols implemented by all the active nodes, as
well as their packet arrival processes, is an impossible task, and we rely on detailed simula-
tions to characterize the transformation ® associated with specific communication strategies

and environmental conditions.
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8.3.1 Network Environment

In urban network infrastructure, the most commonly used wireless technologies are WiFi
and LTE. WiFi is traditionally operated in unlicensed frequency bands, whereas LTE pri-
marily operates in licensed spectrum — although recent propositions extend its usage in the
unlicensed spectrum as well. WiFi is a bidirectional communication technology specified
in the IEEE 802.11 standard. In common infrastructure, WiFi stations (users) connect to
an access point (AP) to communicate with other users or a remote server. The most used
Medium Access Control (MAC) layer is Distributed Coordination Function (DCF), where
the users contend for channel access using channel sensing and random backoff. Recent
standards of WiF1i support bitrate adaptation to improve the reliability of communications

and Orthogonal Frequency Division Multiplexing (OFDM) modulation to increase capacity.

LTE is a cellular technology which defines an access network component called Evolved Uni-
versal Terrestrial Radio Access Network (E-UTRAN) and a core network component called
Evolved Packet Core (EPC). The LTE access network has separate uplink and downlink
radio bands, where resource allocation is controlled by the base station (eNodeB). The radio
resources in LTE is allocated at the granularity of individual Physical Resource Block (PRB)
which is the minimum unit that can be assigned to one user. Each PRB corresponds to one
slot in the time domain and contains 12 subcarriers of 15 kHz each, thus occupying 180 KHz
in the frequency domain. The eNodeB scheduler allocates a subset of PRBs to each user for
each subframe based on a scheduling policy. In Uplink, the PRBs allocated to a specific user
should be contiguous, whereas in downlink the eNodeB can allocate non-contiguous PRBs
to a user. Additionally, as the transmission power of the User Equipment (UE) is lower com-
pared to that of the eNodeB, uplink is performed using Single Carrier FDMA (SC-FDMA)
— also known as DFT pre-coded OFDMA — which provides a better peak-to-average power
ratio. The instantaneous data transmission rate over the LTE physical channel is determined

by the the transport block size (TBS) which is a function of the number of PRBs allocated
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to the UE and the Modulation and Coding Scheme (MCS) index. The transmitter receives
the Channel Quality Index (CQI) information through a control channel and, based on the

CQI level, it selects the appropriate MCS index.

In the urban infrastructure, both WiFi and LTE networks are available to assist the UAV
to enable the autonomous mission. However, the different characteristics of the protocol of
the two technologies introduces different challenges in terms of protocol overhead, reliability,

handling mobility, congestion and interference.

8.3.2 Infrastructure Assistance

Within this general environment, we consider the two specific infrastructure-assisted models

described in the following.

Remote Navigation Assistance: In a scenario where multiple UAVs share the same
space, a remote unit can assist their navigation to avoid collisions, for instance by creating
safe corridors for each UAV. To this aim, the UAV periodically transmits telemetry variables
— GPS coordinates, altitude, speed and battery level and other information if enabled on
the UAV — to the remote controller. The telemetry information are short messages usually
contained within the maximum transmission unit (MTU) size of one network packet. The
packets are usually sent at some update interval based on the polling request set by the GCS
to fetch the telemetry information. Let’s denote as s(t)=(p(t),v(t),b(t)) the state of the
UAV at time ¢, where p(t), v(t) and b(t) are position, speed, and battery level, respectively.
In our model, the emission of telemetry variables corresponds to a small data burst, that
is, burst ¢ contains the state s(7;). Based on the received telemetry, the remote controller
maintains a state estimate §(¢). Clearly, as the UAV emits telemetry only at the time instants
{7i}iz1,23..., even in an idealized case where A;=0 and w;=1, Vi, there is a mismatch between

the actual and estimated state of the UAV due to the evolution of the state in between
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telemetry emission. The network transformation might increase the estimation error by
delaying telemetry delivery and erasing some updates due to packet failure. Intuition may
suggest that more frequent updates would decrease the estimation error. However, frequent

updates may increase network congestion and buffer overload at the source.

Computing Task Offloading: As discussed earlier, the infrastructure can provide a deeper
degree of assistance by taking over the execution of complex processing tasks. For instance,
a UAV may capture pictures in pre-set locations to detect events of interest (e.g., a car
accident or suspicious human activities). In case of a positive detection, the UAV may be
programmed to autonomously alter his course and acquire more information in that specific
area. In a more extreme example of autonomy, the UAV may be closely pursuing a specific
object based on sensor feed. In this case, as the UAV uses the outcome of processing
to control fine-grain motion, the frequency of offloading is much higher compared to the
previous example, and the requirements on delay and delay variations much more stringent.
Clearly, the emission of processing tasks corresponds to the emission of a burst. The level of
autonomy and the nature of the task (e.g., object detection on a video stream) determines
the burst size distribution, as well as the delay and reliability requirements on the task
delivery. In a typical use-case scenario, the on-board camera captures video with 720p HD
resolution for video streaming, that requires a throughput of at least 1.8 Mbps. Depending
on the computation requirement, one can vary the frame rate or resolution and hence modify
the task size. Usually, for tasks like image classification or object detection an entire image
frame is sent as a burst of data to the server. For example, if images of average frame size
150K B are captured with 10 frames per second, and one application packet size is about
1500 bytes (including all headers) then a burst of (150000/1500) = 100 packets will be sent

over network in every 100 milliseconds.

The above case-study scenarios generate a broad spectrum of characteristics of infrastructure

assistance in terms of both generated traffic — frequency and size of bursts — and requirements.
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Our simulation study attempts to bridge the UAV and communication/networking domains
to provide a comprehensive discussion on the feasibility of infrastructure assistance to UAV

operations.

8.4 Simulation Environment

We briefly summarize the general settings used to obtain the results presented herein.

8.4.1 Urban Environment

Based on the discussion presented earlier, it is clear that infrastructure assistance is a key
enabler of autonomous UAV technologies. However, the UAVs and the infrastructure are
necessarily connected through volatile wireless links. Especially in urban environments,
parameters such as network load, signal propagation and mobility may degrade the ability
of these links to reliably support assistance. In the following, we briefly describe the most

salient aspects we explore in our simulations.

Propagation

In urban environments, high buildings often induce Non-Line of Sight (NLoS) signal prop-
agation, where penetration loss and reflection through on building walls can cause highly
varying attenuation. The dimension and location of the buildings, the thickness and mate-
rials of the walls also contribute to determine the overall amplitude of the received signals.

The reliability of infrastructure assistance can be greatly impaired by these characteristics.

To model these properties, we adopt a pathloss model for urban environments built as the

combination of the standard ITU R1411 pathloss model [107] and other variable components
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function of salient parameters. Specifically, the path loss is defined as :

L=1Ly+ Le, + Gy, (8.1)

where L., is the loss through the external walls and G is the gain due to the altitude of

the device. The loss L, is the basic pathloss function

Ly, if Line of sight
Ly=4{"  #ig (8.2)

L,i0s, otherwise

In line of sight, the pathloss term is defined as:

2

A
Llos :‘ 20[09 ( W

)|+ C, (8.3)

where hy, and h,,, are the altitudes of the base station and UAV respectively, A is the
wavelength and C' is a variable whose upper and lower bound are a function of distance,

wavelength and altitude of the devices. In LoS, the pathloss term is defined as:

Lnlos = Lfs + Ldfa (84)

where Ly is the free space pathloss and L4 is the total pathloss due to diffraction, including
that generated by the roof top and from the rows of the buildings. The value of L4 depends
on the frequency of the signal, distance of transmitter and receiver, and altitude of the
devices. Note that urban pathloss not only restricts the communication range, but also has
large impact on resource allocation and modulation schemes in the communication. In our

feasibility study, we consider non-LoS pathloss model.
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Mobility

The maximum speed of UAVs can be of the order of 100 mph and the mobility patterns
depend on several factors including the mission objective and environment. Unlike MANET,
the UAVs move in the network in a 3D space leading to an increased range of dynamics, and
the high speed leads to a faster change in terms of channel gain. In infrastructure-based UAV
network, UAV may go out of coverage of the current base station or access point. However,

most of the infrastructures provide handover mechanisms for continued connectivity.

Exogenous Traffic

In case of infrastructure-assisted UAV networks, the mission-based application data stream is
affected by the contention of data streams generated by users using the same access point or
base station. The infrastructure can provide flow control and congestion control, and attempt
to achieve fairness in resource allocation among coexisting applications and communicating

devices.

Note that interference can be generated by coexisting wireless networks or the presence of
local Device-to-Device (D2D) communications using the same frequency band. The infras-
tructure can implement a centralized or distributed coordination in terms of transmission
scheduling and power control to avoid or mitigate the impact of interference. Especially
when heterogeneous network technologies share same spectrum causing interference, the dif-
ferent technologies can cooperate through the core backbone network to improve overall

performance.
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Figure 8.2: Simulation setup: the UAV follows a predefined trajectory, whereas external
nodes are fixed and disposed in a circle centered on the AP or eNodeB.

Network Technology

Technologies and protocols are often designed under certain assumptions and tailored to
specific scenarios. The technologies in urban environments have different specifications and
approaches to data transmission and channel sharing, e.g., WiFi employs a distributed al-
gorithm for contention based resource allocation, whereas in LTE resource allocation is
controlled using a centralized policy by the base station. The technologies also differ in
terms of retransmission strategy, error correction, interference control, security and many
other aspects which advocates to choose appropriate technology and protocol in different

application scenarios and different network conditions.
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8.5 Results and Discussion

8.5.1 Simulation Setup

We simulate the environment and applications described earlier using the integrated UAV-
network simulator FlyNetSim. The simulated UAV performs a predefined mission, which
corresponds to a navigation plan in an urban environment. The wireless environment is
created using ns-3, the network simulator component of FlyNetSim. The mobility of the
vehicle is updated in the network simulator in real time and network parameters are varied
to evaluate the performance in a range of scenarios. A realistic simulation of motion and
control and control of the UAV is obtained using ArduPilot. The simulated UAV uses
simulated sensors to provide telemetry information to the GCS over a simulated network. In
the second application, the UAV generates tasks/packet bursts with different statistics and

uses simulated WiFi and LTE networks to transport them to an edge server.

Ground WiFi/LTE nodes are added with uniform disc position allocation close to the GCS
node. These nodes produce data streams directed to the same access point or eNodeB. The
number of external nodes, the datarate and the packet size of the ground users are tunable
parameters. The pathloss and shadowing parameters are set based on the ItuR1411 Prop-
agation Loss Model. Motion, shadowing and exogenous traffic all affect the transformation
induced by the network on the packet stream from the UAV. The parameters used in the
simulation are summarized in table 8.1. The UAV moves in a rectangular trajectory around

the AP or base station as shown in Figure 8.2.
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Parameters Value

UAV Mobility Constant Speed

WiFi Standard IEEE 802.11a

WiFi Bandwidth 20 MHz

Propagation loss Model ItuR1411 Propagation Loss
Propagation Delay Model Constant Speed

LTE EARFCN 18000

LTE Bandwidth 20 MHz

LTE RLC Mode Acknowledgement (RLC AM)
LTE downlink MAC Scheduler | Proportional Fair

LTE uplink MAC Scheduler Round Robin

TCP Congestion Control New Reno

Table 8.1: Experiment Parameters used in the simulations.

8.5.2 Remote Navigation Assistance

Figure 8.3 shows an example of temporal evolution of error in position estimation while the
UAV performs a mission over the predefined trajectory. In this experiment, communication
is over WiFi, and the different lines correspond to a different number of nodes contending
the shared channel resource with the UAV. The contending nodes are placed with uniform
disc position allocation in close distance from the AP /base station and transmits periodic
bursts of packets of size 800 bytes with uniform periodicity based on the traffic rate; e.g., for
traffic rate of 6 Mbps, the packets are transmitted at interval of (800%8)/6 = 1067us. It can
be seen how not only the mean of estimation error grows as the number of contending nodes
increases, but also the variance. The line corresponding to 2 nodes has few sections where
the error doubles, probably caused by TCP timeouts, but otherwise shows a considerable
stability. Note that the error has periodic low spikes, corresponding to periods of time where
the UAV is stationary. A higher number of nodes contending the wireless resource further
increase average and variations of delay, with extended sections of the trace where the error
significantly increases with respect to the minimum. This latter effect maps to a general

inability of a remote node to maintain a tight control over UAV trajectories.

We measure the average performance of telemetry transmission for navigation and compu-
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Figure 8.3: Temporal evolution of position error based on the telemetry emitted by the UAV
over WiFi with TCP in an urban environment with buildings. Each external node transmits
traffic with rate 6 Mbps. The UAV navigates on a rectangular trajectory where the access
point is at the center.

tation task offloading in various scenarios. For the external traffic, we define two extreme
regimes - no load conditions, where no wireless node other than the UAV is present, and high
load conditions, where 8 contending nodes are present generating 6 Mbps in the application
layer. We also define Low Distance and High Distance scenarios, where the distance between

the UAV and the access point or base station is 10 and 40 m, respectively.

Figure 8.4a compares the average position error High and Low Distance conditions over WiFi
and LTE networks as a function of the number of ground nodes. It can be seen how both
networks maintain a low error as the number of nodes grow, with WiFi being a slightly better
option. At 40 m, WiFi has an manifestly lower error compared to LTE in mild contention
environments, but presents a sharp degradation as the number of ground nodes grows. This

is due to the inefficiency of DCF and random access in high-load conditions compared to the

LTE more controlled MAC.

Figure 8.4b shows the same metric over WiFi and LTE in High and No Load conditions as a

function of distance. Note that 40 m is the disconnection limit for WiFi, whereas LTE has a
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Figure 8.4

much extended range, although at the price of a large position error. The effect of distance
and load is apparent in both technologies. However, it can be seen how in the absence
of traffic from other nodes the two options are essentially equivalent until disconnection.
Conversely, in High Load conditions the difference is marked: WiFi has a much lower error
at moderate distance, and then sharply degrades as the UAV approaches the maximum

range.

We also measure the impact of speed on the position error. The plot is in High Distance
regime. Intuitively, a higher speed of the vehicle would result in a larger error simply due to
the fact that the UAV would have moved farther since a packet containing the last update
was received. Figure 8.5a shows the effect of increasing speed of UAV in High and No Load
conditions. As expected, the absolute position error increases with the vehicle speed. The

impact of load is also manifest: the higher inter-packet delay maps to a faster error increase.

We also measure how the frequency of updates from the the UAV affects the absolute value of
the position estimation error. Figure 8.5b shows the variation at distance (20m). Intuitively,

a low update frequency generates a small network load, but also allows the UAV to travel
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Figure 8.5

farther in between updates. Conversely, frequent updates means a smaller error in idealized
conditions, but impose a larger load to the network. This trend is shown in the plot, where
the error has a minimum which depends on the technology and external load. Note that
the effect of the additional load introduced by frequent updates is more pronounced in LTE

High Load, due to the smaller maximum throughput of the network in those conditions.

8.5.3 Computing Task Offloading

We now focus on evaluation of the performance when the UAV is transmitting burst of

packets with certain characteristics.

Figure 8.6 shows the variation of task delay as a function of distance in a scenario where
the tasks correspond to small 50 KB data are transmitted from the UAV every second.
Interestingly, it can be observed that in this case load conditions have a small impact on
WiFi, whereas LTE suffers a larger number of nodes using the same channel. LTE clearly
outperforms WiFi in No Load conditions unless the UAVs is very close to the access point.
Conversely, WiFi has a smaller error compared to LTE in High Load conditions up to 30 m

distance, where the smaller range of WiFi penalizes this choice. These results are strongly
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Figure 8.6: Task delay over WiFi and LTE with varying distance of the UAV from the
Base Station for task of burst size 50 KB every second. The measurement are taken in two
different external traffic regimes of no load and high load.

influenced by the small size of the task, which makes the corresponding packets go through
transmissions in the WiFi MAC. In LTE, the round robin allocation of resources increases

the delay in the presence of other users.

Figure 8.7 shows the same plot where tasks are of size 200 KB. It can be observed a general
shift of all the delays, with WiFi being the most penalized by the size increase. One of the
reason for LTE incurring a less perceivable degradation with respect to WiFi is the RLC
buffer, that reduces the retransmission at the TCP layer [124] compared to WiFi where the
large burst size can cause more back-offs. However, when the network is congested, resource

allocation still penalizes LTE in uplink as round robin is used.

We give a more clear view of this effect in Figure 8.8a, where we show delay as a function of
task size in No Load conditions. WiFi suffers a larger delay at high distance, but provides
better performance compared to LTE in the short range. It can be seen how WiFi has a

steeper delay increase as the task size increases.

Finally, Figure 8.8b shows that in presence of external traffic in the network, WiFi has a
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smaller delay compared to LTE in closer range for all task sizes. This is due to the fact that

the task is transmitted over LTE uplink which schedules in round robin all the UE nodes

data. Also, it adds additional delays every time it needs to seek transmission opportunity

from the eNodeB for a new chunk of data from any given UE. However, in longer distance,

WiFi deteriorates fast and slightly worsen the performance compared to LTE.
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8.5.4 Discussion

Based on the results from two use case scenarios of infrastructure-assisted UAV, we can see
that the choice of network depends on the network conditions, distance from the access point
or base station, as well as the class of application that UAV is serving. In remote navigation
assistance, the telemetry data are more suitable to be transmitted over WiFi when the UAV
is close to the AP. In applications such as task offloading, the size of the task has a great
impact on the network to be used. When large data bursts are to be transmitted efficiently to
the edge with low latency, the LTE network provides best performance in low-load conditions.
However, if the network is congested, connecting the UAV over WiFi is still advantageous
at short distance from the AP, whereas LTE is the best option. We conclude that in order
to achieve efficient network infrastructure-assistance, the UAV should be multi-homed, that
is, it should have both WiFi and LTE interfaces and use a context and application aware

policy to determine which network should be used.

8.6 Conclusions

The main objective of this work is to provide a comprehensive evaluation of communication
strategies for infrastructure assistance to the operations of autonomous UAVs. Based on
detailed UAV-network simulations, we focus our attention on remote navigation assistance
and offloading of processing tasks to edge servers. Our results, obtained using the recently
proposed UAV-network simulator FlyNetSim, indicate the need for the UAVs to be equipped

with multiple network interface and be able to switch from one to another during missions.
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Chapter 9

Building a Robust Airborne System
with Real-world UAVs

9.1 Introduction

On-board resources available to commercial Unmanned Aerial Vehicles (UAV) are inherently
limited by the airborne nature of these devices. Such constraints affect key sub-systems, such
as sensors and computing platforms, which are instrumental for prolonged and autonomous
operations. A relevant trend in mobile devices, whose application has been recently extended
to include UAVs, is to use resources from the Internet of Things (IoT) and edge infrastructure
surrounding the UAVs to enhance their performance [64, 70]. In particular: a) wireless
cellular networks can be used to extend the communication range of the UAVs and connect
them to other edge devices or the internet core [103]; b) data streams from ground sensors or
devices can supplement those from on-board sensors to extend the information available to
the UAVs [87]; and ¢) signal processing tasks can be offloaded to compute-capable devices

residing at the network edge, that is, edge servers [141].
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Figure 9.1: The scenario considered : an autonomous UAV leverages the surrounding [oT in-
frastructure to improve mission performance. Specifically, we focus on offloading computing
tasks to edge servers through wireless links.

Although most of the discussion provided in this work applies to all the three cases listed
above, herein we focus on edge offloading — case ¢), often referred to edge computing [87]
— due to its potential to enable a high degree of operational autonomy to those highly con-
strained devices. The advantages of edge computing applied to UAV systems are rather
intuitive: a powerful machine with an unlimited energy supply connected to a UAV through
a one hop wireless link can effectively run complex algorithms beyond the reach of on-board
UAV computing platforms and deliver the outcome to the UAV, thus enabling advanced —
autonomous — learning, control and planning. The edge server can run simpler algorithms
in a shorter time, thus improving the reaction time of the UAV to external stimuli. Finally,
we remark that continuous computation requires a substantial amount of energy, a pre-
cious resource that should be parsimoniously used to avoid degradation of mission lifetime.
By taking over compute-intense processes, the edge server can significantly reduce energy

consumption of the UAV.

Based on the above discussion, edge computing, and in general infrastructure assistance to

UAV systems, appears to be an extremely promising component of future UAV systems
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(see Fig. 9.1). However, there are several technical challenges to overcome to fruitfully and
reliably apply this paradigm to a mission-critical system such as autonomous UAVs. A
crucial aspect of the infrastructure assisting the UAVs is that it is shared by a multitude of
devices and services. This, together with the characteristics of signal propagation, creates an
extremely dynamic environment, where the time needed to transfer data to the edge server,
or the time to complete the processing task are highly variable, and governed by extremely
complex temporal and spatial random processes. As a result, blindly trusting infrastructure

assistance may lead to severe performance degradation.

We contend that to fully harness the benefits of infrastructure assistance while preserving

Y

reliable flight and mission control the notion of “autonomy” needs to be extended from
pure mission control to include an advanced layer of intelligence making decisions on how
information is handled within the complex UAV-infrastructure system. We refer to this
layer as “information autonomy”. We remark that information autonomy could boost the
performance of many distributed, and constrained, mission-critical systems. We make our

discussion specific to UAVs due to their extreme characteristics in terms of limitations,

mobility and complexity of operations.

Herein, we provide a first description of an architecture realizing information autonomy, and
a detailed discussion on the many challenges present in the definition of key modules such as
state acquisition/tracking, prediction and decision making. The discussion is supported by

illustrative results from detailed simulation and real-world experiences and implementations.

173



9.2 Challenges in Real-world Experiments on UAV Sys-

tems

Figure 9.1 illustrates the autonomous infrastructure-assisted UAV system at the center of
this research study. In the edge computing scenario, the UAV is connected to one or more
edge servers, positioned at the network edge for handling resource-intensive computations,
through available wireless access networks, such as Long-Term Evolution (LTE) or Wi-Fi.

Edge servers are preferred over cloud infrastructure due to their low latency.

The edge server would take over the analysis, and possibly the control, operations of the
profiling-analysis-control pipeline typically seen in UAV applications. In such Edge-based
computation pipeline, the input generated by the sensor and the output from the modules at
the edge server, needs to be wirelessly transferred to and from the edge server. Importantly,
as compute-intense tasks often require a large amount of energy, offloading typically reduces
energy consumption at the UAV, even when considering the additional energy needed to

transmit the data to the edge server.

For a successful completion of a mission, all the hardware components of UAV have to
continuously generate new knowledge for the control algorithm in a dependable and energy-
efficient manner. Unfortunately, it is difficult to estimate the resources needed for sensing,
actuation, communication, and control before the mission (run-time) since the stability of
the drone is impacted by various environmental, system, and network components. In the

rest of this section, we present the lessons learned from our real-world experiments.
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9.2.1 Run-time Uncertainties of Edge-assisted UAV Applications

We have carried out a set of experiments involving drones and edge devices following the
setup as shown in Figure 9.2 to understand the performance and the resource constraints
of edge-assisted UAV applications. The UAV is equipped with small on-board computer
connected with WiFi dongle and USRP B200mini for LTE interface. The edge server is
realized on a Laptop with high computational capability, that is also connected with WiFi
and USRP B210 for LTE interfaces. We tested a UAV mission of target tracking based on

image classification.

Image frames for
Computation
Offloading
Captured
Images Local Data
Processing
3DR Solo UAV
Gimbal with GoPro Lipo battery shared oy LAY, _-_Ed ge Server
Herod Camera on-beard computer and Radios -
Base Station/
Wireless Access Point
K uske Communication
B2 EEEEEEEEEEEEER

= UP Board connected to Antennas
 Software Defined Radio

Feedback from
Edge Server

Analyzed Control
Data Information

Figure 9.2: Experimental setup for UAVs with on-board computing and communication
equipment.

From our real-world experiments conducted in the outdoor, we have identified the following

uncertainties in managing the edge-assisted UAV applications:

e /1. Environmental Uncertainty Weather pattern such as wind speed, temperature,

and humidity influences the control algorithm since the drone needs to stabilize itself
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under harsh conditions by controlling its engines. Due to the unpredictable nature of
the weather, it is hard to allocate resource budget for control operations prior to the

mission.

e /2. System Uncertainty For surveillance or other edge-assisted UAV applications,
performance depends on the computation capacity of the drone, and the energy budget
available for various operations including computation, communication, sensing, and

storage (e.g., buffer).

e UU3. Network Uncertainty Wireless communication is susceptible to interference,
hence the edge-assisted UAV applications relying on remote edge servers have to care-
fully manage the network resources including the bandwidth capacity of the wireless

link and the energy budget needed to operate the radio hardware.

The above challenges highlight the need to introduce “Information Autonomy” to react and
adapt to the system, network, and environmental uncertainties. Application goals have to
be updated dynamically during the mission time to maximize the mission duration. In the

next section, we formulate problem goals with respect to the application scenario.

9.3 Autonomous Mission-oriented Applications over UAV

We consider an UAV autonomously operating to fulfill a mission. Here, we do not specifically
define the mission, but, instead, assume that autonomous operations necessitates sensor
input to be transformed into short- and/or long-term decisions. For instance, video input
from on-board cameras can be processed to determine navigation, or to plan the mission. We
further assume that our objective is to assure the mission completion, therefore maximizing

mission time, while maintaining quality of operation, as discussed below.
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Figure 9.6 depicts a basic diagram of the modules involved in the transformation from input
vector u, to the output vector y, ;A given a context or state ¢,, where ¢ is the time at which
the sensor input is acquired. The input is first processed in the analysis module to extract
relevant features. For instance, in a video-based navigation application, the input is a video
frame, and the output of the analysis module, generated by an object detection algorithm,
is a set of labeled bounding boxes. The features produced by the analysis module are sent
to the control module, which generates the final output y;.a. In this particular example,

the output are motion and navigational commands.

ﬁnvironment \
7/~ Device \
/7 N\ N\ N\

Inertia Meas. Unit] Position estimation] Track object ] Move right ]

[ Object detection ] [Wind compensation] [ Return to launch ]

[ Ground detection ] [F’Ian pipeline control] [Execute offloading]

Analysis / Control Execution /

Figure 9.3: Profiling-Analysis-Control Pipeline for Mission Autonomy.

Formally, we denote the transformation using the following:

Yera = f(us, @,). (9.1)

Note that the output is generated at time t+A, where A is a random variable corresponding

to the time needed for the transformation. We refer to A as the capture-to-output delay.

If the function f is complex, the delay A might be large, thus increasing the reaction time of
the UAV to input stimuli and possibly degrading mission performance. Moreover, compute
intense transformations may require a large amount of energy E to be completed. Qur

objective, thus, is to to use infrastructure-assistance to reduce as much as possible A, while
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also minimize energy consumption.

In the edge-based pipeline, the capture-to-output time, A, is a function of many variables
describing the environment. Let’s decompose the delay of the edge-based pipeline A€ as

follows:

A = AG,, + A + A° (9.2)

computing output?’

€ €
where AG,,., A

computing: and Ag o are the delay to transport the data to the edge server,

the processing time at the edge server and the time to transport the output back to the

UAV, respectively.

Intuitively, the components associated with the wireless transfer of data, i.e., A§.,, and

A are a function of the used technology (e.g., LTE and Wi-Fi) channel characteris-

gutput’
tics (UAV-base station distance, fading and shadowing), and network load. The processing
component of the delay, that is, Ag,, uting 15 highly dependent on the server load. ITmpor-

tantly, channel gain, and network and server load are highly variable, and have complex

spatio-temporal distributions that play an important role in building information autonomy.

9.3.1 Need for Information Autonomy

To study the dynamics of Edge-assisted UAV applications, we used the integrated UAV-
network simulator — FlyNetsim [38]. In Figure 9.4 we provide temporal traces generated
using the simulator. The traces show Agaia Over time in our object detection setup, where
the UAV transfers a picture to the edge server using Wi-Fi as a function of the number of
competing wireless nodes and their transmission rates. It can be observed that as the traffic

generated by each node increases (see Figure 3a), not only the average delay increases, but

178



0.25 -
0.2 - —— 0.5 Mbps —— 1 Mbps 2 Mbps —— 5 Mbps
O 1 1 1 1 1 1 1 1 1 ]
(0} 20 40 60 80 100 120 140 160 180 200
Frame Sequence Number
(b)
)
>
[35]
©
(=]
(5]
1S
©
-
(o] 20 40 60 80 100 120 140 160 180 200
Frame Sequence Number
C
© .
@D 100
> E
©
©
o
(]
1S
o
-
1 1 1 1 1 1

(o} 20 40 60 80 100 120 140 160 180 200
Frame Sequence Number

Figure 9.4: Frame delay w.r.t. varying network loads & mobility.

the temporal variations across subsequent frames become more apparent. This is due to
the complex interactions between the streams induced by the transmission and transport
layer protocols, which manifest especially as the sum traffic approaches the maximum link
capacity. Similarly, if we increase the number of competing nodes (see Figure 3b), we will
reach a point in which packet failures or timeouts will induce large variations. The bottom
plot (see Figure 3c) in the picture shows the abrupt variations in the delay Agat. induced

by random motion of the UAV when adaptive rate is used. Importantly, the underlying
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conditions, channel gain, number of nodes, task load, vary over time and space, presenting

different trends for different context.

From the considerations, it is clear that ofHoading may not be consistently beneficial, at least
from the point of view of capture-to-output delay. Moreover, the dynamics of capture-to-
output delay highly depend on the characteristics of the surrounding environment. A simple
reasoning and modeling on the key factors — network rate and server load — can be found

in [58].

9.3.2 Related Work:

Information Autonomy problem presented in this study is a form of Multi-Criteria Decision
Making (MCDM) problem [92]. The configuration space for the Information Autonomy
consists of multiple parameters that control the wireless performance, processor efficiency,
energy consumption, and response time of the application with the goal of maximizing the
mission time. Existing self-adaptation approaches such as Model At Run-time [202, 88] and
control theory methods [175] can be applied to achieve information autonomy for Edge-
assisted UAV systems. However, such approaches are not optimal and may have to be

carefully tuned to reduce ”capture-to-control” delay.

Weyns et al. [202] presents, MARTAS, an architectural based adaptation approach for in-
dustrial IoT wireless networks. MARTAS uses Models At Run with statistical techniques
to reconfigure the network parameters of a multi-hop wireless network protocol. Paucal et
al. [88] introduces a run-time adaptation technique based on Dynamic Decision Networks
(DDN) and Analytic Hierarchical Process (AHP). The proposed technique enables the ap-
plication to reconfigure priorities based on the data collected by the system during run-time,
which makes the solution effective for applications that has limited knowledge at the design

time.
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Shetsov et al. [175] surveys the control theory approaches for self adaption and shows how
linear control models are applied to self-adaptive software systems. Filieri et al. [80] presents
an example of how control theory can be used to create a self-adaptive controller for software
systems. Applications and systems that exhibit high level of dynamism such as the Infras-
tructure Assisted UAVs require solutions that converges quickly to an optimal set point when
making decisions through the sense-analysis-actuation loop. The longer responsive time and
the inaccurate control setting leads to high level instability for highly dynamic systems.
However, the control theory approaches are still promising for the problem discussed in this

work.

9.4 Information Autonomy

Our simulation results in Section 9.3.1 show that a predefined offloading strategy would fail
to harness the performance boost granted by infrastructure-assistance, or would possibly
even degrade mission performance. We contend that due to the complexity of the involved
dynamics, UAVs will need to implement a form of autonomy encompassing this relevant
aspect of the system. We refer to this component of autonomy as information autonomsy.
Recall that the mission of information autonomy is to minimize the capture-to-output time
A by selecting the best processing pipeline, either local or distributed over the infrastructure.
As illustrated in Fig. 9.1, the UAV may have multiple options in terms of network and edge

server.

Structurally, the pipeline to realize information autonomy is analogous to that shown in
Fig. 9.6. However, the modules need to be specialized to the rather difficult problem of

managing information in the composite UAV-infrastructure system.
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9.4.1 Profiling

In most autonomous systems, this part of the pipeline is composed of sensors directly collect-
ing signals from the environment. In the context of information autonomy, the Profiling mod-
ule is assigned the difficult task of extracting information, a signal, from the infrastructure
enabling the estimation and/or prediction of the state of entire communication-processing
sections of the infrastructure. We identify two main strategies, which we refer to as inquiry

and probing.

Inquiry: The sensing module sends direct inquiries to the infrastructure. For instance,
the module can obtain from the network the expected transmission rate, and the number
of current tasks — being executed or queued — from the edge server. This method presents
two main disadvantages. First, the infrastructure would need to implement protocols to
accept requests and compose replies. Additionally, in many network technologies the use of
a channel would induce complex interactions with other active data streams, altering the

available resource.

Probing: A simpler and possibly effective option is to introduce forms of probing, where the
sensing module would “test” available pipelines by issuing tasks over the resource. Probing
does not require any modification to the infrastructure, but incurs a drawback: the probe
will use network and server resources, and for this reason probe size has to be finely tuned.
This approach allows an objective observation of the state of the pipelines, but imposes a

considerable burden to the infrastructure.!

A possible strategy to reduce the burden on the system is to reduce the size or frequency of
the tasks sent within the probes. However, a reduced size or frequency of the probes may

reduce the amount of information gathered on the state of the pipeline, as a small probe

!Note that if the full task is sent over multiple — independent — pipelines, the UAV can use the output
generated in the smallest time, thus reducing the impact of unexpected variations through diversity.
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may “traverse” the system unaltered, whereas a full task may induce complex effects.

9.4.2 Analysis

The Analysis module transforms the output of the Profiling module — for instance a vector
of delays obtained using probes — into features of the sensed pipeline state. Intuitively, as
the objective of information autonomy is to select the best pipeline, the features should
allow prediction of future performance of available pipelines. Taking as example the traces
shown in Section 9.3.1, the Analysis module could attempt to predict future delays or extract

properties of their distribution to inform pipeline selection.

A major problem in this part of the information autonomy is the temporal scale of analysis
and prediction. The module could extract a long-term state of the pipeline, corresponding
for instance to the number of active nodes and their traffic in our illustrative example.
Tracking such state would roughly correspond to mapping samples to a long-term distribution
of end-to-end delays, and characterizing their components to plan the appropriate action.
Alternatively, the module could maintain a running predictor, continuously predicting future
delays from a set of samples. This latter approach allows faster reaction to the variations
that exist within the logical states, thus possibly achieving better performance compared to

the former approach.

9.4.3 Control

The Control module transforms the features produced by the Analysis module into decisions.
In this context, decisions control the activation/deactivation of pipelines, as well as probing
strategies. For instance, a perceived degradation in the performance of the currently used

pipeline, the Control module could activate probing over available pipelines. Minimizing
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A, the capture-to-control delay requires continuous tuning of system parameters, such as
sampling frequency, offloading strategy and analysis functions. Note that multiple pipelines

could be kept active during transitions to avoid mission interruptions.

9.5 Application and Preliminary Discussion

We make our discussion specific to a relatively simple, but representative, case-study, where
the task of the UAV is that of tracking objects in a predetermined class e.g., pedestrians or
vehicles. Figure 9.5 depicts the schematics of the application. The UAV acquires images at a
constant rate. Each image is analyzed using an object detection algorithm to detect classes
of objects of interest. The bounding box of a selected object detected by the algorithm
is used to determine the motion of the UAV. Specifically, a control function computes the
vector from the center of the image to the center of the corresponding bounding box. The

vector is, then, converted into speed and direction commands.

We define the time from image capture to the emission of the control capture-to-control delay.
Intuitively, minimizing the capture-to-output delay is critical to achieve a fast response of
the UAV to movements of the target object and an effective tracking. The main bottleneck
of the sensing-analysis-control pipeline is the analysis algorithm. State of the art object
detection is realized via sophisticate algorithms, such as Deep Neural Networks (DNN).
An example is RetinaNet [131], which features Pyramid Network backbone on top of a
feedforward ResNet architecture (50 to 100 layers depending on the version). These DNNs
provide a high accuracy both in terms of classification and precision of the bounding box,

thus enabling accurate navigation in the considered application.

However, the execution of such complex algorithms on constrained embedded devices may

be simply unfeasible, or result into excessive capture-to-control delay and energy consump-
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Figure 9.5: Application considered in the experiments: an autonomous UAV captures images
from an onboard camera. An object detection algorithm is used to detect objects of interest.
The bounding box is used to derive speed and direction and control the rotors.

tion. Simplified versions of these DNNs reduce computational complexity at the price of a
degraded performance. Yolo [168] is an example of this kind of approach, a highly optimized
software which degrades the accuracy of the output, especially in terms of bounding box pre-
cision. Simplified DNNs specifically tailored to mobile devices are also available [102, 104]

corresponding to various points in the complexity-accuracy tradeoff.

Offloading these compute-intense tasks of the pipeline to interconnected compute-capable de-
vices, such as edge servers, can significantly reduce the capture-to-control delay and decrease
energy intake. However, offloading requires the wireless transfer of the signal/s produced
by the onboard sensors and the output remotely produced. In the considered application
scenario, the captured images from the onboard sensor are transferred at regular intervals to
the server, which executes the DNN (analysis) and computes the control commands (control)

that are then sent to the UAV.
As mentioned earlier, offloading introduces a possibly considerable degree of uncertainty:
e Wireless link: The continuous flow of images and control messages is transported

over a wireless link, whose short-term capacity is influenced by time-varying factors

such as channel gain, interference, network load, and fine-grain protocol interactions.

e Server: The time frame of execution of the task at the server is a function of time-
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varying load, as well as of resource allocation strategies.

The objective of this study is that of analyzing the capture-to-control delay patterns over

different communication technologies in a real-world platform.

9.6 Experimental Platform

The experimental platform we developed realizes the application described in the previous
section over a distributed wirelessly interconnected system. In the following, we describe the

hardware and software components.

9.6.1 Hydra and Hardware

We briefly describe the overall system our development effort is aiming at to provide some
context to this study. HyDRA — Resilient computing for Heterogeneous Autonomous Devices
—is a middleware architecture enabling the dynamic migration within interconnected systems
of modules composing pipelines for autonomy. The objective is to maintain a capture-to-
control delay as low as possible, while minimizing the amount of channel and computation
resources used. The system is hierarchical and composed of three layers: UAV-users, UAV-

servers and ground servers.

We aim to explore various processing and communication options. Therefore, we equip the

UAVs and ground servers with an embedded device and a Software Defined Radio (SDR).

e UAV-User: A lightweight 3DR Solo UAV is equipped with a gimbal and a GoPro
camera. A 3D printed structure is added to support an Up Board board, an Ettus
Research USRP B200mini and a Lithium High Voltage (11.4V /5.2 Ah) battery. The
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Figure 9.6: Modular architecture developed for the experiments. The modules wrap functions
adding input/output functions for routing and filtering.

default on-board computer (IMX6) on the 3DR solo is only used to expose the Teleme-
try2 ports of the Pixhawk flight controller to be connected to UPboard via USB serial.
The UP Board runs Ubuntu 16.04 OS to support all the on-board computing software

and also the software suite for radio communications.

e UAV-Server: Large UAV International X6S UAVs are equipped with a Jetson NVIDIA
TX2 and an Ettus Research USRP B210. The Jetson TX2 board has an NVIDIA
Pascal-family GPU for high performance computation, and runs Ubuntu 16.04 with

Kernel 4.4.

e Ground Station - Server: Ground edge servers are realized using a laptop with
Intel Core i7-7700HQ CPU (8 cores, 2.8 GHz) and 16 GB RAM connected to the

access point or base station.

All the devices are also equipped with a Wi-Fi dongle to enable Wi-Fi communication ca-

pabilities.

9.6.2 Software

Fig. 9.6 shows the modular pipeline developed to allow the distribution of analysis and control
functions over the interconnected system. Each module encapsulates a function, and includes
an input and an output queue. The modules logically abstract the functions composing

the pipeline, isolating them from adjacent operations. Modules are atomic and can be
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interchanged easily, and even dynamically. The modularization is necessary to achieve multi-
threaded parallelization in-device. Naturally, modules that interact with the environment

do not have “data” input (e.g. Sensor) or output (e.g., Actuation).

The input and output queues provide flexibility to the flow of information throughout the
pipeline. We remark that in our study some input and output queues and interconnected
through sockets latched to the Wi-Fi or LTE stack. Queueing is critically necessary due
to uncertainty in the time needed to traverse modules. For instance, as the capacity of
the link connecting the UAV-user to a server changes, the timing of image forwarding may
increase, so that queueing is necessary. Herein, we set the queue size to 1, and implement
an aggressive preemptive policy at all modules, where new captured images, analysis output
and control take the place of older one stored in the queue. This allows the minimization
of the accumulation delay. Logging for the evaluation of performance metrics, such as the
capture-to-control delay, is performed at the input and output queues. Specifically, the
capture-to-control delay is the time interval delimited by the insertion of the data point
into the Sensor’s output queue and the insertion of the control message into the respective
output queue. The complete HyDRA architecture includes dynamic routing within multiple

pipelines and a logic controlling the routing paths based on system logs.

For LTE communications, the user UAVs are configured as User Equipment (UE) using
srsLLTE version 18.03 compliant with 3GPP release 8. We use srsLTE version 18.12 configured

as eNodeB and core network (EPC) at the airborne and ground servers.
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Figure 9.7: Hardware setup of 3DR solo UAV with all peripherals

9.7 Experimental Results

9.7.1 Setup

Figure 9.7 shows the setup of the UAV with the hardware components used for commu-
nication, computation and control. The experiments were conducted in a large outdoor
environment. The UAV and ground server were connected using Wi-Fi (through Wi-Fi

dongles) or LTE (through programmable radios implementing srsLTE).

The movements of the UAV are fully autonomous based on a pre-programmed mission on
the flight controller. In order to characterize the application over capture-to-control delay
over space and time, we disabled the function allowing the UAV to follow an object and,
instead, programmed a predefined flight plan. Specifically, the UAV moves autonomously in

steps to reach a specific distance and hovers for 1 minute at each distance.

We focus on a topology with a single UAV and ground server. The ground server runs
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Parameters Value

WiFi Standards IEEE 802.11b and 802.11n
WiFi Bandwidth 20 MHz

WiFi Band Channel 1 (2.412 GHz)
LTE Downlink EARFCN 3400

LTE Bandwidth 10 MHz

LTE Antenna Model SISO

LTE UE Tx antenna gain 110 dB

LTE eNodeB Rx antenna gain | 40 dB

LTE RLC Mode Acknowledgement (RLC AM)
LTE MAC Scheduler Round Robin

TCP Congestion Control Cubic

Table 9.1: Experiment Parameters used for WiFi and LTE

on the same laptop that is configured as AP or base station, thus ensuring minimal delay
between reception and processing. The communication parameters used for WiFi and LTE

experiments are reported in the table 9.1.

In order to measure the impact of external traffic on the delay patterns, we set a second
stationary user in the vicinity of the access point (AP) or the base station and generate
periodic large data frames at different frequencies — corresponding to different data rates
— over TCP. We remark that the area was not isolated from external communications and

interference.

In the experiments, the sensor module acquires images (480 x 640 RGB pixels, compressed
using JPEG to 26 KB). The analysis module executes a lightweight DNN for object detection
(SSD-lite mobilenet v2 2018-09). Herein, we limit our study to pipelines originating from
UAV-users and positioning analysis at the ground station-servers. The execution of the DNN

model takes approximately 1 and 0.07 s on the Up Board and ground server, respectively.
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Figure 9.9: Capture-to-control delay over WiFi 802.11n. In this flight, the UAV-User moves
toward the ground base station in free space. An external node produces traffic at 15 Mbps.

9.7.2 Results

Fig. 9.8 shows the temporal trace of the capture-to-control delay (blue line) using IEEE
802.11n obtained as the UAV flies away from the ground station. The orange line reports
the distance from the ground station based on the received telemetry. It can be seen that

when the distance is sufficiently small, the high throughput of the IEEE 802.11n grants a total
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Figure 9.10: Cumulative density function of the capture-to-control delay for different volumes
of external traffic.

delay of approximately 0.1 s, composed of approximately 0.07 s to execute object detection
at the ground station and 0.03 s to transport the image and the control over wireless. As the
distance increases both the average delay and its variance grow until disconnection occurs

at about 35 m.

Fig. 9.15 shows the same trace — this time with the UAV approaching the ground station
— when another node is active in the system producing traffic at 15 Mbps. We observe a
generally increased delay floor (approximately 0.15 s average) and a much higher overall delay
variance. High peaks of delay may correspond to TCP timeouts due to the interference load.
Interestingly, sharp spikes are also present in correspondence with UAV acceleration from
a stationary position. Similar, but less prominent, spikes could be noted in the previously
shown trace, with a possibly faster “absorption” from the system due to the typically smaller
delay. Although we do not have an explanation supported by conclusive evidence, the spikes
could be generated by antenna misalignment when the UAV tilts to accelerate, or temporary

large channel estimation error.

Fig. 9.10 shows the Cumulative Density Function (CDF) of the delay for different traffic
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rates of the external node. The CDF is calculated by taking the average over each second,
and then computing the CDF over the obtained delay. This to have a more fair weight in
the CDF. As expected, a general degradation of the delay as contention increases is present.
Interestingly, the contention scenarios in the 0 — 10 Mbps range share a step-like shape of
the CDF, where the key difference is the probability of high-delay spikes. Higher volumes of

the contending data stream reduce the steepness of the step, introducing mid-range delays.

Fig. 9.11 compares the CDF achieved when using IEEE 801.11n and IEEE 801.11b. The
lower maximum throughput offered by the latter is apparent. With no external traffic,
the IEEE 801.11b suffers a small degradation in the minimum delay compared to IEEE
801.11n, due to the fact that the communication time is a small part of the total delay.
However, 1 Mbps of external traffic are sufficient to dramatically increase the delay, shifting
a substantial portion of delays to the 1 — 2s range.
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Figure 9.11: Cumulative density function of the capture-to-control delay for different volumes
of external traffic and IEEE 801.11 versions .

We show in Fig. 9.12, which depics mean and variance of capture-to-control delay for IEEE
802.11n as a function of the external traffic, that not only the mean of the delay increases,

but also its variance.
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Fig. 9.13 shows the average number of frames per second processed by the system. The
markers correspond to different traffic rates and IEEE 802.11 versions (n in red and b in
green). We remark that while the emission rate of frames from the sensor is fixed, the

preemptive queueing policy may eliminate frames from any queue, thus subsampling the
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generated sequence as it is transformed. The high sensitivity of IEEE 802.11b to external
traffic is apparent, making this protocol unsuitable to establish stable pipelines. Due to its
high throughput, the IEEE 802.11n provides stable 8—10 frames per second until degradation
occurs at around 20 Mbps. We observe that the on-board processing pipeline would sustain

about 1 frame per second.

Fig. 9.14 shows the mean and variance of delay achieved when using LTE over SDRs as
a function of the distance. The blue and red lines correspond to stationary measurements
on the ground and actual flight. Interestingly, it can be observed a substantial difference
between ground measurements and flight. This may be caused by several factors including
antenna emission patterns, UAV motion, and a larger interference from active LTE base
stations perceived at a higher altitude. We observe that the SDRs have power constraints
which degrade the system performance compared to actual cellular systems, this limits the
range to tens of meters — vs hundreds of meters in commercial LTE systems. The trace
reported in Fig. 9.15 shows a rapidly increasing number of delay spikes as the distance

between the UAV and the ground server increases. We note that the delay floor is at about
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Figure 9.15: Capture to control time of the distributed pipeline, over LTE with Software
Defined Radios.

0.15 s, and disconnection occurs at 20 m. We remark that experiments are not performed in
an isolated environment, and some high-delay sections may be caused by other active LTE
emitters. Future investigations will use other radios to measure the incoming energy in the

used frequency band and correlate it with delay.

9.7.3 Discussion

The results showed in this section emphasized one critical aspect of offloading in this class of
applications: wireless links from airborne devices are extremely unstable. Sensitivity to dis-
tance, physical orientation and exogeneous environmental conditions — such as other active
data streams — was observed in the experiments. In Wi-Fi-based communications, inter-
actions between Medium Access Control (MAC) and transport layer protocols of different
devices increase delay and delay variance at the small and large scale of spatio-temporal
trajectories. LTE offers a more stable multiplexing strategy. However, at least in the SDR-

based setup used in our testbed, the delay patterns show a high variance, possibly motivated
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by physical layer factors such as uncontrolled inter-cell interference, antenna alignment and

limited power.

Clearly, relying on one communication-computation loop to perform critical tasks can greatly
harm the overall ability to reliably control the UAV. This further motivates our effort to de-
velop a system capable of moving sensing-processing-control pipelines dynamically across
resources in response to perceived changes in the environment. Importantly, the step-like
behavior of most delay’s CDF's corresponds to clustered delay regions, and temporal traces
make apparent that higher delays often appear in the form of short-term spikes. The gen-
eral intuition, then, is that most coarse-grain environmental parameters are poor predictors
of instantaneous delays, and that building strategies capable of overcoming the temporal

variability of wireless channels in this class of systems is a relevant technical challenge.

9.8 Conclusions

Motivated by the development of Hydra, an architecture for resilient collaborative process-
ing over hierarchical UAV systems, we presented a measurement study on the performance
achieved migrating computing tasks from an autonomous UAV to an interconnected server.
We specifically focused on capture-to-control delay in a class of applications focused on ob-
ject detection-based navigation. Our setup includes various communication options: IEEE
801.11b and n and LTE emulated on SDRs using the srsLTE open-source software. The
collected measurements emphasize the instability of the links during flight, and the need for

a further layer of intelligence to dynamically select the best available option.
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Chapter 10

Summary & Future Work

10.1 Summary of the Dissertation

In this dissertation we addressed the challenges in communication for intelligent and au-
tonomous systems and provide different strategies for adaptation for fair coexistence and
also maintaining the quality of service or computation. We specifically focused on mission-
critical applications where real-time computation and/or control loops are involved. We
presented different approaches to mitigate the issues of interference, bandwidth and latency
constraints, scalable computations, predictive selection of communication channels. We ex-
perimented with real-world use cases, e.g. video streaming, object detection in real-time,
UAV controls and communication, and applied the proposed solutions to improve the per-
formance. Our results shows that the adaptive solutions should be incorporated or overlaid

on the existing systems in order to support mission-critical and future applications.
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10.2 Future Research Directions

We presented several adaptive communication approaches and demonstrated their benefits
on real-world use case scenarios. As follow-up of our works, several interesting future research

directions open up.

10.2.1 Collaborative Vision over V2X Communications

As we presented a case study for edge assisted object detection over LTE in coexisting sce-
nario, the study can be extended for vehicle-to-everything (V2X) applications. For example,
as a collaborative vision for transportation assistance using video stream from road-side cam-
era or a video from drone. The assistance is especially beneficial when an object is occluded
due to some objects and thus not noticeable by vehicles or pedestrians. The UAV can send
the videos to the edge server over LTE which runs the object detection algorithms and notify
the results to the transportation entities. Here an adaptive approach for coexistence similar
to what we described in Chapter 3 can be incorporated. Future works may incorporate
multi-sensor data fusion to accurately determine the objects, locations and impacts to make

more intelligent decisions.

10.2.2 Robust Computation and Communication over UAVs using

Flying Edge

Another work which this thesis directs to is using flying edge computation over UAVs. So far
we used smaller UAVs with resource constraints and a static edge server helping the UAV for
computation offloading and maintains the QoS. However, due to all the mentioned challenges

of UAV, a solution with fixed edge may not be optimal and it necessitates the scope of using

199



a Powerful UAV as a flying edge. In flying edge supporting computation of a swarm of UAVs
over wireless communication is an interesting area to explore. Another motivation for using
flying edge is its capability of being a flying base station. A moderately big UAV can mount
radio interfaces with a form of dongle or software-defined radios, e.g., USRP to act as a base
station. The flying capability of this base station can control the relative mobility and the
distances between itself and UAVs performing data acquisition. The better network quality
gives more opportunity for ofloading while maintaining capture-to-control delay for airborne

systems as mentioned in Chapter 9.

10.2.3 Hybrid Communications in UAV Swarm using Infrastruc-

ture and Device-to-device Assistance

As we mentioned in this dissertation the challenges of communication for UAVs specially
in urban environment, the future swarm applications will be more challenging. However,
the swarm-based tasks can leverage the infrastructure assistance as mentioned in Chapter
8 or the nodes in the swarm can communicate over device-to-device (D2D) and achieves
the required computation over multi-hop communication. Future studies can be performed
on the optimality of using the infrastructure or the device-to-device communications. For
using infrastructure intelligently with all available heterogeneous networks, e.g., WiFi, LTE,
a learning based network selection can be implemented by enhancing the model presented in
Chapter 6. Also, intelligent handover mechanism can be incorporated to opportunistically

activating the network interfaces to minimize the energy consumption.
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