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Abstract—Recent studies show that spectrum sensing in cog-
nitive radio exposes vulnerabilities to adversaries. An intelligent
adversary can launch sensing disruption in the sensing dura-
tion, by putting spoofing signals in allowable bands to prevent
secondary users from accessing. In the meantime, the adversary
can also attack secondary users by traditional jamming, once
they access the spectral bands and start transmission. Both
attacks can significantly degrade the performance of a cognitive
radio system. In this paper, we address the design of an energy
constrained intelligent adversary. More specifically, a global
optimization problem is formulated, to optimally distribute its
energy between spoofing and jamming, so that the average sum
throughput of the secondary users is minimized. To simplify
the computation complexities, we divide our optimization into
a 2-step problem: first optimally spoof and then optimally jam.
Numerical results show that, to induce the worst effect on the
average sum throughput of the secondary users, there is a
tradeoff between spoofing and jamming: 1) when spoofing and
jamming capabilities are comparable, the optimal attack is a
combination of partial-band spoofing and partial-band jamming;
2) when spoofing is more effective, a spoofing only strategy is
required; 3) when jamming capability dominates, a jamming
only attack should be adopted.

Index Terms—Cognitive Radio, spoofing, jamming, optimiza-
tion, tradeoff.

I. INTRODUCTION

OGNITIVE Radio (CR) [1] has been widely studied
as one promising solution to the contradiction between
spectrum shortage and low spectral utilization. A CR network
allows for dynamic access of unused bands with minimal inter-
ference to primary users, thus spectral efficiency is increased.
However, the sensing-before-accessing paradigm of CR
exposes vulnerabilities [2], [3] to a rival entity of secondary
users, namely, an adversary. In sensing durations, secondary
users identify spectral vacancies through spectrum sensing,
whereby an intelligent adversary can launch sensing disruption
so that available bandwidth for a secondary user can be
significantly degraded [4], [5]. On the other hand, when a
communication link is established for a secondary user, it
can be interfered with transmission by an intelligent adversary
through traditional jamming [6], and hence effective transfer
of information is denied.
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Fig. 1. Frame structure for cognitive radio with periodic spectrum sensing

Both attacks (spoofing and jamming) serve for the degra-
dation of secondary users’ performances in CR. Ideally, if the
intelligent adversary has enough energy, it can first spoof in
the sensing duration, to maximally reduce available bandwidth
for the secondary user; and then jam in the transmission slot,
to maximally degrade the secondary’s transfer of information
in the bands the secondary accesses. However, the adversary
usually has limited energy budget. Here comes a problem: how
to choose between spoofing and jamming for the intelligent
adversary?

In this paper, an intelligent adversary is designed, by
minimizing throughput of the secondary user, through optimal
energy distribution between spoofing and jamming. A joint
spoofing and jamming optimization problem is mathematically
formulated. In order to reduce the complexity of computation,
we transform this global optimization into a 2-step scheme:
first optimally spoof in sensing duration, and then optimally
jam in the transmission slot. Numerical results indicate that
there is a tradeoff between spoofing and jamming: for the
intelligent adversary, a portion of the energy should be al-
located in spoofing, and the remaining should be distributed
in jamming.

The remainder of this paper is organized as follows: Section
II outlines the system model. Section III formulates a global
optimization of joint spoofing and jamming, and describes the
2-step optimization technique. Section IV demonstrates the
numerical results, and Section V presents our conclusions.

II. SYSTEM MODEL

The cognitive radio system considered in this paper employs
periodic spectrum sensing. The frame structure [7] in time-
domain of this CR network consists of one sensing slot and
one data transmission slot, as illustrated in Fig. 1.

In the sensing slot, the secondary identifies spectral va-
cancies through sensing, so as to access those vacant bands
and then start transmission in the data transmission slot. Let
Ty be the duration of the sensing slot, and 7} the duration
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of the transmission slot. The ratio of transmission-to-sensing
duration, «, is defined as a £ T} /To.

For an intelligent adversary, it can spoof in the sensing
duration [4], and then jam in the data transmission slot
[6]. Spectral bands not currently used by primary users are
termed allowable bands. Those allowable bands in which the
adversary chooses to emit spoofing signals are termed spoofed
bands. The allowable bands that are not spoofed are called
vacant bands. In the transmission duration, the bands that the
adversary puts jamming signals in are called jammed bands.
Assuming we have, at the start of the sensing slot, N allowable
bands.

A. Spoofing in the Sensing Slot

In spectrum sensing, the probability that a vacant band is
sensed to be busy by a secondary user is nonzero, due to
thermal noise. This probability, termed false detection proba-
bility [5], will be further increased by spoofing. This, in turn,
increases the average number of false detections, /Ny, which is
the sum of false detection probability of each allowable band,
thereby reducing the average number of available bands (i.e.,
N — Nj) for a secondary user.

For a secondary using energy detection for sensing, the false
detection probability in the kth allowable band, pj, can be
expressed as a function of spoofing power in that band, and
is given by [4], [5] and [8]

pu(Ppi) =@ (ﬁ + b) ()

where o2 is the thermal noise power, and Pp j, is the spoofing
power in the kth band. Parameters a and b are given by a =
K/2/ToW, and b = —/TyW, where K is the threshold
used by the secondary for sensing, WV is the bandwidth of one
allowable band, and T, W corresponds to the integration-time-
bandwidth product at the energy detection receiver.

B. Jamming in the Data Transmission Slot

After spectrum sensing, some allowable bands are falsely
determined to be busy, while the others are identified as vacant.
The throughput of the secondary in the kth band, 'y, is given
by [9]

Iy = (1 = PERk(v))(zlog2 M) 2

where z is the total number of modulated symbols in one
packet, logoM is the number of bits in one symbol, and
PERy(v) is the packet error rate of the kth allowable band,
given by

PERy(v) =1-(1-SER(7))* ()

where SERy(7) is the conditional symbol error probability
of the kth allowable band, conditioned on the channel state.
For QPSK modulation, it is expressed as

ser) =20 (va) 130 (va)| @

where v = E}/Ny.

Fig. 2. System model for secondary users in the presence of noise jamming

The throughput defined in (2) can be degraded by jamming
of the intelligent adversary. A Gaussian noise jammer is
considered in this paper, and is assumed to be independent
of the background additive Gaussian noise. The spectrum of
the jamming signal is rectangular (with bandwidth, Wy) in
each jammed band. The block diagram of the system model
for a secondary user in the presence of jamming signal is
presented in Fig. 2. X1 (W) is the frequency response of the
root raised cosine filter, which serves to limit the bandwidth
of the secondary user’s signal without causing ISI. X (V) at
the receiver corresponds to the matching filter of X7 (W), and
Xr(W) - Xr(W) = X (W), where X (W) is the frequency
response of the raised cosine filter given by [Eq. 9.2-26,10].

Therefore, the conditional symbol error probability in the
presence of noise jamming is given by

I A
No/?—f—J()’k 2 N0/2+J07}€
(5)

where Jy 1 is the jamming power spectral density in the kth
allowable band.

SER: = 2Q (

III. JOINT SPOOFING AND JAMMING A COGNITIVE RADIO

As elaborated in Section II, both spoofing and jamming
contribute, in different manners, to the degradation of the
throughput of a secondary user. As a practical matter, the
adversary has a limited energy budget. To induce the worst
effect on a secondary user, joint spoofing and jamming by an
intelligent adversary is needed.

Let i (0 < ¢ < N) denote the number of bands sensed to be
vacant by the secondary user, and N, denote the number of
bands required by the secondary users. We assume that N, is
a random variable with a Poisson distribution. At any instant
of time, N, = n (n > 1). The probability of this event is
given by

€7>\ A"

where A is a positive real number, equal to the expected
number of bands required by the cognitive radio system. The
number of bands used by secondary users, Ng, is jointly
determined by ¢ and N,. = n. That is,
1 1 <n
Ng = { L )
n o i>n
The conditional average sum throughput of the secondary
user, '\, , conditioned on NN, is then given by

r=n’

n i N n
DR, =D v <Zrk) + 3 pwi (Z Fk> ®)
i=1 k=1 k=1

i=n+1
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where py; is the probability that ¢ out of N allowable bands
are sensed to be vacant by the secondary, and is expressed as

1 = (1—p1) Hkar"'Jr(l*pN) H e 9
k#1 k#N
pn2 = (1—p1)(1—p2) H pr+ -+ (L—p1) -
k#1,2
(1=pn) [ pe+ @ =p2)1—ps)- (10)
k#1,N
HkaF + (1= p2)(1 —pn) H Dk
E#2,3 k#2,N
+1=pnv-0)(1=pn) ] m (11)
k#£AN—1,N
N
vy = [ =px) (12)

k=1

where py, is the false detection probability defined in (1). The
throughput in the kth band, 'y, is expressed in (2).
The average sum throughput, I's%™is then given by

From Egs. (7) and (8) we can see that, when n > N,

FSU7TL

(13)

the conditional average sum throughout, '\ = I'{"Z .
Therefore, (13) can be written as
rsum Z F.sum o )
N-1
+ Ty [1 - p(N, = n)} (14)
n=0

The expression for the average sum throughput, I'**"", (as in
(14)), reflects two functions of the intelligent adversary: one is
in py ;, which serves to reduce the secondary user’s bandwidth
by spoofing in the sensing slot, and the other one is in I'j,
which serves to degrade the transmission of the secondary by
jamming in the data transmission slot, in the bands that are
accessed by the secondary user after sensing. Therefore, the
joint spoofing and jamming for an intelligent adversary with
energy constraint, is given by

min [sum

(15)

s.t. FE

N N
To > Pprp+ody > Py =
k=1 k=1
where P is the maximum instant power constraint on the
adversary, and F is the total energy budget.

The expression for the average sum throughput in (15)
is very complicated, which involves two main functions of
the intelligent adversary: 1) spoofing, as reflected in py ;;
2) jamming, as indicated in ['x. In order to simplify this
optimization, we can think in the following way. Assume that
a portion, p (0 < p < 1) of the adversary’s energy is allocated
for spoofing, and the remaining portion, 1— p, is distributed for
jamming. In the spoofing, an optimal noise spoofing strategy
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is used; In the jamming, an optimal noise jamming is adopted.
The optimal attack by the intelligent adversary is then obtained
by minimizing the average sum throughput, I'**™, over all
possible values of p.

A. Optimal Spoofing

As shown in [4] and [5] that the optimal noise spoofing is an
equal-power, partial-band strategy. That is, to spread spoofing
power equally into N* (the optimal number of spoofed bands)
out of IV allowable bands, where 0 < N* < N. Let ¢* denote
the set of spoofed bands, and ¢ be the set of vacant bands.
Therefore, for the kth band, the false detection probability,
i.e., the probability that the secondary will avoid this band, is
given by

pe= Qs +b) ke’
Pp + 02 (16)
pk:Q(02+b) keg

where Pp is the spoofing power allocated in each spoofed
band, and is identical across all spoofed bands.

B. Optimal Partial-Band Noise Jamming

A partial-band noise jamming is utilized by the adversary in
the transmission slot, where it spreads power over a fraction
of the total bands the secondary is occupying. At the instant
of time, there are Ng bands used by the secondary. The
adversary puts its remaining energy into N j,,, bands, where
1 < Njam < Ng. The optimal number of jammed bands,
N3om (1 < Nj.. < Ng), is chosen such that the average
sum throughput during this transmission phase is minimized,
with respect to the given energy for jamming.

IV. TRADEOFF BETWEEN SPOOFING AND JAMMING A
COGNITIVE RADIO

In this section, numerical results are provided for a cogni-
tive radio network where the transmission-to-sensing duration
ratio, «, is set to be 10 [7], the integration-time-bandwidth
product ToWy = 100, the threshold used by the secondary
users corresponds to a false alarm probability p; = 1072,
and z = 255 [9]. The thermal noise power (in watts) in one
allowable band at the energy detection receiver, O’n, is taken
to be unity, and Ej /Ny for a secondary user is 8.79d B, which
corresponds to a symbol error rate of 10~%. We define J/S to
be the jamming-to-signal power ratio, where .J is the jamming
power when all the adversary’s energy is put into jamming,
ie., J = E/aTy, and S is the signal power of a secondary
user.

In Fig. 3, the average sum throughput, I'*“", versus the
percentage of energy for spoofing is plotted, for the case when
there are 100 allowable bands, and only a small fraction of
them are required by the cognitive radio system, e.g., A = 1.
It is seen that the minimum of I'*“™ is obtained when no
energy is allocated for spoofing. That is, all the energy should
be allocated to jamming, in order to maximally degrade the
secondaries’ average sum throughput.

We now increase the average number of bands required by
secondary users, A, from 1 to 10, and keep the other parameters
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unchanged, as in Fig. 3. The average sum throughput versus
the percentage of energy for spoofing is plotted in Fig. 4. It
is seen that the minimum of I'**™ is achieved when all the
energy is allocated to spoofing. This is further illustrated in
Fig. 5, where A = 100, i.e., all the allowable bands are required
by secondaries, and other parameters stay unchanged. It is seen
that the average sum throughput monotonically decreases as
the percentage of energy for spoofing increases. The minimum
of I'*“™ occurs when all the energy is allocated for spoofing.

Consider now Fig. 6, where I'*“"" versus the percentage of
energy for spoofing is plotted for a jamming-to-signal power
ratio J/S = 1dB and A = 10. It is seen that the minimum of
the average sum throughput, I'**"", is achieved when roughly
80 percent of the energy is allocated for spoofing. That is,
the remaining 20 percent of energy should be allocated for
jamming. In this case, to induce the worst effect on the
cognitive radio system, a combination of partial-band spoofing
and partial-band jamming is needed.

In Fig. 7, the average sum throughput versus the percentage
of energy for spoofing is plotted for the case where A = 100,
and J/S = 10dB. With fixed value of aTjp, the increase in
J/S means an increase in the energy budget of the intelligent
adversary. It is seen that the minimum of ['**™ is obtained
when all the energy is put into spoofing.

V. CONCLUSION

A global optimization combing both spoofing and jamming
for an intelligent adversary is formulated, by minimizing the
average sum throughput of the secondary user. To simplify this
optimization, a two-step algorithm is proposed: first optimally
spoof and then optimally jam. Numerical results show that,
to induce the worst effect on the secondary user, there is a
tradeoff between spoofing and jamming: 1) when spoofing
and jamming capabilities are comparable, the optimal attack
is a combination of partial-band spoofing and partial-band
jamming; 2) when spoofing capability is more effective, a
spoofing only strategy is required; 3) when jamming capability
dominates, a jamming only attack should be adopted.
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