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Abstra
t

It is be
oming in
reasingly 
ommon for network devi
es to handle pa
kets based on the 
ontents of pa
ket

payloads. Example appli
ations in
lude intrusion dete
tion, �rewalls, web proxies, and layer seven swit
hes. This

paper analyzes the problem of intrusion dete
tion and its relian
e on fast string mat
hing in pa
kets. We show

that the problem 
an be restru
tured to allow the use of more eÆ
ient string mat
hing algorithms that operate

on sets of patterns in parallel. We then introdu
e and analyze a new string mat
hing algorithm that has average-


ase performan
e that is better than the best theoreti
al algorithm (Aho-Corasi
k) and mu
h better than the


urrently deployed algorithm (multiple iterations of Boyer-Moore). Finally, we implement these algorithms in the

popular intrusion dete
tion platform Snort and analyze their relative performan
e on a
tual pa
ket tra
es. Our

results provide lessons on the stru
turing of 
ontent-based handlers, string mat
hing algorithms in general, and

the importan
e of performan
e to se
urity.

The full paper is available by 
onta
ting the �rst author by e-mail at m�sk�
s.u
sd.edu.
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