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(FOREWORD  \). VA

Through this series of working papers, the Institute of Governmental
Studies, Berkeley, provides a channel through which scholars at work on prob-
lems of public organization may present their thoughts in a convenient form
. and without too much delay. We envision this series as a modest undertaking,
but we hope that "Studies in Public Organization™ will make some contribu-
tions toward an understanding of the properties that describe the variety of
public organizational systems that exist throughout the world. We want also
to note that no single formula will dominate; the series will contain papers
that are theoretical, methodological, comparative, or historical. It is open to
faculty and student contribution alike, not restricted to this campus, and its
objective is to publish papers that engage important problems and present
interesting ideas.

Committee on the Study of Public Organization
IGS, University of California, Berkeley
The Editors



Introduction

In recent years, the steadily increasing cost and development time for the latest state-of-
the-art technology has caused many to question whether it would not be wiser on both
budgetary and military effectiveness grounds for the U.S. to settle for somewhat less than the
most sophisticated weapons and forces it could theoretically achieve.! It is “common
knowledge” that the Soviet Union has and will retain a relative advantage in overall numbers
of weapons as well as troops, and that the U.S. must exploit its own comparative advantage in
technology to maintain the balance.2 The primary question in what has now come to be
characterized as the “defense reform debate” is not whether the U.S. should seek to apply its
superior technology, but which technologies should be adapted, how, and to what ends.

This debate cannot be posed merely as an argument between “quantity” and “quality”,
between buying fewer, more sophisticated and expensive weapons and larger numbers of less
sophisticated and less costly ones. To some extent that “tradeoff” is not a matter of choice,
but inherent in the asymmetries of the geo-poﬁﬁcd positions and strategies of the U.S. and
the Soviet Union, as well as in their military postures, missions, capabilities, and costs.3
Where qualitative differences are relatively small, existing heuristic rules can be used to esti-
mate how much technical advantage is needed to compensate for numerical inferiority in a
variety of circumstances, and balancing the increase of relative performance against the cost.4
Recent criticism of U.S. weapons policies make the more specific assertion that we are no
longer trading on the margin, that the current push for ever more sophisticated weapons and
weapons systems has removed our ability to exploit our technological advantage. Our
weapons have become so complex that they are too expensive to buy in adequate numbers,
too difficult to support and maintain, and take so long to develop and deploy that much of

the putative technical lead is dissipated before they can be effectively deployed.’
1



It is all too easy for debate over these issues to become mired in details of specific
weapons technologies and systems, arguments about specific U.S. capabilities and needs, and
conflicting assessments about the demands imposed by the current politico-military situation.
In so doing, all parties neglect the extent to which the issues at stake are not wholly derived.
from proximate circumstance, and thus not wholly resolvable by arguments predicated largely
on short-term analyses, but are based on attitudes and beliefs about what is and should be a
“proper” posture for U.S. weapons acquisitions policies that in themselves derive from histor-
jcally formed socio-political and socio-psychological attitudes than from assessments of
current threats, technical logic, and rational calculation.

The several programs that make up the Strategic Computing Initiative must also be dis-
cussed in these broader terms if we are to gain a comprehensive understanding of their
motivation, probal:;le development, and possible long-term implications. Even a cursory sur-
vey of the programs as set forth leads to the conclusion that none of them responds to any
pressing military or policy requirement, or seeks to exploit already existing mature technical
potentialities.6 Rather, the overall program seems framed by confluence of three historical
trends in technical choices for U.S. military forces.

The first and most persistent is a continuing debate over the choice between weapons
and systems designed for precision and range and those emphasizing mass fire that appears to
have gone on for more than a century. From the Civil War through Vietnam, official U.S.
policies have tended to favor the “sharpshooter” approach—accurate, long-range weapons
with a relatively low rate of fire—in time of peace, while soldiers at the front in time of war
have consistently sought maximum rate of fire at comparatively close range (the “shotgun”
approach).

The origins of the second trend lie with the striking success of scientific and technologi-
cal innovation during and just after World War II, combined with a long-standing U.S. belief
that technology can be used to solve almost every outstanding éroblem, be it civil or military,

even when its origins and manifestations are largely social, economic, or political. The U.S.
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has always had an ongoing flirtation with technology in the form of invention, raising such
inventive entrepreneurs as Thomas Edison, Henry Ford, and the Wright Brothers to the status
of heroes. With the visible harnessing of science to technology in the 1940s, scientists_ and
engineers became the parents Qf invention, moving from the periphery of political power to
its very center. Their newly-acquired influence was based primarily on the conviction of the
U.S. in general, and policy-makers in particular, that innovation need not come from the
efforts of isolated genius, but could by systematically generated, developed, and deployed as
and where needed.’

Over the past two decades, the introduction of sophisticated communication technolo-
gies has made decision-making more time-urgent just as a combination of other technical and
social factors have made decisions and processes more complex, more difficult to grasp, and
more uncertain of outcome. In the past few years, computer technologies have moved to
center stage. As hardware became faster and cheaper, and software evolved to take advantage
of increasing speed and capabilities, compﬁters began to be seen as a potential solution to
rapid decision-making in the face of complexity and uncertainty. Thus, the third and newest
factor—the belief that computer-based technologies and systems now or soon to be available
can control situations too time-urgent, complex, or critical to trust to fallible and sometimes
unpredictable humans. As stated in the Secretary of Defense’s Report to Congress for FY

1986, under the heading of “Strategic Computing”:8

. . . advanced expert systems will be developed that can store and manipulate
knowledge in any of these fields to allow machine-reasoning and inferencing . . .
High performance computers will be needed to carry out these functions to meet
the real-time demands of field operations.

Thus, the Strategic Computing Initiative, with its emphasis on “artificial intelligence”
and expert systems, should be judged not just as an attempt to turn the latest products of
American scientific and technological talents to military use. On a deeper level, it is an
attempt to defy the historical forces of complexity, uncertainty, and chance in combat by con-
trolling not only battle losses, or outcomes, but the very processes by which the battles are

fought.



4
The Myth of the Marksman

The legendary ability of a small body of elite troops to overcome near-over-whelming
numerical inferiority through accurate, aimed fire has been a persistent element of U.S. beliefs
at since the Revolutionary War, and its origins probably lie much further back in the history
of Medieval England.? The exploits of the highly-skilled individual soldier have been lauded
in popular culture consistently, from Robin Hood through Sergeant York to the ace pilots of
WWIIL. To sdme extent, this is surely no more than hero-worship in a form familiar since
Homer, albeit often encouraged and promoted by those in power for political ends. But it
also seems to reflect a peculiarly American reluctance to admit, in time of peace, the losses
that will be incurred in time of war, and to deny even in the heat of war the true costs of
modern warfare. !0

The legend of the longbow is perhaps the most famous, and certainly the most durable
example. The considerable skill required to make the longbow into an effective weapon
demands constant practice as well as good training. Thus, the promotion by Henry III and
his successors of yeoman skills for the defense of the realm. Encouragement of target shoot-
ing and competitions were useful strategies for emcouraging practice and rewarding the
development of skill, but it was its rate of fire rather than its accuracy that made the longbow
such a deadly weapon.!! Robin Hood and other legends may have served to preserve and
reinforce the legend that the longbow was superior as an individual weapon to the crossbow
(which requires far less individual skill and practice), but the latter was Qlearly the technologi-
cally superior weapon in all aspects other than rate of fire.!2 Although the victory of Edward
III over the French at Crecy in 1346 is a fundament of the sharpshooter legend, there was lit-
tle directly aimed fire from the English archers, who simply fired as rapidly as they could into
the mass formations charging towards them. It was this “hail of arrows” from the English
that felled first the Genovese crossbows (who had to stop and kneel to re-arm their weapons),
andithen the French knights rushing impatiently after them. By the end of the day, the arch-

ers at Crecy had ended forever the supremacy of the mailed and armored knight as a
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“weapons system” and firmly established the legend of the longbow as a technologically supe-
rior weapon.13

This interesting dualism between the legend of accuracy and the reality of mass fire has
persisted down through British and American history. The British, for example, were quite
proud of the marksmanship of their first rifle units during the early part of the 19th century.
But these were also issued large numbers of sub-caliber bullets for general use to increase their
rate of ﬁre—except except during those extraordinary circumstances where aimed fire was
needed.!4 The period during and after the U.S. Civil War provides more examples of the
mythology of marksmanghip, with both sides proud of an accuracy that mattered little on the
battlefields. In fact, the term “sharpshooter” first described those Union troops who were
issued the very accurate Sharp rifle. But these were specialist and sniper units, and the slow-
firing, breech-loading Sharp was issued to very few ordinary soldiers. By far the most
effective weapon of the war was the Union’s 7-shot Spencer fepeating rifle—*“the gun the
Yanks load on Sunday and fire all week.”!5 Yet, the U.S. refused to adopt it after the waf—
on the grounds that it was not accurate enough for military use—and retained the single shot
breechloader as the standard Army issue from 1867 through 1892, when Congressional pres-
sure forced the adoption of the Krag-Jorgensen magazine rifle.!6

This fascination with long-range accuracy in rifles has persisted in the U.S. Army to the
present day.!” The bolt-action 1903 Springfield, perhaps the most accurate military rifle ever
developed, was of limited use in the heavy fire of WWI trench warfare. Even the machine-
gun, despite its demonstrated effectiveness in the limited wars at the end of the Nineteenth
Century, was not fully integrated into Army units until the bloody battles of 1915-16 proved
beyond doubt the diminishing utility of aimed fire.18 At the end of WWI, the army sought to
replace its 1903 single-shot Springfields with a semi-automatic rifle. After more thag a decade
of debate over caliber and ammunition compatibility, it finally adopted the famous Garand
M-1 in 1936. But the Garand too was a compromise, with a long heavy barrel for accuracy at

range and no “full automatic” over-ride; moreover, the recoil from its heavy-caliber .30-°06
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6
bullet made it very difficult to aim at all in rapid fire.!?

From WWII through Korea to VietNam, the U.S. refused to heed the demands of its
soldiers for lighter weapons with a higher rate of fire. The M-14 that replaced the M-1 in
1959-60 did have a full-automatic mode, but it was still primarily a heavy-caliber marksman’s
rifle, barely controllable even when firing semi-automatically. Even in the jungle conditions
of South East Asia, where firepower was at a premium against an enemy armed with less
accurate but more durable fully-automatic weapons, and where U.S. soldiers could rarely see
as far as their weapons’ maximum accurate range, the Army had to be forced to adopt the
Armalite AR15 instead of its bulky and slow M-14—and then almost destroyed its reliability
in a process of systematic “militarization” to turn it into the much-maligned M16.20

This is not to say that there is no place for range and accuracy in weapons. There are
places and circumstances in the world where such combats do take place. In Naval surface
combat, in light skirmishes across open country, in one-on-one air combat, and in any cir-
cumstance where accuracy at range may determine the outcome of individual combats, and
the survival of individuals or individual weapons ‘systems is indistinguishable from achieving
mlhtary objectives, the quality of individual weapons becomes paramount.

Such conditions have typified the various Arab-Israeli conflicts, most notably in the
recent duel with Syria in the Bekaa valley of Lebanon, where U.S.-made aircraft and Israeli
tanks scored such one-side victories.2! The primary mission of U.S. forces, however, remains
the deterrence of the Soviet Union on the central front in Europe, where limited combat areas
and the number and density of weapons virtually guarantees that most combat will take place
at high density and close range. Under these conditions, and in particular at times when the
weather is bad, survival depends more upon total firepower and quick and correct reaction
than on precision and range, and victory may turn more on the ability to replace troops and
equipment than their sophistication, accuracy, or training. And surviva‘ll and replacements are
crucial issues if we are to avoid enormous pressures to shift to nuclear weapons early on to

stave off an imminent defeat.22
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In the ﬁast, the slowness with which any war was likely to develop and the relative
decoupling of the U.S. from potential wars in Europe or Asia made the U.S.’s peacetime pos-
ture reasonable. The U.S. could avoid the maintenance of large standing forces, since it was
capable of absorbing substantia} loss during the mobilization period. Its small, highly-trained
elite forces were asked only to hold critical positions, and only until U.S. industrial strength
could be re-organized for war. Arguments for insisting on the highest possible quality for the
weapons given to those small standing forces could be defended on the grounds that their
holding role was critical and the forces themselves irreplaceable. But once the U.S. became
fully engaged, the emphasis was on mass production, huge armies, and our ability to replace
both. Once its forces enter into actual armed combat, the U.S. has been no more able, or wil-
ling, to minimize its losses than any other Western country.

From the Civil War down to the present, America’s primary asset in war has been its
i‘ndustrial strength and productive capacity. From before the Civil War to after Korea, arms
and armaments have been built with the same technology and by the same factories that were
previously engaged in the mass manufacture of civil, industrial, and consumer goods. The
“defense industrial base” was always in blace and ready, with only time and money needed to
turn its output to wartime production. It is true that peacetime requests for new weapons or
systems often run afoul of other governmental pressures to economize, which often argue for
maintaining old stocks and ammunition rather than changing over. But it is equally true that
innovation is discouraged at the beginning of a conflict for the sake of production. Whatever
the pre-war pace of innovation, it was suppressed at the outbreak of war in favor of standard-
jzation to increase output, at least until the initial elite corps could be replaced with mass-
conscripted troops with their mass-produced weapons.

The Myth of Technology
During WWII, the U.S. and its allies were eventually able to harness scientific and

technical innovation to the brilliant solution of a number of pressing military problems—
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operations research (to hunt submarines), radar, cryptography, and, eventually, the atomic
bomb. In the aftermath, it was therefore easy to believe that the U.S. and its allies were
throughout the most innovative and technically advanced. But application of technological
and _scientific innqvation to new approaches and systems did not extend to basic, mass-
produced weapons systems for several years. Especially in the early stages of the war, Ger-
man and Japanese aircraft and tanks were not only the equal of any possessed by the alliés,
they were in many respects superior.

The Luftwaffe is an excellent case in point. Hitler had not planned for a long war, and
did not shift to full mass production of aircraft until late in 1941, allowing the industry to

innovate and change models even at the cost of production rates. As Murray points out:23

Delays imposed by the search for quality were a major factor in minimizing air-
craft production. Indeed, the quality versus quantity dilemma was a factor Milch
never succeeded in reconciling with the German industrial system. Right through
1944, German aircraft possessed the finest upholstered crew seats; thousands of
man-hours were wasted in machining bulkheads and minor fittings, while parts tak-
ing no strain or requiring no precision were finished to close tolerances. The com-
pleted aircraft represented a finely finished product compared to their American
and British counterparts, but where there were hundreds of the latter, one found
only tens of the former.

The allies, in the meanwhile, frozé their désigﬁs. Not until late in 1942, when production
" rates were clearly adequate to keep supply lines filled, did they allow for any technical innova-
tion that could not be readily incorporated into existing manufacture.24

Nevertheless, the notion that the U.S. had won the war through its technical supremacy
persisted, greatly reinforced by the notion that the Atomic Bomb was what had finally
defeated Japan. In the aftermath, scientists and engineers, were given unprecedented respect
and direct influence in government, especially with regard to military matters. The growing
American tendency to accept a technological solution to any problem, whether physical or

social, has long been noted.25> And with no social or political constraint in place, the process

of generating new technologies becomes self-propagating.26 What gave it unique power in the
case of military forces was its confluence with the long-standing myth of the marksman, and
our historical reluctance to maintain large standing armies—especially if universal conscrip-

tion is entailed.




What was expected of the scientists and engineers in exchange for their new power and
prestige were technical solutions to such largely non-technical problems as containing the
influence of the Soviet Union or building an effective global military force with minimal per-
sonnel and a very restricted budget, a policy formalized by Eisenhower’s “New Look” defense
policy of 1953, which was specifically intended to control the military budget through exploi-

tation of our technological advantage.2’

The Cost of Innovation

There is a certain irony in the economic and mlhtary results of our thirty-year effort to
control the size and cost of our forces with advanced technology. At the end of WWII, a
brand-new top-of-the-line fighter aircraft (the legendary P-51 Mustang) cost about $250,000
(in 1983 dollars), and was being produced at the rate of several thousand per year.28 By the
time of Eisenhower’s declaration of the New Look, the price of the latest fighter aircraft (the
F-86 Sabre) had risen to about $l,000,600 (in 1983 dollars). More than 6,000 were built in
1950-53 alone as part of the Korean buildup.2® Our first-line fighter in Vietnam was the
multi-purpose two-seat F-4 Phantom, whose cost (in 1983 dollars) exceeded $6,000,000; With
the exception of 1966 when 600 were purchased, purchases were generally held to about
200/year.30 By the 1980s, purchases of all combat aircraft of all types for all the services were
less than 600 per year, largely because of rapidly escalating costs. The F-15 Eagle, our current
first-line fighter-interceptor aircraft costs more than $25,000,000 1983 dollars, and purchases
are projected at the level of no more than 60 per year, even under the current accelerated pro-
grams.3! Even the “low-cost” end of the high-low mix, the F-16, costs more than $15,000,000
1983 dollars, and the current (accelerated) five-year procurement plan only calls for abouit
1,000 additional purchases (200/year), even though the F-16 is also being carried as a major
component of our tactical ground-attack forces.32

Procurement rates for almost every type of major weapon system— aircraft, missiles,

tanks, ships, etc.—have dropped dramatically in recent years owing to their rapidly escalating
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unit costs.33 Why do these costs continue to escalate? The standard explanation—the
increased complexity of modern aircraft with their advanced materials, demanding electron-
ics, and so on—is not persuasive. One of the most remarkable features of fhe past decade has
been the precipitous decline in the cost of civil and industrial electronics of all sorts—
accompanied by an equally remarkable increase in-its diversity and capability.34 Yet, the elec-
tronics alone for a modern fighter such as the F-15 are estimated to account for perhaps one-
quarter to one-third of the total price—more than the (inflation-adjusted) cost of an entire F-4
some 15 years ago.3% |

Nor have other weapons systems been spared this escalation in cost and complexity.
Similar data may be explored for surface and submarine vessels, for tanks and armored cars,
for missiles of all kinds, and for a variety of ground and air weapons.3¢ Only the lowly rifle
seems at last to have escaped, for the moment, the urge to automate, radar-detect, laser-direct,
and centrally-command all gspects of the battlefield.

The consequences have been serious. Even if one stipulates the necessity of adopting
éomething close to the state-of-the-art in technology as a counter to presumed Soviet superior-
ity in personnel and numbers, pushing for the state-of-the-art itself has Been very costly. If
technologies were frozen at the time of weapons choice, and if the technologies chosen were
relatively mature, the systems could be developed and deployed relatively quickly, and efforts
shifted towards the next generation of systems. If technologies were chosen to adapt to
present military capabilities so that systems evolved gradually instead of changing radically
from generation to generation, costs would be reduced.37 But we seem unable to resist the
urge to adopt the very latest in technology for our weapons systems, even though this vastly
increases their costs, or to resist the pressure to constantly revise them during development
and even during production, to incorporate the latest advances. .

A prime example of the interaction of technical innovation with premature closure due
to fear of uncertainty is in the design of new aircraft. As described by Luttwak, the usual

behavior for a military contractor is to force conceptual design into a definite product too

~
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early in the development process, yet using technologies so far from commercial practice that
development takes many years.38 Over this long period, other technologies that could improve
performance or lower costs can appear on the horizon. Given the susceptibility of all
involved to the promise of new technologies, the design-frozen system may be extensively re-
designed, which often entails large cost over-runs and even further delays in availability.39

“The result is a vicious circle in which the promise of new technologies lead to long gesta-
tion times and long delays in deployment, préventing gradual evolution while increasing price
and reducing the number of systems we can afford. The by now long-delayed and very expen-
sive systems are thereby seen as far to valuable to expend casually in battle, especially against
numerically far superior Soviet forces, which in turn reinforces the pressure to incorporate
even more modern technology to make them more accurate and survivable. What is more,
the push to use the most modern electronic and materials technologies not only divorces mili-
tary systems from civil technology, reducing our ability to come up with replacements in time
of war, but vastly increases their complexity, making the weapons less available, harder to
maintain, and possibly so fragile in time of real war as to vastly reduce the number available
for combat at any given moment.40

But all of this deals only with the weapons themselves, whereas the most complex and
demanding functions of modern weapons and warfare is supposedly the exercise of command
and control. And in this area, where tradition means little and technology reigns supreme,
where the impacts of the SCI and other developments relating to modern computer technolo-

gies will be most quickly manifested.

The Myth of the Computer

The one term that is mc;st commonly used to characterize the technological develop-
ments of the past decade, particularly with regard to computers, is the “information revolu-
tion.” And it is certaihly true that progress in communications and data transmission and

storage have resulted in a quantum leap in our ability to transmit large bodies of factual
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material with facity to almost everywhere on the globe, to communicate as readily with dis-
tant as with local terminals, and, at least in principle, to exercise not only supervision but
control err a variety of real-world actions remotely, yet in real time.

If current magazine and journal articles are good indicators, this will soon be supplanted
by other signifying phrases derived from the field of artificial intelligence—in particular,
“knowledge-based” or “expert” systems. Their increasing availability stems less from theoret-
ical progress than from the steady increase in user-available capacity as computers grow in
capability and shrink in size and price. With the advent of sophisticated relational data-base
managers, computers changed from “data banks” to “information processors.” And now, the
rapidly increasing ability to implement decision systems based on large and analyzable data
stores has led to the possibility that a variety of more or less routine decisions can themselves
be delegated to a knowledge-based “expert system”, whose predictability and reliability will
supposedly far exceed those of fallible and often inattentive human beings.

" Many observers have cast a critical eye at some of the potential implications of such a
technological change, including at least some consideration of such “social impacts” as job
qualification, alienation, employment patterns, etc.#! Less well understood, particularly by
those whose notion of social impacts are largely confined to either the personal or the global
level, are the implications of such potential for the organizations and management systems
that put them to use, whether they be public or private, civil or military. Such systems offer
the managers of large, complex organizations what appears to be the potential to reduce inter-
nal and external uncertainty by exercising direct and real-time control over a wide variety of
operational and managerial activities, and uncertainty ranks above almost every other con-
sideration as a cause of anxiety among managers.42

In the common parlance, the raw input stream consists of “data”, which are
transformed by suitably clever electronic systems into “information™ to be presented to the
operator. And, with appropriate integration and judgement, whether by the human operators

or their machines, this information is in turn translated into “knowledge”, which can be
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expressed in many terms: as knowledge about the course of the firm’s profits, as a net assess-
ment of the current threat environment, or as wisdom about long-term market trends. Such
casual use of terminology, characteristic of common discourse, not only lacks the precision
required for thoughtful analysis, but misleads promoters and users alike as to what the real
capabilities of these new systems might be.

Data, precisely defined, are no more than a stream of words, numbers, or pictures whose
function is the symbolic representation of some real-world situation. But without a theory
with which to interpret them, the data themselves are meaningless, however they are accumu-
lated, organized, analyzed, and re-organized, by however powerful a computer or human
brain. It is a common flaw to confuse data per se with the information they can convey when
theoretically ordered, or the knowledge (even wisdom) that can be derived from the testing
and evaluation of one or more theoretical constructs.

Thus, the first myth of the computer age is that the data themselves constitute informa-
tion, or knowledge, or wisdom.43 And, thus, the mad rush by thousands (soon, perhaps, to be
millions) to accumulé.te, store, organize, tabulate, and argue over vast, structured collections
of individuated numbers, tables, figures, and facts as if by so doing they might be said to be

Information has two definitions, one common, one technical. In its most technical
definition, information must contain some element of the unexpected. If the stream of
* incoming data is precisely what is expected and anticipated, it conveys no “information” in
the technical sense—even if it does, in the common sense, convey the often-important “infor-
mation” that nothing unexpected is happening.
| Knowiedge is the most difficult to define in common-language terms because it means so
many different things to so many different people—and many different things to the same per-
son at different times. Rather than engage in epistemological discourse, lqt us take a
definition of knowledge that uses theory to mediate a relationship between information and

knowledge consistent with and derived from the preceding discussion on data and informa-
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tion. In these terms, “knowledge” is a theory that has been fully confirmed by a flow of infor-
mation over time. Where knowledge (rather than mere hypothesis) exists, data provide
conﬁrmation. rather than information, the incoming data stream contains no surprises, and
therefore no longer informs.*4

What many people pass off as knowledge, particularly in organizational contexts, often
amount to no more than hypothesis—speculations that are not empirically proven, however
reasonable—or various predictive theories that may have been arrived at through induction
from historical data and trends, but have not been fully tested or verified against predictions
of future behavior. More often than not, organizational decisions about future behavior are
based on little more than the accumulated folk-wisdom of past actions. The all-too common
tendency to build projective decision models based solely on past data is only reinforced by
the computer, which lends an air of technical éophistication to what is basically no more than
an extrapolative exercise.

Thus, we arrive at the second great myth of the computer age—the “inductivist fallacy”
that knowledge (in the sense given above) can be arrived at through the clever and sophisti-
cated manipulation Qf Suﬂiciently large and varied collections of data, and that what is so

derived is not only a reliable, but a “scientfic” guide to the course of future events.

The “Control” Fallacy

Some of the organizational consequences of similar conceptual errors have been exam-
ined by Landau and Stout in the general context of the management of civil organizations—
be they bureaucracies or firms.4> They make the case that there is mo such thing as a
“management control _system”, for management and control are two different classes of
administrative behavior.46 “Control” implies the ability to determine events and states of
affairs so closely that for every causal factor there is a completely predictable outcome. This
in turn requires near-perfect “k.nowledge” in the sense of the preceding discussion. If

knowledge is complete, theﬁ present circumstances can be completely decomposed and
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analyzed, event chains built on them can be evaluated wifh near certainty, and our “predic- |
tions” will be in error only if the rare random event completely oﬁtside the scope of our
knowledge occurs. Thus, the stream of data become information only at the point where the
adequacy of the guiding theory is called into question.

For a control system, data serve only the role of confirmation and reassurance, they con-
vey the si;gle piece of “information” that the knowledge base and the control structures built
on it continue to function. When data supply the additional informatiqn that the outcomes
are not proceeding according to predictions, theory is inadequate, the Basis for control is
eroded, and those in charge must re-construct their knowledge base before control can be re-
asserted. If management and administration are unprepared for this contingency, they have
no mode for reacting other than to try to re-establish control within the pre-existing theoreti-
cal framework. In many cases this inability to recognize the full implications of events can
result in serious risks—to the organizatidn, the tasks it manages, or the general public.

“Management”, on the other hand, implies a continual process of decision-making based
on reading input dafa, comparing it with objectives and goals, and continually adjusting
organizational structures, functions, and duties to reduce the “error signal.”47 Such an organi-
zation treats its environment not as a solved problem but as a continuous experiment.
Because the input data stream is thereby set in a theoretical context, it does indeed contain
some information, in the strictest sense given above, as well as the usual “noise” component.

Where officials treat as subject to management a problem that should be controlled, the'y
make a “Type I” error—equivalent to rejecting as false a hypothesis which is true. Such

errors tend to be relatively benign, as the net cost rarely exceeds simple inefficiency.

.Organizatio‘ns t.l»l'atuconsistently make efrors of this type may suffer needlessly the pangs of
uncertainty where none exists, and resources may be wasted in attempting to interpret,
analyze, and act on data that contain no real information. Only where the waste begins to
impair the ability of the organization to carry out its public role do errors of this type become

noticeable.48
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Where officials treat as controllable a \problem or set of problems that should be
managed, the error is “Type II”—equivalent to accepting as true a hypothesis which is either
false or not provable. The serious implications of this case and admirably set out by Landau
and Stout:4%"

Type 1I errors are in thémsei;;s delusions. ‘They are fixed a priori commitments

which reify the the theories upon which control is based and substitute them for

the real world. This happens because “controllers” cannot permit their decisions,

orders, rules, and regulations to be maintained as hypotheses. . ... These carry a

high degree of subjective certainty (which means that the controllers believe their

own facts) and are easily converted into a dogma.

In this type of goal displacement, officials cannot bear disappointment, and they

cannot learn of failure. It shakes the faith. Upon the appearance of a discrepancy,

the search is for deviants, not deviance. Discrepancies are seen as compliance

problems, not as tests of the empirical adequacy of the control system.

It is not surprising that “controllers” will choose to ignore or discard data rather than
rejecting the theories that underlie their entire management strategy. In a control-based sys-
tem, “error” becomes a pejorative term that describes not the normal process of adjustment
to an uncertain future but personal incompetence or organizational failure. Incipient errors
will not be recognized or acknowledged until their consequences are so serious and apparent
that those outside the organization are affected. This misconception of the importance of
error and its value to the organization is perhaps the most serious consequence of adopting
control as the dominant administrative metaphor. Where organizations are being managed
effectively, the detection and discovery of error is not only routine, it is encouraged.’0 Errors
constitute the information that managers seek, the measure of the deviance from expected

behavior that they are bound to try and reduce. Without error, there can be no corrective

action, and without corrective action there is no management.

Command or Control
If mistaking control for management is a trap that even the most “civilian” of bureau-
cracies can fall into, imagine how much more vulnerable are military or military-related

organizations, where compliance is the rule, competition for promotion at the command level
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is fierce, and the very structures of command place a great premium on the illusion of cer-
tainty.5! What is often implied in the justification of new, high-technology systems is that the
battle itself, if not the battlefield, can be centrally directed, coordinated, and controlled.52
This would have amused the great generals of history, who harbored no such illusions about
the uncertainty of combat and the “fog of war”. Perhaps the most famous meditation on this

point is that of Tolstoy in the midst of the Battle of Borodino passage of War and Peace:>3

The conditions in which a commander-in-chief operates in the field have no sort of
resemblance to the conditions we imagine to ourselves sitting at our ease in our
studies and going over some campaign on the map . . . starting our plan from some
given moment. A commander-in-chief never finds himself at the beginning of an
event—the position from which we always contemplate it. The general is always

in the midst of a series of shifting events and so he can never at any point deli-

berate on the whole import of what is going on.

What generals must do, suggests Tolstoy, is to manage the battle as it comes; preset plans are
certainly useful, even necessary, but rarely bear much relation to the actual combat as it
unfolds. Napoleon’s great plan for Borodino, much admired by historians, was never carried
out. Nor could it be, since the real forces were from the beginning never disposed according
to the arrangements the plan specified.

Great generals and admirals, are often great because they have prepared alternatives,
have anticipated contingencies, and have been able to detect incipient errors and adapt to
them on the fly in the midst of a confusion that paralyzes lesser men. More often than not,
the battle has gone against the least flexible and adaptable side—the one with the most rigid,
pre-programmed tactics.54

Command and control can therefore be seen as a dialectic of battle rather than a syn-
thesis. In the heat of battle, control can be applied only loosely and at the most general level.
The successful general officer understands the limitations on his information and the
generality of his plans and models, and exerts real “command” by managing his forces wisely
through the acceptance of error and its rapid correction.5’ Time and time again, generals and

rulers have tried to intervene when they imagined that the information (or knowledge) they

possessed was superior to that of the field commanders.’6 The temptation to move increas-



18

"ingly from “command” to “control” will only be e;acerbated by advanced technologies that
purport to present to commanders a complete, comprehensive, and interpretéd summary of
the current situation, presenting an unprecedented opportunity for direct ‘“micro-

management” of all aspects of the battle.>

The Strategic Computing Initiative

Seen from these more historical and socio-political perspectives, the Strategic Comput-
ing Initiative (SCI) is not radically different in conception from what has gone before it.
Where it differs is that it represents the confluence of these several factors. Given the impera-

tive for technical change and the costs that entails, the concern for marksmanship and the

preservation of individuals has been transformed into concern for the weapons themselves. '

The technology that makes them so expensive and complex, and therefore so rare, vulnerable,
and valuable, also holds out the promise that both their combat environment and their~use in
combat can be carefully controlled to avoid uncertainty and reduce losses, and that incredible
kill-ratios can be achieved.5® The three specific subprograms of the SCI, are therefore not
unique, but representative of the socio-political motivatiqns that shape the choice of technolo-
gies for U.S. military forces.

Consider first the Army’s slice of the SCI pie, the Autonomous Land Vehicle (ALV). In
principle, there is much to be said for a vehicle that can be sent under remote control into
particularly dangerous circumstances such as minefields, unknown enemy force concentra-
tions, etc. One would imagine, however, that such a vehicle would have to be considered
expendable, and that cost would therefore be a primary consideration. Moreover, a vehicle
sent into unknown circumstances should probably be “managed” remotely via a radio or
similar hnk to alibw for quick improvisations énd changes in plan. But if remote controlled,
the ALV will be subject to jamming, multiple signals, and a variety of other forms of interfer-
ence. If controlled i_ntemally by an expert system, it will carry with it a repertory of responses

pre-determined in consultations with “experts” who themselves may never have imagined, let




19
alone encountered, the circumstances in whicﬁ the vehicle finds itself. Perhaps this is a bit
unfair to the Army, for the ALV would appear to exist primarily to assure that the compara-
tively low-tech Army had a slice of the joint pie.’® But the Army is hardly doing better with
some systems it has sought out on its own, such as the M-1 tank, the Bradley armored vehicle,
or the “Sergeant York” (sic!) air defense gun.60

The Air Force slice of the SCI is the expert system for the F-18 fighter. As with the
ALYV, the concept itself could well be applied intelligently. Given the enormous complexity of
F-18 avionics, and the number of things its lone pilot must keep track of in the absence of a
radar/weapons officer in a second seat, the F-18 pilot can use all the help he can get.5! This is
certainly an application for which “merely competent” expert systems §ou1d be of great
assistance— especially if they are used as an auxiliary and warning system to the pilot rather
than as an attempt to supply the missing second man in the cockpit.52 The question is not
whether a competently designed and competently installed system could help, given the com-
plexity of tasks facing the single pilot of the F-18, but why such a complex set of tasks should
be assigned to a single aircraft with a single pilot. Moreover, there is some understandable
concern as to how many tasks, and of what kind, will eventually be assigned to the electronic
“pilot assistant”, and whether the pilot’s acquired dependence upon routine operation will
increase or decrease effectiveness and survivability in combat.

The third member of the SCI menage is the battle management system on the U.S.S.
Carl Vinson. As with the expert system on the F-18, there is considerable room for the appli-
cation of competent “expert systems” for a variety of tasks. For example, an air traffic con-
trol system could be useful for managing traffic in and around the carrier, where quick deci-
sions based on fixed rules might be helpful in relieving the carrier’s “air boss” of routine
calculations so that attention can be turned to those where human judgement is critical.53 A
computer-aided system might be designed to sort out the various incoming weapons if a car-
rier was under attack, enabling it to turn its defenses to the most immediately threatening.

And expert systems might be used for a variety of other combat-related tasks such as evaluat-

\
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ing the nature, course of, and probable threat from a variety of aircraft and vessels within

some critical range. But once again there is some concern as to how many tasks will ulti-
mately be transferred from human to computer decision-making. And, as with the F-18 sys-
tem, if the system fails at a crucxal moment (as is quite likely in actual combat), human
* operators, deprived of constant experience and practice, may no longer be able to step in and

perform eﬂ'ectivély those tasks that had been given over to the automated system.

Conclusion

All of the applications suggested under the Strategic Computing Initiative could well
turn out to be reasonable and appropriate—if the the nature énd limitations of technologies,
even those as advanced as “artificial intelligence”, were understood and adhered too. But in
all of these cases we see reflected in supposedly proximate and data-based policy decisions the
three t'\endencies sketched out above: the inability to “objectively” consider the trade-offs
betweetz sophistication, oomplexity,'availability, and costs; the search for technical solutions
to military and procurement problems that are largely non-technical; the attempt to control
rather than manage in the face of uncertainty and complexity. These provide the basis for
real concern that we will continue to seek solutions at the cutting edge of new technology. It
seems almost certain that the weapons and systems that result will therefore follow the most
recent historical trends in being far more costly than their predecessors, available in even
smaﬂer numbers, and more subject than ever to delays, retrofits, and maintenance
bottlenecks.

These are important considerations for all those who worry about the projected costs of

maintaining a credible mix of conventional military forces for the U.S. Most crucial is

whether increasing cost and complexity so reduce the number of existing systems and the abil-
ity of the “defense industrial base” to replace them that we will run out of them too quickly
in a major conflict with the Soviet Union (e.g., on the NATO central front). If our very few

and very complex systems prove to be to difficult to maintain in combat, ineffective, or are
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consumed too rapidly, we may be facéd at a very early date with the painful choice between
going nuclear or going home.

Nor is it very reassuring to discover that the Soviets are moving in more or less the
same direction.54 For that only puts them in the same position if it is the Warsaw Pact that
finds itself running out of its most advanced weapons systems too quickly. The central role
for all conventional weapons systems in all super-power conflicts, real or potential, in the
nuclear age is to survive long enough to provide if not a stalemate, at least the time to nego-
tiate a conventional cease-fire and not to provoke the early use of nuclear weapons.

Yet, none of the three projects identified thus far seems to warrant undue concern at
this time. All three projects are comparatively modest in scope, highly experimental, and
have the potential to be put to appropriate use if adequate oversight and management can be
provided. What is at stake is not these systems themselves, but what they signify in terms of
the next generation of technological change in military systems. ~

In that sense, current NATO and Warsaw Pact plans for the total, automated, integra-
tion of all command and communication functions on the central European front may be the
most significant warning of the future. The U.S. version, “AirLand 2000”, is based primarily
on an elaborate network of land, sea, and air-based real-time communication links that are
planned not just to inform, but to supply real-time inputs to computerized “machine-
reasoning and inferencing” automated control technologies. In the short run, their apparent
purpose is to allow commanders to attempt to control details as-well as the overall conduct of
battle, to replace command on the spot with control from HQ.55 But their ultimate
purpose—to move the ultimate decision-making authority from the hands of the staff and
onto the faster and more predictable automated control systems—is also clear.

It is no great feat to imagine the extension of such systems to other time-urgent critical
tasks such as ballistic missile defense, or even the control of major portions of our nuclear
deterrent, where the time pressure is so great, and the potential consequences sb large, that

learning from trial and error seems impossible. Under such circumstances, there is a particu-
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| lar seductiveﬁess to the notion that control can be substituted for management and technology
for human judgement, ignoring the imperfection and speculativeness of our models. The illu-
sion of perfect knowledge that underlies the belief in complete control could therefore put us
all at ultimate risk, with our fates, and the fate of the world, dependent upon the validity of a

set of empirically untested, and perhaps untestable, hypotheses upon which the computers’

programs are based.
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