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ABSTRACT OF THE DISSERTATION

A Study of Pseudorandomness and its Applications to Coding Theory

by

Sourya Roy

Doctor of Philosophy, Graduate Program in Computer Science
University of California, Riverside, March 2022
Dr. Silas Richelson, Co-Chairperson
Dr. Amey Bhangale, Co-Chairperson

Pseudo-randomness is an indispensable tool in theoretical computer science. In this disser-
tation, we aim to study several questions related to pseudo-randomness and its applications
in designing codes. First, we give an alternate proof of Ta-Shma’s breakthrough result on
near-optimal binary error correcting code construction. While Ta-Shma’s original analysis
was entirely linear algebraic, our approach is more combinatorial in nature. Additionally,
using our techniques, we give an alternate proof of the expander hitting set lemma. In our
second work, we show the mixing of three term arithmetic progressions in quasi-random
groups and fully resolve a question by Gowers. Our proof is elementary and uses only basic
non-abelian Fourier analysis. Finally, we propose a generalization of locally testable codes
that are resilient against adversarial channels in a certain information theoretic sense. We
call these codes ’locally testable, non-malleable’ and give a construction of such objects.
Our construction heavily uses properties of certain pseudo-random objects called sampler
graphs and tools from low degree testing literature. This establishs a connection between

cryptographic non-malleability and polynomial codes.
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Chapter 1

Introduction

Pseudorandomness is a recurring theme in theoretical computer science. Informally, we
call a combinatorial object or phenomena, pseudorandom if they resembles purely random
objects even though they emerges from processes that are either completely deterministic
or use far less randomness. Pseudorandomness has numerous applications in almost all
areas in computer science theory including approximation algorithms, circuit complexity,
cryptography etc. This dissertation contains three works in pseudorandomness and its
applications in coding theory. Though on a surface level these works may seem a bit disjoint
from each other, but at their core two closely related tools or objects from pseudorandomness
play the key role. The first one is the notion of mixing over graphs. One popular example
from theoretical computer science is Ezpander mizing lemma(EML) that says: if A is an
expander graph and fi, fa : A = R, then E yoalfi(z)f2(y)] = Ezy~alfi(x)foly] where
(z,y) ~ A denotes sampling random edge (z,y) from graph A and z,y ~ A denotes

independently sampling x and y uniformly from the vertex set of A. The first two chapters



in this dissertation, revolve around these types of mixing properties. The other notion
from the pseudorandomness literature that we will use heavily in our work is the idea of
sampler graphs. Very informally, for a sampler graph A for all most every a € A we have
Evn(lf(a)] = Ew~alf(a’)] for f: A — R where N(a) is the neighborhood of the vertex
a € A. Note that this guarantee given by sampler graphs is even stronger than the mixing
property we discussed before. We crucially use properties of such sampler graphs in chapter
three proofs. Below we briefly describe the three chapters in this dissertation.

In chapter one, we focus on deterministic construction of good binary error cor-
recting codes. Specifically, we revisit the state of the art binary code construction by
Ta-Shmal60] and give a new combinatorial proof of the construction. The main tool we
use for this is the expander mixing lemma. We demonstrate that repeated application of
EML suffices to prove the result which contrasts the original proof that relies heavily on
intricate use of elementary linear algebra. In chapter two, We continue to explore similar
mixing phenomenon as in EML though along a different direction: arithmetic progressions
in non-abelian groups. Informally, we study the following question: is there any finite
group G such that [Ey~q[f1(2) f2(zy) f3(29?)] = Evyenafi(2) f2(y) f3(2)]| is negligible for
all bounded functions fi, fa, f3 : G — C. . This can be interpreted as mixing over 3-uniform
hyper-graphs where the vertex set is the finite group G and hyper-edges are of the form
(x, 2y, xy?) for 2,y € G. We show that such mixing indeed happens when the underlying
finite group is quasirandom (informally, these are highly non-abelian groups). Such mixing
behavior was conjectured by Gowers[43]. Previously, Taol61] and Peluse[53] proved the

conjecture for restricted classes of quasirandom groups using tools from algebraic geome-



tries and representation theory respectively. We settle the conjecture in its full generality.
Moreover, our proof is completely elementary and short.
Finally, in the third chapter we describe our work on locally testable codes(LTC). Locally
testable codes are error correcting codes with fast testing algorithms which can distinguish
between codewords and strings that are far from all codewords. LTCs[42l 40] are well
studied combinatorial objects and share deep connections with probabilistically checkable
proofs(PCP)[42, 40]. In this work, we study how LTCs can be made secure against ’active
adversaries’ that are allowed to transform a transmitted codeword to another codeword
of a different message. Towards this we combine the notion of locally testable codes with
Non-malleable codes(NMCs)[37] and define locally testable, non-malleable codes (LTNMC)
as a generalization of LTCs. Informally, non-malleable codes gives the guarantee that after
decoding a tampered codeword either the original message or something completely un-
related(in some appropriate sense) is retrieved. In the same vein, LTNMCs provide the
following guarantee: : if any tampered codeword passes the local test with good probability
then it is close to a valid codeword encoding the original message or an unrelated message.
To motivate our definition, we generalize it further to a natural notion of non-malleability
(NM) for probabilistically checkable proofs. We do this by strengthening the definition of
zero-knowledge for PCPs[47].

We instantiate our definition of LTNMC by giving an explicit construction of
LTNMC in the co-ordinate wise tampering model which allows adversary to tamper each co-
ordinate of a codeword independently. We achieve this by first showing that a known locally

testable Reed-Muller-type code is also non-malleable against co-ordinate wise tampering.



Roughly, we show that if a tampered Reed-Muller type codeword passes the test then the
tampering function must be close to an affine transformation on the polynomial space of
codewords. Then we compose this polynomial code with an inner non-malleable code against
affine tampering to get the final LTNMC. Our proof uses makes heavy use of sampler graphs
and techniques from low degree testing literature. As additional contribution, we describe
a new (standard) non-malleable code against affine tampering. Our non-malleable code

against affine is arguably simpler than known constructions, and achieves better parameters.



Chapter 2

Analyzing Ta-Shma’s Code via the

Expander Mixing Lemma

2.1 Introduction

Error correcting codes (ECCs) allow a sender to encode a message so that the
receiver can recover the full message even if several codeword bits are lost or flipped during
transmission. ECCs are incredibly useful, both in theory and in practice |57, 59, [25] (and
many, many more). Formally, a binary code is a map C : {0,1}* — {0,1}" which sends a
message m € {0,1}* to the codeword C(m) € {0,1}". Two important parameters of a code
are the distance and rate, which are respectively measures of the code’s quality and efficiency.
Rate is the ratio k/n, the number of message bits per codeword bit while distance refers
to the minimum fraction of coordinates (in [n]) on which two distinct codewords disagree.

One of the holy grails in coding theory is to find the best tradeoff between the distance



and rate of a binary code. It is known that codes with optimal distance 6 = 1/2 must
have exponentially small rate [54]. The Gilbert-Varshamov (GV) bound [39| 62] states
for any 6 € (0,1/2), there exists a code C,, with blocklength n and distance d with rate
1— H(0) — on(1) where H(-) is Shannon’s binary entropy function. Unfortunately, this is a
probabilistic (or greedy) construction and we do not know of explicit binary codes matching
this bound. For distances 0 close to 1/2, the GV bound states that there exists a code with
distance (1-¢)/2 and rate Q(g2). On the other hand, it is known that any code with distance
(1-¢)/2 must have rate O(g? - log(1/¢)) [9]. Constructing an explict code matching the GV
bound even for these distance parameters is a major open problem.

A few years ago, in a breakthrough result, Ta-Shma [60] described an explicit con-
struction which got very close: he constructed a family of codes {C,, },, with rate Q(g2o=(1)
and distance (1—¢)/2. The core of his construction is an amplification procedure which in-
creases the distance of the code using certain special types of random walks on expander

graphs. Specifically, Ta-Shma encodes a message m € {0,1}* as follows.

1. Use a “base code” Cq : {0,1}* — {0, 1}" with a good (but not optimal) rate/distance
tradeoff, to encode message m € {0,1}* into a n-bit codeword Co(m) which we will

equivalently interpret as function f : [n] — {0, 1}.
2. Identify the coordinate set [n] with the vertices of an expander graph AE

3. Let W C A! = [n]! be a special subset of the set of all t-length walks in A. Define
g: W —{0,1} by g(a1,...,at) = f(a1)®--- D f(at), where @ is the bit XOR. Output

ge{0,1}Wl.

1We abuse notation by refering to A both as the graph and the vertex set.



The ingenious component in TaShma’s construction is the choice of the subset W. As
we will soon see, choosing W to be the set of all t-length walks in A does not yield an
optimal distance/rate tradeoff. TaShma, instead, uses a derandomized subset of walks,
resulting from taking an s-wide replacement product walk on A. In the ordinary replacement
product, another expander B is chosen with |B| = deg(A) so that given a € A, each b € B
corresponds to some @’ € N(a). A t-length replacement product walk in A chooses a random
a ~ A and a (t — 1)-length walk (b1,...,b;—1) in B and outputs the walk (aj,...,a;) in
A where a1 = a and a;41 is the b;-th neighbor of a; for i = 1,...,f — 1. Note the set
of replacement product walks in A is a proper subset of the set of all walks. The s-wide
replacement product is a parametrized version of the ordinary replacement product. We

explain the s-wide replacement product in detail in Section

2.1.1 Our Contribution

In this note, we rederive the analysis of TaShma [60] using repeated applications
of the Expander Mixing Lemma. TaShma’s original analysis, as well as subsequent develop-
ments, convey a strongly linear algebraic viewpoint. In this writeup, we take the expander
mixing lemma as our starting point and proceed from there in a combinatorial fashion.
Thus, we demonstrate that no linear algebra is needed for the analysis of Ta-Shma’s code
beyond that which is needed to prove the expander mixing lemma. We would like to be
forthcoming and stress that our analysis is completely equivalent to Ta-Shma’s orig-
inal analysis. So if you are hoping to read about a new code with improved parameters,
you should read something else. This paper is for those researchers who have had difficulty

penetrating the intuition behind Ta-Shma’s construction. We believe that this alternate



perspective will appeal to a wider audience and make it easier for the scientific community
to innovate on Ta-Shma’s breakthrough work.

Our proof is the same as the original proof insofar as a random walk on a graph can
be modelled both as a random process and as a linear operator. The original analysis takes
the linear operator view, we take the random process view. In theory, the linear operator
view is convenient for quantitatively reason about random walks because it reduces the
task to understanding repeated multiplication by a fixed matrix. However, when analyzing
replacement product walks from the linear operator perspective, the adjacency matrices
of the outer and inner expander graphs have to be combined using some kind of tensor
product. The situation is worse for the s—wide replacement product since then one has to
keep track of s different tensor product matrices and the iterated matrix product needs to
alternate over these s matrices. Thus, it seems there are diminishing returns in terms of
the simplicity afforded by the linear operator perspective when the set of all random walks
is to be derandomized. By using the random process view, we are able to express the same
ideas in a much simpler way. This, in turn, makes it easier to see what is going on in certain

key steps of the argument.

2.1.2 Techniques: Expander Mixing Lemma and consequences

Notation. We refer to graphs by their vertex sets, and use ~ to indicate two vertices that
are connected by an edge. So for example, if A is a graph and a,a’ € A are vertices, we
write a ~ a’ if there is an edge between a and a’. We write RWY (resp. RW%(a)) for the
distribution which outputs a t—length random walk in A (resp. a t—length random walk in

A which begins at a). Given distributions D and D', D = D’ denotes that they are same.



In order to get a sense for our technique, let us analyze the distance amplification
procedure resulting from taking a random walk on an expander. Typically expander graphs
are defined via the second largest eigenvalue of the adjacency matrix of the graph; in this
paper we will use the following equivalent definition (similar definitions have been used in

other works, e.g., [33]).

Definition 1 We say that a graph A is a A—expander if for all f,g: A — R, the following

holds:

EaNa’ [f(a) : g(a/)] - Mfﬂg‘ < )\O’fO'g,

where g and oy are the expectation and standard deviation of the random wvariable f(a)

(namely, py =Eq[f(a)] and JJ% + u? = E.[f(a)?], and similarly for g and o).

Now consider the distance amplification framework above instantiated with A
being a constant degree, d—regular A—expander, and W being the set of all t—length random
walks in A. Note that |[IW| = n - d*~!, and so the rate of the resulting code is O(d~?). If
A is Ramanujan (i.e., an expander with the best possible relationship between A and d)
then A ~ 2/v/d which makes the rate O((A\/2)?). Regarding the distance, note that for
any n—bit string f : [n] — {0,1}, if the fraction of non-zero coordinates is 1%, then
e = —Eypun [(—l)f (”)]. For this reason, we show that the amplification framework above
decreases bias, where

Bias(f) :=

va[n] [(_1)f(v)] ‘

The claim below shows that when W is the set of all t—length walks in A, a regular

Ramanujan expander graph with expansion ), and when Bias(f) < v/, then Bias(g) <



% . (4)\)t/ 2. It follows that if the distance of the amplified code is %, then the rate is
Qe 8*2'5). For any constant « > 0, it is possible to choose parameters so that e* < 82,

in which case the rate is Q(e4+9).

Claim 1 Let A be a reqular A—ezxpander, f : A — {0,1} a function of bias |Ea [(—1)f(a)” <

V. For k> 1, define h, : A >R as

hk(a) = E(al,...,ak)NRWZ(a) [(_1)f(a1)@'"@f(ak)] .

Let e := |Eq[hk(a)]| and oy be such that o} + &3 = Eq[hy(a)?]. Then for all k > 1:

k—1
2.

(AN o <\ JEg[hr(a)?] < (40)

N =

e <

We will actually prove the following slight generalization of Claim [1} which will be more
useful in our analysis later on. Note Claim [I]is recovered from Claim [2 by letting H be the

constant function which always outputs 1, and noting that &; < v/A and &1 < 1.

Claim 2 Let A be a reqular \—expander, f : A — {0,1} a function of bias |Ea[(—1)f(“)” <

VA, and H : A — R any function. For k> 1, let hy, : A — [0,1] be defined by

hi(a) = E(alwak)Nka(a) |:(_1)f(a1)69~..€9f(0«k) -H(ak)].
Let & := ‘Ea [ﬁk(a)” and 61 such that 6,3 + é% =E, [ﬁk(a)Q]. Then for k > 2,

g <22 (T

1+ A261); and 6% < \/Ealhi(@)?] <2872 (A28 + A7 6y).

10



Proof. The key observation is that for k > 2, hy(a) = (—1)f(a)-Ea/NN(a) [ﬁk,l(a')].
This lets us bound € and 61, in terms of é;_1 and 611 using the expander mixing lemma

(Definition |1|) as follows:
&k = |Ea[hk(a)]| = |[Eama [(=1)7@ - hp_1(a)]| < VAER—1 + AGp—1;

. 5’,% < (3',% + e’f% = Ea [ﬁk(a)Z] = Ea [Ea/wN(a) [ﬁk,l(a’)]ﬂ = Ea’NAgzz” [ﬁk,l(a/) .

ilk,1 <a//>]

< &+ M\67

where a’ ~ 42 a” indicates that (a/,a”) is a uniform edge in A2 (a A\®>—expander). We have
used that the distribution which draws a ~ A, a’,a” ~ N(a) and outputs (a’,a”) is identical

to the uniform edge distribution on A2. The claim follows by induction. m

2.1.3 Improving the rate via s-wide replacement product walks

The rate of the above code is roughly £*, which is too low. In order for it to have

2 we would have needed ¢; < A rather than what we got which was &; < AE/2

rate = ¢
(actually we got something weaker, we are oversimplifying to clarify the discussion). The

recursive formulas which appeared in the proof were:
- e < Bias(f) - ep_1 + Aop—1 < VAeh_1 + Aok_1 (we assumed Bias(f) < VA);
- 0 < -1 + Aog—1 (implied by 013 < 52_1 + )\20,3_1).

The problem here is the bound o} < €1 + Aop_1, specifically the €;_1 term on the right
since we are moving from a k—th level term to a (k — 1)—th level term without gaining a
factor of \. Plugging this into the first equation gives e, < vV Aep_1+ Aep_2 +A204_o, where

the first two terms are problematic (we are moving from level k to level £ — 1 and k — 2

11



but gaining only one factor of v/A and A, respectively). The first problematic term could
be fixed by choosing A such that Bias(f) < A; but the second problematic term cannot be
easily fixed. This phenomenon was observed in [60] where the problem is summarized by
saying “one out of every two steps works”.

A natural idea for derandomizing W is to work with a set of replacement (or zig-
zag) product walks. Unfortunately this yields no improvement as the “one out of every
two steps works” problem persists. Ben-Aroya and Ta-Shma [16] solved this problem in a
different context by using an expander graph B on a slightly larger vertex set of size d°
for s > 2, and by analyzing the resulting walk s steps at a time. This is called the s-wide
replacement product. Ta-Shma was then able to successfully argue that “s —4 out of every
s steps work”. When interpreted in our language, this observation translates to a recursive
formula like e, < A*™% - g;,_5, where we move from a k—th level term to a (k — s)—th level
term, while gaining (s — 4) factors of A. Gaining s factors of A would have let us solve to
the optimal 5, < A*, obtaining rate of ~ £2; gaining (s —4) factors of \ lets us solve instead

to g, < AF(1=%/9) which is almost as good when s is large.

2.2 Preliminaries

Random Walks on Graphs. Let A be the vertex set of a graph. Given a,a’ € A, we
write a ~ o’ if a and @’ are connected by an edge. For a € A, let N(a) C A denote the

neighborhood of A, i.e., N(a) := {a’ € A:a ~ a'}. For an integer d > 1, we say that A is

12



d—regular if |[N(a)| = d for all a € A. For an integer k > 1, let

RW{Z ::{(al,...,ak)GAk:aiNaiHVi:l,...,k—l}

denote the set of k—length random walks in A. Similarly, for a € A, RW¥ (a) is the set of
k—length random walks in A which begin at a, so RW* (a) := {(a1,...,a) € RWA : a1 = a}.
We will often view RW¥ as a distribution, where (ay, ..., a;) ~ RWY means that a; ~ A is

drawn uniformly and then a;+1 ~ N(a;) is drawn for i =1,..., k — 1.

Expander Graphs. Graph expansion is usually defined as the second largest eigenvalue

of the graph’s adjacency matrix i.e.,

M
A= max M, (2.1)
wyli |z|ly]

where the max is over all nonzero z,y € R4l — {0} which are perpendicular to the all 1s
vector 1. Our Definition |1| can be recovered from ([2.1) for any f,g : A — R by setting

z,y € R4 to be z, = f(a) — py and y, = g(a) — pg-

Cayley Graphs. Given a finite group G and a subset U C G, the Cayley graph Cayley (G, U)
has vertex set G with g ~ ¢’ iff g7'¢g’ € U. Note that Cayley(G,U) is |U|—regular; addi-
tionally, if U is closed under inversion, then Cayley(G, U) is undirected. Cayley graphs play
a key role in many explicit constructions of expander graphs. Ta-Shma’s original construc-

tion used two Cayley graphs as explicit expander constructions. The first Cayley graph was

2The adjacency matriz of the graph A is M € {0,1}/4*14] where M(a,a’) =1 iff a ~ a’.

13



over F5, and the second was over PGLy(F,), the projective general linear group over a large
finite field. The use of this second Cayley graph put restrictions on some of the parameters,
which required some care in order to navigate. Subsequently to Ta-Shma’s original paper,
new constructions of expanders based on Cayley graphs have been given. We will use a new
construction, due to Alon [8], instead of the PGLy(F,) construction as it will give us more

flexibility.

Theorem 1 We have the following expander constructions from [8] and [10], respectively.

The Outer Graph: For all integers n,d € N there is an explicit construction of a

d—regular Cayley graph with n - (1 + 0,(1)) vertices and expansion A <

Sl

The Inner Graph: For all integers r,¢ € N such that ¢ < r/2, there exists an ex-

225

pliciﬁ construction of an undirected 2*°—regular Cayley graph over Fiy which is a

(r — 1)2~—expander.

The Shifted Neighborhood Distribution. Let B be a Cayley graph on F5*, and let
d =2™. For any b = (b[1],...,b[s]) € B = [d]*, let shift(b) = (b[2],...,b[s],b[1]) € B be
the element obtained by circularly shifting the coordinates of b. Given b € B, the shifted
neighborhood distribution of b, denoted N (b), draws u ~ U (the generator set of the Cayley
graph) and outputs shift(b+ u) (note b+ w is a random neighbor of b in B). It is clear that

the expansion of B is not affected by using the shifted neighborhood distribution instead of

3This Cayley graph construction is actually fully explicit, in the sense that given any vertex, the i—th
neighbor can be computed in polylogarithmic time.
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the original neighborhood distribution. Indeed,

[f(b)-g(¥')] — Mfﬂg‘ < A\ojog = Aosoy,

Evn [f(b)-g(t)] — Mfug‘ = ’E b~B
b ~N(b) BN (

b)

where § = g o shift; clearly (ug,05) = (1g,04). Let RW]]; denote the set of k—length shifted

random walks in B. We prove the following claim about RW’;, when k is small.

Claim 3 For all k < s, the distribution that chooses (by, ..., bx) ~ RW]; and outputs the

tuple (b1[1],ba[1],...,bx[1]) € [d]* is identical to the uniform distribution on [d]".

Proof. It suffices to prove the claim for k = s, since when k£ < s, the distri-
bution RW]; is identical to the distribution which draws (by,...,bs) ~ RWSB and outputs
(b1,...,br). Note that RWSB draws uq,...,us—1 ~ U, by ~ B and outputs (by,...,bs) € B?,
where b; = shift(b;—1 + w;—1) for ¢ = 2,...,s. This means that for all i = 1,...,s,
bill] = bili] +>_,;ujli — j + 1] (addition over Fy'). Uniformity of (br[1], b2[1], ..., be[1])

follows from the uniformity of by = (b1[1],...,by[s]) ~ [d]*. =m

2.2.1 The s-wide Replacement Product

Let A and B denote, respectively, the outer and inner graphs promised by Theo-
rem |l So A is a d—regular graph on (roughly) n vertices, while B is a Cayley graph over
F5's, where 2™ = d, so that vertices of B are identified with s—tuples of elements in [d]:
b= (b[1],...,b[s]) € [d]*. Given a € A, a vertex b € B can be identified with an s—tuple of
neighbors of a since |N(a)| = d. Define the rotation map ¢ : A x B — A via ¢(a,b) =
where a’ is the b[1]—th neighbor of a. Since ¢ only depends on the first coordinate of b, we

write ¢(a, b) where b is shorthand for b[1]. For any k > 1, the k—length s—wide replacement
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walk distribution, denoted SRWIELB draws a ~ A and (by,...,bg—1) ~ RWI;;I, and outputs
(a,...,ax) € AF where a1 = a and a;41 = qﬁ(ai,l;i) for i = 1,...,k — 1. Since the graphs
A and B will be fixed throughout this paper, we write sSRW* rather than sRW’jL g- Given
a € A, the distribution sRWk(a) outputs a sample from sRW* conditioned on a; = a.
Likewise, given (a,b) € A x B, sRW¥(a,b) outputs a sample from sRW* conditioned on

(a1,b1) = (a,b). The s—wide replacement walk is shown in Figure

b, b, b,
o o~ ,,o

O’JU“Ob’“O“‘O’“O

S S

(k + 1) length walk

/

Figure 2.1: Illustration of s-wide random walk on A using a graph B.

For our graphs A and B (specifically, since A is d—regular and B is a Cayley graph over

F5's = [d]®) the next fact follows immediately from Claim

Fact 1 (Pseudorandomness) For all k = 1,2,...,s,s + 1 and all a € A, sRW¥(a) =

RWE (a).

Following Ta-Shma’s nomenclature, we will refer to the fact above as the pseudorandomness
property. This property will play a crucial role in our proofs below as it will allow us

to transform a short s—wide walk into a pure random walk on A, thus eliminating the
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dependency on the graph B.

Local Invertibility. Since A is undirected, its edge relation is symmetric. This means
that whenever a,a’ € A and b € B are such that a’ = ¢(a, b), there must exist some b € [d]
such that a = ¢(a/,b'). In this case we say that (b,b') are inverses with respect to the
A—edge (a,a’). Local invertibility in our context means that these inverse relations are
independent of the A edges. So, specifically, for all b there exists &' such that (I;, v ) are
inverses with respect to all A edges. This means, for example that for all a € A, if you walk
to o’ = ¢(a,b) and then continue to a” = ¢(a’,V), then o’ = a. This property is easy to
establish in our situation because A is a Cayley graph.

Practically speaking, what this means for us is that s—wide replacement walks
can be “started in the middle”. For standard random walks, the distribution RW¥ which
outputs (ay, ..., ax) is identical to the distribution which first chooses a; ~ A randomly, and
then draws (a;,ajt1, .- .,ax) ~ RWS " (q;) and (ai,ai-1,...,a1) ~ RWi(a;), outputting
(a1,...,ax). This follows from the regularity of A. Likewise, because of local invertibility,
the s—wide replacement walk distribution sRW¥ is identical to the following “start in the
middle” version which draws a; ~ A and b; ~ B, then draws (b;,...,bg_1) ~ ng_i(bi)
and (b, ...,b1) ~ RW%(bi) (in this case the shifted neighborhood distribution needs to shift
the other way), then sets aj1; = gb(aj,l;j) for j =4,...,k—1and aj_1 = qb(aj,l;;-) for

j=1,...,2, where l;; is the inverse of l;j; finally (ay,...,ax) is output.
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2.3 Main theorem

Theorem 2 For every ¢ > 0 there exists an explicit linear code {Cy}i that has distance

> 1 — ¢ and rate = Q(e2+0M),

N[

Proof. Fix k € N. The construction of Cj, uses the following building blocks.

e The Base Code: Let Cy: {0,1}* — {0,1}™ be an explicit code of bias £y and rate Rj.

We use the construction in [9], so that Ry = O(g; ).

e The Outer Graph: Let A be the d4—regular Cayley graph with expansion A4. We use

the construction of Theorem IH so that Aa < 8/v/da and |A| =ng - (1+ 0py(1)).

e The Inner Graph: Let B be a dp—regular Cayley graph over Fj with expansion Ap.
We use the construction of Theorem [I|so that A\g = (r — 1) - 27¢ and dp = 2% for

integers ¢,7 € N such that ¢ < r/2.

The building blocks carry several parameters which we now connect. In order to set up the
s—wide replacement product, define additional parameters s, m € N such that » = ms, and
let dg = 2™, so B ~ [d4]®. It will be important for our analysis to have A4 < )\QB; in order

to arrange this, set m = s and ¢ = s/5. This gives

8 :8-2*m/2:%-2*25§(ms—1)2-2’2e:/\2,

Vi 2t/

Ag <

where the final inequality holds whenever s > 2. We will also require €9 < Ap/2 which we
ensure by setting g = 5274 .275/5_ At this point, all parameters so far have been defined in

terms of s; we will specify s later. Note that our setup allows us to use B to take s—wide
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replacement walks in A. We now describe the code. Given x € {0,1}*, Cy(2) is computed

as follows.
e Compute Cy(x) € {0,1}", and define f : A — {0,1} by setting

Co(x)i, a=1(7)

0, otherwise

where ¢ : [ng] < A is some fixed embedding.

e Define g : sSRW! — {0,1} by setting g(ag,...,a:) = f(ag) @ --- @ f(ar). Output

g € {0,1}RW",

The rate of Cj, is

k k 1 1 2
Ratep = — > L 1 8y g
ateg |SRWt’_ ’A‘ |B‘ dgl (50)

AT = (7027 Lagt Y.

To bound the bias of Ci, we use the following lemma which is proved in the next section.

Lemma 1 (Bias Reduction of Wide Replacement Product Walks) Let integers s,t €

N and graphs A and B be as above; so in particular A and B are Aa and Ap expanders with

A < A4 Let f: A—{0,1} be any function such that |Ea[(—1)f(a)” < Ap. Then

B ag....a)~sRW! (—l)f(ao)ea~..@f(“t)” < (2Ap)" 1),
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Note that the function f: A — {0, 1} defined in the first step of computing Ci(z) satisfies

’Ea[(_l)f(a)]’ < 2+ |Binng) [(—1)C°(x)i] < 2¢0 < A,

and so Lemma |1/ ensures that Bias; < (2)\B)t(1_4/5). Putting the calculations of Rank; and

Biasy together and using A\g = (s? — 1)/+/dp gives
Ratey, = Q(s—ﬁ (82— 1) . g2t 28/5 (2AB)8t/S) . Bias? = Q(s‘5t : (2>\B)8t/5>  Bias2,

where the right most equality holds whenever 6logs < 2s/5 (implied by s > 100) and
t > s2. Note, therefore, that for n € (0, 1/2), Rate, = Q(Bias?”) holds whenever
(2Ag)t—4n/s=8/s) < =5 which, if n > 24/s is implied by (2Ap)"? < s7°. Finally, by
plugging in Ap = (s — 1) - 27%/5, we see that this holds whenever ns > 60 log s.

So finally, let us prove the theorem. Suppose that we are given ¢ > 0 and 7 €
(O7 1/2), and we want to construct C; such that Biasy < ¢ and Rate;, = Q(Bias2+’7). We let
Ck be the construction defined above with s chosen large enough so that ns > 60log s; this
ensures Rateg = Q(Bias?") as noticed above. Finally, let us choose ¢ large enough so that

t > s? and (2)\3)25(1*4/8) < ¢; this ensures Bias, < ¢, as desired. =

2.4 Proof of Lemma [T

In this section we prove the key bias reduction lemma that was the core of The-
orem Our proof will be by induction, just like Claim [2| so we will need to modify the

statement of Lemma [1|so it adheres to an inductive argument.
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2.4.1 Lemma Statement

Let A and B be the graphs from Section Write X\ instead of Ap for the
expansion of B and recall that Ay < A2, Let f : A — {0,1} be a function such that

!Ea[(—l)f(“)” < A. For any k > 0, define g, : A x B — R by

gr(a,b) = E(ao,...,ak)NsRWk(a,b) [(_1)]((&0)@”-6%(%)} : (2.2)

Let ¢, = ’Ea,b [gk(a, b)” and let o, be such that U,% + 8% = Eup [gk(a, b)ﬂ. We prove the

following.

Lemma 2 (Implies Lemma Assume the above setup. For all k >0
£k < (2A)k<1_4/s)7 ok < (2)\)(16—2)(1—4/8).

As mentioned, we prove Lemma [2| by induction. The following two claims combine to easily

prove Lemma [2; we will prove them in Sections and

Claim 4 (Base Case.) Assume the above setup. For all k =0,1,...,s:

er < = -2V g <20 (20 L

N | =

Claim 5 (Induction Step.) Assume the above setup. For all k > s:

(2M\)*(ek—s + 30k—s);

NO|—

cep <

. O‘,% < %(2)\)5_2(6143_2 + Aok_1) (€k_5 +(2+ )\)O'k—s) 4+ Nop_s0p_1 + )\20’271
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Proof of Lemma E Claimclearly establishes the base cases since 1-(2)\)F+! <
(2A)E(=4/5) and 2 - (20)F~1 < (20)(F=2(=4/5)  For the first part of the induction step, we

have

e < (20)° [(2 A)(k=9)1=4/9) | 3. (2 A)<k—s—2>(1—4/s>]

N |

- (20)° - (ek—s + 30k—s) <

N |

= s[NPI 4 3 () BRI < 932(4N 4+ 3) - (20)FOT) < (2a)F07,

The bound 2)\?(4A? + 3) < 1 holds because A < 1/3. The second part of the induction step

is similar:
1
U]% < 5 (2)\)‘9_2 (Ep—2 + )\O'k—l)(Ek—s +(2+ )\)ka—s) + Nop_s0k_1 + )\20’,3_1
< % (202 - [(20) E=D=4/5) 4 52 A)(k73><174/s>] . {(2 ARA=4/9) 4 (9 4 2)(2 A)(k72>(174/s>]

T2\ 5D (1-4/5) (9 ) (=3)(1-4/5) 4 32 (93)2(k=8)(1-4/5)
— 2A2(20) PR2(1=4/5) | 9\3(9\)(Zh=3)(1=4/5) | (4\2 4 9\3)(20) k- (1=4/5)
T (AXE 4 204)(20) @5 (1-4/9) | 9834 (9))(2E=5)(1=14/5) | \2(9)(2k—6)(1-4/)
< 2)\2+2>\3+(4)\2+2)\3)+(2)\2+)\3)+23_s>\3+i - (22) (k= 0(1-4/3)

< (2>\) (2k74)(174/s)’

where the last bound has used 8A? + 6A3 < 3/4 which holds because A < 1/4. m
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2.4.2 Key Intuition

In this section we zoom in on some of the key steps in the coming proofs in order

to give extra explanations and intuitions.

s—wide Replacement Product Walks in A. Recall that a random s—wide replacement

product walk in A (i.e., a random sample from sRWk) is produced as follows:
1. choose base points (a,b) ~ A x B;
2. generate (by,...,b) € B¥ as follows:

(i) set by = b;
(13) for i > 2, draw b; ~ N(b;—1) and set b; = shift(b;), where shift cycles the coordi-

nates of an element of B ~ [d]*, so shift(b;[1],...,bi[s]) = (b;[2], ..., bs[s], bs[1]).
3. generate and output (ag, ..., a;) € A as follows:

(1) set ag = a;
(ii) for i > 1, set a; = ¢(a;_1,b;) where b; = b;[1] € [d] denotes the first coordinate

of b; € [d]®, and where ¢ is the rotation map of A.

Pseudorandomness. As mentioned in Section when k < s the distributions sRW*
and RWIX'1 are identical. That is, a random k—step s—wide replacement product walk in
A is just a random (k + 1)—step random walk in A. The following is an example of how
this concept manifests itself in the next section. Let e;(a) = Ep [gx(a, b)].

€k(a) - E(ao,..,,ak)NsRWk(a) (a07""ak)NRWIz+1

[(_1)f(ao)€9~~€9f(ak)] —E [(_1))‘(%)@“'@]‘(%)]
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So, ex(a) = hiy1(a) whenever k < s, where hg,q is the function defined and analyzed in

Claim [1l This will be used crucially later.

The Ignore First Step Trick. This refers to a key step in the proof that for all £ > 1,
ol <E, [6k_1(a)2] + Mo? . (2.3)

This bound is useful as it reduces the task of bounding o7 to the task of bounding E, [6k_1 (a)Q] )
which will turn out to be much easier. The proof of (2.3) requires other ideas as well. Re-

call from the previous paragraph the definition of £ (a); additionally let oy (a) be such that

or(a)? + ex(a)? = Ep[gr(a, b)?].

op < op+ep = Eqp[gn(a,b)?]
=Eup [Eb'~N(b) [Qkfl (d, b’ﬂ 2]

=E ana [gr-1(a,0) - gr—1(a,V)] < Eq [er—1(a)?] + N°Eq[ok—1(a)?]

b~ p2b

<E, [ak,l(a)z] +No? .

The second line holds because gj(a,b) = (—1)/(®) . Evn@) [gk—1(a’, V)], where
a = ¢(a, 6), the first inequality on the second line follows from the expander mixing lemma
(Definition [1) on B? (a A?—expander); the final inequality has used E, [Uk,l(a)Q] <ol ,

which holds because
Eo[ok—1(a)® + ex—1(a)?] = Eap[gr—1(a,b)?] = 0} +ej_1,
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and €2, < E, [sk_l(a)Q] (Jensen’s inequality). The ignore first step trick is the reasoning
behind the final equation on the first line. The observation is that the distribution which
draws (a,b) ~ A x B and V/,b" ~ N(b) and outputs (a’, ¥, ") where o’ = ¢(a, b) is identical
to the distribution which draws a’ ~ A and a random edge b’ ~p2 b” in B? and outputs

(a',b',b"). See Figure [2.2 for intuition.

k length walk k — 1 length walk

Figure 2.2: “Ignore first step” trick.

Starting the Replacement Walk in the Middle. A useful feature of random walks on
an undirected d—regular graph is that the steps can be generated out of order. Specifically,
the vertices in a k—step random walk can be generated by choosing a; ~ A first for any
i € [k] and then drawing two walks (a;, ait1,-..,ar) ~ RWE (@), (ai,aio1,...,a1) ~
RWY (a;) and outputting (ag,...,a;). Replacement product walks also have this feature,
though correctly formulating it requires precision. We will use that the following distribution

is identical to sSRW* for any i € {0,1...,k —1}:
1. a; ~ A and a random edge b; ~ b;1 in B; set bj11 = shift(b;11);
2. generate (by,...,by) € B¥ as follows:

(¢) for j > i+ 2, draw bj ~ N(bj—1) and set b; = shift(b;);
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(i) for j <i— 1, draw bj ~ N(bj;1) and set b; = shift ! (b;);
3. generate and output (ag,...,a;) € A as follows:

(i) fori>i+1, set a; = p(ai_1,b;) where b; = b;[1] € [d] denotes the first coordinate
of b; € [d]*, and where ¢ is the rotation map of A;
(i) for j <i—1, set a; = ¢~ (ajy1,b;) where ¢~ (a,b) = é(a,') where ¥/ is the

local inverse of b.

An example of how this is used is the first step of the bound for ¢ when k£ > s:

€k = ‘E(ao,...,ak)NsRWk [(_1)]‘(%) - (—1)fw0)@ @) (—1)f(a5)@w®f(ak)} ’

EaSNA [(_1)f(as) : ?s(a& bs) : gkfs(a& bs—l—l)} ’

bsNbs+1

where §,(a,b) indicates that the repalcement walk is drawn in the “backwards” fash-
ion according to Steps 2(ii) and 3(ii) above. Equivalently, g,(a,b) is the expectation of

(—1)f(@0)&®f(as) oyer (ag,...,as) ~ SRW?® conditioned on (as,bs) = (a, b).

b, b, by by b, b, by by
R B _ L
1 .r+1 1 k
(k + 1) length walk (s + 1) length walk (k — s + 1)-length walk

Figure 2.3: Starting the Replacement Walk in the Middle.
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2.4.3 Bounding the ¢, Terms

In this section we bound the € terms in Claims 4 and [5], thereby proving half of

each claim. We bound the o, terms in the next section.

The Base Case. This follows directly from the pseudorandomness property, and the

analysis already done in Section [2.1.2 (Claim . Specifically, when k£ < s, we have

€k = ' (2)‘)k+17

N | =

Eafer(a)]| =

Ealhn(@)]| <

where e (a) = hgy1(a) by pseudorandomness (hy41 is the function defined in Claim .

The Induction Step. Fix k> s. We have

Ek =

EaNA |:(_1)f(a) ' ?s(aa b) ' gk—s(a7 b/)] ' <
bob’

B[ (1)) 2.(0) (0] | + A0

where the equality holds by starting the replacement walk in the middle, and the inequality
is the expander mixing lemma (Definition [1)) on B. We are using the shorthand £4(a) for
Ep [’gs(a, b)}, and we have used Cauchy-Schwarz to bound the standard deviation terms,
just as we did in the computation in the “ignore first step trick” paragraph in Section [2.4.2

Specifically,

E. [5'3((1) : Gk—s(a)] < \/Ea[a's(a)z] \/Ea [O—k—s(a)Q] < 0s0)—s = O50)—s-
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By pseudorandomness, (—1)/(®) . 2,(a) = (=1)7@ . hy1(a) = Eon(a) [2s(ad)] = Evrna)
[53_1((1’ )], and so we get the desired bound on g via the expander mixing lemma on A, as

follows:

IN

€k Eo~a’ [Es—l(a) : 5k73(a/)] ‘ FAOO)—s < Es—16f—s + )\20-8—10—1678 + AOsO)—s

IN

1
5(2)\)s(€k_s + 30k—s).

2.4.4 Bounding the o, Terms

The Base Case. We have already noted that when 1 < k < s, ex_1(a) = hg(a) by
pseudorandomness. Thus, E, [5;{,1(@)2] = E, [hk(a)2] < (20)%72, by Claim 1} It follows
from the first step trick that o7 < (2X)%72 + X207 |, which implies o5, < (2A)*~! + Aoy

Iterating this bound gives
op <AL o2 4424 1) <2 (20

The Induction Step. Fix k > s. As mentioned in the “ignore first step trick” paragraph
in Section ai <E, [ak_l(a)ﬂ —1—)\20,3_1 holds and so it suffices to bound E, [ak_l(a)Q].

By starting the replacement walk in the middle, we get

Ealer1(@)?2] = Earimn [(-1) @) g y(a51,00) - Glagor, byo)|,
bsfl’“bs

where G : A x B — R is defined by G(a,b) := E,, )[(_1)f(as_1)e>~~eaf(ao) - ep—1(ao)],

----- as—1

where the expectation is over (ag,...,as—1) drawn as follows:
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- set bs_1 = b; for 1 <i < s—2, draw b; ~ N(b;11) and then set b; = shift=1(b;);

~

-~ set as_1 =a; for 0 <i<s—2set a; = ¢ (a1, bir1).

The expander mixing lemma (Definition |1) on B gives
E. [Ek—l(a)Q] <E, [(_l)f(a) : 5k—s(a) : /’LG(G)] + Aok—s0G,

where ug = Egqp [G(a, b)], pa(a) :=Ep [G(a, b)] and o¢ is such that o2 +u2, = E, [G(a, b)z].
By pseudorandomness, pig(a) = Ea,...a.1)~RWS (a) [(—1)f(a0)€9'“@f(“8—1) cep—1(as—1)] =
hs(a), where hy : A — R is given by hy(a) = Ear,....a0)~RWS, [(—1)f(a1)€9“‘69f(as) ~ep-1(as)].
Note this is the function defined in Claim 2| instantiated with H(a) = ex_1(a). We have

(—1)f@ . pg(a) = Eo/N(a) [ﬁs,l(a’)], and so by the expander mixing lemma on A and

Claim [2] we have

Ea [Ek—l(a)2] ana’ [Ek—s(a) : hsfl(a/)] + )\O-k?—SO-G

IN

< Ep_s- 2573()\872 €1+ )\571&1) + )\20']{,3 . 2573()\573551 + /\372&1) + Aop_s0q,

where €1 and &7 are the notations from Claim [2| In our case, £; = E, [(—1)f(a) cep-1(a)] =

ep—2, and 61 = \/Eqlep_1(a)?] — €7 < \/Ea,b[gk,l(a, b)?] — & = \/‘713—1 +tei—Ei g <
0r_1- We have used Jensen’s inequality and that €;_o > e;_1. Using these values and

remembering the bound az <E, [Ek,l(a)ﬂ + )\2013_1 gives

0F < —(20) % (ep_2 + A1) (Ens + AOk_s) + Aop_s0G + N2ob_;. (2.4)
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This is almost the required bound except we still need to simplify . For this purpose, let us
add a parameter to our notation for G, writing G4_1 instead of G, since it is an expectation
over a length (s —1) “backwards” replacement walk. For r < s—1, let u, := E, [Gr(a, b)],
let ir(a) := Ey[Gy(a,b)] and 7, such that 72+ p2 = Eqp [Gr(a, b)?]. We need to boundr,_;.

By the ignore first step trick and expander mixing lemma on B?,

2. < Eap [Gs,l(a,b)ﬂ =E,ua [Gsfg(a,b) - Gs_9o(a, b’)} <E, [us,g(a)ﬂ + )\27'52—2-

b 2t/

We have already seen that 1s_2(a) = hs_1(a), and so by Claim |2 and our computation of &;
and 61 above, 72 | < (20\)%7%(gp_a+Aog_1)2+ 2312 ,, which implies 751 < (2A)* 3 (g_2+

Aog_1) + ATs—2. Iterating this bound (and using 79 < oj_1) gives
Te1 < )\sis(akfg+/\0k,1)(2573+2574+~ .- )—&-)\8717'0 < 2-(2/\)573(6k,2+/\0k,1)—i—)\sflak,l.
Plugging this into (2.4) gives the desired bound:

or < =(20)°*(eh—2 + Aok—1) (Ekms + (24 N)Ok—s) + A 0p_s0%1 + N0},

2.5 Expander Hitting Set Lemma
Just for fun, we include a new proof of the classical expander hitting set lemma.
Lemma 3 Let A be a A—expander, and let S C A be a set of size |S| = p|A|. Then for all
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Prig, an~rwt|ai € SVi=1,... ,t} <p-(p+A(1- p))til.

Proof. Let 15 : A — {0,1} be the indicator function of S. For k > 1, define
gr: A—Rby

gk(a) — Pr(a17...7ak)Nka(a) |:a’l S S V /l: — 17 .. .,k{| .

Let ¢ := Eq[gr(a)] and o) be so o} + e = Eq[gr(a)?]. Our proof is by induction on ¢;
it is clear that the lemma holds in the base case. For k > 2, note that gx(a) = 1g(a) -
EwnN(a) [gk—1(a’)] holds, and so

U/% + 5% =E, [gk(a)Q] =E 4un [15(@ '9k—1(a/) '%—1(“”) = E2k—1-

a’,a"”’~N(a)

We have used that 1g(a)? = 1g(a) holds for all a € A, and that choosing a ~ A and then
two (k — 1) length walks starting at a is identical to simply choosing a random walk of

length (2k —1). Now, fix t > 2 and k,¢ > 1 such that ¢t = k + £. We have

g = E(al,...,at)NRWt []ls(al) S ls(at)] =Egua [gk(a) -gg(a')] < erer + ooy

IN

\/8% + )\O’,% . \/E% + )\O’? = \/(1 — )\)8% + A&'Qkfl . \/(1 — A)e’f? + )\82571

where the last inequality on the first line is the expander mixing lemma on A and the first

inequality on the second line is Cauchy-Schwarz. Note that if 2k — 1 < ¢ then we can use
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induction to bound the terms on the right hand side:

2%k—2 [( 2%h—1

(1= Nep + Aeap—1 < p- (p+ A1 —p)) 1=Np+A =p-(p+A1-0p))

Therefore, if ¢ is even, we can set k = £ = ¢/2 to obtain & < p- (p+ (1 —p))t_l, as desired.
This does not fully work if ¢ is odd since if we set k = [¢/2] and ¢ = |t/2], then 2k — 1 =¢
and so we cannot use induction to bound e9,_1. However, we can bound &g, €y, €991 by

induction; this gives

e? < ((1 - Np*(p+A(1 = p))2k_2 + )\st> . (p(p + (1 - p))%_l) =2A-g+ B,

23 Collecting the terms

t—2
where A = %- (p+A1=p)) “and B=(1-N)p*(p+A(1-p))
in this way allows us to proceed by completing the square. We get e, < A + VA2 + B and
we complete the proof by showing that A + v A2+ B = p(p + A(1 — p))t_l. For this last

calculation, set the shorthand ® := p + A(1 — p). We have

2
A+\/A2+B=p-o72. B+\/A4+p(1A)<I>} =p o1

where the final equation holds because ® = A\/2 + \/A2/4 + p(1 — \)®, which is verified by

a simple calculation. m
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Chapter 3

Mixing of 3-term progressions in

Quasirandom Groups

3.1 Introduction

In this work, we revisit a conjecture by Gowers [43] about mixing of three term
progressions in quasirandom finite groups. Gowers initiated the study of quasirandom
groups while refuting a conjecture of Babai and Sés [14] regarding the size of the largest
product-free set in a given finite group. A finite group is said to be D-quasirandom for a
positive integer D if all its non-trivial irreducible representations are at least D-dimensional.
The quasirandomness property of groups can be used to show that certain ”objects” related
to the group "mix” well. For instance, the quasirandomness of the group PSLa(F,) can be
used to give an alternate (and weaker) proof [29] that the Ramanujan graphs of Lubotzky,

Philips and Sarnak [51] are expanders.
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Gowers proved that for any D-quasirandom group G and any three subsets 4, B, C' C
G satisfying |A|-|B|-|C| > |G|?/D, there exist x € A,y € B,z € C such that z-y = z. More
generally, he proved that the number of such triples (z,y,z) € Ax B x C such that -y = z
is at least (1 —n)|A|-|B|-|C|/|G| provided |A| - |B| - |C| > |G|?/n*D. In other words the
set of triples of the form (z,y, xy) mix well in a quasirandom group. Gowers’ proof of this
result was the inspiration and the first step towards the recent optimal inapproximability
result for satisfiable kLIN over non-Abelian groups [18]. After proving the well-mixing of
triples of the form (z,y, xy) in quasirandom groups, Gowers conjectured a similar statement
for triples of the form (x,zy, 2y?). More precisely, he conjectured the following statement:

Let G be a D-quasirandom group and fi, fa, f3 : G — C such that || fi|]|c < 1, then

Evymalfi@) ey foloy)] = T Eomclfi@)])]| =on(1), (3.1)

i=1,2,3

where the expression op(1) goes to zero as D increases.

When D is small, one hope to bound the left-hand side expression above by any
meaningful quantity. Consider G to be the Abelian group Z/nZ which is 1-quasirandom
and set f; = 1p for all i € [3] where B = {1,...,|dn]} for any § € (0,1/3). It is easy to
observe that the first term in the left-hand side of is ©(62) while the second term is
§3. A more interesting example is when the group is S,,. In this case, let f; = 1p,, where
By = A,,By; = Spand By = Sy \ 4,. Now, the f/s have density 1/2,1,1/2 respectively.
Note that there in no 3-term progression in (B1, Be, B3) and therefore the first term in the
left-hand side of is 0. Although S, is a non-Abelian group, it does have a non-trivial

representation of dimension 1. Thus the conjecture essentially asks if the group is very ”non-
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Abelian” (more precisely, is D-quasirandom for large D), then do these counterexamples
go away.The conjecture can be naturally extended to k-term progressions and product of k
functions for k£ > 3. However, in this note we will focus on the three term case.

For the specific case of 3-term progressions, Tao [61] proved the conjecture for the
group SLg(F,) for bounded d using algebraic geometric machinery. In particular, he proved
that the left-hand side expression in can be bounded by O(1/¢"*) when d = 2 and
04(1/¢"*) for larger d. Tao’s approach relied on algebraic geometry and was not amenable
to other quasirandom groups. Later, Peluse [53] proved the conjecture for all non-Abelian
finite simple groups. She used basic facts from non-Abelian Fourier analysis to prove that
the left-hand side expression in can be bounded by >, 2pec 1 /d, where G represents
the set of irreducible unitary representation of G' and d, the dimension of the irreducible
representation p. This latter quantity is the Witten zeta function (g of the group G minus
one and can be bounded for simple finite quasirandom groups using a result due to Liebeck
and Shalev [50, 49].

In this paper, we show that a slight variation of Peluse’s argument can be used
to prove the conjecture for all quasirandom groups with better error parameters. More
surprisingly, the proof stays completely elementary and short. Specifically, we prove the

following statement:

Theorem 4 Let G be a D-quasirandom finite group, i.e, its all non-trivial irreducible rep-

resentations are at least D-dimensional. Let f1, fa, f3 : G — C such that || fil]lco < 1 then

Evy~c [ f1(2) fa(zy) f3(zy®)] — H Einc [fi(x)}‘ < ()411

i=1,2,3
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The only tools that we use the prove the theorem are: the Cauchy-Schwarz inequality and

basic non-abelian Fourier analysis.

3.2 Preliminaries

We begin by recalling some basic representation theory and non-Abelian Fourier
analysis. See the monograph by Diaconis [30, Chapter 2] for a more detailed treatment
(with proofs).

We will be working with a finite group G and complex-valued functions f: G —
C on G. All expectations will be with respect to the uniform distribution on G. The

convolution between two function f,h: G — C, denoted by f * h, is defined as follows:

(f * h)(z) == Ey[f(zy~")h(y)].

For any p > 1, the p-norm of any function f: G — C is defined as

1F115 = Exllf ()]

For any element g € G, the conjugacy class of g, denoted by C(g), refers to the
set {x1gx|xr € G}. Observe that the conjugacy classes form a partition of the group G. A
function f: G — C is said to be a class function if it is constant on conjugacy classes.
For any b € G we use Apf(z) := f(x) - f(xb). For any set S C G, us: G — R
G|

denotes the scaled density function g1s. The scaling ensures that E, [ns(x)] = 1.

Given a complex vector space V', we denote the vector space of linear operators on
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V by End(V'). This space is endowed with the following inner product and norm (usually

referred to as the Hilbert-Schmidt norm):

For A,B € End(V), (A, B)us:= Trace(A*B) and | A||fs = (A, A)us = Trace(A*A).

This norm is known to be submultiplicative (i.e, | AB|lus < || Allus - ||Bllus)-

Representations and Characters: A representation p: G — End(V) is a homomor-
phism from G to the set of linear operators on V' for some finite-dimensional vector space V'
over C, i.e., for all z,y € G, we have p(zxy) = p(z)p(y). The dimension of the representation
p, denoted by d,, is the dimension of the underlying C-vector space V. The character of a
representation p, denoted by x,: G — C, is defined as x,(x) := Trace(p(z)).

The representation 1: G — C satisfying 1(z) = 1 for all z € G is the trivial
representation. A representation p: G — End(V) is said to reducible if there exists a non-
trivial subpsace W C V such that for all x € G, we have p(z)W C W. A representation
is said to be irreducible otherwise. The set of all irreducible representations of G (upto
equivalences) is denoted by G.

For every representation p: G — End(V'), there exists an inner product (-, -}y over
V such that every p(x) is unitary (i.e, (p(z)u, p(z)v)y = (u,v)y for all u,v € V and z € G).
Hence, we might wlog. assume that all the representations we are considering are unitary.

The following are some well-known facts about representations and characters.
Proposition 1 1. The group G is Abelian iff d, = 1 for every irreducible representation

piné.
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2. For any finite group G, 3 & a2 =1G|.

3. [orthogonality of characters] For any p,p' € G we have: E, {Xp(x)xpl(x)} =1[p=/].

Definition 2 (quasirandom groups) A non-Abelian group G is said to be D-quasirandom

for some positive integer D if all its non-trivial irreducible representations p satisfy d, > D.

Any group G having a non-trivial Abelian subgroup is 1-quasirandom. For in-
stance, the symmetric group S, is 1-quasirandom, while the alternating group A, is Q(n)-
quasirandom. The special linear group SLy(F,) for prime p is (p — 1)/2-quasirandom. If

G,G" are D-quasirandom, so is G x G'.

Non-Abelian Fourier analysis: Given a function f: G — C and an irreducible repre-

sentation p € G, the Fourier transform is defined as follows:

The following proposition summarizes the basic properties of Fourier transform that we will

need.
Proposition 2 For any f,h: G — C, we have the following

1. [Fourier transform of trivial representation/

2. [Convolution]



3. [Fourier inversion formula/

4. [Parseval’s identity]

13 =D do - 1F(p)ls-

ped
5. [Fourier transfrom of class functions] For any class function f: G — C, the Fourier

transform satisfies

~

flp)=c 1,

for some constant ¢ = ¢(f,p) € C. In other words, the Fourier transform is a scaling

of the Identity operator I4,.

The following claim (also used by Peluse [53]) observes that the scaled density
function pgco(g) has a very simple Fourier transform since it is a translate of the class

function pc(g)

Claim 6 For anyge G and p € G we have:

|Xp(9)|2

where C(g) refers to the conjugacy class of g. Moreover, HﬂgC(g)HQHs = =4
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Proof. We begin by observing that

fg0(g)(P) = Ea [Hge(g) (%) - p()]
= Eq [Hgc(g) (97) - p(g2)]
= B [1g0(9)(92) - p9) - p(2)]
= p(9) - Bz [po(g) () - p(2)]

= p(9) - fic(g)(p)-

On the other hand, as ji¢(g) is a class function, we have fic(g)(p) = c- 14, for some constant

9)

c € C. The constant ¢ can be determined by taking trace on either side of ¢ - Iy, = fic(y) =

Exlpc(g)(z) - p(z)] and noting that Trace(p(x)) = x,(g) as follows:

¢-dp = Ez [oig)(@) - Xo(9)] = Ez (o) (©)] - Xp(9) = Xp(9)-

Xp(9)

Hence, ¢ = and fi,c() = - p(g). Lastly we have,
9C(9) d,

xp(9)
dp

2
A Xp\9g
licilfis = |42 - oto
7

HS

2
_ ’Xf)cgzg) - Trace (p(g)* - p(9))

p

IXo(9)I
d;

_ @

d,

(By unitariness of p(g))

m The key property of D-quasirandom groups that we will be using is the following inequality
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due to Babai, Nikolov and Pyber, the proof of which we provide for the sake of completeness.

Lemma 5 ([13]) If G is a D-quasirandom group and fi, fo: G — C such that either fi or

fo is mean zero then

1f1 % fall2 < T [f1ll2 - [ f2l2-
Proof.
Hfl*f2H2—Zd||f1*f2 )lIfs
peG
=2 dlfilp) - Fa(p)s
pEG
< Zd 110 s - 1 f2(0)|As (By submultiplicativity of norm)
pGG
= Y df0lis - 11 f200)ls (By mean zeroness)
1#peG
<L Pl f1(p) s - 1 f2(0) |12 By D-quasirand
<5 > Llfio)s - 1200 s (By D-quasirandomness)
17ﬁpeé
1
<5 2 dllh@lis || D2 dllf2(0)lis
1#ped 1#ped
1
<5 MAl- 105 -
|

The following is a simple corollary of

Corollary 1 If G is D-quasirandom; f: G — C has zero mean and ||f|lcc < 1 then

Ey[|EaApf (2)]] <

Si-
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Proof. Let f/(z):= f(z~'). We have,

Ep[|Ez A f(x)]] = Ep[|Eaf(2) f(2b)|]
= B[ |Eof (™) (ab)

= E[1f 1)

- 1/2
<E _|f’ * f(b)\2] / (By Cauchy-Schwarz inequality)
= |l * fll2
1
< 75 1 l2 - [ £ 1|2 (By [Theorem 5)
1
= NG (Since [|fll2 < [ flloc < 1).

3.3 Proof of [Theorem 4

The following proposition is where we deviate from Peluse’s proof [53]. We give
an elementary proof for every quasirandom group while Peluse proved the same result for
simple finite groups using the result of Liebeck and Shalev [50, 49] to bound the Witten

zeta function (g for simple finite groups.

Proposition 3 Let G be a D-quasirandom group. Let f: G — C such that ||f]lc < 1,
E[f] = 0 and f, is the mean zero component of the function Apf (i.e., fo(x) = Apf(z) —

E.[Apf(z)]). Then

IN

$i-

Eg,b[ = [Abf(x) *(fg-1g * 'ug_lc(g_l))(x)] ”
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Proof. Let us denote the expression on the L.H.S. as I'. We use simple manipulations and

previously stated facts to simplify the expression.

- 2
I <E,p (HAbe2> . <Hfg71bg * ug1C(g1)H2>] (By Cauchy-Schwarz inequality)
- 2
< €y Iyt y-rcia ol (Since 812 < 1)
< Egp |l fg-1pg * 'Uglc(gl)|%:| (By Cauchy Schwarz inequality)
= Eg,b Z dp ’ ||fg—1bg(p) ) ﬂg—lc(g—l)(p)H%{S]

T 1#£pe@

(By Parseval’s identity & fg—lbg(l) =0)

gEg,b[ > d,-| fg,,gl(p)y\%s-ugglc(g1)(,))”%18} (By submultiplicativity of norm)

175,06@
“&| 3 Iy ol o] (By Claim )
lyépEGA
= 3 B[l B[l e ) 55|
1#£peG

1

Now using the fact that gbg™" is uniformly distributed in G for a fixed g and a

uniformly random b in G, we can simplify the above expression as follows.
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r2< > B lo9)P - B [lAn(0) s |

17ép€G’

= 3 B[40 E|xe6)?]
17£p€CAvY

= Z Eb: fb(p)“?{s] (By orthogonality of x,)
1#£peG

=B 3 A0

17ép€é

Finally, we use the fact that all the terms in the summation are non-negative and

the group G is a D-quasirandom group.

1 ; 2
2
r“< D : Eb[ Z dp : fb(p)HHS}
1#£peG

1

=5 E, [HfbH%} (By Parseval’s identity)
1

<L (Because || fll3 < 1).

The proof of this lemma is similar to the proof of the BNP inequality . The
key difference being that we have a complete characterization of the Fourier transform of
Hgc(g) from Claim @ which we use to give a sharper bound. m

We are now ready to prove the main This part of the proof is similar
to the corresponding expression that appears in the paper of Peluse [53], which is in turn
inspired by Tao’s adaptation of Gowers’ repeated Cauchy-Schwarzing trick to the nonebelian

setting. We, however, present the entire proof for the sake of completeness.
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Proof of [Theorem 4] Let us denote the L.H.S. of the expression by Oy, 1, ,.

Without loss of generality we assume E[f3] = 0. Now we have,

O oty = [Eau (@) falen) ol ||
f1:f2.f3 Y

= |Es:[f1 (:Ez_l)fg(:c)fg(xz)] ‘4 (Change of variables: x < zy, z < y)

2

< By o [f1(@2 ) i (w23 ) f(21) f(22)] \

(Cauchy-Schwarz over z; || f2]|coc = 1 and expansion )
2 12
= [Eycal AW A1) fa(y) falyza'2)]|
(Change of variables: y < a:zl_l, 24 21,0 2122_1)
0|2
= ‘Ey,z,a [Aafl(y) : Az—la—lz f3(yz )] ’

)

< ‘Ey,a,21722 [Azfla_lzl f3(y2%) : Azgla_lm f3<yz§)]

(Cauchy-Schwarz over y, a; || fi]loo < 1).

Now, using the following change of variables, z + z1, = + yz%, b 2z, Yamlz, g 2] Lo

, we get

@jlchf%fg < |Ezpzg [Ab f3(w) - Ay1py fg(xz_lgzg)])

= Ex,b,g :Ab fS(x) : Ez[Agflbg f3(m271929)]} ’

|G

[Clg~ )

= |Ezbyg :Ab f3(w) - Ea[Ag-14 fg(xa_l) . Mg—lc(gfl)(a)]} ‘

= Ex,b,g :Ab fS(x) ’ Ea[Agflbg f3(xa71) ’ 19*10(57*1)(@)]} ‘

= Ez,b,g Ay f3($) ’ Ag*3lbg I3 % Mg*lc(gfl)(w)} ’
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The second equality follows because after g, z,b have been fixed we only use z to compute
27 1gz and the map that takes z € G to 2~ !gz € C(g) is surjective where each member in
|G

the range has preimage of size ﬁ] = |Centralizer(g)|. We now separate the function

Ag-1pg f3 from its the mean zero part as follows: Let Aj-1,, f3 = féflbg + fg-1pg Where

f‘;*lbg = E.[Ag-1py f3(x)] and fy-1p0(x) = Ago1py f3(x) — f;,lbg.

4
@f17f27f3 <

Ex,b,g |:Ab fg(l‘) : (fg*lbg + féflbg) * 'ugflc(gfl)(x)] '

<Eng [

Ex [Ab fg(.f) : fg_lbg * Mg—IC(g_l)(x)] ‘:|

-

E. [Ab f3(x) ’ f;—lbg * Mg—lC(g_l)(x)] ‘:|

IN

Sl-

+ Eng[E[A0 f3(@)]] 110y * o106 1]
(Using ?7 3 to bound the first expectation)

Ebg |:‘E:c [Ay f3(z)]|- |f;—1bg|]

IN

+ B[ A fo()]]] (Using [f/ 1| < 1)

IN

sl sl- 5l-

. (By corollary [L]and || f3]jes < 1).
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Chapter 4

Locally Testable Non-malleable

Codes

4.1 Introduction

A coding scheme is a pair ({Enc}g,{Dec})) of function ensembles where Enc :
I'* — T™ is a possibly randomized encoder, Dec : I'™ — T'* U {1} is the decoder and
Dec(Enc(m)) = m holds with probability 1 for all m € T'*. We say x € I'" is a valid
codeword if x = Enc(m) for some m € I'* (and some choice of randomness for Enc). The
quantity k/n is called the rate of the code. Given x,y € I'", the distance between x and
y is Pri [XZ’ #* yi]. The distance of the code is the minimum distance between any
two distinct valid codewords. When a code’s distance is bounded away from zero, one
can try to design decoding-type algorithms with extra features such as error-correcting or

local decoding/testing capabilities. In this paper we will focus on locally testable codes
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(LTCs). These are codes for which there is a Test algorithm which reads a small number
of symbols and decides if a given string is close to some, or far from every, valid codeword.
The requirement is that Test should reject an input string with probability proportional to
its distance from the nearest codeword. We study what happens in a general tampering
model where the adversery applies a tampering function f to a transmitted codeword. Is
it possible to make LTCs resilient to such attacks? What type of security guarantees can
we hope to obtain in this scenerio? What can be said about f if codewords tampered by f
pass the test with good probability?

Dziembowski, Pietrzak and Wichs asked similar questions in the realm of error-
correcting codes, which led to their influential definition of non-malleable codes (NMCs) [37].
Since their introduction, NMCs have found numerous applications in cryptography [7, (26,
44 12| [19], pseudorandomness [21}, 24], and complexity [34]. NMCs provide security against
a family F of tampering function by guaranteeing that if a transmitted codeword is tam-
pered by any f € F, then the resulting decoded message is either the original untampered
message (such is the case if f is the identity function) or else is independent of the original
message. So for example, it should not be possible to tamper by f € F and modify a

codeword encoding m to a codeword encoding m + 1.

4.1.1 Our Contributions

LTCs and NMCs are both generalizations of error-correcting codes along different

axes. In this work we combine the notions and define locally testable, non-malleable codes

!No security can be obtained if F is the set of all functions, since in this case f could decode the original
codeword, tamper the underlying message arbitrarily and then re-encode.
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(LTNMCs). Roughly speaking, these are LTCs which have the following non-malleability
guarantee: any tampered codeword which passes the test with good probability is close to
a valid codeword which either encodes the original message, or else encodes an unrelated
message. The new definition appears in Section [£.2] and the remainder of the paper is

devoted to discussing, motivating and instantiating the new primitive.

Motivating LTNMCs. LTCs generalize ECCs by adding extra functionality, while NMCs
generalize ECCs by adding extra security. For this reason, it is an interesting challenge to
try to achieve both notions simultaneously. However, we believe that NMLTCs are well

motivated and we give two possible connections as evidence.

1. Non-malleable interactive proofs [35] have been studied extensively in cryptography
as a strengthening of zero-knowledge (ZK) interactive proofs (IPs). ZK for probabilis-
tically checkable proofs (PCPs) was defined and constructed in [47]and subsequently
used for applications in hardness of approximation |46, 38]. To our knowledge, no def-
inition of non-malleable PCPs has been given, but the notion certainly makes sense
and could also give applications in hardness of approximation. In Section {4.3| we
define a notion of non-malleability for PCPs by strengthening the existing notion of
ZK, analogously to how one obtains NM for IPs by strengthening ZK for IPs. Our
definition of LTNMCs is essentially the “combinatorial” analogue of NMPCPs, just
as LTCs are combinatorial analogues of PCPs. The new definition of non-malleability

for PCPs might be of independent interest.
2. Another motivation for the study of LTNMCs is for building standard NMCs. While
NMCs need not inherently have good distance, many constructions do [37, 4} 13} |6} |5].
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Moreover, the decoding algorithms in these works all contain a test subroutine and
decoding only occurs if the test passes (if the test fails, the decoder outputs L). The
proofs of non-malleability begin by categorizing the functions which pass the test,
and then proceed to prove non-malleability against each such category of tampering
functions. LTNMCs explicitly incorporate such a test, and could provide a useful

abstraction for designing better NMCs in the future.

Constructing LTNMOCs. We instantiate our new notion by proving that a Reed-Muller-
type code is non-malleable against the family of coordinate-wise tampering function, i.e.,
against an adversery that tampers each coordinate of the codeword independently. Our

construction has three main parts.

1. We prove that when the Reed-Muller-type LTC of Raz and Safra [55] (i.e., the “planes
table” which is the set of restrictions of the message polynomial on every 3-dimensional
affine sub-spaces of the ambient space) is tampered by a coordinate-wise tampering
function then either the tampered codeword is far from a valid codeword (and so
fails the local test with high probability) or else is close to a valid codeword which
encodes an affine function of the original message. In NMC terminology, we show that
the planes table is a (locally testable) non-malleable reduction from coordinate-wise

tampering to affine tampering.

2. We describe an elementary construction of a (standard) NMC against the family of
affine tampering functions. Such codes were previously known [4] [1, [22], but our

construction is much simpler those in prior work. When the message space is large,
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our construction is more efficient than the one in [4, [1] as our encoding algorithm
does not require drawing large random primes. Our code achieves a better rate/error

tradeoff than the construction of [22].

3. We combine the codes from the above points into a concatenated code, obtaining
a LTNMC against coordinate-wise tampering via a composition theorem for Reed-
Muller-type codes. The local test of our composed code works by decoding a symbol
of the outer code and checking validity using the inner code. This idea has been used

previously to analyze the composition of LTCs and PCPs [12].

Theorem 3 (Main Construction.) There exists an explicit locally testable, non-malleable

code against an adversery who tampers each coordinate of the codeword independently.

In order to streamline the introduction of the new definition, we have deferred the “technical

overview” where we give a high level view of the construction until Section

4.1.2 Other Relevant Prior Work

Non-Malleable Codes. Since the introduction of non-malleable codes in 2010 [37], an
immense research effort has focused on giving constructions which are secure against richer
classes of tampering functions, and with better rate [36, 4, [3, 21}, 48, [15] (and many, many
more). Our work uses some of the machinery developed in this area. In particular, our
main definition of a LTNMC is inspired by the definition of a NM reduction in [3], which

both simplifies and generalizes the original definition in [37].
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Sampler-Based Decoding. Our work fits into a recent line of work on sampler-based
decoding [45), 152), [17] 131] 132] (and more). In these works, sampling properties of a code’s
index set are exploited in order to give non-trivial decoding algorithms. Our work builds
on techniques developed in these papers in order to “decode” a coordinate-wise tampering

function which respects codeword proximity, to a small list of affine functions.

Locally Decodable Non-Malleable Codes. A few works combine the notions of local
decodability with non-malleability [27) 20, 28]. These works give constructions of non-
malleable codes which admit local decode/update subroutines. Our work differs in several
ways from these. First, the codes in these works achieve super-constant locality, whereas our
main construction achieves constant locality. More significantly, the constructions in prior
work achieve local decodeability and updateability by separately encoding each element of
the message, so they do not support a local test of proximity to a valid codeword. Finally,
the techniques differ significantly; our techniques are similar to those used in the LTC

literature.

4.2 Defining Locally Testable Non-malleable Codes

4.2.1 Coding Theory Background

Throughout this section & € N is fixed, and (Enc,Dec) is a coding scheme for
messages in I'*. Recall this means Enc : I'* — I'” is possibly randomized, Dec : I —
I'*U{L}, and Dec(Enc(m)) = m holds with probability 1 for all m € T'*. Given y € T,

we write dist(y) for the minimum of dist(x,y) = Pr;., [xi + yi] over all valid codewords
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x. We write agr(y) for the maximum of Pr; [xi = yi] over all valid codewords x (so

agr(y) +dist(y) =1V y).

Definition 3 (LTCs) Fiz € > 0 and ¢ € N. We say that (Enc,Dec), is a (g,c)—locally
testable code if there exists a distribution T supported on the set of q—local functions from

I'™ to {0,1} (i.e., functions which read q coordinates from their input) such that the following

hold:
1. ¥V meTk, Encm),7 [ Test(Enc(m))] = 1;
2. 3 a constant ¢ > 0 st if y € I'™ has Ef [Test(y)] > e, then agr(y) > c-Er [Test(y)].

Point 1, sometimes called completeness, says that valid codewords always pass the test.
Point 2, sometimes called soundness, says that any y € I' which passes the test with good
probability must have non-negligible agreement with some valid codeword. The next defini-
tion enhances the soundness requirement by demanding that for every y € I'", almost all of

y’s test passing probability comes from its agreement with a short list of valid codewords.

Definition 4 (List-Decoding for LTCs) Fize > 0 and q,¢ € N. We say that (Enc, Dec)
is a (q,e,0)—list decodeable LTC if there exists a q—local distribution T (i.e., every test

function in the support of T is q—local) such that the following two points hold:
1. ¥V m eTk, Eenc(m), T [Test(Enc(m))] =1;

2.VyeT" Jalist Ly = {xM, ..., xO} C ™ of valid codewords of size |Ly| < £ such
that

Pry [Test(y) =1&yr¢ {X(Ij) :xU) e Ly}} <e,
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where I C [n] with |I| = q are the coordinates read by Test.

Non-malleable codes [37] (NMCs) provide meaningful security guarantees even in situa-
tions where error correction is impossible. Intuitively, (Enc, Dec) is non-malleable against a

tampering family F C {f : T™ — I} if for all f € F and m € I'*, the distribution

Tamper ;(m) := (Deco f o Enc)(m)

(randomness over Enc) is either equal to, or independent of, m. In order to define this
formally let Giivial C { g: Tk 5 Tkuy {J_}} consist of all constant functions as well as the
identity. These are the trivial message tampering functions. Intuitively, (Enc, Dec) is non-
malleable against F if tampering codewords by any f € F tampers the underlying message

by functions in Girivial-

Definition 5 (Non-Malleable Codes) Fize >0 and let F C {f : T™ — I'"} be a family
of tampering functions. We say that (Enc,Dec) is e—non-malleable against F if for all

f € F there exists a distribution Sy on Gyivial such that for all m € Ik,

A(Tamper(m),Sp(m)) <e,

(A denotes statistical distance) where Sg(m) draws g ~ Sy and outputs g(m) € T* U {L}.

4.2.2 The New Definition and Discussion

In order to define LTNMCs we need to redefine the set of trivial tampering func-

tions so that they map codewords to codewords. Let Giivial C { g: " — I‘"} consisting of
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all constant functions as well as the identity. We will also need to redefine the tampered
distribution so it makes sense in the context of LTNMCs. Given f € F, T a g—local
distribution and m € I'*, Tamper ¢ 7-(m) is the distribution on Supp(7’) x I'? which draws
x ~ Enc(m), Test ~ T and outputs (Test, f(x);) where I C [n] with |I| = ¢ are the

coordinates read by Test.

Definition 6 (LTNMCs) Fize > 0, £ € N and let F C {f : T — '™} be a family of
tampering functions. We say (Enc, Dec) is a locally testable, non-malleable code against F

if there exists a g—local distribution T such that the following three points hold:
1. for allm € T¥, Encm), 7 [ Test(Enc(m))] = 1;

2. for all f € F there exists a distribution Sy on Supp(T) x I'? such that for all m € Ik,

A(Tamper; 7(m),Sy) <e.

3. for all f € F there exists Ly = {g(l), e ,g(é)} C Ghrivial of size |L¢| = £ such that for

allm e T'F,

Py Enc(m). T [Test( f) =1& f(x)r ¢ {7 (x): gD e Lf}] <e,

where I C [n] with |I| = q are the coordinates read by Test.
The following remarks attempt to justify several aspects of the definition.

1. Intuition for Understanding Points 2 and 3: Note that point 2 is local in nature,

promising that the view of the tampered codeword seen by the testing procedure does
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not depend on the original encoded message. This ensures that the testing procedure
cannot operate differently given tampered encodings of different original messages. So in
particular, the chance that the tampered codeword passes the test is the same regardless
of the message inside the original codeword. Point 3 is more interesting as it ensures
that a global property of the tampered codeword is independent of the original message.
Specifically, if the tampered codeword’s chances of passing the test are high due to good
agreement with a list of valid codewords, then this agreement list does not depend on the

original message

2. The logic behind the trivial tampering functions: The idea that the “trivial”
tampering functions are constants and the identity is standard to non-malleability. The
reasoning is that there are two resources the tampering adversary has at its disposal to make
f(x) pass the test with probability 1. The first is if the tampering adversary completely
ignores the incoming codeword, overwriting whatever it receives with a constant: f(x) =x
for all x € I'™. Though f(x) can be made to pass the test with probability 1 in this case
(e.g., if x is a valid codeword), this adversary is not performing a mauling attack since the
tampered codeword does not depend on the original codeword. The tampering adversary
is not content with simply destroying the ability for the sender to communicate with the
receiver; this would be too easy. Instead, the adversary’s goal is to, by tampering, obtain a
codeword which is correlated in some way with the original.

The second option which is always available to the tampering adversary is to use

2Readers who are familiar with non-malleable interactive proofs from cryptography might recognize point
2 as requiring that the transcript of the tampered protocol can be simulated without the witness of the
original protocol (this usually follows trivially from zero-knowledge of the original protocol), while point 3 is
analogous to requiring that the witness used in the tampered protocol is independent of the original witness.
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the identity function, which amounts to acting as an honest channel between the sender and
receiver. In this case also, f(x) passes the test with probability 1 since f(x) = x, a valid
codeword. However, the goal of non-malleability is not to rule out this behavior, rather it
is to show that the only meaningful option for the tampering adversary is to play honestly
and avoid tampering altogether. If desired, security against a passive adversary can often

be obtained via other means.

3. The requirement that f(x); € {g")(x); : g¥) € L;}: List decoding soundness
guarantees in the “high soundness regime” for LTCs typically have a “unique decoding”
flavor. For example, a common type of statement is: if y € I'™ has Ef [Test(y)] >1—c¢
then there exists a unique valid codeword x € I'™ such that agr(x,y) > 1 —¢’. In the “low
soundness regime”, when all we know is that Ef [Test(y)] > €, it is not possible to obtain
such a strong conclusion. For example, y can ensure E [Test(y)] > ¢ by agreeing with 1/e
different valid codewords, each on about ne coordinates. In our case, the tampering function
can likewise alternate between 1/e different g € Gyyivial, agreeing with each on roughly an
e—fraction of inputs. Additionally, the tampering function can alternate at the coordinate
level, agreeing with each of the g’s at an e—fraction of coordinates on all inputs. By forcing
f(x)r € {99V (x)r : ¢ € Ly} whenever Test(f(x)) = 1 we are essentially saying that if f
passes the test then it must be alternating among the trivial tampering functions of Ly in

these fashions.
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4.2.3 Fitting LTNMCs into the Coding Theory Tree

In this section, we briefly discuss how LTNMCs relate to nearby items in the coding
theory tree and we also mention a few naive attempts at building LTNMCs by combining
known coding objects.

First, it is clear that any LTNMC is also a LTC. On the other hand, LTNMCs
do not seem to immediately give NMCs. Essentially, this is because the tester for LTNMC
does not distinguish between the case when the tampered codeword is valid and when it
is very close but not equal to a valid codeword. Thus, the definition [6] does not prevent
”selective bot attacks” where the probability of decoding failure varies very slightly with
the message. For example, a tampering function might be able to tamper an encoding of
m = 0 to a valid codeword, and an encoding of m = 1 to a valid codeword except with a
single incorrect symbol. In this case the tester will not notice the difference, but a decoding
algorithm will have to output O in one case and L in the other.

In the other direction, NMCs also do not readily give LTNMC because they might
not be locally testable. One might try composed a NMC with an outer LTC to obtain a
code with a local tester and (hopefully) some non-malleability properties. However, in order
to show that the concatenated code is non-malleable, one basically has to show that if the
outer LTC is tampered, the resulting tampering on the inner NMC is precisely what it is
secure against. Thus, this requires the outer LTC to already have some non-malleability
guarantees.

One notable exception to this is the case of linear (or affine) tampering. If an

LTC has an encoding algorithm which is linear and the inner NMC is non-malleable against
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affine tampering, then the composed code will be a LTNMC against affine tampering as
well, since an affine attack on the outer code translates (by linearity) to an affine attack on

the inner one.

4.3 Non-malleable PCPs

In Section [4.2| we approached the definition of LTNMCs from the perspective of
unifying LTCs and NMCs. In this section, we re-approach LTNMCs from a completely
different angle. This time we use the the standard cryptographic notions of zero-knowledge
(ZK) and non-malleability (NM) for interactive proofs in order to define a notion of non-
malleability for PCPs. In the IP setting, NM is a strengthening of ZK to handle the case of
an active adversary who is able to tamper protocol messages. We begin with the definition
of ZK PCPs due to Kilian, Petrank and Tardos [47] and modify it so it can deal with an
active adversary. When our new definition of NM PCPs is relaxed to the setting of LTCs
we recover our Definition [6] from Section [4.2l

The main takeaway from this exercise in definition tracing is that Definition [6] is
the right way to formulate non-malleability for LTCs. The new definition we give for NM
PCPs might also be of some independent interest. However, we stress that we do not give
a construction of a NM PCP, nor do we give an application to hardness of approximation.

These are both left for future work.
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4.3.1 ZK and NM for Interactive Proofs

All interactive proofs will take place between a prover P and verifier V. Both P
and V will share a common input x and P will use an additional secret input w to prove that
x € L for some language L. Throughout the interaction, P and V will exchange messages
according to the protocol description, obtaining a final transcript 7. At the end, V' outputs

a bit indicating whether or not it accepted P’s proof; P gives no output.

Definition 7 (Interactive Proof System) Let ¢ > 0. We say that a protocol (P,V')
satisfying the above syntax is an interactive proof system for a language L if the following

completeness and e—soundness properties hold.

Completeness: For all (x,w) such that w is a witness to x € L, if P and V follow

the protocol specifications and if P uses (x,w) as input then E[V(l‘, 7')] =1.

Soundness: For all © ¢ L, and for all adversarial P* who possibly deviate from the

protocol specifications, E[V(az,T)] <e.

Definition 8 (Zero-Knowledge for IPs [41]) Let ¢ > 0. We say that the interactive
proof system (P,V) is e—zero-knowledge if for all efficient adversarial V* who possibly
deviate from the protocol and for all (z,w) such that w witnesses x € L, there ezists an
efficiently sampleable distribution SX* which outputs a “simulated transcript” T such that
for all efficient distinguishers D,

’PrTwRV*

(z,w)

|:D(T) = 1} —Pr__gv+ |:D(T) = 1} ‘ <eg,
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where ng) is the “real” distribution which outputs T, the transcript of interaction obtained

when V* interacts with an honest prover using inputs (z,w).

The Setup for Non-Malleability. Non-malleability for IPs involves an adversarial

“man-in-the-middle” M* who plays in two protocol executions, one where it plays “on

the left” as the verifier against an honest P using input (z,w) and one where it plays “on

the right” as the prover against an honest verifier using input z # = (of M*’s choice). For
e

non-malleability, we redefine the real distribution R(x w) 88 the distribution which outputs

(1,Z,w,7) obtained as follows:
- 7 is the transcript of the left protocol where P uses input (z,w);
- Z is the statement used in the right protocol;
- T is the transcript of the right protocol where V uses input Z;

- if V(Z,7) = 1 then @ is a witness to & € L (which exists with probability 1 — e by

soundness).

Definition 9 (Non-Malleability for IPs [35]) Let ¢ > 0. We say that the interactive
proof system(P,V') is e—non-malleable if for all efficient adversarial M*, there exists an
efficiently sampleable distribution SM™ which outputs (7,%,,7) such that for all efficient
distinguishers D,

‘PI‘RM*

(z,w)

Note Definition @ requires that M™*’s view during the protocols (7,7) can be simulated
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without knowledge of w. This actually holds whenever (P, V) is zero-knowledge, and is
analogous to Point 2 of Definition [6l Additionally, Definition [9] requires that the witness
w that M™* is using to prove & € L can also be simulated without w. This is analogous to

Point 3 from [6

4.3.2 ZK and NM for PCPs

Probabilistically checkable proofs (PCPs) also take place between a prover P and
verifier V', except the syntax is different from above. Here, P uses (x,w) where w witnesses
x € L to (non-interactively) produce the PCP transcript 7 € I'". Given 7, V draws Test ~ T
from a g—local distribution and outputs Test(z,7) (Test can read all of x but queries 7 in

only ¢ places).

Definition 10 (Probabilistically Checkable Proof System [11]) Let ¢ > 0 and ¢ €
N. We say that the protocol above is a probabilistically checkable proof system if the

following completeness and e—soundness properties hold.

Completeness: For all (x,w) such that w is a witness to x € L, if P and V follow

the protocol specifications and if P uses (x,w) as input then Ex [Test(uv7 7')] =1.

Soundness: For all x ¢ L, and for all T € T (possibly adversarially computed), there

exists Ly = {7V, ... 70} c T'™ of size |L,| < £ such that

Pry [Test(T) =1& 7 ¢ {TI(j) 70 e LT}] <e.

The adversaries in the definitions of ZK and NM for PCPs are modeled as decision
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trees of bounded depth. Let FJ, denote the set of decision trees of depth at most r.

Definition 11 (Zero-Knowledge for PCPs [47]) Let ¢ > 0 and r € N. We say that
a PCP system is e—zero-knowledge if for all depth r decision trees f € F},, there exists a
distribution S£ on I'" such that

A(Rf Sif) <e,

(z,w)’

where R{m W), T draws a random PCP T € T for proving x € L using w, and then outputs

the r coordinates of T which f reads.

Remark. In order to make the adversary as strong as possible, we model it as a depth r
decision tree so it can make its r queries to 7 adaptively. Since checking the proof requires
reading ¢ coordinates, ZK is only interesting when r > ¢ since in this case the adversary
reads enough of the proof to verify its validity, though by ZK is unable to learn anything

else about the witness (other than that it exists).

Setup for Non-Malleability. Similar to non-malleability for IPs, here the man-in-the-
middle adversary receives a proof 7 proving x € L using witness w and computes a new

statement Z # x and proof 7 = f(7) that & € L using some f € F},.

Definition 12 (Non-Malleability for PCPs) Let ¢ > 0 and ¢,r € N. We say that a
PCP system with q—local test distribution T is (e,{)—non-malleable if the following two

points hold:

1. for every depthr decision tree f € F},, there exists a distribution Si 7 on Supp(T ) xI'?
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such that for all (z,w) and proof T that x € L using w,

A(R{x,w),T’ S:{;T) <¢

where R{

z,w)

7 18 the distribution which draws Test ~ T and outputs (Test, 1), where

I C [n] with |I| = q are the coordinates read by Test.

2. for every x € L and f € F},, there ewists a list Ly, = {7:(1), . ,%(Z)} C I'™ of size

Lel < ¢ such that
f
PrT[Iest(%) =1& 7 ¢ {%I(j) 70 ¢ Lf,x}} <e,

where T = f(7) and I C [n] with |I| are the coordinates read by Test.

Remark. Note the syntactic differences and the similarities between Definitions and
[0l In both definitions, it is required that the adversary’s view and witness used in the
right protocol execution are independent of the witness used in the left. In Definition
these requirements are separated into two points whereas in Definition [9 there is a single
requirement. The reason for this is that in the IP setting, the view and right witness have
to be generated together since all parties must be efficient, and the right witness might not
be efficiently computable given the right view. We do not have this constraint in the PCP
setting so we can consider the requirements on the adversary’s view and witness separately.
This is convenient as the list-decoding-type PCP syntax for soundness is more complicated

than soundness in IPs. Finally, note that Definition [12]is remarkably similar to Definition [6]
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from Section[4.2] The main differences are that in Definition [6|we relax the requirement that
the tampering function is a decision tree, instead letting it be any function from a prescribed
tampering family F. Second, in Definition 6| we have to allow for the case when f is copying
the codeword; this is impossible in Definition [12| because we require the statements proved
on the left and right to be different: T # x. This leads to us using the trivial tampering

family Gyyivial in Definition [6] but not in Definition

4.4 Constructing LTNMCs

4.4.1 Our Outer Code and the Non-Malleable Affine Agreement Theorem

Notations Let F be a finite field, and let £ > 4 and d > 2 be dimension and degree
parameters, respectively. We denote by A the set of affine 3-planes in F¥, and C = F*.
Given ¢ € C, we write A(c) for the set of planes a € A which contain c. Let I' and T'a
be, respectively, the sets of k-variate and 3-variate polynomials over F of degree at most
d; let T'c = F. Given a polynomial ® € I" and a plane a € A, we will write « = ®|, € T'p

the 3-variate restriction of ® to a. Likewise, we write v = ®|. € F for the evaluation of ® at c.

As discussed in the introduction, our final code will be the concattenation of an outer and
an inner code. The outer code is a polynomial-based code of Reed-Muller type. The core
of the construction is showing that any coordinate-wise tampering of the outer code which
passes the local test with good probability corresponds to tampering the codeword (and
underlying message) according to an affine transformation. The inner code is a (standard)

non-malleable code against affine tampering. We combine the two using a composition
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theorem to get a non-malleable code against coordinate-wise tampering.

Outer Code. The outer code is a version of the “planes table” code of [55].

e Enc(m): For m € F, draw ® ~ I" such that (0) = m and output {®|,}.ca € F':“. We

will often write codewords as {(a, )}, _, with the understanding that a = ®|s.

acA

e Dec({(a,a)}sen): Given {(a,a)}aeA, find ® € I" such that (a,a) = (a,®|,) for all a € AE‘

If such @ exists, output m = ®(0), otherwise output LP_—]

e Test({(a,@)}aca): Draw ¢ ~ C, a,a’ ~ A(c); read (a,a) and (a’,¢’), and output 1 if

alc = d/|c (ac denotes the evaluation of « at c), 0 otherwise.

Codeword Tampering. We consider the family of coordinate-wise tampering function

F = {{fa}tacalfa : Ta = I'a}

Given {f,}, € F, and a codeword {(a, )}, we write the tampered codeword as
{(a, @) }a, with the understanding that (a, @) = (a,fs(«)) for all a € A.

The following theorem is the technical core of the entire construction.

Theorem 4 (Non-Malleable Affine Agreement) Fiz = |[F|~°W). Suppose {f,}aen €

F is such that

Pr(b,(c,a,a’) [TeSt({(a,d)}a) = ]_] > ¢,

3Such @, if it exists, can be found in time pon(\F\) by interpolation.

4 As written, decoding runs in time poly(|F|), which is exponential in the message length. However, local
decoding algorithms exist which run in time poly(X,log |F|,1/6) and output m (or a list containing m) with
probability 1 — 27> whenever the input is within distance & of a valid encoding of m. See for example [58].
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where the probability is over ® ~ T, and ¢ ~ C, a,a’ ~ A(c) and where {(a,a)}a =
{(a, ¢\a)}a, and {(a,d)}a = {(a,fa(a))}a. Then there exists an affine map T : T — T such
that

Pro,[a=T(®).] = Q(e).

4.4.2 High Level Map of the Analysis

In this section we describe, from a high level, how to prove Theorem [4, , which
is where most of the new ideas are required. Before diving into this, however, we briefly
mention the steps required to use Theorem 4| to get a complete analysis for a LTNMC
against coordinate-wise tampering. The first step is strengthening Theorem [4| from giving
an “agreement guarantee” to giving a stronger “list-decoding guarantee”. Specifically, we
can use Theorem |4/ 2 to show that for any {f;}. € F, there exists a short list of affine maps
{T(l)7 . ,T(l)} which explain nearly all of the test-passing probability. This part is mostly
standard. d. For example, it is analogous to how one strengthens the agreement guarantee
for the planes table LTC to a list decoding guarantee. The main theorem for the outer code

is the following, it is proven assuming Theorem 4] in Appendix

Theorem 5 ((Non-Malleability of the Outer Code) Fiz e = |F|~%W) and | = 4/¢. .

Suppose {fa}a € F is such that

Pr¢,(c,a7a/) {TeSt({(a,d)}a) — 1] >,

where the probability is over ® ~ T', and ¢ ~ C, a,a’ ~ A(c)ﬁ and where {(a,a)}a =

SEquivalently this probability is over m ~ F, {(a, @)} ~ Enc(m) and over (c, a,a’) the randomness of Test
SEquivalently this probability is over m ~ F, {(a,«)} ~ Enc(m) and over (c,a,a’) the randomness of Test
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{(a,dJ\a)}a, and {(a,d)}a = {(a,fa(a))}a. Then there exists a list Lig,y = (T .., TO}

of affine maps TU) : T — T' of size at most ILgey| <1 such that
Pro () |dle = @/lc & & ¢ {TD(9)],}: TO € Lyg, | = 0(e)

. The second step is to construct the “inner code”. For this we will use a new elementary
construction of a (standard) NMC against affine tampering. As mentioned in the introduc-
tion, prior constructions for non-malleable codes against affine tampering are known[4} [1,22]
7] but our construction is much simpler. When the message space is large, our construc-
tion is more efficient than the one in |4, [1] 15] as our encoding algorithm does not require
drawing large random primes. Our code achieves a better rate/error tradeoff than the
construction of [22]. ]. The inner code construction and analysis appears in Section4.6.1]
1. The final step is a composition theorem to combine the outer and inner codes into a
concattenated code which is non-malleable against coordinate-wise tampering. This part

appears in Section4.6.2

Proving Theorem 2. Proving Theorenfd]involves essentially analyzing a new low-degree
test, similar to the planes table which was analyzed in[55, [17]. In the setting of those works,
each plane is labeled with a low degree polynomial (defined on the plane) such that the
intersections agree with non-negligible probability. In our work, each plane a € A is labeled
with a function f, : I'a — I'a mapping low-degree polynomials to low-degree polynomials
with the following modified agreement guarantee: if c € ana’ and «|. = /| then with good

probability é|c = o/|c where (&, ') = (f(«), .(’)). Unsurprisingly, the analysis of this test

68



borrows significantly from the analysis of the analysis of the basic planes table. However,
several new ideas are needed as well. At a very high level (and slighly inaccurately), the
ideas from the planes table analysis (specifically the analysis of[17]) lets us move from a
non-negligible agreement guarantee, namely Pre (c a4 [Test({(a,d)}a) = 1] > e, to a high
agreement guarantee on a small but non-negligible fraction of planes. . This moves us
from the low soundness regime to the high soundness regime which is much easier. We
then use new ideas to complete the analysis. We describe this further momentarily. We
briefly mention that the low-to-high soundness conversion method of [17] 7] uses crucially
the sampling properties of the incidence “planes vs points” graph. Due to the differences
in our setting we need to use the sampling properties of the “incidencexagreement” graph

which we establish. More information about this part appears in appendixA.1}

Finally, we walk through the proof of the affine agreement theorem assuming we
are in the high soundness regime. As mentioned, this is where the bulk of our new ideas are
needed. Suppose for the moment that {f,}, € F is such that the test passes with probability
1, instead of with probability e (we will show how to remove this assumption below). If this
is the case then for all ® € I, there exists ® € I" such that & = <T>|a for all a € A. So in this
case, {f,}, defines a map F : ' — T, via F(¢) = ®. We must show that F is affine. The
key point is that because {f,} acts coordinate-wise on {(a, @)}, it must be that for every
aeA, if &, €T are such that ®|, = ¢’|, then F(P)[, = F(P')],. . So in words, F maps

polynomials which agree at a to polynomials which agree at a for all a € A. We show that

such F' must be affine.
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In order to illustrate how this proof works, let us simplify the situation by changing the
parameters. Instead of working with F': I' = I' , where I' is the set of degree d polynomi-
als, let us assume instead that F' maps linear polynomials to linear polynomials, and has
the following modified property: for all ¢ € C, F maps polynomials which agree at c to
polynomials which agree at c. Now, suppose we fix three points c, ¢, co on a line ine in our
space and draw eight random field elements ~v,~', 7", ", 71,71, 72, ¥4. Now, we draw four
random m linear polynomials such that 1) first polynomial evaluates to -y, v1,75 at c,c1,co
2 respectively. 2) second polynomial evaluates v/, ~,75 at ¢, c1, ca 3) third polynomial eval-
uates to 7", v1,72 4) fourth polynomial evaluates to v"”,71,72 at ¢,c1,ca . These lines are
graphed in Figure on the left. . Note, that, v,~",7”,7" share the linear relationship
v —~"=+" —+". By modified property of F, these four lines are mapped to four other
lines which share the same intersecting structure (the right side of Figur This forces
the same linear relationship 4 — 4" = 4” — 4" to hold on the right. It follows that that

c-th co-ordinate function of F' is affine. . The same argument shows that every coordinate

function of F' is affine, from which it follows that F itelf is affine.

We now discuss the first part: how to get the above ideas to work assuming just
that the test passes with non-negligible probability € instead of probability 1. The first point
is that we don’t actually need to assume that the test passes with probability 1, everything
we discussed above works if the test passes with probability 1 — § for sufficiently small 9.
The key is to show that if the test passes with probability & then there are small subsets

I c T and A’ C A of non-negligible weight such that, conditioned on ® € I and a,a’ € A’
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, the test passes with very high probability 1 — . Theorems of this type have been proven
before in the context of LTCs and PCPs, however, our situation is a bit different because
our test chooses ® ~ I' | whereas usually in LTCs, ¢ is fixed and only (c, a,a’) are chosen.

It is useful to cast our situation in the same terminology as standard low-degree
theorems. We think of the tampering function data {f,}, as assigning the 3-variate low-
degree polynomial @ = fy(a) to the plane/polynomial pair (a,a). Thus {f.}, is a a
planes/polynomials table, i.e., it is like the planes table from [55] which assigns a poly-
nomial to each plane, except that the index set now consists of all plane/polynomial pairs.
In [55] it is shown that for any planes table which passes the test with probability e ,
the incidence grap splits into “near cliques” of weight roughly ¢ , where the test passes
with high probability whenever both planes chosen belong to the same clique. Recently,
several works [45) 52| [17) 131} 32]prove similar theorems for various types of tables where
they appeal only to the sampling structure of the incidence graph. Thus, the first part
of our proof of the non-malleable affine agreement theorem works by demonstrating that
the incidence x agreement graph is a good sampler; then we use the machinery developed in
prior work to get our result. The incidencexagreement graph is the graph whose vertices
are pairs (a,a) and where ((a,a),(a’,a')) € E iff ana’ € C and if afana = o/[ana see

appendix for formal proofs.

"The graph whose vertices are the planes, and edges indicate that the two planes intersect in a point.
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Figure 4.1: Affine agreement testing

4.4.3 Proof of Theorem [4]

Notation. We have already defined A and C to be the sets of 3—planes and points over
F™ for a finite field F, and we have already let I', I'n be the sets of m—variate and 3—variate
polynomials of degree at most d, also I'c = F. For convenience we define A = A x I'p and
C = CxT'c. We have already defined A(c) as the set of planes a € A which contain c. Now,
given (c,7) € C we similarly define A(c) to be the set of (a,a) € A such that ¢ € a and

ale =7.

Theorem E (Restated). Fiz e = |F|7%W). Suppose {f,}aca € F is such that

Pro (caa [Test({(a,d)}a) = 1} > 6e,

where the probability is over ® ~ T', and ¢ ~ C, a,a’ ~ A(c) and where {(a,a)}a =

{(a,dD\a)}a, and {(a,d)}a = {(a,fa(a))}a. Then there exists an affine map T : T — T such

8Equivalently this probability is over m ~ F, {(a,a)} ~ Enc(m) and over (c,a,a’) the randomness of Test

72



that

Pro,[a=T(®).] ==

In this section, we separate the proof into two parts by stating two lemmas which combine
to immediately prove the theorem.
Proof of Theorem E Suppose £ = |[F|~*() is chosen so it satisfies Lemmas @

and |7} below. Let {f,}, € F be such that
Pre (caa) [dlc = &[] > 6e. (4.1)
By Lemma @ below, there exists a function h : C — I'c such that
Pr(a o)~axr [PraNé(g) [dle=7] >1- C] > 2e, (4.2)

where 4 = h(€), @ = (a, ®|,), and where ¢ = |F|~%() is specified precisely in Section

By Lemma |7} there exists an affine map T : I' — I' such that

Pr(a 0)puaxr |6 = T(®)]a] > 2. (4.3)

Lemma 6 (Global Agreement) There ezists ¢ = |F|~*(") such that whenever {f,}, € F

1s such that 1} holds, there exists h : C — I'c such that 1) holds.

Lemma 7 (Affine Agreement) There exists ¢ = |F|~%(1) such that whenever {f,}, € F

and h : C = T'c are such that |D holds, there exists an affine T : I' = ' such that |D
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holds.

Lemma [6] is proved in Appendix using a sampler-based decoding argument similar to
ones which have appeared in several recent works. Lemma[7]is proved in Section Most
of the ideas involved in this proof, including the new linearity test which is analyzed are

new to this work.

4.5 Affine Agreement

In this section we prove Lemma [7] restated in an expanded form below. We begin
here by reducing Lemma [7] to Claims and [9) which we will prove in Section [4.5.2 after
gathering some background on linearity /low-degree tests in Section m Recall that a

function T : T' — T is affine if there exists u € F and ®¢ € T" such that T(®) = u - S + P.

Lemma [7 (Restated). Suppose {fa}a C{f:Ta = Ta}, h:T'c = Tc and GC AXT are

such that |G| > 2¢ - |A x T, and

Prooyc[¥~al >1-¢, (4.4)
e~C(3)

where (e,() are as in Lemma @ Then there exists an affine map T : I' — I" such that
Pr(s 0)G [54 - T(CD)H >1/2.

Claim 7 Let (5, ¢, {fa},h, G) be as in the hypothesis of Lemma@ so that |D holds. Then

there exist affine maps {Tc}eec with Tc : T'c — T'c such that Pre_¢ [7y = Tc(’y)] >1-&
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holds, where § = 32(d + 1)(¢ + 6).

Claim 8 Let (e,(, {fa}, h, G) be as in the hypothesis of Lemma@ so that 1) holds, and
let {T¢} be the family of affine maps promised by Claim @ For each c € C, let uc,vc € F
be the scalars defining T¢, so Te(y) := uc - v+ ve. Then there exists u € F such that

Prec [uc = u] > 1— &g, where §g:= (d+2)(¢ + ) + 44z + 2/|F|.

Claim 9 Let (E,C, {fa}, h, G) be as in the hypothesis of Lemma@ so that 1) holds, and
let {Tc} be the family of affine maps promised by Claim [1, with Tc(y) = uc - v + v,
as in Claim @ Then there exists ®g € T such that Prec [vc = d>0(c)] > 1 — §g, where

g =8(d+3)%(C + G+ &)-

Proof of Lemma |7| Assuming Claims |z, |§ and E Let (5, ¢, {fa},h, G) be
as in the hypothesis of Lemma |7, so that (4.4)) holds, and let {T.} be the family of affine
maps promised by Claim [7| Define the affine map T : ' — I" by T(®) := u - ® + ®(, where

u € F and ®y € I" are the quantities guaranteed by Claims [8]and [9] respectively. We have

< Priag)ec [T~ @ & 7 = Te(y) & e = u & ve = 9o(c)| < Prao)c [dle = T(®)Lc]-
c~C(a) c~C(a)

e~ w

This follows from 1' Claims @ and the sampling of A x I / C. We have used the loose
bound 1/4 < (¢ + &g+ g+ §g+ ) where ¢ > 0 (resp. §z, &g, o) are the quantities from the
statement of Lemma |7] (resp. Claims and @, and § > 0 is the sampling parameter. It
follows that Pr(, ¢)ug[@ = T(®)[s] > 1/2, since whenever & and T(®)|, agree on half of the

c € C(a), they must be equal as they are both low degree. The lemma follows. m
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4.5.1 Linearity Testing Background

In this section we state three facts which we use in the next section to prove the
claims. Throughout this section we use notations consistent with the rest of the paper.
Additionally, in this section we use B as the set of lines in F¥ and I'g is the set of univariate
polynomials over F of degree at most d. Recall T : I'c — I'c is affine if there exist coefficients
u,v € F such that T(x) = u -z 4+ v for all x € T'c. The first fact is standard and can be

proved using linear algebraic methods.

Fact 2 (Linear Dependence of Polynomial Evaluations) Suppose |F| > d + 2. For
any b € B and distinct cg, . ..cqr1 € C(b), there exist non-zero coefficients ro,r1,...,7q+1 €

F such that for all 5 € I'g,
d+1

Z’I"i ﬁ|cZ = O

=0
The second and third facts are proved in [56]. The second fact gives a sufficient condition

for a function f : F¥ — F being close to a multivariate low-degree polynomial.

Fact 3 (Robust Characterization of Low-Degree Functions) Fiz x > 0 such that

HSW. If f: C— F is such that

Prp.g|3 8 € g st Preocw) [f(c) =Bl =1 - ﬁ} >1-k,

then there exists ® € T' such that Pre.c[f(c) = ®(c)] > 1 —2(d + 3)k.

Fact 4 (Testing Affine Maps over Large Fields in High Soundness Regime) Fizk >
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0 such that k < %. If f :T'c — ¢ is such that

Proynrc|[f(2) + [y +2) = [l +y) + ()] 21—k,

then there exists an affine T : Tc — D¢ such that Prop. [f(z) = T(2)] > 1 — 2k.

4.5.2 Proving the Claims

In this section we restate and prove the claims used to prove Lemma

Notation. Throughout this section, we assume {f,}, C {f : Ta — Ta}, h: I'c = I'c and
G C A x I' with |G| > 2¢ - |A x I'| are such that (4.4) holds. Namely, we assume that the

hypotheses of Lemma |7, We also use 4 = h(€) throughout.

Claim E (Restated). There exist affine maps {Tc}eec such that Pr_ g7 = Te(v)] =
1— 4

Proof. Consider the following distribution, D on C x F%. Ultimately, the output
of D is just uniform, however the internal choices of D help in our analysis. D works as

follows:

1. draw b ~ B and distinct cg, ¢y, .. .,cqr1 ~ C(b); let rg,...,rg11 € F be the coefficients

guaranteed by Fact

2. draw 70,78, ..-,7% 78 ~ Tc; let € = (ck,7L), and 7% = h(c;x) for i = 0,1 and

k=0,...,d;
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3. for i,j € {0,1}, let 3%/ € I'g be the unique polynomial that agrees with ~} at ¢y and

'}/i at Ck for all £ = 1, . ,d, let Bl,] = (b,/BZ’]),
4. fori,j € {0,1}, draw (a; ;, PHI) ~ G(BM) and set " = f, (q’i’j’ai,j) and B4 = @b |y;

2%

D. let (;5/7 ;5/7 ;V,’ ;V”) = (h(Cd+1, ’Y)a h(cd+17 7/)7 h(cd+17 7,/)7 h(cd+17 ’y,”))a where
(7’ 7/7 /7”7 ’7,”) = (/8070’Cd+1 9 B1’0|Cd+1 ) ﬁo’l ‘Cd+1 9 BLI |Cd+1) 7

here | denotes the evaluation of the polynomial § at the point c;
6. output (C7$ay72> = (Cd+17777/ - f)/vf)//)'

Note that the output of D is uniform on C x F‘Z. Indeed, c44+1 drawn in Step 1 is uniform

since B / C is biregular. Moreover, given any fixed 71, . .. ,'y,i, ~" varies uniformly as 78 does.
Then, given any fixing of (70,71, ...,7i), 7 varies uniformly as (7?,...,7?) does. Finally,
given any fixing of 7§ and (v9,~1,...,72,71), v/ varies uniformly as 7 does.

Now, let E be the event: 7§ ~ B3~ % Y (i,5,k) € {0,1}2 x {1,...,d}, where the
7}/6, i, and '?i are the internal values drawn during steps 2 and 4. By the assumptions of
Lemma (7| and the sampling of A x F/E, we have PrE,E,(aA)) [& ~ &] > 1—( — 9, where the
probability is over b ~ B, € ~ C(b), (a,®) ~ G(b). It follows from the union bound that
Prp [E| > 1 — & /8 (substituting § = 32(d + 1)(¢ + 0)), since each (b; j,i0,ai,;, P*7) and
(bij, ik, i j, P*7) are, individually, drawn in this way for each (i, j, k) € {0,1}*x{0,...,d}.

We complete the proof by showing that whenever the sampling of (c,z,y,2) ~ D

is such that E occurs, it holds that h(c,z) + h(c,y + z) = h(c,z + y) + h(c, z). Together
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with Fact {4, this implies that there is a family of affine maps {T}cec such that

&

Prec Pr’wac [:7 = TC(’Y)] >1- 5 >1- 6;7

2

which implies the claim.

So it suffices to show that

’7*’}/ :’Y” 7,}//// and ,?75/ _ ,7// 75///
both hold whenever E occurs (the first equality always holds, the second holds whenever E
occurs). This follows from Fact [2| The first equality holds since the 5%/ are low-degree and
for all (,7,k), 76 and yi are the evaluations of 5%/ at cy and cy, respectively. Thus Fact

gives

ro - g + <Zz:1 Tk - 72) +ra -y =0 ro-y+ <Z}f:1 Tk '72) + 74417 = 0;

o - g + (Zgﬂ Tk ’Yii) +rap1-y" =0 o5+ (Zi:l Ty - ’Yé) +7ra41 7" =0,

which simplifies to v — 9" = +"” — +" since rq11 # 0. Likewise, for the second equality, the
B4 are low degree and when E occurs, the % and % are the evaluations of 87 at ¢y and

~ 1 ~ I

ck. As above, this implies ¥ —4' =4" —5". =m

Claim 8 (Restated). Let {Tc} be the family of affine maps promised by Claim [7; for
each ¢ € C, let Tc(y) := uc -y + ve for uc,vc € F. Then there exists u € F such that

PrCNc[uc = u] >1— &g, where §g= (d+2)(¢ +9) + 44z + 2/|F|.
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Proof. We prove that Prc «/c [uc = uc/] > 1 — §g which suffices since

Prconc [uc = uc/] = Z pz < max {pu Tu € F},
ueF

where p, := Preoc [uc = u} is shorthand. As in the previous proof, we describe a distribution

D' on C2:

1. draw b ~ B and distinct cg, cq,...,cqr1 ~ C(b); let ro,...,rq11 € F be the coefficients

guaranteed by Fact let up,uq+1 € F denote the linear terms of T, and T

Cd+41

respectively;

2. draw 70, v¢, vk ~ Tc for k = 1,...,d; let €0 = (co,7y) for i = 0,1 and ¢ = (c, )

for k=1,...,d; let 7§ = h(S;0) and % = h(c);

3. for i € {0,1}, let ° € T'g be the unique polynomial that agrees with 'yé at cg and

at ¢, forall k =1,...,d; let b; = (b, 3%);
4. for i € {0,1}, draw (a;, ®!) ~ G(b;) and set &' = f,,(®!|5,) and Bl = &b
5. let (%,7) = (h(cas1,7), h(ca1,7")), where (1,7) = (B%crer Beasr )i
6. output (c,c’) = (co,Cq41)-

Note that D’ outputs two random points on a random line, which is within statistical

distance 2/|F| of uniform on C2. Let E’ be the event:
1. 3h~ B~ Y (i,k) € {0,1} x {1,...,d}; and
2. (~87 ~67 5/7 ;5/) = (TCO (78)7 TCO (’7(%)7 TCd+1 (7)7 TCd_H (7,))
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The first condition occurs with probability at least 1 — (d + 2)(¢ + J); as in the proof
of Claim |7, this follows from , the sampling of A x I /E, and a union bound. The
second condition occurs with probability at least 1 — 44z, by Claim [7l Upon substituting
s = (d+2)(C + ) + 44z + 2/|F|, we get Pricyoc2 [E'] > Prpy[E] —2/|F| > 1§ Asin

the proof of Claim [7] Fact 2] gives
ro- (W0 =) +rar1- (Y =) =0=r0- (3 =) + rar1- (7 — ).

Substituting (50 —5) = o~ (7§ =) and (¥ —7') = ugy1-(y—7") gives ray1(ugs1 —uo)(y—
') = 0 which means u411 = ug since 7441 # 0 and vy # /. Thus, Prc ooc[uc = ue] > 1-8.

Claim E (Restated). Let {T.} be the family of affine maps promised by Claim m Then
there exists ®g € I with Preuc[Tc(0) = ®o(c)] > 1 — gy, where § = 8(d +3)*(C + & + &).

Proof. Let v: C — F as a function mapping ¢ — vc = T¢(0). Let £ := 2(37?3). We

will show that
Pry.g [3 B €Tg st Prouc)[ve = Bl > 1 - 5} >1-¢. (4.5)
The claim then follows from Fact |3 Towards establishing (4.5)), note that

Prao)G [Ve =Bl —u-Blc] > 1— ((+ &+ &) > 1—£(€—9),
b~B(a)
c~C(b)

where 8 = ®|, and § = alp; we have used £(6 — §) > €2/2 = ¢ + § + §g. This follows
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immediately from (4.4) and Claims [7|and |8l By an averaging argument,

Pr(a0)eG [Precciyy [ve = Flc] 2 1-¢] > 1-¢+5,
b~B(a)

where 3/ = 8 — u - 8. The bound (4.5) now follows from the sampling of A x I'/B. m

4.6 A Locally Testable, Non-Malleable Code

In this section, we give a construction of a locally testable non-malleable code
against coordinate wise tampering. We take the outer code, (ELtnm, Dirnm, Toernm) from
section and compose it with a new non-malleable code, (E,f, Dasf), against affine tam-

pering to get the final code.

4.6.1 A Simple Non-malleable Code against Affine Tampering

We begin with a new constant rate, non-malleable code against affine tampering.
This result is not new, several prior works [4} [23] 48| [22] give such codes, however, our

construction is considerably simpler than those prior.

Notations. Let F be a finite field and K/F a degree 3 extension, so K = F[z]/(p(z)) for

3

an irreducible cubic polynomial p(z) = 2® — eaz? — e;x — 9. Thus K is a 3-dimensional

F—vector space with basis {1, 0,02}, where o € K is a root of p(z). The ‘multiplication by
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o’ map F? — F3 is linear, specified over this basis by the matrix

Y=11 0 ¢ € F3%3,

Our code makes use of an e—high entropy encoding, (E, D), with codeword space F, such that
for all m, c*, Pre.wg@m) [c = c*} < e. Such codes can be trivilally constructed by appending

a message with a random string of length log(l / e).

Construction. Let (E,D) be an e—high entropy code with message space M and code-
word space F, and let m € M.

e E.r(m): Draw r ~ F;w ~ E(m) and output w +r - o +wr - o? € K.

e D.(c): Parse c=co+c1-0+ca-0?;if ¢y - ¢ = ca, output m = D(cp); if not, output L.

Theorem 6 Fiz e > 0, and let (E,D) be an e—high entropy code with message space M
and codeword space F. Then (Eug, Dagr) is a (2 + 2/|F|)—non-malleable code against affine

tampering functions.

Proof. Fix an affine map f given by f(z) = sz + t where s,t,z € K and fix
any message m € M. Parse s = So+81-0+sy-02andt =tyg+t;-0+1ty- 02 To
prove the theorem, we exhibbit a trivial tampering function g; (i.e., either constant or
the identity) such that the tampering distribution (Daﬂ—‘ ofo Eaff) (m) outputs gr(m) with
probability at least 1 —2¢ —2/|F|. The trivial function gy is f if f is either the identity or a

constant function mapping to a valid codeword, and is the constant L function otherwise.
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Specifically, if (s,t) = (1,0), gs is the identity; if s = 0 and tg - t1 = ta, gy is the constant
function mapping everything to ¢; otherwise g; is the constant L function. The key point,

is that for all m € M, the distribution f(Eag(m)) draws w ~ E(m), 7 ~ F and outputs

w to to + sow + epsar + (eps1 + epeasa)wr Co(w,r)
Slr |+t =] t1+sw+ (so + e1s2)r + (e1s1 + saep + seerex)wr | =+ | Cy(w,r)| »
wr to ty + sow + (81 + eas2)r + (s + €281 + s2€3 + s2e1)wr Co(w,r)

where S € F3*3 is the ‘multiplication by s’ matrix: S = so- 1 + 51X+ s2- 2. In the above,
we have defined bilinear (i.e., of the form a+ bz + cy+ dzy) polynomials Cy, Cy, Cy € Flz, y].
Note that if Co(z,y) - Ci(x,y) # Ca(z,y) as polynomials, then Co(w,r) - Ci(w,r) = Co(w,r)
holds with probability at most 2¢ 4+ 2/|F|, in which case (Daff ofo Eaff) (m) = L with high
probability. This follows immediately from Schwartz-Zippel and the low entropy property of
(E,D). Therefore, in order to prove the theorem, it suffices to show that if Co(x, y)-Cyi(x,y) =
Ca(x,y) holds, then either s = 0 or (s,t) = (1,0). We assume Co(z,y) - Ci(x,y) = Cao(x,y)

holds, and we prove the following three items:
1. either s; = 0 or so = 0;
2. 51=0& 50 =0;
3. if s1 = s9 = 0 then either so =0 or sg = 1 and tyg = t; = t5 = 0.

The third point is easiest: if Co(z,y) - C1(z,y) = Co(x,y) and s; = sy = 0 then plugging
gives

(to + sox) - (t1 + soy) = t2 + soxy,
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from which it follows that either sg = 0 or s = 1 and ¢; = 0 for all i = 0, 1, 2. To prove the
first point, note that if Co(z,y)-C1(z,y) = Ca(z,y), then sq-s1 = 0 (since the 22 coefficient
in Cq is zero). If s = 0 we are done; if sg = 0 then eoelsg =0 (since y? coefficient in Cy is
zero), which implies e1s9 = 0 since ey # 0 (else p(x) is reducible). If so = 0 we are done;
if e; = 0 then e%s% = 0 (since zy? coefficient in Cy is zero). Again, eg # 0 so 53 = 0 so the
first point follows.

Finally, for the second point, assume s; = 0. Then sgpsg - (eg + e1e2) = 0 since
the coefficient of 22y = 0 in Cy. Note ey # —ejes since otherwise p(z) is reducible: p(z) =
(x — e2)(z? — e1). However, if sp = 0 then, as shown in the proof of the first point, s = 0;
therefore s; = 0 implies so = 0. Conversely, if so = 0 then egsgs; = 0 (coefficient of xy?
in Cy is zero), so sgps; = 0. If sp = 0 then eos% = 0 (coefficient of 2%y in Cy is zero). Thus

so = 0 implies s; = 0, and we are done. m

Remark. In our LTNM code in the next section, we will use (E,f, Dafr) to encode a
random w € F and so the high entropy encoding is not necessary. The precise claim we
use is stated below. The proof is the same as above since if Co(z,y) - C1(z,y) # Ca(x,y) as
polynomials, then Co(w,r) - Ci(w,r) = Co(w,r) holds with probability at most 4/|F| over

w,r ~ F.

Claim 10 Let f : K — K be affine of the form f(x) = sz +t for s,t € K such that s # 0

and (s,t) # (1,0). Then Pry, ,~F [Daff(f(w +r-04wr-o?)) # J_] < 4/|F|.
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4.6.2 A LTNM Code via Composition

Composition Overview. The local test of our main construction from Section [4.4] passes
whenever codewords are tampered by a coordinate-wise affine function. Thus, in order to
use our main construction to build a fully LTNM code, we must modify the test in such a
way so that it fails whenever a non-trivial affine tampering function is used. We do this in
two steps. First, we modify the local tester so that it locally decodes a specified polynomial
evaluation. Second, the tester checks that the evaluation recovered is a valid codeword of
(Eafr, Dafr), if not it outputs L. Essentially, the reason this works is that the local decoder
will output L unless the codeword is tampered with an affine function, in which case the
evaluation recovered is an affine function of the original evaluation. If the original evaluation
is a random valid codeword of (Ef, Dagr) then by Claim the recovered evaluation is a

valid codeword only if the affine tampering function is trivial.

Notations. As in the previous section, let K/F be a degree 3 extension with F—basis
{1,0,0%}. Let k > 5 and d > 2. As in the rest of the paper, let A be the set of 3—planes
in F¥ and C = F*. In this section, we use B and A to denote the set of lines and 4—planes
respectively(note, the second usage is different from rest of the paper where we used A to

denote A x T'p). Let p = (1,0,...,0) € F*.

Construction. Let E () denote the procedure which draws w,r ~ F, and outputs the
value w + 7 - 0 +wr - 02 € K; let D¢ be the decoding algorithm from the previous section.

Let m € K be a message.

e Enc(m): Draw v ~ E,¢(); and ® ~ T such that $(0) = m and ®(p) = v; output
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{(37 q)a)}aEA'

e Dec({(a,a)}sca): Find ® € I such that (a,a) = (a, ®|,) for all a € A. If such ® exists,

and if Daff((D(p)) # 1, output m = ®(0), otherwise output L.

o Test({(a,®)}aca): Draw b ~ B(p), c1,c2,¢3 ~ C(b), ¢, ~ C, a1 ~ A(c,¢1), az ~

A(c,c’,c2), az ~ A(c/,c3). Read (a1, 1), (ag, a2), (a3, a3) and do the following.

1) Check that aqlc = ag|c and az|e = as|e; if not output 0; if so use interpolation
to recover € I'g, the unique degree 2 polynomial such that f|., = «;lc, for

i=1,2,3; let v = Bp.
2) If Duygr(v) # L, output 1; otherwise output 0.
Theorem 7 Let{, s as in theorem|5. Then the code (Enc, Dec, Test) above is a (¢, &) —locally

testable, non-malleable code against F, the family of coordinate-wise tampering functions

where & = O(1/?).

Proof. Fix a tampering function f = {f,}, € F. Let G be the family of affine
maps. We prove that (Enc,Dec, Test) is LTNMC by showing conditions of Definition [6]
holds. The first condition is trivial. It is also not difficult to see that the distribution S¢
that draws m’ ~ K and outputs Tamper¢ -(m/) satisfies the second condition. Therefore, it

remains to exhibit a list L¢ C Gyrivial Of size at most |L¢| < ¢ such that val < O(¢'/2) where

val 1= Pro yana| Test passes & (A1, g, a3) ¢ { (hay (®]a)), hay (Play), hay (D]a3)) : {ha}a € Lf}},

where & = f,,(®ls,). In the course of the proof of Theorem [5| from Section |4.4.2(see
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appendi <D a similar list Lf C G of size at most |L{| < ¢ was constructed such that

Prd),(c,al,ag) |:O~41‘c = dQ‘c & (&17&2) ¢ {(gal (¢|a1)agaz(¢‘a2)) : {ga}a € L;f}] <e

where this probability is over ® ~ I" and ¢ ~ C, a1, as ~ A(c). Our list L C H is the set of

trivial {ga}a € L{. The quantity val can now be bounded
val < Pro rand [E1 VE] V E; V Es]

for the following events:
Eq: 541’c = 542’c & (641:542) ¢ {(ga1(¢‘a1)aga2(¢’a2>) : {ga}a = L:’};

Ej: ol = dsle & (a2,d3) & {(8h,(Play), 85,(Pla)) : {85} € L}

Es:  the {ga}a, {g.}a € G which agree with f from E; and E/ are distinct and such that

8as (q)‘aQ) = ggg(¢|32);

Es: the same {g.}a € G results from E; and E}; this {ga.}a € G is non-trivial, but the

affine check passes: D,g(0) # L.

The marginal distribution on ap from rand is uniform, so Pre rang [Eg] = (’)(]F\’l). By
Claim Pro rand [Eg] < 4/|F|. We prove Pre rand [El] <el/2 4 (’)(|F\*1). The same holds
for Ef, and the result follows. Towards bounding Pre rand [El], note that drawing ® ~ T’

uniformly, rather than uniformly subject to (0) = m and ®(p) = v changes the probability
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by at most O(!F|f1). Therefore, in the calculation below, we assume ® ~ I". We have

2
Pr¢,rand [E1]2 = E¢,c~C,ag~A(c) [Pralwrand(c,ag) [El]} < E¢,C,32 [Prmwrand(c,ag) [E1]2:|

< Ed),c,ag [Pral,agwrand(c,ag) [&1|C = d?’c = 5[3‘(: & (5[1, d27 d?)) ¢ l—:‘]} + O(“:’_l)v

where “(Gq, &2, as3) ¢ L{” is shorthand for

(&17&27&3) ¢ {(ga1(¢‘al)>ga2(¢’a2)’gas(¢‘a3)) : {ga}a € L;‘}

and the O(|F|~1) term in the second line accounts for the case when there are {g,}a, {gh}a €
L’ such that ga,(®la,) = g1, (®la,) holds. Note that if &1 = ga, (Pla,), and Go # ga, (Pla,)

then &;|c = di|c occurs with probability (’)(!F\*l). It follows that

Pro rand [E1]2 <Pr  oca [541|c = a3lc & (a1,a3) ¢ Lfc] +O(JF|h).

a1,az~rand(c,az)

Therefore, it suffices to show that for all ¢ € C, the distribution which draws as ~ A(c),
a1, ag ~ rand(c, az) and outputs (ay, ag) is within statistical distance O(|F|~!) of uniform on
A(c)?. The distribution rand(c,as) draws ca ~ C(as), c; ~ C(b), where b is the line through
p and cg, and outputs a; ~ A(c,c;). This is equivalent to drawing ¢; ~ C(3z2) and outputting
a; ~ A(c,c1), where @y is the 4—plane containing as and p. Thus the distribution which
draws ag ~ A(c) and then aj,as ~ rand(c,az2), outputting (ai,as,as) can be equivalently
described by drawing a1, as ~ A(c), ¢; ~ C(a;) fori = 1,3, a3 ~ A(c, p,c1,c3) (i.e., a random

4—plane containing ¢, p,c1,c3), a2 ~ A(c,a2) and outputting (aj,as,as). In the previous
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calculation we have ignored error terms of size O(|F|~!). Thus the marginal distribution

on (a1, a3) is O(|F|~!)—close to uniform on A(c), and the result follows. m
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Chapter 5

Conclusions

5.1 Thesis Summary

Over the last few decades many different notions of pseudorandomness and pseu-
dorandom objects have been studied. One important example of such objects is the notion
of expander graphs which has found many applications in theoretical computer science. Re-
cently, Ta-Shma[60] constructed binary codes based on random walks on expander graphs,
that achieves almost optimal rate-bias trade-off. The proof of his construction uses linear
algebra in a elementary but intricate manner. As our first work in this dissertation, we give
an alternate proof of Ta-Shma’s[60] construction using only repeated applications of the
expander mixing lemma. Our proof is more combinatorial and arguably simpler compared
to Ta-Shma’s original analysis. Additionally, we showed that our techniques can be used
to give an alternate proof of the expander hitting set lemma. In our second chapter, we
proved a new mixing result that roughly says: in certain non-abelian groups, a random

three term progression tuple behaves like a random tuple whose each element is sampled
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independently randomly. Our result resolved a more than a decade old conjecture in addi-
tive combinatorics, by Gowers[43]. As an immediate consequence of our result, it follows
that there are finite groups in which all three term progression free subsets are small. In
our third work, we proposed a new code. This code is called locally testable, non-malleable
code(LTNMC). Informally, LTNMCs come with efficient testing algorithms that gives the
following guarantee: if any tampered codeword passes the test with high probability then
it must be encoding either the original message or a statistically unrelated one. We gave a
construction of such code in a popularly studied adversary model. Along the process, we

also gave a new and efficient non-malleable code against affine tampering functions.
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Appendix A

A.1 Sampler Graph Preliminaries

A.1.1 Basic definitions and Facts

Definition 13 (Biregularity) Let A/B be a bipartite graph and fix n > 0. We say that
A/B is n—biregular if the distribution which draws a ~ A, b ~ B(a), and outputs (a,b)
is within statistical distance n of the distribution which gives the same output by drawing

b~ B, a~ A®b)[]

Biregularity ensures that for any B’ C B of size |B’| = A-|B], the expectation (over a ~ A)
of Pryp(e)[b € B'] is close to \. We say that A/B is sampling if a concentration bound

holds.

Definition 14 (Sampler Graph [64]) Fize,d6 > 0. We say that the bipartite graph A/B

is (,0)—sampling if for all subsets B’ C B of size |B'| = X - |B],

PraNA

‘PrbNB(a) be B - )\’ > s] <.

!This is related to the usual notion of biregularity; specifically, if A/B is biregular in the usual sense,
then it is O—biregular in the sense of Definition @
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Double Samplers. A triple (A, B,C) is called a double sampler if B/C' is sampling and
for all c € C, A(c)/B(c) is sampling. Double samplers have been used implicitly in several
works prior to their formalization in [33]. We use them implicitly in this work as well. The
construction in [33] is of a double sampler of linear size (i.e., |A| ~ |B| ~ |C|) based on high-
dimensional expanders. The double samplers used in this work are built from elementary
means and are not linear size (our double samplers have |A| > |B| > |C|). Importantly,
a random object in our parameter regime is a double sampler with good probability, while

this is not true in the linear size regime.

Fact 5 (Properties of Samplers) Suppose A/B isn—biregular and (¢,0)—sampling. We

have the following.

1. Forany p >0 and f: B —[0,1],
Pro.a UE’“B(“) [f(b)] — Ebn [f(b)]‘ > e+ 2,0] <4d/p.

2. For any p >0, B/A is (,0, 2(e4+4d+ n)/p)—sampling.

3. For any B' C B of size |B'| = X - |B| with A\ > ¢,

A({ -QNA(b} {(a,b) ‘%:g/ }) <6 +n/e,

where B'(a) denotes the distribution which draws b ~ B(a) and outputs if b € B', else

resamples (or if B(a) N B' =0, B'(a) outputs an arbitrary b € B).

The facts above are all well-known. See, for example, |64} [45] [17] for proofs of points 1, 2,
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and 3, respectively.

Fact 6 (Extending Sampling via Biregularity) Fize,¢’,4,6,n > 0. Suppose A/B/C
are such that B(a)/C(a) is n—biregular and C(a,b) = C(b) for all a € A and b € B(a).

The following hold.

1. If B/C is (¢',8")—sampling and A/B is n—biregular, then A/C is (e,d)—sampling,

where § > 71 - (2n 4 €' +§).

2. If A/B is (¢/,8")—sampling and B/C’ is n—bireqular, then A/C is (g,8)—sampling,

where € > 3¢’ +2n and § > §'/€'.
Proof. Assume A/B/C are such that for all a € A, B(a)/C(a) is n—biregular, and
also that C'(a,b) = C(b). Let C' C C be a subset of size |C'| = X\ - |C|. By n—biregularity,

PrcwC(a) (C € C,) - A’ < ’Ewa(a) [PrcwC(b) (C € C/)] - )“ +n

holds for all a € A. Now, let val := PraNAUPrcNC’(a) (c € C') — A| > €| be the quantity we

have to bound. For the first point we have

val < e 1. (EbaE?) UPrCNC(b)(c eC’) - /\ﬂ + n) <e b @2p++9),

by Markov’s inequality, the n—biregularity of A/B and the (¢’,4")—sampling of B/C. For

the second point we have

val < Pl"aNA |:‘Eb~B(a) [)\(b)] — Eb~B [)\(b)] ‘ >e— 277 > 35/:| < 5//8,,
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where A(b) := Prouc@py(c € C'). We have used the n—biregularity of B/C to say that
Epop[A(b)] is in A £ 7, and the (¢/,6')—sampling of A/B combined with the first point of

Fact[5l m

Fact 7 (Replacement Product) Let ¢,/,8,0' > 0 be such that ¢ - (¢ — be') > 24" /<.

Suppose A/B/C' is such that:
e A/C, B/C and B(a)/C(a) are 0—biregular for all a € A; and
e A/C and A(c)/B(c) are (¢,8')—sampling for all c € C.

Then A/B is (e,6)—sampling.

The replacement product was originally proved in [63] in the context of seeded randomness
extractors (which are equivalent to sampler graphs). We give the proof ported over to the

language of samplers in Appendix for completeness.

A.1.2 Why Samplers Play a Role

Here we briefly discuss how sampler graphs serve as an important component in
our analysis. We begin by recalling the ’plane vs plane’ low degree testing model from
PCP literature [55, [17]. In this model, a test algorithm gets oracle access to a ‘planes’
table where to each plane, a € A, the table contains a polynomial, «, defined on that
plane. Then the test algorithm’s task is to decide if the table is close to any global low
degree polynomial ®. The final step is then to prove an agreement theorem that says if
the test passes with good probability, then there exists a polynomial that agrees with the

table on many planes. In literature, these agreement theorems are proven using essentially
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two ingredients: sampling properties of planes and facts about low degree polynomials.
Now, its easy to see that our tampering and testing model is very similar to the ‘plane vs
plane’ model. The only difference is that in our model as we are looking at coordinate-
wise tampering f,(a) = &, we have a ‘planexpolynomial table’ where to (a,«) the table
contains a polynomial &. Thus, to prove an agreement theorem in our setting, we wind up
using sampling of 'planesx polynomials’ [see section @ below] and the same facts about

polynomials.

A.1.3 Incidence x Agreement Samplers

Sampler graphs play a big role in the proofs. In this section we list all the graphs
whose sampling will be used, and various properties of sampler graphs. All of the graphs
are what we call “incidence x agreement” graphs, such as A/C from last section. We begin

with some notation.

Notation. Recall F is a finite field, k > 4, d > 2, A is the set of 3—planes in F¥, C = F*,
I" and ['p are the sets of k—variate and 3—variate polynomials of degree at most d over F,
respectively, I'c = F. This defines an incidence x agreement bipartite graph A/C where
A=A xTp, C=CxTI¢ and the edge relation is “incidence x agreement”: a = (a,a) ~
(c,7) =ciff c € a and a|c =~. For r = 1,2, let B, denote the set of affine r—dimensional
planes in F*, let I'g, be the set of r—variate polynomials of degree at most d over F, and
let B, = B, x I',. At various points during the proof, we will use that K/Er /f is a double
sampler. The incidence x agreement edge relation extends naturally to A/B,., B,/C, and

B2 /Bj1. For example, ifa = (a,a) € Aand b = (b, 3) € Bs, thena ~ biff b C a and «], = 8.

103



We begin by listing the incidence x agreement samplers we will need in the re-
mainder of the paper and proving they are sampling. In the claim statement below, A(c),
for € € C, denotes the set of a € A such that 3 ~ €. In the proof which follows, we use A(c)

to mean either this set, or the uniform distribution on this set; in all cases, our intention

should be clear from the context.

Claim 11 The following graphs are all O(|F|~') —biregular and (12 - |F|~1/1%, |F|~1/1%) -

sampling:
(1) By/C (2) A(®)/Byc)VeceC (3) A/C 4) A®,)/C
(5) A/C (6) A@)/C VeeC (7) AxT/C (8) Ba(c)/C

(9) A(c)/Bi1(c) x By(c) (10) A x F/§1 (11) A(b)/E

Proof. It is easy to see that all of the graphs in the Claim statement are
O(!F|_1)—biregular, as per Definition IEI By symmetry, graphs (1), (2), (3), (5), (7),
(10) are actually O—biregular. The others have a slight error introduced by the fact, for
example, that the distribution which draws a ~ A(c) and outputs a random element of
C(a) is more likely to output € than ¢ # €. However, an easy calculation shows that the
statistical distance between the required distributions is (’)(!F|_1); the same is true for all
examples in the list. The rest of the proof is divided into two stages. First, we use a pair-
wise independence argument to show that B1/C, By/C, A(by) / Ba(by) for all by € By and
B»(¢)/Bi(c), A(€)/Bi(c) for all € € C are (|F|~Y/5,|F|~%/°)—sampling. Then we reduce the
sampling of every graph above to the sampling of these five.

We phrase the pairwise independence argument for a generic bipartite graph A/B.

The key feature we need involves a set X which parametrizes the neighborhoods B(a) for
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all a € A. Given z € X and a € A, we write the z—th neighbor of a as a(xz) € B, so
X parametrizes neighborhoods as B(a) = {a(z) : * € X} for all a € A. The property
we require is that for all 1 # xy € X, the random variable (a(z1),a(z2)) (randomness
over a ~ A) is uniform on B2. For B;/C, X = F since C(b) is parametrized by the points
on the line b. Likewise, for By/C, X = F?. For A(by)/Ba(b1),the neighborhood Ba(by,3)
is paramterized by all possible planes in a through bj, so we have |X| = |F| + 1. For
B2(€)/Bi(c), X = FU {oc}, since By (c,by) is parametrized by all possible slopes of a line
in by through c. Finally, for A(c)/B1(c) the neighborhood Bi(¢,3) is paramterized by all
possible lines in a through c, so we have |X| = |F|? + |F| + 1 . In all cases, independence
follows from the fact that for every by € B, the distribution which draws a ~ A(b1) and
outputs by ~ B(a) \ {b1} is the uniform distribution on B.

So now, let A/B be a bipartite graph which satisfies the pairwise independent
parametrized neighborhood property described above. Let B’ C B be a subset of size |B'| =
\-|B|. For b € B, let 1 3/(b) indicate whether b € B’ or not, and let 15/ (b) := L/(b) — \.
Note Ey.p[lp(b)] = 0. Finally, define f : A — [0,1] by f(a) := Epup(a) [15/(b)]. We will

show Eqwa[f(a)?] <|F|7. This suffices by Markov’s inequality:
Proa “PrbNB(a) (be B') - )\’ > |F|_1/5] < Prgoa [f(a)2 > [FI72/5] < |FI*5 - Eana[f(a)?].
We use the pairwise independence property to conclude:

EaNA [f(a)2] = EaNA |:Ex1,502~X [ﬁB’ (CL((IZ‘l)) . ﬁB’ (CL(«TQ))}

1

1 - A
< =t Ebl,bng |:]1B/(b1) . ﬂB/(bQ)] = m

| X]
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For the reductions in the second phase, we use the generic facts about samplers
stated in SectlonE Since B2 /C and By (c) /B () for all ¢ € C are each (|F|~ 5 |F|I- 3/5)
sampling, B1/C and By/B; are both (7- |F|~1/5, |F|_1/5)—sampling (we have already shown
sampling of B;/C with better parameters, sampling of By/B; follows from Fact We
have also shown that A(b;)/Ba(by) for all by € By and A(c)/B;(c) for all ¢ € C are both
(|F]‘1/ 5 |F|=3/ %) —sampling. This fact combined with Fact [7| proves sampling of A(c)/Bz(c)
for all € € C. The first point of Fact @ says that any time we have Z such that Z/B; or
Z/By is O(|F|~!)—biregular, then Z/C or Z/By is (3- |F|~1/15 3. |F\_2/15)—sampling. This

proves the sampling of all graphs except for (5), (6) and (9): A/C €’ and A(©)/C C* for all

¢ € C, so it remains to prove sampling of these. Note A(c / )/By for all € € C and A/B; are
(3-|F|~ 115 3. |F|~ 2/15) samplers, since A(c) /By and A/Bj are O(|F|~!)—biregular. Thus
we can use the second point Fact@to get (12 |F|~1/15, ]F|*1/15) —sampling of graphs (5) and
(6) because El/fz is O(|F|~!)—biregular. Sampling of A(c)/B;(c) x By(c) V ¢ € C follows

similarly. =

Notational Conventions and Example Use. Our proofs in the next sections rely
heavily, and often implicitly, on the fact that the graphs of Claim are samplers, and
on the properties of sampler graphs stated in Fact To facilitate readability, from here
on, we reserve the quantity 6 > 0 for the loss introduced any time a sampling argument is
used. As an example of how this looks in the body of the paper, let C' c C be a set with
|C | > X-|C|, and let E be some event. Then we might deduce: E. on [Pr5~A(Ec )(E)] >
E, x [Pr,,, o (a)(E)] — 6, “because of the sampling of K/E .” Formally, we are using the

third point of Fact [5, the fact that A/ s n' —biregular, (¢/,§")—sampling with A\ > ¢ and

106



that § > &' + 1/ /<.

Setting the Sampling Parameter. In the example use mentioned above, 7’ = O(|F|_1)
and ¢/,8' = O(|F|~¥/'%). Thus, § = O(|F|~*/') is sufficient for § > &' +#//¢’ to hold. In
general, each sampler property use will put a lower bound on §, and so we simply set 0

large enough so that they all hold. Explicitly, § = 3 - \F]_l/ 60 is sufficient for our purposes.
We conclude this section with a claim listing two sampler-based facts which will be useful

in the calculations in the next section.

Claim 12 Let the notations be as above, and let 6 = 3 - |F|~1/50 and n = O(|F|7Y). Let

C' T be a subset of size IC'|/|C| > 12- |F|"Y/15. We have the following.

1.
( o 3\
a~A ( B
c~C
. c~C(a) .
(E> b7E) ~s (Ea b7E) ngg(c> )
¢ ~C(a)
¢ ~C(b)
b ~ Ba(a,c,c) )
where in the first distribution b = (b, alp), where a = (a, ).
2.
a~A (
d~C
_ c~C(a) _
(3,b, ) ~5 4 (3b,)| b~ By(@) (-
¢ ~C(a)
a~ A(b)
b ~ Ba(c,c)
where in the first distribution b = ay.
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In both and @ above, =5 denots that the two distributions are within statistical distance

6 of one another.

Proof. For the first part, we have

a~A cd~C d~C b ~ By
c~C@E) (P63 a~A®@) (1§ br~By@) (o3 @ ~C(b) (-
d ~C(a) ¢~ C(a) ¢~ C(b) ¢~ C(b)

where each distribution outputs (¢,b,¢’) and where b = 3|, for b ~ Ba(a,c,c’) is implied
in the first two distributions. The first relation follows from sampling of A/C; the second
follows from the n—biregularity of By(a,c’)/C(a) for all 3 € A and ¢ € C(a), and the
0—Dbiregularity of A(c')/B(c’) for all @ € C; the third follows from the sampling of By/C.
Finally, the last distribution is identical to the desired distribution on the right of point 1

because of the 0—biregularity of Bo/C. We work similarly for the second point:

a~A d~C d~C d~C
c~C@) (™52 a~A®c) (™ a~A() =9 b~By@) (>
\ﬁwd@ c~C(a) b~ By(a, ) 3~ A(b)
/

where each distribution outputs (a,b,c’) and where b = a|, (as above, b ~ Ba(a,c,c’) is
implicit in the first two distributions). We have used the sampling of A/C, n—biregularity of

B2(3,c)/C(a) for all a € A and ¢ € C(a), and 0—biregularity of A(c')/Ba(c’) for all € € C.

108



A.2 Missing Proofs

We first recall the theorems.

Theorem E (Restated). (Non-Malleability of the Outer Code) Fiz ¢ = |F|~°()

and |l = 4/e. . Suppose {fa}a € F is such that

Pro (caa) [Test({(a,d)}a) = 1] > e,

where the probability is over ® ~ T, and ¢ ~ C, a,a’ ~ A(c) and where {(a,a)}a =
{(a,¢'|a)}a, and {(a,&)}a = {(a,fa(oz))}a. Then there exists a list Ly, = (T, 7O}

of affine maps TW) : T — T of size at most IL¢r,y| <[ such that
Pro (caa) [&|c =l & a¢ {TO(D),}: TV e L{fa}} — O(e)
Theorem E (Restated). Fiz e = |F|7%W). Suppose {f,}aca € F is such that
Pro (caa) [Test({(a,o?)}a) = 1] > e,

where the probability is over ® ~ T, and ¢ ~ C, a,a’ ~ A(c) and where {(a,a)}a =
{(a,cb\a)}a, and {(a,&)}a = {(a,fa(a))}a. Then there exists an affine map T : T' — I such

that

)

Pro,[a = T(®)[a] = Qe).

2Equivalently this probability is over m ~ F, {(a, @)} ~ Enc(m) and over (c, a,a’) the randomness of Test
3Equivalently this probability is over m ~ F, {(a, @)} ~ Enc(m) and over (c,a,a’) the randomness of Test
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Proof of Theorem [5 Assuming Theorem Let € be as in Theorem |4 above and fix

f = {fa}a € F. We will show that there exists L C G of size at most £ such that

Prd),(c,a,a’) [d‘c = d/‘c & (dvd/) ¢ {(ga(a>vga’(a/)) : {ga}a € Lf}} < be, (Al)

where (&,&) = (fa(a),fa (o)) for (a,a’) = (Pls, P|s), and where ¢ ~ FE‘ Towards this

end, let Ly := {{g.} € G : Pr(¢’a)wpr[d = ga(a)] >¢/2}.

Small List Size. Assume for contradiction that [L¢| > ¢ =4/ +1, and so contains a set

{{gl}s,....{gi}a}. By inclusion-exclusion,

1 > PI’(¢’3)NFXA|:O~Z S {g;(a) e=1,... ,E}]

- Y Predfs@—g@]>2- (3) (4 m):

1<i<j<t

v

The last inequality used fe > 4, and the bound on Pre . [gl(Pls) = gg(cb\a)] from point 2

above. The right hand side simplifies to 2 — o(1) > 1, a contradiction.

Proximity Implies List Decoding. Suppose {f,} is such that (A.1l) does not hold.
Define {f.}, € F as follows: f/(a) = fi(«), unless fo(a) = ga(a) for some {g.}, € Lf in

which case f; () outputs a random & ¢ {ga(c) : {ga}a € L¢}. Note

Pr(b,(c,a,a’) [f;(a”c = f;’ (O/)|C] > 6e

%as noted in point 3 above, the difference in probability caused by drawing ® ~ T' such that ¢(0) = m
instead is negligible.
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since ({A.1)) does not hold. Therefore, by Theorem |4} there exists an affine T : ' — T" such
that Pre,[fi(®[a) = T(®)[a] > &. Thus Pro,[fa(®a) = T(P)]a] > e —£/|Ta| > /2, and so
the coordinate-wise version of T is in L¢. This is a contradiction since by construction, for

every {ga}a € L, fi() # ga(a) holds for alla€ Aand a« € Tx. m

A.3 Global Agreement

In this section we prove Lemma [6] restated below in a quantitative form.

Lemma E (Restated). Suppose ¢ > F1/1000 " g4nd fix parameters n = \F|_9/10, 6 =

3. |F|7Y/%, and 7 = 0(5/66 + n/an). Suppose {fa}a C {f : Ta — Ta} is such that
Prd),(c,a,a’) |:O~4‘c = O~/‘c] = be (AQ)

where the probability is over ® ~ T, c ~ C, a,a" ~ A(c), and where (&,&') = (fa(Pla), far (Plar)).
Then there exists a set G C Ax T of size at least |G| > 2¢-|AxT| and a function h : C — I'c

such that: Pr(, e)oc [¥ ~ @] > 1—C, where 3 = h(c, ®lc) and ¢ := e 2-(7+0)+c - (n+6).
c~C(a)

Remark 8 Many different parameters are introduced during the course of our analysis
which are all (’)(\F|_1). We encourage the reader to think of two levels of parameters: level
one consists of € only; all other parameters are in level 2 and are much smaller. The level
two parameters are each defined to be smaller than ¢ for some constant ¢ = O(1) which
arises during our analysis. So in the above theorem, for example, in order for T to be level
2, it must be that § < €% and n < e'1; additionally, for ¢ to be level 2, T < €2 is required.

We remark that the analysis prioritizes modularity and succinctness, rather than optimizing
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constants. As a result, the small constant 1/1000 is suboptimal.

We begin by introducing the notation and ideas needed to prove Lemma [6]in Section [A.3.1.
The actual proof appears in Section [A.3.2, conditioned on two claims which we state in

Section [A.3.1 and prove in Section [A.3.3.

A.3.1 Proof Setup.

Notations. In this section B denotes the set of 2—dimensional planes in F*, and T'g is
the set of 2—variate polynomials over F of degree at most d, and B = B x I'g. The sets
A, C,T are as usual. We will take advantage of the sampling properties of the triple A/B/C.
When considering two polynomials whose domains intersect, we write ~ to indicate that
they agree on the intersection. For example, given &,a’ € T'a defined on a,a’ € A(C) we

write & ~ &' if &lc = &|c.

We say that (c,7,7) is good if Pr(, o) [d ~ 4] > 4e, where the probability is over a ~ A(c)
and ® ~ I'(c). We say € = (c,7) is good if there exists 4 such that (c,~,7) is. Note that

Pr. ¢ [E good] > 2e. To see this, let pcy 5 := Pr(y e) [d ~ 4]. Then 1' gives

Ge = Ee.c Z Peryy Pramao [@ ~ :7]] =B [mgx {pc,%ﬁ}} .
¥
We have used that 3 - Pra a() [@ ~ 7] =1forall c.

Local Functions. Let hg: C — I'c be the randomized function which sends € = (c,7) to
a random 4 such that (c,7,7) is good if such ¥ exists, and to an arbitrary 4 € I'c if not.

For ¢ € C, let gc : B(€) — I'g be the randomized function where ge(b) is the distribution on

112



I'g which draws a ~ A(b) such that & ~ hg(c), and outputs B = &lp. Additonally, we define
gz : B1(c) — I'g, as follows: for I = (I, \) € B1(c) the distribution gg(I) draws a ~ A(I) such
that & ~ ho(<), and outputs A = &;. Note that, here we are denoting an element of B; as

T=(L,\).

Definition 15 (Well-Defined) Let n = |F|~%10. We say:

Q

1. ge is well-defined if: Pry g [d ~ &|a ~ ho(T) ~ 5/} > 1—1n, where &

3,3’ ~A(b)

& indicates that &, = &'l

2. ge is well-defined if:  Pryj g o [d ~ a'|a ~ hy(c) ~ 6/} > 1 —1n, where &

3,2’ ~A(l)

Q
%

&' indicates that &|; = &,

Previous work [45] [17] refers to the good € € C for which ge is well-defined as excellent; the
fact that the excellent points comprise a non-negligible fraction of C is a crucial component
of the proofs in these papers. We require one extra property from our specialized subset of C

which simplifies the remainder of our proof greatly. The following is proved in Section [A.3.3.

Claim 13 There exists a set C C C such that the following hold: 1) \6/| > e3(C|; 2) every

ceC is good and such that both ge and ge are well-defined; 3)
PrE,E/NE/ [PI‘ENK(E,E') [hO(E) ~Q o~ ho(é’)] > 65} >1-—o,

where o := §/e3 4+ §/e8 + /e,

Intuitively, the extra property captured by (3) demands that the set of excellent points can
be partitioned into large sets of mutually compatible points; the set C s any member of
this partition.
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The Global Function. Let h : C — I'c be the randomized function where h(c) draws
b ~ B(©), @ ~ C(b) and outputs j|c where 3 = gz (b). The following is also proved in

Section [A.3.3.

Claim 14 We have Pr g = [h(c) ~ B] > 1—7, where 7 := (o+2e~°(n+8)+26), B = go(b)

= —/

and the probability is over € ~ C, b ~ B(c), ¢ ~ C (b).

A.3.2 Proof of Lemma 6]

Notational Convention. Let hg,h : C — I'c be the functions defined in Section @
In this section if we write ¥ when working with € € C, it should be understood that 4 = h(c).
We will always refer to ho(C) explicitly.

Proof. Suppose (¢,{f,}) are such that holds; let C' c C be the set guar-

anteed by Claim We define G to be the set of (a,®) € A x I such that Pr__« )[d ~

€
ho(c)] > e. We have,

E(a,¢)~A><F |:PrE~€/(§) [64 ~ ho(E)]:| > EENE/ [Prda):légz)) [d ~ ho(f)]:| —§>3

We have used the sampling of A x I’ / C for the first inequality, and that all € € C are good
for the second (and 4e — 0 > 3¢). It follows that |G| > 2¢|A x I'|. Thus, it remains to prove
that Prg, o) [’y ~ d] > 1 — ¢, where the probability is over (a,®) ~ G, c ~ C(a) and where

4 = h(c, ®|c), where h is the global function defined in Section [A.3.1.
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So let p:=Pr.e).c [7)/ ~ 64] be the probability we are trying to bound. We have

p>Prie) [~ 6 ~ala~ho(@)] > Prioe) [§~ 5|a~ho(©)]~Prue) [B 2 ala~ho(@)],

Z, Z Z
b,c,c b,c,c b,c,c

where the probabilities are over (a, ®) ~ G, c ~ C(a), & ~ C (a), b ~ B(a,c,c), and where
B = go(b), for b = (b, ®|p). We conclude by bounding both probabilities on the right;

denoted RHS; and RHSs, respectively. We have

Pr(a,CD),b,c,E’ [:Y '7(’ B]

L=RHS; = Pre)c[7 7 Bl ~ ho(c)] <

b,c,& min(, ¢)e6 {PrE’~E'(§) [CN“ ~ hO(E/)] }
-2 _ _
< %'P%NK [74B] <e?- (Pr e 17 # 8] +5) <e 2 (1+9).
b,c,c/ b~B(c)
@~C (b)

The first inequality on the second line used the definition of G and that |G| > 2¢ - |A x I'[;

the second used Claim [12] point [T} and the last used Claim [14] Finally,

671

RHS, < P L [3tala~ (@)
@~C (3)
b~B(¢,3)
< 6_1 . <ma}§ {PTBNE(E’) [B ’7(‘ d’d ~ hO(E/)]} + 5) < 5_1 (77 + 6)'
ceC 3~A(b)

We have used Claim |12] point [2| and the fact that go is well-defined for all ¢ € C'. The

result follows. m

A.3.3 Proving the Claims

Starting Assumption and Notational Conventions. Throughout this section, we

assume the hypotheses of Lemma @ namely (g, {f.}) are such that Pre (aa[@ ~ &'] = 6¢
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(i.e., such that (A.2) holds). Let hg, h : C — I'c be the functions defined in Section|A.3.1. In
this section if we write 4 when working with € € C, it should be understood that 4 = h(c).
We will refer to h(C) explicitly (note, this is opposite to the convention of Section [A.3.2).

Given ¢,¢ € C set pg, p(c), r(€) and q(c,T) to:

Praa() 7 ~ al; Prg 8@ B~ O“’Y ~ @&l; Pri 8.9 (A~ 0"7 ~al; Pry Aee) (7 ~a~7].
*~T(® a~A(b) a~A(l)

In Section [A.3.1 we called € € C such that ug > 4e good. Also for ¢ € C we defined local
functions ge : B(€) — I's, g¢ : B1(c) — I'p, and said that gc was well-defined if p(€) > 1—n
and g was well-defined if r(€) > 1—n , where n = |[F|~%/19, In the remainder of this section

we prove three claims; the first two combine to prove Claim [13] the last is Claim

Claim 15 There exists a set d] C C such that the following hold: 1) |EE)\ > ¢|Cl; 2) pe > 4e

for every € € 66; 3)p(€) >1—mn;4) r(©) >1—mn for every € € d].

Proof. Let G] C C be the set of ¢ € C for which puz > 4e and p(c) > 1 — 17
(i.e., T € fg if € is good and such that ge is well-defined). We bound \Eg] using three
observations. First, as noted in Section [A.3.1, Pr,_ = [,ug > 45] > 2¢. Second, for all ¢ € C

such that pe > 4e:
Pr BNE(E) [ON( ~ 5/ ~ d/] — ngg(f) [ME(B)z} > PrBNE(E) [‘,UIE(B) _ ME‘ < €:| . 952 > 527

a

where pz(b) 1= Prs am) (& ~ 7] is shorthand. We have used the sampling of A(c)/B(c) to

(crudely) lower bound Pry B [|pe(b) — pie| < €]. Similarly, using sampling of A(c)/B1 () we
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get Pry g (o [@ ~ 5 ~ d'] > &% Now, Event; be: Pr bB@) | & an~F~E| > ne?
3,3 ~A(l) aa'~A(b) o
and Event; to be the same event except over the distribution [ ~ B;(€) and 3,3’ ~ A(l). By

Markov’s inequality and Schwartz-Zippel:

2d
ne2|F|’

PrENE[Eventl} + PrENf[Eventz} <

Putting these together gives

> Pro ¢ [,ug > 45] —Prg ¢ [Eventl} —Prg ¢ [Eventg}

>26— —— > €.
- ne?|F| —

Claim (Restated). There exists a set C' c C such that the following hold: 1) |E/\ >
e3|C|; 2) pe > 4e for every € € [ef 3) p(c) > 1 —n for every € € c; 4) Pro e [a(c,@) >
e’ > 1 — o, where 0 := 6/ + (26/ +n) /e

Proof. By Claimit suffices to construct a large subset of Eg such that the fourth
property holds. For this purpose, we equip 66 with a graph structure: ¢, € ég are adjacent
if q(c,@) > £2. Our final set C will be the neighborhood, N(¢') := {ce G] :q(c, @) > &%}
of some T € 66. In order for this to work, € should satisfy: 1) [N(c)| must be large; 2)
Pre eron@y[a(€,©) < €°] must be small. We show there exists such a ¢ € Eg. Specifically

we prove
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1. EE,E’NEB la(c, )] > 3¢?; and

2 Pr o [q(e,eﬂ) > 55]u\|(a/)y > g3|6@ >1-o0.

c,e'~N(T)

It follows from the first point that PrE,Na) [IN(')| = €*|C|] > &? (using |€6| > ¢|C|). Thus,
the two points together guarantee the existence of some ¢ € E:) such that |[N(2')| > &3|C|
and Pre or oy [a(S,€”) > €°] > 1 — 0. Setting C' =N(@) for such a @ € EE) completes the
proof. So it remains to establish the above two bounds.

For the first, we have

2
S A [a€e)] > E;x [Praxg(a) [¥ ~ a] 2} —0>2E& [Prfwd)(s) [5 ~ 5‘]} iy

v

2 2 2
E. e [pe]” — 36 > 16e” — 3 > 3¢”.

We have used the sampling of K/ 62, Jensen’s inequality, the sampling of A / C, and the fact
that pe > 4¢e for all € € Eg. Establishing the second bound is more involved. Towards this

end, we define three quantities, shorthanded as valy, vals, vals; each is a function of (¢,¢,c”):

° Va|1 = ’Pra/NA(C e &) ['3/ ~ &~ ,Yl/:| _ q(E, C/I) ;
° va|2 = ZNil(E,E’) [‘Pra, Al l//)ﬁ/ ~ 5/] e :|
T'~Bi(e" e
__ ~ ~1 = x/ ~/ ~! 1| st </ 1
L vaI3 = Pr ZNE1,(E’E/) [O[ ’“r;é o |Oé ~ Y~ Oz] + PTZ//NEI(EE,) [O{ ’“75 o ‘a ~y o~ ]
3'~A(lT) 7~A(" 2)
a~A(l) a~A(l")

We show that each val; is small with very high probability over (¢,¢’,¢”) drawn as fol-

lows: T ~ G] such that |N(¢’)| > &3|C|, ¢,&” ~ N(¢'). These bounds will be used in the
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computation which follows. We have

Price o [vall > (5] <eg 3. max. {PrC,NC[

cc’eC

a'~A(c,e’ ") [fl(gl)] —-E;5 a'~A(c,c”) fl ‘ > 5] }

where f1(3) = 1if ¥ ~ & ~ 4", 0 otherwise. Thus Preg o [val; > 6] < §/e3, by the

sampling of A(c,c”)/C for all ¢,¢” € C. Likewise, for valy, we have

Preeen [valg > 255] =¢ 0 mag{ Pr [vaIQ > 265]}
ceC ‘e’

~ 6/] - Me

)

It follows Prg e o [valy > 26°] < 26/e'! from the sampling of A(T’)/B1(c’) x Bi(c’) for all

_ 11 ~
=€ I’EI/IS%( {El,l”NBl (E') [‘PYE,NK(ZJ//) [’y

¢ € C and the function f»(3’) = 1 iff ' ~ &'. Finally,

—11
Preeen [valg > 255] < 8. max {PI‘EE//N [valg > 255]} < gT max {EEENNK [valg]}
c eC [ EC
11
= —5 -max {2- (1 — p(E’))} < /et

¢eC,

Now we show how these values figure into deriving the bound we need. The key point is that

they let us bound q(c,c”) in terms of q(c, ) - q(c’,¢”) - pe, which is large when ¢,¢” € N(c')
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and ¢ € C,. We have:
— ~ 11 ~
q(c,@") = Pry_zee) (3 ~a' ~7"] > Pro &ee [ ~a

> Prglwg(ﬁ,fu) [fy ~a~y ~a ~F & ara

a~A(l)
3’ ~Al")

>Pry aeeeni~a~7 &F' ~d &7 ~d" ~3"] —val —valy
a~A(l)

> q(c,) - q(@, ") - per — valy — valy — valz > 4¢° — val; — valy — vals.
Where quantity is EE,E” []]_,?NdN:Y/ . ]]-’?”N&”N’?’ (PI‘E,NK(ZJN)H/ ~ dl] — ILLEI)] — va|1 — Va|3. In
the probability subscript in the second line, I and 7" are the restrictions of @ to the lines
spanned by (c,c’) and (c’,c”), respectively. The result follows:

Pr , - [q(a,a”) > 55‘|N(E’)| > 53\E|] > Priceen |val + valo + valy < 3¢5 > 1 - 0.

C/Néo C7C ’c
g’ ~N(@)

Claim (Restated). We have

Pr _ ¢ [h(E) ~ Bl] >1-—r7,
Blf\'g(f)
& ~C'(b1)

where = go(b), and where T := (o0 +2e7°(n+6) +26). Recall h(c) is the distribution on

I'c which draws BIQ ~ B(c), ¢ ~ 6/(52) and outputs ge, (ba)lc.
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Proof. We show Pr(EE,1 < bu, bQ)[Bl ~ 32} >1- (0’ +2e7%(n + (5)), where the
probability is over ¢ ~ C, T},¢) ~ C by~ B(c, ), by ~ B(C,T,) and where 3; ~ B2 means

that ger (b1) and A (bz) agree at €. The result then follows by the sampling of B(c)/C for

all € € C. We have

Prez 2 51by) [51 ~ ﬁz] > Efl T [Pl“ (¢b1.,bs) [51 ~ 52"71 ~ ’YQH
AL l)

where I; = (I3, 1), I3 = line spanned by c,c) and Ay = B4|;, ; similary Iy = (I, \2) with
ly = line (c,ch) and Ao = Paf;,. Let val := Prcp b3 [Bl ~Q ~ 52‘% ~ a ~ 7] be

shorthand for the quantity inside the expectation. We have

val > 1— [Pr(gbhbm) (B 6|3 ~ &~ 3] + Pricg, 5,9 [ B2 # 63 ~ &~ %H
1
2@y [P echiBea) [ﬁw&al ]+Pf ~ChB(c [ﬂﬂéa‘ }
L)

@< a~A(lL ) ~A(e

By definition of C we have Pr,, o [q (€),ch) < 55] < ¢ and also

oy [PY echinpieen B 7 617 ~ )] < m = {Pr o chipeey B # |7t ~a] +4}
ENK(L 76/2) ci € ENK(il )
= max {Pr e~Cli~B1(E) [a#d |3 ~al+0 }

:max{l—p +(5}<77+5
¢ ec

We have used the sampling of A(1)/C for all [ € By, and that p(c}) > 1 — 7 since ¢} € c.

121



The result follows:

By oc[va] 2(1-0) (1-27(n+6)) 21— (0 +2:7°(n +9)).

A.4 Sampler Replacement

In the body we used the following fact with (¢/,6") = (¢,0) and p = ( = &.

Fact [7 (Restated). Let¢,d,e',8,¢*, 6% p,( > 0 be such that §*(c* —e —&' —2p— () >

8 /C+6/p. Suppose A/B/C is such that:
e A/C, B/C and B(a)/C(a) are 0—biregular for all a € A; and
o A/C is (e,0)—sampling and A(c)/B(c) is (¢/,8")—sampling for all ¢ € C.

Then A/B is (¢*,6*)—sampling.

Proof. Fix ¢,4,¢',0',¢*,p,( > 0 and A/B/C as in the statement. Let B’ C B
be a set of size |B'| = X - |B|, and let A’ C A be the set of a € A such that |Pry.p(,) (b €
B') =\ > ¢&*, let v = |A’|/|A|. We must show that v < (§'/(+6/p) /(e* —e—€ —2p— ().

We have

ES

e < Egonr [

Prwa(a) (b € B/) - )‘u <Egoar |: EcwC(a) [Prwa(a,c) (b € B/)] - )“:|

< Eo Eocto [ME)] ~ Eec 0|

Pry p(ae(b € B') - )\(C)H + Eanar [
ce~Cl(a)

where for ¢ € C, A(c) := Pryop(e)(b € B'). We have used the biregularity of B(a)/C(a)
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for all a € A and that E..¢ [)\(c)] = ), which follows from biregularity of B/C. Let RHS;
and RHSs be the two expectations on the right hand side of the equation above. We bound

RHS; and RHSy separately. Note,

RHSy <e+2p+v 1. PraNA[

Ecvca) [M0)] — Ecnc[A(e)] ] > e+ 24 <e+20+v7'-5/p.

Thus, it suffices to show that RHS; < ( +¢&' + v~ 1§ /(. Let C' C C be the set of c € C
such that Pr 4 (¢ =¢) < {/|C|. Clearly, Pr ,_ 4 (¢ € C") < (. Also, whenever ¢ ¢ C’,
d~C(a) c~C(a)

we have

(<v-|C|-Pr gun | =clac A] =Pr .. € A'ld =c| =Pryoue |a € A.
v-(<v-|C| rCINC(;a)[c cla ] raNA(C;,)[a | = (] TamA(e) [@ ]

We have used the biregularity of A/C'. This gives

¢C
< CH+vtde,

RHS: < (+¢& +max {PraNA(c) [ Pry B(a,e) (b € B') — )\(0)‘ > 6’] /PraNA(C) (a € A’)}

and the result follows. m
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