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End-to-End Differentiation of Congestion
and Wireless Losses

Song Cen, Pamela C. Cosm&enior Member, IEEEand Geoffrey M. VoelkerMember, IEEE

~ Abstract—in this paper, we explore end-to-end loss differen- bits devoted to source coding (representing the video) and bits
tiation algorithms (LDAs) for use with congestion-sensitive video devoted to channel coding (protecting the source coded bits).
transport protocols for networks with either backbone or last-hop The focus of our initial work and this paper is on exploring and

wireless links. As our basic video transport protocol, we use UDP in luati d-t d LDAs for i ing t t tocol
conjunction with a congestion control mechanism extended withan €Va&uating end-to-en S Tor Improving transport protoco

LDA. For congestion control, we use the TCP-Friendly Rate Con- Performance.

trol (TFRC) algorithm. We extend TFRC to use an LDA when a As our basic video transport protocol, we use UDP in
connection uses at least one wireless link in the path between theconjunction with a congestion control mechanism extended
sender and receiver. We then evaluate various LDAs under dif- with an LDA. For congestion control, we use the TCP-Friendly

ferent wireless network topologies, competing traffic, and fairness . . .
scenarios to determine their effectiveness. In addition to evaluating Rate Control (TFRC) algorithm [4]. TFRC is an equation-based

LDAs derived from previous work, we also propose and evaluate congestion control algorithm explicitly designed for best-effort

a new LDA, ZigZag, and a hybrid LDA, ZBS, that selects among unicast multimedia traffic. TFRC estimates the recent loss event

base LDAs depending upon observed network conditions. rate of a connection at the receiver. The receiver communicates
We evaluate these LDAs via simulation, and find that no single ;5 |oss rate back to the sender, which adapts its transmission

base algorithm performs well across all topologies and competition. . .
However, the hybrid algorithm performs well across topologies and rate to the degree of congestion estimated from the loss rate. To

competition, and in some cases exceeds the performance of the besPe€have in a TCP-friendly manner, the sender adapts according
base LDA for a given scenario. All of the LDAs are reasonably fair to an equation that models the TCP response function in

when competing with TCP, and their fairness among flows using steady-state, but does so with significantly less fluctuation in
the same LDA depends on the network topology. Ingeneral, ZigZag he sending rate than the standard TCP congestion control al-
and the hybrid algorithm are the fairest among all LDAs. . - .

gorithm. As a result, streaming applications can both smoothly

Index Terms—Congestion control, loss differentiation, and fairly react to congestion over longer time periods.

TCP-friendly rate control, video transport protocol, wireless We extend TFRC to use an LDA when a connection uses
loss. . L

at least one wireless link in the path between the sender and

receiver. When a TFRC receiver detects losses, it invokes the

|. INTRODUCTION LDA. If the LDA classifies the loss as a congestion loss, then

I N THIS paper, we explore end-to-end loss differentiatiol® TFRC receiver includes it in its calculation of the loss event

algorithms (LDAs) for use with congestion-sensitive vide ate. However, if the LDA classifies it as a wireless loss, then
transport protocols for networks with either backbone e TFRC receiver does not count it in the loss event rate. Note

last-hop wireless links. Video transport protocols can take a at, either way, a lost pa(_:ket Is not retransmitted.

vantage of loss differentiation in two key ways. The first is the Qng 90‘?" of this Paperis to evaluate LDAs under more rgal-
well-known performance optimization where only congestio'ﬁt'(_: s_ltuat|ons. Previous end-to-end approaches fo_r loss dlﬁe_r-
losses are used as congestion signals, and wireless losses dsrhtbqtlon .[5]' [6] were only evaluated under constramed condi-
restrict the sending rate [1]-[3]. The second is to provide use ns.a smgle wireless network topology, or without any com-

feedback to the video encoder. For example, if wireless losd&dNg traffic. As a result, we do not know how LDAs behave

are dominating, the encoder can adjust the balance betw&EH e the more reallstlg S|tuat|9ns of varied wireless network
topologies and competing traffic. We evaluate two LDAs de-

rived from previous work. The first is based upon an algorithm

Manuscript received March 18, 2002; revi;ed JuIy_12, 20Q2; approved b¥oposed by Biaet al.[5] that uses packet interarrival times to
IEEE/ACM TRANSACTIONS ONNETWORKING Editor N. Vaidya. This work was iff . | Th d is derived f T | 17
supported by the California CoRe Program, the Center for Wireless Comrrq,l- erentiate losses. e second is derived from Tebal. [ ]

nications of the University of California at San Diego, Ericsson, the Californiand uses relative one-way trip times (ROTT).

Institute for Telecommunications and Information Technology, and the National A second goal of this paper is to propose and evaluate a new
Science Foundation under Grant CCR-0105734. This work was presented in

1 . . . .
at the Multimedia Computing and Networking Conference, San Jose, CA, JgjjA' ZigZag, as wellas a hyb”d aIgonthm, ZBS, that switches
uary 2002. among base LDAs depending upon observed network condi-
S. Cen was with the Department of Electrical and Computer Engineeringgns. The two new LDAS aim to achieve high throughput with
University of California at San Diego, La Jolla, CA 92093 USA. He is now Witg .
PacketVideo Corporation, San Diego, CA 92121 USA (e-mail: scen@ucsd.e QW congestion losses.
P. C. Cosman is with the Department of Electrical and Computer Engineering, TO achieve these goals, we evaluate these algorithms via sim-

University of California at San Diego, La Jolla, CA 92093 USA. ulation usingns [15]_ We study the performance and differen-
G. M. Voelker is with the Department of Computer Science and Engineerinﬁa . fthe LDA d . irel K

University of California at San Diego, La Jolla, CA 92093 USA. tion accuracy of the LDAs under two main wireless networ
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with wireless backbones. The wireless last-hop topology cortteade off source and channel coding). Since we are interested
sponds to cellular networks or satellite modems, and the wilie-best-effort transport protocols, more general topologies, and
less backbone topology corresponds to high-bandwidth bacletworks where changes cannot be made to intermediate nodes,
bones or wireless LAN networks such as 802.11. We then studlg have focused on end-to-end algorithms for differentiating
the LDAs under various scenarios of competing traffic whemnd reacting to congestion and wireless losses.
multiple flows use the same LDA. There have been a few studies that have looked at this
Finally, we evaluate the fairness and TCP-friendliness of tipgoblem for TCP. Samaraweera [6] proposed an end-to-end
LDAs. Since an LDA cannot differentiate losses perfectly, it camoncongestion packet loss detection (NCPLD) algorithm for
obscure the congestion loss signal for TFRC and cause it to deTCP connection in a network with a wireless backbone
viate from the standard TCP congestion control algorithm uskuok, such as a low-bandwidth satellite link. NCPLD measures
for fairness on the Internet. To evaluate fairness, we measurettbgnd-trip time at the sender and compares it to the measured
standard deviation of throughput among flows using the sardelay when there is no congestion to decide whether a loss
LDA, and have each of them compete with standard TCP Reisoa wireless or congestion loss. Samaraweera simulates the
that is free from any wireless loss. algorithm and shows that, when a connection experiences
Based upon our simulation results, we find that no single basengestion, NCPLD behaves as well as TCP when the wireless
algorithm performs well across all topologies and competitiogrror rate is low, and improves throughput over TCP when the
At a high level, though, we find that LDAs based upon packetror rate is high. However, NCPLD was only evaluated for a
interarrival times do not behave well when there is competuireless backbone topology.
tion for the bottleneck wireless link, and are only suitable for a Casettiet al. [10] proposed TCP Westwood, an end-to-end
particular topology and no competition. The LDAs based updnodification of the TCP congestion window algorithm. TCP
ROTT, however, are able to correlate congestion with particuldfestwood relies on end-to-end bandwidth estimation to dis-
losses much more accurately across a wide range of scenagtigninate the cause of packet loss. It continuously measures
although they may have relatively high wireless misclassificéhe rate of the connection at the TCP source by monitoring the
tion rates in particular situations. Finally, the ZBS hybrid algg-ate of returning ACKs. The estimate is then used to compute
rithm performs well on both throughput and fairness by levethe congestion window and slow-start thresholds after a con-
aging the strengths of the base LDAs. gestion episode. Through simulation and laboratory implemen-
The rest of this paper is organized as follows. Section Il digation, they show that TCP Westwood improves upon the per-
cusses related work. Section 11l describes previous algorithfi@mance of TCP Reno in wired as well as wireless networks,
for distinguishing between wireless and congestion losses, @il the improvement is most significant in networks with mixed
introduces ZigZag, a novel algorithm for distinguishing lossegired and wireless links. However, most of their evaluations are
that is TCP-friendly and relatively robust across different wird3ased on the wireless link being the last link to the receiver. This
less topologies and competing traffic. Sections IV and V digdgorithm is also highly dependent on the TCP ACKing scheme,
cuss the performance metrics and network parameters usedléin at least one acknowledgment (ACK) for every two packets
our simulation and evaluation of the LDAs. Sections VI-VIIreceived, which often does not exist in a best-effort transport
describe the simulation results in terms of throughput, netwopkotocol, e.g., TFRC.
topology and traffic competition, and fairness and TCP-friend- Biaz and Vaidya have looked at two different approaches to
liness. Section IX discusses the computational complexity aadd-to-end loss differentiation for TCP connections. They first
other implementation issues of the LDAs. Finally, Section }ooked at a set of “loss predictors” based upon three different an-
summarizes and concludes. alytic approaches to congestion avoidance that explicitly model
connection throughput and/or round-trip time (e.g., TCP Vegas)
[11]. Their results were negative in that these algorithms, formu-
Il. RELATED WORK lated to do loss differentiation, were poor predictors of wireless
loss. In subsequent work, they proposed a new algorithm that
There has been considerable work characterizing the beoses packet interarrival time to differentiate losses. Using sim-
fits of differentiating wireless losses from congestion losses fatation, they show that it works very well in a network where
TCP connections, and developing various techniques for pthe last hop is wireless and is the bottleneck link [5]. However,
venting TCP from reacting to wireless losses as if they indicatétey only evaluated their algorithm when a single flow was using
congestion. Examples of these techniques include splitting T@ network in isolation. This algorithm, and a slightly modified
connections at the base station [1], [3] and local retransmissiaggsion, are two of the algorithms that we evaluate in this paper
based on snooping at the wireless base station [2]. Balakrishivmore general conditions (Section 1lI-A).
et al.[9] evaluated some of these techniques, demonstrating thaTobe et al. propose a rate control algorithm for UDP flows
they can substantially improve TCP throughput and goodputthat uses spikes in ROTT as a congestion signaling mechanism
However, most of these schemes assume a network white They find that sequences of these spikes, or spike-trains, are
the wireless link is the last hop, and changes can be madealy related to congestion-related losses and are not related to
the wireless base station to accommodate the scheme. Furthemdom losses exemplified by wireless losses. They use these
more, many of these schemes make wireless losses transpaspike-trains to classify paths, allowing for the use of different
to the sender, eliminating the opportunity for the sender to exengestion control mechanisms on different paths, but they do
plicitly react at the application level to wireless losses (e.g., twt use it to differentiate the cause of each packet loss. In this
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congestion loss  wireless loss  congestion loss loss than the original. We do this by adjusting the thresholds
a z z | | as follows.
0 n+l n+2 Ti/T _ Examining the thresholds used in the Biaz scheme more
min

closely, we see that the lower thresh@ld+ 1) x Tp;, would
Fig. 1. Biaz scheme. Here, is the number of consecutive packet(s) IG5, often be attained if, in fact, the wireless link is the last link
is the instantaneous packet interarrival time of the first packet received after {j#th the lowest bandwidth and is not shared. This is because
loss, andl i, is the minimum packet interarrival time observed so far. . .
Twin €quals the time to transmit the smallest packet over the
wireless link, and whem packets were lost due to wireless
paper, we describe a version of this algorithm (Section 11I-B) defror, the time it takes to transmit thosgackets plus the next
signed to explicitly differentiate between congestion and wireorrectly received packet is at ledst + 1) X Tiin. It equals

less losses, and we evaluate its performance. (n+1) x Trin When alln + 1 packets are buffered one after the
other at the wireless link, and packets are of the same size. For
IIl. BASE ALGORITHMS T; to be smaller thatin + 1) x Ty, in this case of packets

] ) ] ] lost to wireless error, the average size of the lost packets must
The three basic LDAs with which we experimented are call§gh, gmaler than the smallest packet received so far, which

Biaz, Spike, and ZigZag, and they are described in this sectiqcomes more rare as the length of the connection gets longer.

The hybrid scheme we evaluated is based on these three ires not occur in our experiments since all packets are of the
damental schemes and is introduced in Section VI. In the fQlz me size.

lowing, we use the termoriginal TFRC or unaware TFRQo On the other hand, the upper linfit + 2) x T provides
refer to the original TFRC algorithm which is unaware of wirez ¢ ;shion window for the algorithm as the utilization of the last

less loss and treats every loss as due to congestion. We usgihgiess link cannot be 100% at all times. Whenever the wireless

termomniscient TFRQo refer to an ideal TFRC implementa-j, is not 1009% utilized, the packet interarrival time is greater

tion that has precise knowledge of the cause of every packet Iqﬁ%nTmin- After awireless loss of packets, the expected arrival

) time of P, 1,1 after P, would be greater tham + 1) * Tiyin.
A. Biaz Scheme With the cushion provided by the upper window, the algorithm

The Biaz scheme [5] uses packet interarrival time to diffecould still classify the loss correctly. Since the packet inter ar-
entiate between loss types. As depicted in Fig. 1, the algorithivial time is directly related to the utilization of the wireless link,
works as follows. Lefl},;,, denote the minimum packet inter-the window’s upper limit should be related to it al3die more
arrival time observed so far by the receiver during the cothe wireless link is close to fully utilized, the lower the upper
nection. LetP; denote the last in-sequence packet received binit should be
the receiver before a loss happened. t, 1 denote the A very high upper limit is not appropriate because a high
first out-of-order packet received after the loss, wheiis the upper limit makes it more likely that a loss will be classified
number of packets lost. L&t denote the time between the aras a wireless loss. Since the sending rate is not reduced when a
rivals of packets; andP;, .. Finally, assume all packets areloss is classified as a wireless loss, a higher upper limit poten-
of the same size. ifn + 1)Thin < T; < (n + 2)Tmin, then the tially causes higher congestion and unfairness. The high con-
n missing packets are assumed to be lost due to wireless tragsstion loss observed with the Biaz scheme indicates that the
mission errors. Otherwise, congestion loss is assumed. upper window limit of(n + 2) x Ty, is probably too high.

The concept here is that based on the arrival timéofif We want to find a reasonable value for the upper limit given
P; 1,41 arrives right around the time that it should have arrivedhe assumption that the wireless link has the lowest bandwidth.
we can assume the missing packets were properly transmitfdere are many reasons for the lowest bandwidth wireless link
and lost to wireless errors. F;,, 1 arrives much earlier than to not be 100% utilized. Competition somewhere else in the net-
it should, then at least some packets ahead(d®it; ... P;1+,) work can limit the average utilization of the wireless link (see
probably were dropped at a buffer, and if it arrives much lat&ection VI-C); even when the wireless link is the true bottle-
than expected, then it is likely that queueing times at buffeneck of the path, and TCP and TFRC both have to probe the
have increased. Either way, we can attribute the loss to congagailable bandwidth and generally are not able to maintain con-
tion. The Biaz scheme works best when the last link is both tstant sending rate equal to the bottleneck link bandwidth.
wireless link and the bottleneck link of the connection, and is To determine the value of the upper window limit, we tested
not shared by other connections competing for the link. two cases where: 1) the wireless link is the true bottleneck link

mBiaz: We found experimentally that the Biaz schemand is about 100% utilized; and 2) the average utilization of
often has high congestion loss in the wireless last-hop topolotie wireless link is 86%. We consider that these utilization rates
(8%—12% of throughput), almost twice as much as the ommeasonably represent the two ends of possible scenarios, as the
scient TFRC traffic would cause. All other basic schemes hawdreless link with the smallest bandwidth is unlikely to be much
lower congestion loss than that of omniscient traffic, as will bless utilized than this. The upper window limit that works well
seen in Section VI. This is mainly because Biaz misclassifigs both cases should also work well when the average utiliza-
a significant number of congestion losses, preventing thien falls in between. Our experimental results with the upper
sending rate of a flow from being reduced when the networdndow limit ranging from[(n + 1.1) ~ (n + 1.8)] * Tinin
is overcrowded. In this section, we propose a modified versiamdicate thaf(n + 1.2) ~ (n + 1.3)] * Timin provides a good
of Biaz, which we call mBiaz, that results in lower congestiotradeoff between low congestion loss misclassification and high
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] wireless loss # of pkt lost
congestion loss | congestion loss 5
! L . i

! wireless loss ‘3‘

2

T / - .
0 n+l n+1.25 Tonin ’—,7_ congestion loss
1+ .
Fig. 2. Modified Biaz scheme. | | rott
dev dev
mean — dev mean — T mean mean + T
ROTT .
max congestion loss
Fig. 4. ZigZag scheme.
B spikestart §-#--ssssmmsosmm s N A
B gpikeend f--ooroerncnnnenn ----- To use these formulas, we need to determine values for the
. wireless loss "~ __.- - . parameters: and 3. Suppose we consider all buffers along the
min|_ Time . .
r~ route from sender to receiver as one big buffer. Téte,,;, oc-
‘ _ curs when that buffer is empty, amdtt,,.. occurs when it is
Fig. 3. Spike scheme. full. Setting Bpikestar: @S above corresponds to the buffer being

filled at level a, and Bgpikeena COrresponds to the buffer being
throughput in the wireless last-hop topology (see Section V-Ajlled at level 3. With a fixed distance of = . — 3, a higher po-
The Biaz scheme’s performance is insensitive to the choicedifion of o and3 means it is more likely that loss would be clas-
upper limit in the wireless backbone topology. Therefore, wified as wireless, resulting in higher congestion loss misclassi-
choosg(n + 1.25) * Tiniy in the modified Biaz scheme (Fig. 2).fication (M.) and lower wireless loss misclassificatiail{,). If
_ a > 1, M. is 100% whilepM,, is 0%; if 8 < 0, thenM,. is 0%

B. Spike Scheme andM,, is 100%. The distancé betweernr and determines

The Spike scheme was derived from [7], which differentiateitte stability of the spike and nonspike states. Smhatlakes the
among degrees of congestion but did not explicitly differentiagdgorithm oscillate between the two states easily, while large
wireless loss from congestion loss. The ROTT is a measurerofikes both states more stable. To explore the sensitivity of the
the time a packet takes to travel from the sender to the receigggrformance of the Spike scheme to these parameters, we con-
Since the sending and receiving times are measured at the seddeéted tests with# ranging over [0.05, 0.5], and the distance of
and receiver separately, the absolute value of delay is diffic(it — ) ranging over [0, 0.9], and found = 1/2 and = 1/3
to obtain due to the clock skew between the two, thus, the nargsults in a good tradeoff of low congestion loss misclassifica-
relative. The ROTT is used to identify the state of the curreriton and reasonable wireless loss misclassification in the wire-
connection. If the connection is in trepike statelosses are less last-hop topology (see Section V-A). The Spike scheme’s
assumed to be due to congestion; otherwise, losses are assupggigrmance in the wireless backbone topology is relatively in-
to be wireless. The spike state derives its name from the fact tBansitive to the choice ef andg.
plots of ROTT versus time tend to show spikes during periods
of congestion. C. ZigZag Scheme

The spike state is determined as follows. On receipt of a|n addition to the above schemes derived from previous work,
paCket W|th Sequence numberif the ConneCtion iS Currently we propose a hew Scheme Ca”ed Z|gZag Using the same nota-
not in the spike state, and the ROTT for packeixceeds the tjon as in the Biaz scheme, ZigZag classifies losses as wireless
thresholdBspikestart, then the algorithm enters the spike statgyased on the number of lossesnd on the difference between

Otherwise, if the connection is currently in the spike state, a@gtti and its mearrott,ean). A l0ss is classified as wireless if
the ROTT for packet is less than a second threshaélg,ikeend,

the algorithm leaves the spike state. When the receiver detects (n = 1 AND rott; < rottmean — 70ttdey)
a loss because of a gap in the sequence number of received OR (n = 2 AND rott; < rottmean — rottaey/2)
packets, it classifies the loss based on the current state (see OR (n = 3 AND rott; < rott )

OR (

Fig. 3).
In [7], the threshold value®pikestart aNd Bipikeena Were n > 3 AND rott; < rottmean — rottdey/2).

- . . 5 -
hard (_:oded 10 b@rottumin + 20 ms) and(mtt““_“ +5ms), re Otherwise, the loss is classified as congestion loss.
spectively. For a connection that rarely experiences extra delayis_ig. 4 illustrates this classification boundary. The mean

(compared with the minimum) lower than 5 ms or higher thaﬁOTT . L :
. 4 ! tt and its deviatiorrottg., are calculated usin
20 ms, however, these thresholds will make the algorithm mip- FObmean O ey 9

: e exponential average with= 1/32, as follows:
imally useful. Instead, these thresholds should depend on the P ¢ /
overall network delays. Therefore, we formulate the thresholds .+ =(1 — @) * rottmean + @ * rott

as follows: Tottdey = (1 — 20) * Tottdey + 20 * [rOtt — TOtmean|.

Bspikestart = IlOttmin + % (rOttmax - I‘Ottmin)
In this formula,(1 — «) is the exponential decaying factor that

controls the smoothness 6ftt,,c., androttqye,. We experi-
whererott . androtty,;, are the maximum and minimum rel-mented witha of the form2”, where N varies among all in-
ative one-way trip time observed so far, anc> 3. tegers from—2 to —8. Results show that = 27° = 1/32

Bspikeend = IlOttmin + [3 * (rOttmax - I‘Ottmin)
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provides the best results. We experimented only with powers o LAN speed wired link C‘I’Vi{eless last links

two for computational simplicity. Srpilien  Cpatienn, e[TRCreiver ]
By definition, ROTT has a high probability of having values TFRC sender2 | @/ | RI B R2.~ , TFRC meeiver |

greater thanrottmean — rottacy): 84% if it were a normal- % T

ized Gaussian distributed random variable. As one packet los : wired shared link :

is the most common loss pattern in a wired network, and con der delay sharea e v ]

gestion loss usually comes with higher delay, the threshold 0 rate snared (TERC ser

rott > rottmean — rottgey iNtuitively would classify most of Fig.5. Wireless last-hop topology.

the congestion loss correctly. The reasoning behind increasin

the threshold with the number of losses encountered is that a

more severe loss is associated with higher congestion and withcongested. The congestion loss misclassification hdte

higher ROTT. This way, a loss event containing four or moref both the original TFRC and the omniscient TFRC is 0%.

packets would be classified as congestion loss only when reldisclassifying wireless los3/,, as congestion loss does not

tively large ROTT were observed. cause congestion problems for the network, but it often limits
The insight behind this ROTT comparison is that with ththe protocol’s ability to improve throughput. The,, of the

multiplicative decrease and linear increase (MDLI) algorithrariginal TFRC is 100%, and 0% for omniscient TFRC.

used in TCP/TFRC, the ROTT often exhibits a sawtooth pat- The relationships between throughput, congestion lbgs,

tern: The instantaneous ROTT tends to be less than its mean afigdt M/, are related to the actions taken for losses that were clas-

a multiplicative decrease action taken after congestion, and #ited as wireless. Currently, we treat all lost packets classified

probability that the instantaneous ROTT is greater than its meas wireless error in the same way as received packets. Under

increases with the linear increase of window size. This pattestich circumstances, a high#f. means 1) higher congestion

is characteristic of MDLI congestion control regardless of othé®ss; 2) higher throughput when competing with different types

network parameters. Therefore, as will be seen later, the migiraffic—less friendly to those unaware of wireless loss, e.g.,

classification rate of ZigZag is rather insensitive to changes TCP and TFRC, and more aggressive when competing with om-

network topology. niscient; and 3) when competing with itself, lower throughput

if M. is too high.
On the other hand, highéld,, often means 1) lower conges-

tion loss; 2) lower throughput when competing with different
An algorithm that attempts to classify each loss into one 8fpes of traffic—friendlier to TCP and TFRC, but less compet-

two classes can be judged by its misclassification rate, the fréié«e with omniscient; and 3) when competing with itself, lower

tion of cases which are classified incorrectly. Since misclaséiroughput ifA/,, is too high.

fying a wireless loss as a congestion loss does not have the santdowever, for an LDA that has both high/. and high

impact as the other way around, we can judge performance By, their effects can partially cancel. For example, the lower

examining the two separate misclassification rates. Howev#toughput that would have happened with high, may not

our ultimate concern is with the throughput of the traffic streaf€ realized when there is similarly high.—as will be seen

that results from using the algorithm, and with whether the apith the Spike scheme in Section VI-C. Thus, the values/of

gorithm causes severe congestion and thereby diminishes @€ M., should be considered together with the corresponding

throughput of other traffic streams. This leads us to a set of foifiroughput and congestion losgom the standpoint of appli-

performance measures. cation and network requirements, the criteria for a good LDA
Throughput: The most important goal is high throughputare high throughput and low congestion loss

where we are concerned with the improvement compared with

the original TFRC (unaware of wireless losses) when trans- V. NETWORK PARAMETERS

mitting through a network with a wireless link. Our experi- . _ . . .

ments show that an omniscient TFRC connection can have An this section, we describe the topolog|es, wqeless_ loss

throughput 200% higher than an unaware TFRC connection, &Qdel, and other network parameters used in our simulations.

pending on the topology and wireless loss severity. A primar

goal is to have a throughput close to that of omniscient TFRC?
Congestion Loss The amount of congestion loss experi- We tested the LDAs on three types of topologies, which we

enced by a TCP connection or other traffic when competing wittall Wireless Last HogWLH), Wireless Backbon@VB), and

traffic shaped by an LDA is affected by the behavior of the LDAWireless LAN

The throughput of the other connections should not be too muchwireless Last Hop In the WLH topology (Fig. 5), the

lower than without traffic using an LDA. For two LDA schemedast link to the receiver is a wireless link with bandwidth and

with similar throughput, we would prefer the one which causetelay of ratey.st and delay,.... N traffic streams share a

less congestion loss. Wireless loss is proportional to throughpeymmon wired link with bandwidth and delay ©fteg...q and

so it is not part of our performance measures. delay j..0q- Therateshared iS Set to be 86% of the aggregated
Misclassification Rates We need to be conservative intotal of all wireless links’ bandwidth when there is more than

misclassifying congestion loss as wireless loss, as suctoree flow in the network. So th&( > 2) streams compete for

mistake means rate will not be reduced when the netwdskndwidth at the common link, and congestion can happen

IV. PERFORMANCEMETRICS

. Topology
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LAN speed wired link TABLE |

[TFRC sender 1 | — deiay lan N~ [TFRC receiver 1 | JAKES MODEL: HIGH, MEDIUM, AND Low PACKET LOSS
rate jan
e —— R2 e

[TFRC sender2 | @280 7 ~ % ®[TFRC receiver 2 | Spreading | Interleaver Packet Bit Error
. . Gain Size Loss Rate Rate
. y . . . 16 2 pkt high: 7.8% 8.7 %107 °
* wireless shared link : 16 3 ikl mediom: 1% | 2.8 x 10~

TFRC sender N delay yshared | TFRC receiver N 32 2 pkt low: 1.0% 7.1 x 108

rate yshared

Fig. 6. Wireless backbone topology. . . .
9 pology our ns simulations. Other system parameters used in the error

pattern simulations were:

» channel code rate: 1/2;
* number of concurrent users: 5;
» number of multipaths resolved: 4;
* energy-per-bit/nois€E; /Ny): 4 dB;
+ normalized DopplefpT. = 2.62 x 1074;
and the three combinations of spreading gain and interleaver
size given in Table I. These were chosen to represent high,
medium and low wireless loss scenarios. Refer to [16] for the
histogram of the good and error state length in our simulations.
The Jakes model is a more accurate model for the wireless
both at the wired shared link as well as at the wireless last linkhannel experienced by moving objects than the traditional two-
This type of topology simulates a cellular network or satellitstate Markov error model. However, we also tested a simplified
Direct-TV system, where each wireless link has a relativelyersion of the two-state Markov error model: the independent
constant bandwidth. (Bernoulli) or “exponential” error model in which the time be-
Wireless Backbone In the WB topology (Fig. 6), the sharedtween successive errors is exponentially distributed [9], [10].
link (backbone) between two LANSs is a wireless link, wittFor each Jakes model with a particular set of parameters, we
bandwidth and delay ofateysharea anddelay ...q- This also tested a matched Bernoulli model with roughly the same
topology simulates a scenario where LANs are connected bywerage packet loss rate and distribution of state lengths. Results
high bandwidth wireless link. from both error models matched well with no discrepancies in
Wireless LAN: In the Wireless LAN topology (Fig. 7), the terms of relative performance of the LDAs. Therefore, we only
wireless link connects directly to multiple mobile receiversnclude results from experiments using the Jakes model.
This topology simulates an 802.11 wireless LAN. The only We note that fixed-point high-bandwidth radio links, such as
difference between this topology and the WB topology is thaose in the UCSD HPWREN [8] wireless backbone topology,
existence of the last link from router R2 to each individualften exhibit very long periods (days) of good states with packet
receiver. As the bandwidth of the LAN speed links is typicallyoss rate well below 10*, interspersed by occasional periods
much higher than that of the wireless shared link, there are rainutes) of bad states where the wireless packet loss rate ap-
packets buffered at these links, so the only effect they hageaches 3%, which is the value we study in our medium-loss
is additional delay. In our experiments, the wireless LANcenario. For wireless backbones attached to a moving object,
shows essentially identical results to a WB topology when tkeg., an airplane or a vehicle such as in a military application,
corresponding link bandwidths are the same and the total fixg wireless loss pattern of such wireless backbones fits in the
delay (processing + propagation) from sender to receivergame model as that of the WLH scenario.
roughly equal between the topologies. Thus, in the following
discussion, we only consider the WB topology, with its results. Other Parameters
directly applicable to the wireless LAN case. Bandwidth:

LAN speed wired link
/’//// delaylan

wireless shared link

delay wshared
rate ysnared

TFRC sender N

Fig. 7. Wireless LAN topology.

As will be discussed later, we tested all
schemes withV = 1, 2, 4, 6, 8, 10, 12, and 16 traffic flows in
the network.

In our experiments, we use the Jakes model [12], [13] to sim-The WLH topology simulates a cellular network, so we set
ulate the wireless loss patterns; for simplicity, we assume thate.s; = 150 kb/s, andratespareqa = max (N, 2) * 130 kb/s,
wireless error only exists in the forward direction from sendée., 86% of the aggregated total bandwidth of the wireless links,
to receiver, and not in the reverse direction. The Jakes model sx@ept when there is only one traffic flow. With only one flow
deterministic method for simulating a time-correlated Rayleigh the network, the capacity between routers R1 and R2 is set
fading channel. We generated the error pattern via computeughly twice the wireless link capacity so the wireless link is
simulation as in [14]. Packets of size 381 bytes were transmittéat bottleneck link.
for 12 s on a 150-kb/s simulated wireless channel. The receivefor the WB topology, we setiteshareda = 800 kb/s for one
attempted to decode each packet, and recorded whether it flaw, and 1600 kb/s otherwise. This way, average bandwidth for
corrupted by an uncorrectable wireless error. For a particular #e single-flow case is exactly the same as for two flows. When
of channel parameters, the results of 100 random trials, equiemparing the two, which represent isolation and competition,
alent to 1200-s transmission, formed the error patterns useceffects of average bandwidth difference are eliminated.

B. Wireless Loss Model
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For all the LAN links,rate;,, = 10 Mb/s. TABLE I
Delay. Total delays in the network are composed of pro- PERFORMANCE FORWIRELESSLAST HOP, 1 FLow
cessing, propagation, transmission, and queueing delays. The TCP | TFRC | Omm | Biaz | mBiaz | Spike | ZisZaz
rocessing + propagation) delay is set explicitly, as follows: thput | 55 84 99 99 99 99 98
(p 9 propag ) y P Y cong. 0.8 0.2 23 2.3 2.3 0.4 0.3
M. 0 0 0 0.0 0.0 0.0 0.0
delay,,, =1ms delay ,, =10 ms M, | 100 | 100 0 6.3 6.6 58 66

delayshared = delaywshared =20ms~ 60 ms

The other two are determined implicitly by the choice o:f;_eparately in the WLH _topol_ogy us_ing the metrics and simula-
other parameters: bandwidth, queue size, etc. Results with dfh methodology described in Sections IV and V, and then study
ferent delays set on the common shared lidldy.;,...q and the algorithms in the WB topology in Section VI-B.
delay...0q) Match very well with no discrepancies in terms Table Il shows the results of simulating one flow of each
of the relative performance of the LDAs. Thus, only results witbf the differentiation algorithms as well as TCP, TFRC, and
the two delays set to 20 ms are included in this paper. omniscient TFRC on the WLH topology. The table shows the

Packet Size The packet size is 762 bytes. For a video coddhroughput, congestion loss rate, and misclassification rates for
that encodes at the rate of 25 frames/s, and a bit rate of 150 kie&gh type of flow as percentages. The throughphpi(t) is
a frame on average would occup$0K /25 = 6000 bits = normalized by the bandwidth of the bottleneck link, congestion
750 bytes. The size of 762 was chosen because it is twice 3@bng) is the number of packets lost due to congestion divided
bytes, which is a specified packet size in the CDMA-2000 stahy the throughput)/. is the fraction of packets lost to conges-
dard. tion that are misclassified as wireless loss, ag is the cor-

Queue Size The size of a queue in a router usually scaleesponding measure for wireless loss. Unless stated otherwise,
with the capacity of the link it is connected to. The size of thall results in this and subsequent sections are for the high wire-
queue measured in bits divided by the link bandwidth is tHess loss case. Trends for high wireless loss hold for low and
maximum queueing delay. We use a scale formula used in thedium loss as well. The relative order of their performance
simulation script from [4]: does not change, although the absolute differences between the

algorithms tend to be smaller.

TCP and TFRC, which do not use an LDA, had compara-
tively low throughput. They react to wireless losses as conges-
tion losses, unduly reducing their sending rate; TFRC had a
'H%her rate than TCP because it does not react as drastically to
loss. As expected, omniscient TFRC is able to get close to full
utilization of the bottleneck link bandwidth.

queuesize(pkts)= max (Wh, 6) .

60K

If all packets are 762 bytes, this leads to a maximum queue
delay of 100 ms (if the link bandwidth 360 kb/s) or higher (if
the link bandwidth<360 kb/s).

Queueing Policy DropTail only. - .

Random Traffic: Similar to [5], we have twons All fqur LDA_@ almost fully ut!llze the bottleneck_ bandwidth
Traffic/Expooagents warm up the network for 20 s before an?”d misclassified no congestion losses. The Biaz algorithms

TFRC or TCP traffic starts, and they stop within 2 s after TFRE}ade few mistakes on wireless losses; these algorithms were de-
or TCP starts. signed for this kind of topology. Because of this, they have the

Test Conditions In all experiments, after the warm-upSa@me slightly 'higher co'ngestion loss as the ompiscient TFRC
period, data was transmitted for about 200 s. For each difféiew: while Spike and ZigZag have less congestion since they
entiation scheme, experiments were performed with the safftisclassify more wireless losses and so reduce sending rate.
random seed that determines the starting order (within 2 s)By definition, since there is only one buffer to fill, Spike’s
of and the wireless error pattern experienced by each flogh M, indicates that half of the time the buffer of the wireless
With different random seeds, the same set of experiments viak is at least 1/3 full. However, high/,,, does not hurt Spike’s

repeated ten times and results were averaged. throughput here because it only happens when the buffer is at
least 1/3 full; with a nonempty buffer, the router always has
VI. EVALUATION OF BASE ALGORITHMS packets to transmit on the link to maintain throughput.

In this section, we evaluate the performance of the base al_Zngag also has a higl/,,, indicating that, as the ROTT

gorithms under a variety of experimental conditions. We begoscnlates around its mean, there is a high probability that the

by examining the performance of each algorithm in isolation TT is larger tharrottmean — rottaey ). AS @ result, ZigZag
y g P 9 misclassifies many wireless losség. = 0 for both Spike and

first on the WLH topology (Section VI-A) and then on the WB,,. :
topology (Section VI-B). Finally, we evaluate the aIgorithmBsZ|gzag shows that the thresholds chosen to parameterize the

: algorithms are quite conservative.
when other flows compete for network resources in both topolo- )

: . Summary: From these results, we conclude that all of the
gies (Sections VI-C and D). o : . o

LDAs perform well in isolation on this topology, achieving ex-
cellent throughput while reacting to congestion well. The Biaz
algorithms are highly optimized for this particular situation,
First, we want to understand the performance and behawwehile Spike and ZigZag are more conservative in that they clas-

of each LDA in isolation. We start by evaluating the algorithmsify some wireless losses as congestion losses.

A. Wireless Last Hop
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throughput (%) congestion loss (%) misclassification (%)
TABLE Il 9nhp 9
PERFORMANCE FORWIRELESSBACKBONE, 1 H.ow ;100@ Eobod b8y 12FT ] 60
[}
- - - - . m g5t oo 5 8
TCP | TFRC | Omni | Biaz | mBiaz | Spike | ZigZag x o o o3 P p
thput 23 37 99 97 91 99 53 £ o ? 210 v Lo * 40 6
cong. | 0.1 0.0 04 | 04 | 04 0.0 00 B 9, S . s | @
M. 0 0 0 0.0 0.0 0.0 0.0 g F; wot 20 2
M., | 100 100 0 24 70 29 60 % 85f | * TCP 42 gt ¢ aosaas 8
) o TFRC | o + a8
s - Omni N 800790
280 | Ba |TE H 2 468101218
. o i € 6 xoge flows
B. Wireless Backbone g 75| 0 EREdE | Fats B _
= Zplze g + JETETETRTETETA
. A *
Next, we want to understand the performance of the differer§ 7| = AL ' e w180
. . . [%2]
tiation algorithms on the WB topology, and to see how perfor< S 600 0 4 E 202
mance changes as the topology changes. Jé; 85 oow w18 29 A 8
. . . I o o
Table 11l shows the results of simulating the algorithms on theg go} . * ™ 16 laa ° 0% % t0g
) ; . ; LB * o *ORR A Ak J + 2
WB topology described in Section V-A. At a high level, with = 300 0.0 é
. . . [~ 1 i i i i IO [ T S ST S S 1
only one flow the WB topology is very similar to the WLH S a6 8101216 C2 468101216 246 8101218
topology because: 1) the LAN link that follows the wireless flows flows flows

backbone link can effectively be ignored since its bandwidth Ii_.?g. 8. Competition in the WLH topology.
much higher than that of the wireless backbone and 2) there Is
no competition, so the flow has sole use of the wireless back-
bone in a manner similar to the WLH link. see in performance are due to the change in bandwidth rather
The main difference between the performance of the algdan topology. Atthe higher bottleneck bandwidth, TCP, TFRC,
rithms when the flows operate in isolation on the two topologied ZigZag have even lower throughput due to their high wire-
is the difference in bottleneck bandwidth. The wireless link iless loss misclassificatiall,, ; the other algorithms are able to
the WB topology is 800 kb/s, whereas the wireless link in th@aintain good throughput due to little or dd,,.
WLH topology is only 150 kb/s. As a result, the differences in
performance are primarily due to this change in bandwidth moge Competition in WLH
than topology; in subsequent experiments, we will see more of
an influence of topology on performance. Now that we have evaluated the algorithms on both topologies
From Table 11, we see that TCP and TFRC have a much low#isolation, we next evaluate them with competing flows.
usage of the available bandwidth when it is 800 kb/s. This lower Fig. 8 shows the performance of each algorithm on the WLH
usage is due to the larger operating window size that comes wigpology when there are one to 16 flows, all using the same al-
the higher bandwidth delay product, making the speed of tBerithm; note that the single-flow case corresponds to the results
linear increase much slower than the speed of the multiplicatifeTable II. Fig. 8 has graphs to show throughput (left), conges-
decrease caused by the high wireless loss. Omniscient TFR@ loss (middle) M. (top right), andM,, (bottom right). All
still gets close to 100% utilization of the available bandwidttgraphs are a function of the number of flows competing on the
but with much less congestion. This is also due to the higher djgtwork.
erating window size, which makes the TFRC congestion controlWith more than one flow, the bottleneck link is the
algorithm less likely to fall into the slow-start mode and enableédared link whose bandwidth we purposely set to be 86%
it to open its congestion window more smoothly in the linear if130 kb/s/150 kb/s) of the aggregated sum of all wireless links
crease phase. to induce congestion. As a result, we show the throughput in
The performance of the LDAs on the WB topology is, fothe graph as the sum of all flows’ throughput normalized by
the most part, similar to the WLH topology. However, ZigZagatesharea- This throughput reflects the average throughput
has a much lower throughput that is similar to that of TCP arfd the competing flows, so a high throughput means that on
TFRC, due to the larger window size at higher rates and its higkerage the algorithm performs well when competing with
M,,. Unlike the Spike algorithm, which also has a relativeljtself. The misclassification rates and congestion loss are
high M,,, the M,, in the ZigZag algorithm does not have anyaverages over all flows in the network as well. We know the
direct correlation with the buffer level (the ROTT can still oscilmisclassification rates for TCP, TFRC, and omniscient TFRC
late around its mean even when the buffer is close to empty). Fopriori, and therefore, we do not show them to improve clarity.
the same reason as TCP and original TFRC, it cannot recover th&rom Fig. 8, we see that the average throughput of TCP and
normal window size as quickly at the higher rate. The modifieBFRC increases with the number of flows. The reason is that not
Biaz algorithm also has a lower throughput, although not as sigj} flows will experience wireless error at the same time. With
nificant, due to its highed/,, and larger window size. Its higher more flows, it is less likely that wireless loss will be synchro-
M, (compared with Biaz) results from a smaller window on awiized between different flows. The performance of omniscient
erage that allows less delay between packets when classifyifgRC is not affected by the change of flows.
loss as wireless. Biaz maintains its high throughput regardless of the number
Summary: Since evaluating the LDAs in isolation on theof competing flows. However, itd/. increases dramatically
WB topology essentially reduces to the WLH topology witlas the number of flows goes beyond one because congestion
a higher bandwidth wireless bottleneck link, the changes Wwasses at the shared bottleneck link become misclassified as
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throughput (%) congestion loss (%) misclassification (%)

wireless losses. This causes high congestion loss (7%-12%) |

cause Biaz does not scale back in the face of congestion whx ° * i B ,;"‘E" 1 s TCP i AZO ®
it should. Dot , S B T o s
This problem with the Biaz algorithm motivated the modifiedS | + ?10‘ + Bz 0
Biaz scheme (Section I1l-A). Fig. 8 shows that mBiaz address 8 £ | 1 gg@z | a8
the problem of the original Biaz scheme in that it has the Iowe:% 705 : s;f 8/l ZgZag B S
M_. over all base algorithms. However, it now has the probler= "~ g : o gé ;0321(9
of a highM,, because, by using a lower upper window limit, it2 g : * 8 6l ,. flows
achieves high accuracy for congestion loss by trading off acc& | S L o0t—0—5—0-9100
racy for wireless loss. However, the higl,, is also related to £ 50t 18 . HEY Iy o
the choice of low utilization of the wireless link, which is dis-2  |-/* F §d Tassseg g
advantageous to mBiaz. With more than one flow, the avera@ %j¢ 13 RSN lso g
utilization of the wireless link is only 86%, and so the packe%” ao-é g CERFE S " ©
interarrival time after a wireless loss nfpackets is on average £ * R g"* ? ' =
n+1) % 1.16 * Trin > (n + 1.25)Tmin—the upper window ool v o :
I(imit of)mBiaz. So, the h(ingw W()e see here will be reduced 24 ?103,3101216 24 3035101216 24 ?|o$vs101218

if the average utilization of the last wireless link is higher than

86%, which is likely to be true in a cellular network scenario. Kig. 9. Competition in the WB topology.
is not wise to use a large classification window to accommodate
connections temporarily starved with less than their fair sha 8
of the bandwidth because it also encourages connections
have high throughput to cause more congestion loss. As poin
out in Section IlI-A, the threshold dfiv + 1.25)7},,;, provides

arithms on the WB topology using the same graphs as in Fig. 8.
stFig. 9 shows, the performance of the algorithms when there

|§%ompetition in the WB topology is quite different from the

a reasonable tradeoff between the accuracy of congestion Ié\&%H topology. With more than one f.IOW' there are two main
and wireless loss in two extreme cases where utilization of tHE'€r€Nces betwee.n the two topologies that affect the perfor-
wireless link is about 100% (Section VI-A) and 86% (here). Mance of the algorithms:

The Spike scheme has consistently high throughput across alll) the percentage of the shared link bandwidth that each flow
numbers of flows. However, it has high congestion loss, often  can use (due to inherent characteristics of each topology):
higher than that of the omniscient TFRC, and bothhifs and * In the WLH topology, the maximum receiving rate
M, are very high. 1tsM,, is similar to the one flow case and of any flow is bounded by the rate of the wireless
persists in the face of competition. Its higlh. is due to its in- last link, 150 kb/s. Since the average bandwidth
ability to correctly determine the buffer level at either the shared per flow is 130 kb/s, no flow can get more than
link or the wireless last link. Once alarge ROTT is measured due 150/130 = 115% of its fair share in the common
to high buffer levels at both locations, it can no longer correctly link bandwidth.
gauge individual buffer levels. Congestion loss can occur with « In the WB topology, the receiving rate of a flow
one of the buffers full and the other empty; the high ROTT mea- could potentially reach the capacity of the shared
sured previously will make the scheme miss congestion loss in link; i.e., it can occupy the entire common link,

such cases. reaching throughput that i% times its fair share,
The ZigZag scheme has consistently high throughput and low whereN is the number of flows.

congestion loss across all numbers of flows. Although it also is 2) the average rate per flow (due to our choice of the network

based on the idea that congestion loss accompanies high ROTT, parameters):
unlike the Spike scheme, the exponentially averaged;,can « The average rate per flow is fixed at 130 kb/s for
gradually forgets past history, making it immune to the occa- WLH.

sional extreme value of ROTT observed. However, the wireless
link buffer does cause highéil., especially as the number of
flows increases. Nevertheless, it has the second loiesind 800 kb/s

the variation is small compared with the other two base algo-_l_he quick and significant increase of TCP and TFRC

rithms. Although itsM,, is the highest among all base algo—h hout when th ber of f . directly reflect
rithms, at this operating rate, it does not affect the throughput. roughputwhen the numboer of Tlows Increases directly retiects
oth of these factors. On the one hand, as the desynchronization

Summary: All differentiation algorithms are able to , . .
achieve high throughput when competing with similar ﬂowsgffect of wireless error takes place, any flow that is temporarily

although with a large variation in misclassification rates. witHOt affected by wireless loss can increase its sending rate to
its consistently high throughput, low congestion loss, arRptentially use all the unused bandW|dtr_1. Qn the o_ther hand, as
low congestion misclassification rafef,., ZigZag is the best the average rate per flow decreases with increasing rate, TCP

performer under Competition in the WLH topo|ogy_ can get hlgher utilization of the bandWldth, with ten ﬂOWS,
the average rate per flow is 160 kb/s, and average utilization

is 85% and 97% for TCP and TFRC, respectively, while with

only one flow at 150 kb/s, their utilization is only 55% and 84%
We now evaluate the algorithms when there is competition (see Table Il). Omniscient TFRC can fully utilize the available

the WB topology. Fig. 9 shows the results of simulating the abandwidth, but with much greater congestion loss. Since it

« In the WB topology, the average rate per flow is
1600/ max(2, N) kb/s, i.e., in the range of 100 to

D. Competition in WB
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is not affected by the wireless loss, it is mainly the average original Biaz and Spike schemes both have an unaccept-
rate per flow that contributes to the variation on the graph of  ably highM,. and high congestion losses.
congestion loss versus number of flows. * When there is competition in the WB topology, the best
Both Biaz schemes have essentially 100%, for more scheme is Spike. ZigZag is useful, although it suffers from
than one flow because the wireless link is now shared. For sensitivity to the average bandwidth per flow. Both Biaz
Biaz to work accurately, packets from the same flow need to be ~ schemes lose their differentiation ability, performing the
buffered one after the other at the wireless link. This situation =~ same as TFRC.
is unlikely when there are two or more flows sharing the link, Generally speaking, LDAs based upon packet interarrival
and they simply classified all losses as congestion losses—tifiees (Biaz and mBiaz) do not behave well when there is
same as the original unaware TFRC flow. As a result, the Biggmpetition for the bottleneck wireless link, and as a result
schemes are essentially useless as LDAs for this topology, @€l only suitable for the WLH topology without competition
their throughput is the same as original TFRC. on the wireless link. The LDAs based upon ROTT (Spike
The Spike scheme works well in this topology as buffetnd ZigZag), however, are able to correlate congestion with
buildup can happen at only one place. Thus, the Spike schepdgticular losses much more accurately across a wide range
accurately determines congestion logs.(close to 0). As the ©Of scenarios, although they may have relatively high, in
number of flows increases, the buffer level gets higher dip@rticular situations.
to the desynchronization effects of wireless loss. Therefore We conclude that none of the base algorithms performs con-
its M,,, which is directly related to the average buffer levefistently very well across topologies and in the face of compe-

increases accordingly. As described before, the increasipg tition from other flows. This motivated us to explore a hybrid
does not affect its throughput performance. algorithm that can take advantage of the strengths of the indi-

Zigzag has similaiM,, as in the WLH topology. Due to its Vidual base algorithms.

high M,,, changes in ZigZag throughput follow the same pat-
tern as TCP/TFRC flows. In the simulation, about one quarter of VII. EVALUATION OF A HYBRID ALGORITHM
wireless loss events involve two consecutive packets being losin this section, we investigate a hybrid of the base algorithms.
[16]. With two flows in the network, the probability that packetSince no single base algorithm performed well either across all
from both flows get hit by a wireless error near simultaneouslyigpologies or in the face of competition, we create a hybrid that
relatively high. At the average rate of 800 kb/s per flow, as w#ynamically uses different base algorithms depending on net-
have seen in Section VI-B, ZigZag is not able to return to thgork characteristics. In the WLH topology, ZigZag and mBiaz
steady-state congestion window size quickly. However, ZigZaghave very well, while in the WB topology, Spike is the best
is able to fully use the available bandwidth when there are six performer and ZigZag performs reasonably well. Observing this
more flows. The reason for this is due partly to the desynchrbehavior, can we design a switching algorithm that can select the
nization effect of wireless errors, and partly because of lowdght scheme for the right network conditions as observed under
average rate per flod< 1600/6 = 267 kb/s). Finally, theM. the different topologies? Looking at why Biaz failed in the WB
of ZigZag is mostly zero for eight or fewer flows, where the avtopology provides some insight: The main difference between
erage bandwidth per flow is 200 kb/s. At ten or more flows, the two topologies is whether the wireless link with the lowest
its M. is lower than in the WLH topology, but th&/,. is more bandwidth is shared or not. Therefore, we should choose dif-
costly in this environment, because the receiving rate of a flderent schemes based on whether the lowest bandwidth wireless
could potentially reach the capacity of the shared link. Ther#Ak is shared or not.
fore, it has higher congestion loss than in the WLH topology When the lowest bandwidth link is shared by flows, the
for ten or more flows. average packet interarrival tirig,, would be close taV «1};n,
Summary: The Spike scheme performs the best in this kinhereZ ', is the minimum interarrival time. If the slowest link
of topology since the change of ROTT directly comes from thg not shared, oN = 1, thenZ},, should be close t@},;,. We
buffer where congestion loss happens. computeT,, by exponential averaging:

inter_arr_time
Tavg_new = 0.875 % Tavg_old +0.125 %« —MM

E. Summary pkts
Here, inter_arr_time is the instantaneous interarrival time
(time between arrived packets) and we divide by the number
* With only one flow in the network, Biaz and Spike perfornpf packets that separate the arrived packets; therefrg can
essentially the same on both topologies. ZigZag, howevee smaller thainter_arr_time and, in fact, can take on a value
is sensitive to the bottleneck link bandwidth due to its rekven smaller than the minimuimter_arr_time, or Ti;y,.
atively highM,,. It performs well at the low link rates, but  Let T},0:r = Thavg/Zmin- IN the WLH topology,Than = 1;
its throughput decreases significantly at higher link rateghile in the WB topology ... =~ N, whereN is the number
* When there is competition among flows in the WLHof flows sharing the link. However, when the connection starts
topology, ZigZag performs the best when the shared linip, the reall,;, may not be observed immediately, thiis,,,
bandwidth is less than or close to the total aggregateduld be<1 at congestion loss. Also, there are certain ambi-
wireless link bandwidth. Modified Biaz also performsguities when the number of traffic flows on the wireless link
well when there is a largex( 4) number of flows. The increases from one to two, because in both one and two flows,

Our evaluation of the base algorithms shows the following
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solution is to use ZigZag during these periods due to its rel€ 93| s 9 8
. . . = A
t!vely consistent performance vvhether or not there is compea g5 [ o mBiaz | g RS . 4°g
tion for the shared bottleneck wireless link. g - Spike g‘ T 3 vy o 2
2 911 o ZigZag || S B
. . = ZB 4 5
A. Hybrid Algorithm: ZBS ol e2BS i

o _ , _ 2468101216 02468101216 246 8 101216
Based on this idea, we introduce a hybrid algorithm, ZB< , flows flows flows
that dynamically uses one of the base algorithms accordingFtlg

current network conditions, as follows.
if  (rott < (rottmin + 0.05 % Thuin)) use Spike;

.11. Hybrid scheme in WLH topology.

else { the new scheme is frozen for that period. If a new scheme is not
if (Thae < 0.875) use ZigZag; chosen at the expiration of the locking period, ZBS applies the
else if (T, < 1.5) use mBiaz; switching algorithm at every packet arrival thereafter, and is free
else if (T, < 2.0) use ZigZag; to switch when next indicated.
else use Spike; For a thorough discussion of the three thresholds in the
} switching predicate, see [16]. In brief, 0.875 is the lower

. . : . : threshold for deciding that the wireless link is not shared,
Inthe rest of this section, we explain the insight behind the use - L .
. . I as in the WLH topology. Considering a 5% congestion loss,
of the different algorithms and the derivation of the parameters . .
: : he threshold of 0.875 allows mBiaz to still be used after a
used to decide among them. In the next section, we evaluatetthe ; ) o
. . congestion loss of up to five packets, which is a generous
performance of the hybrid algorithm. o : : :
. condition for concluding an unshared wireless bottleneck link.
. nlehe thresholds 1.5 and 2.0 come from the fact that, uging,
O}he most difficult case to differentiate whether the bottleneck
when the ROTT is very close to its minimum. Neither mBiawweless link is being shargd is when there are only two ﬂows.
. TR o both casesT},... can fall in the range of 1 to 2. Our solution,
and ZigZag perform well in this situation, and so Spike is used, . . . : : )
L o validated experimentally, is to use ZigZag in the ambiguous
When the bottleneck link is not underutilized, we use onge ea of 1.5 0 2.0
of three algorithms as shown in Fig. 10. Modified Biaz is used ' o
when network conditions indicate that the wireless link is the i
bottleneck and not sharéd},.,, ~ 1), to take advantage of its B. Performance of the ZBS Algorithm
low M. andM,, (compared with ZigZag) and high throughput. Figs. 11 and 12 show the performance of ZBS in the WLH and
Spike is used when conditions indicate multiple competindyB topologies, respectively. Modified Biaz, Spike and ZigZag
flows (Tharr > 1), which are the conditions under which itare shown for comparison. Fig. 13 shows the fraction of time
has the best performance. ZigZag is used for cases where ttha the three base algorithms are used by ZBS.
network conditions are ambiguous, mostly at the beginningOverall, in both topologies, ZBS reaches throughput close to
of the connection and when the number of competing flowkat of omniscient, and maintains relatively Ia#. and conges-
changes in the middle of the connection. tion loss, regardless of the number of flows. ZBS uses mBiaz
ZBS starts with the ZigZag scheme, as it has no knowled§8% of the time in the WLH topology, and uses Spike 95% of
about the network conditions at that time and ZigZag behavie time in the WB topology, i.e., it picks the right scheme for
well across the widest range of conditions. It then upd@tes the given network conditions.
and monitorsly,;, at every packet arrival. We set a locking With one flow in both topologies, mBiaz is used more than
period of 3 s or 50 packets received, whichever comes fir88% of the time because there is no real topological difference
The locking period is the minimum duration a scheme mubttween the two, and mBiaz performs the best in both scenarios.
be used before switching to a different one. This prevents fre-Spike is used only 3% of the time in the WLH topology. How-
quent switches that might otherwise occur from start/stop efer, this already causes thé. of ZBS to be higher than that
short-lived traffic streams (e.g., short HTTP downloads), occaf both mBiaz and ZigZag (see Fig. 11). This behavior provides
sional severe wireless error (caused by a vehicle passing throbglter understanding of why, without ZigZag, switching only
the shadow of a bridge or a building), etc. between Spike and mBiaz could easily incur higgh in the
After the locking period, ZBS decides the next scheme to ud#/LH topology. With a switching threshold of 2.0, we ke&f

If it uses a different base scheme, the locking period is reset, atdh reasonable level. As a result, ZigZag is heavily used (close

very likely that the bottleneck link is empty or underutilize
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Fig. 12. Hybrid scheme in wireless backbone topology. Fig. 14. Standard deviation of throughput among same type of flows.
Wireless Last Hop Wireless Backbone of each individual connection when all flows are using the same
100 L S S T S LDA; and 2) how fair and competitive each LDA is when com-
90} . 2 ] peting with TCP Reno without wireless losses, a scenario that
e . .
8 sl O oo 0O 80 approximates the use of a snoop agent[2]. Ideally, we would like
Z an LDA to be fair and stable in both cases, which means that a
o 701 o mBiaz 1 70 ] flow using the LDA is able to obtain and keep its fair share of
Q6o | ° élgfag : 60 ~ ] the available bandwidth and does not become starved or starve
[} * - Spike
= 50 ] 501" v ] others.
S 2
o a0f 1 401 1 A. Fairness Among Flows Using the Same LDA
[ . .. .
g 30/ : 30 1 Fig. 14 shows the standard deviation (in percentage) among
8 ol ] ool | different flows when all connections are of the same type (e.g.,
I R S use the same LDA). The left plot represents the WLH topology
101 1 1o 1 and the right plot the WB topology. The last symbol on the
* * * * * A . .
e 8 10 12 16 B ‘Z B ?*8 TR legend, TCP(NWL), represents normal TCP traffic with
flows flows wireless loss on the wireless last link or the wireless backbone.

_ _ o ~Each point on the plot corresponds to a particular LDA and
Fig. 13. Relative usage of the three base schemes by the switching algorltlfjmmber of flows. For each such pair, we first normalize the
throughput of each individual connection by the mean of all
to 50%) in the WB topology with two flows. However, this doegonnections, and then compute the standard deviation of the
not cause low throughput as ZigZag by itself would. normalized throughput. We then plot the average of standard
In the WB topology, it looks counterintuitive that Spike usag@geviations over ten trials. For example, in one trial of ZBS in
actually decreases as the number of flows increases above &js.\WB topology with four flows, the throughputs of the four
However, this can be explained by the wireless loss desynchfigws are 13303, 13826, 13123, and 11955 packets. Dividing
nization effect as the number of flows increases: Itis less likely, their mean, 13052 packets, the normalized throughputs
that two packets belonging to a flow would be buffered consegre 1.02, 1.06, 1.006, and 0.92. The sample standard de-

utively at the wireless buffer with a Iarge number of flows. |N/iati0n of these normalized throughputs is Computed as
other words, th€,,,;, a flow observed is often not the transmis-_ _ (1.02-1)?+(1.06-1)?+(1.006—1)"+(0.92-1)* |  _ goz
4—1 - :

. . . . o = sqrt(
sion time of one pa_cket _overthe w!reless_llnk. Therefdig,. The same calculation is done for the other nine trials, and
could fall below 2, in which case ZigZag is used.

Summary: The ZBS hybrid LDA performed well acrossthe final point on the plot is the average of the ten deviations

. . computed.
different topologies and numbers of flows. In most cases, '9Wireless Backbone Topology In the WB topology,

close_ly maiched or excegded the performance of the best bgﬁ FRC types of traffic have relatively consistent and low
algorithm for that scenario.

deviation in the range of 3%—7%. The significant difference
between TCP and TFRC when both experience wireless loss
is due to the intrinsic mechanisms used to control sending
So far, we have examined the overallerageperformance rate: TCP is ACK-based while TFRC is rate-based. This result
of each LDA both in isolation and when it competes with otheshows that compared with TCP, TFRC not only achieves lower
flows using the same LDA. Now, we evaluate the fairness @ifictuations in sending rate over time within a connection,
each algorithm by examining: 1) the deviation of the throughpbtit also is more fair among TFRC connections when there

VIIl. FAIRNESS AND TCP-FRIENDLINESS
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are wireless losses. Omniscient and all LDA traffic have low

TCP throughput, low avg BW  TCP throughput, high avg BW
120 T

deviation in throughput because the conditions which affect @1 i fo g e
their performance exist at only one place: the wireless link 840! 110h & 050
buffer. Since that buffer is common to all connections, its level % o
and composition have the same effects on all flows. Therefore, g 1001 = T 100 -+ F gt Ty
the deviation among flows is small. TCP with no wireless < Lot Y Vg
loss has a deviation among flows similar to omniscient and < 90 st Y SRR Gk U S S
all LDAs, which means they are all fair in this topology. The & [ & * | §oe ;
deviation tends to increase with the number of flows, because g’ 80 S g8 I 80r . ["+ TOP
with more flows in the network, the average bandwidth of £ ° JRe
each connection is lower. With a smaller average bandwidth, § "] or - Biaz
the same absolute difference of throughput produces a Iarger‘(—é 60 ol ° rsng;(aez
deviation. 5 & ZigZag
Wireless Last-Hop Topology In the WLH topology, the e 5 01216 % 4 e év 1§BS1'2 16
deviation of all traffic types except omniscient is higher than flows flows

in the WB topology. For the original TFRC, this is because the

wireless loss on the last link is different for different connecﬁL% |105t-is tThiF;hfrf(i)inC:]“nufiSOSf ;ﬂeﬂ;e Vr\/eU;t;%p%gyf-lomoxva;: égg/ I?;ttr(]rejgfmvs

tions. For the LDAS’ the main conditions which af_feCt t_he” peli'seQI'CP and the otﬂe‘r)SO% use tﬁg LI%A indicated by the plotted osymbol, atan

formance now exist at two places: the common wired link buffegerage bandwidth (BW) per flow of 130 kb/s (800 kb/s).

and the last wireless link buffer. Because what happens at the

last link buffer is often different from connection to connec-

tion, the deviation is higher. Omniscient TFRC and TCP with

no wireless loss are similar, consistently having the lowest de-

viation. Compared with TCP with no wireless loss, all LDAsin  ©©Pology.

this topology are not as fair among different flows. Summary:  When competing with the same type of traffic,
Looking more closely, the effect of the separate wireless lirdl LDAS areas fa!r and stable as the standard TCP if most or all

buffer, and therefore, the actual fairness, is different for differef{te conditions which affect the LDA's performance are common

LDAs. Spike and both Biaz schemes have very high deviatioffs!l lows, as in the WB topology; they are less fair and stable
(>14%) in most cases. ZigZag, original TFRC, and ZBS hajgan TCP if some of those conditions are different from flow to

much lower deviation, 7%—10% in most cases. This is beca i, as in the WLH topology. However, ZigZag and ZBS are
Spike and both Biaz schemes are very sensitive to the bufief fairest among all LDAs.
level at the wireless last link, albeit in different manners.

competition, but also makes each individual connection
more stable and improves the overall fairness in the WLH

. . . .B. Fairness With TCP
» Forthe two Biaz schemes, connections temporarily having

low sending rate are disadvantaged because they are likelyfo evaluate the fairness of the LDAs with TCP traffic, we sim-
to experience longer packet interarrival time which make#ate connections using an LDA competing with connections
them classify wireless loss as congestion and reduce rtltat use TCP Reno that are wireless loss free, i.e., do not suffer
even further. wireless losses. This scenario approximates the use of a snoop

» For the Spike scheme, connections which obtained higlgent [2] that hides all wireless loss from the sender, enabling
sending rate quickly at the beginning (due to different staftCP to obtain about the same throughput as if there were no
times), will observe large ROTT due to buffer build up awireless loss. Because snoop is designed to operate at the base
the wireless link. These connections are less aggressivestation for mobile hosts, we only test the fairness and competi-
they are more likely to classify wireless loss as congestiotiveness of LDAs with snoop in the WLH topology.

« Similar to the argument in Section VI-C, ZigZag is not To determine how TCP-friendly these schemes are on the
very sensitive to the history of the last wireless link buffeWVLH topology, we simulated a total number of flows ranging
the exponentially average@tt .., androttqe, gradu- from two to 16. Half of the flows used TCP and are immune
ally forget the past, making any advantages or disadvai-any wireless loss, and the other half used one of the LDASs,
tages diminish. TCP, TFRC, or omniscient TFRC, and are subject to the same

» The reason for the low throughput deviation of ZBS is inwireless loss seen earlier. Fig. 15 shows the results with a low
teresting. In the WLH topology, mBiaz is used most of thaverage bandwidth per flow of 130 kb/s (left), and for a higher
time (see Fig. 13). However, whenever the throughput aferage BW per flow of 800 kb/s (right). Thxeaxis shows the
a connection is low] ., increases and ZigZag or Spiketotal number of flows, and thgaxis shows the average normal-
is used. Both ZigZag and Spike are more aggressive thiaed throughput of the TCP flows which do not experience any
mBiaz in the WLH topology as they have highéf.. wireless loss. As the throughput is normalized by the fair share
Eventually the disadvantaged connection will catch up itsf a flow (130 or 800 kb/s), a value close to 100% means that
fair share in throughput and switch back to mBiaz. Thithe scheme is as TCP-friendly as TCP, and a lower value means
behavior shows that by switching among different baghat the LDA is more aggressive than TCP. The 130-kb/s av-
algorithms, our hybrid scheme not only has more consiesrage BW case has exactly the same network parameters as the
tent good performance on average across topologies ardvious WLH topology. In the 800-kb/s case, the BW of each
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wireless last link is 930 kb/s and the BW of the shared wired link TABLE IV

is IV « 800 kb/s, whereN is the number of flows. Therefore, in StamisTICAL VALUES USED BY EACH LDA

both cases, the maximum normalized throughput any flow can Statistical Value LDA(s)

get is about 115%= 150/130 ~ 930/800). ___number of packets lost: n Biaz, ZigZag, ZBS

. instan. packet inter-arrival time: 7% Biaz, ZBS

From Fig. 15, we see that, overall, LDAs are more aggres- *min. packet inter-armival 6me: Tomin Biaz, ZBS

sive when the average BW is lower. In both cases, the omni- "ROTT min/max.: 0ttmin, T0ttmas Spike, ZBS

scient TFRC is most aggressive as the throughput of TCP is the ke tesholds Bupikestart. Dopikeend ZSiZ;‘féZZBIfS

lowest. In the lower average throughput case, all LDAs are as ag-  average packet infer-ar. 66 Tang 78BS

gressive as the omniscient TFRC except ZigZag, which is more ___normalized Tavg: Tnarr _ ZBS

TCP friendly. In the higher average throughput case, mBiaz and time, pkt sequence # of locking period o

ZigZag are as uncompetitive as the wireless unaware TCP and

TFRC because the throughput of TCP is close to the maximum TABLE V

of 115% when competing with them. Biaz and ZBS are quite COMPUTATIONAL COMPLEXITY OF EACH LDA

TCP-friendly, as the TCP throughput is close to 100% most of LDA additions multiplications

the time. Spike and omniscient are the most aggressive. ——(-pame | afetloss | piamva | afleron
Summary: In the WLH topology, when competing with Spike 3 3 0 1

TCP flows which are free from wireless loss, omniscient TFRC ZiZgBZSag ‘8‘ 13] ‘7‘ l

is the most aggressive at either bandwidth. The LDAs are more TERC 3 =13 I =

TCP-friendly when the average BW is higher (800 kb/s) than

when the average BW is lower (130 kb/s). TABLE VI

PERFORMANCEWITH 128 FH.ows IN THE WLH TOPOLOGY

C. Summary
i i i Omni Biaz | mBiaz | Spike | ZigZag | ZBS
Our evaluation of LDA fairness shows the following. thput | 99 59 99 99 99 99

R : : cong. 53 8.5 33 1.9 0.7 4.2
The fairness among flows using the same LDA depends on 7 5 > Tii 55 T 7
topology. They are as fair and stable as the standard TCP M. 0 17 pX] 64 68 75
if the common path contains most conditions affecting the
LDA.

« When competing with wireless-loss-free TCP flows (conwe deem that this computational complexity is acceptable as it

ceptually equivalent to the TCP with snoop agent), the als comparable to that of the original TFRC. In terms of space

gressiveness of the LDAs is sensitive to the underIyinfﬂgquér?/g?;;fé;rriiti)étriﬁ ?:brlneolr\); ?ssfndin?r{]ge hybrid scheme for

bandwidth. At high bandwidths, the LDAs are quite TCP-
friendly, but they become more aggressive at lower bang- o 1ssues

widths. In all cases, though, omniscient TFRC is the most N -
aggressive. Scalability: To test the scalability of the LDAs, we per-

formed simulations with 128 flows in the WLH topology.
Table VI summarizes the results; values are normalized as in
Figs. 8 and 11. Comparing results shown in the table with those
In this section, we discuss the computational complexity @{ the two figures, they match very well except for Spike. It
the LDAs as well as additional implementation issues. performs better at 128 flows, with lowe¥/, and, therefore,
lower congestion loss. This preliminary experiment indicates
that the LDAs scale well with large numbers of flows in the
On a high level, three parameters are used by LDAs to differetwork.
entiate losses: ROTT, packet interarrival time, and the numbeirFrequent Connections Arrival and Departure: In more
of packets lost consecutively in the most recent loss event. Vaomplicated scenarios than those we studied (e.g., where there
ious statistical values (e.g., minimum, maximum, mean, and dee other types of traffic and connections come and go more
viation) are calculated for the ROTT and the packet interarrivedndomly and frequently), LDA stability depends on whether
time in each LDA. their parameters still reflect network conditions that charac-
Table IV lists the statistical values used by each LDA. (Aterize congestion and/or wireless losses. We expect parameters
there is no difference in the parameters used by Biaz and mBiahich represent statistical limits of an entire connection, e.g.,
“Biaz” in Tables IV and V stands for both.) Among the value§},;,, rottmn, andrott,.., might need to be “refreshed” from
listed in Table 1V, some marked with an aster{$k need to be time to time. However, this is beyond the scope of this paper.
updated at every packet arrival, and the others only need to b&ther Queueing Policies It would be interesting to study
calculated after a loss event. how these LDAs perform when queueing policies other than
Based on Table 1V, Table V summarizes the computation@ropTail are used at the intermediate routers, e.g., Random-
complexity of each LDA at each packet arrival and after a logarly-Drop (RED). Based on our understanding of each LDA,
event. The complexity of the underlying original TFRC based ome expect that RED would not have any significant impact on
[4] and its current implementation 2 is also listed for com- the Biaz schemes, but could hurt the performance of both Spike
parison. It is obvious that the hybrid scheme is the most comnd ZigZag. Thorough investigations of the effects on the LDAs
plex as it uses all three base algorithms to differentiate lossbg.RED and other queueing policies are left for future research.

IX. IMPLEMENTATION ISSUES

A. Computational Complexity



CEN et al. END-TO-END DIFFERENTIATION OF CONGESTION AND WIRELESS LOSSES

In this paper, we evaluated three base algorithms for differ-[9]
entiating congestion and wireless losses for use with conges-
tion-sensitive video transport protocols. The Biaz algorithms;

X. CONCLUSION

perform well (in isolation) on the wireless last-hop topology

for which they were designed, but lose their ability to differ-
entiate when the wireless bottleneck link has competition fro

other flows. The Spike algorithm performs well in the wire-

u
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less backbone topology, particularly when there are competinBZ]
flows. The ZigZag algorithm, which is a new algorithm we pro- [13]
posed in this paper, has relatively consistent performance across
different topologies, competition, and fairness scenarios, but it

performance is sensitive to its sending rate.

Generally speaking, we find that LDAs based upon packet in®]
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terarrival times (Biaz and mBiaz) do not behave well when thergg)
is competition for the bottleneck wireless link, and are only suit-
able for a particular topology and no competition on the wireless

link. The LDAs based upon ROTT (Spike and ZigZag), how-

ever, are able to correlate congestion with particular losses much

more accurately across a wide range of scenarios, although t;
may have relatively high wireless misclassification rates in pe
ticular situations.

Based on the insight we obtained evaluating the base alg
rithms, we then proposed a hybrid scheme, ZBS, that choose
different base algorithm best suited to the current network cc

ditions. The choice is mainly based on the relationship betwe
the interarrival time and its minimum. The hybrid has excelle
performance across both topologies, regardless of the number
of competing flows, while striking a good balance between per-

formance and fairness.
Finally, we discussed the computational complexity and oth

implementation issues of the LDAs. We showed that the cor
plexity of the LDAs is comparable to that of the underlying
TFRC algorithm.
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