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In recent years, phylogenetic analysis of HIV sequence data has been used in research studies to investigate transmission patterns 
between individuals and groups, including analysis of data from HIV prevention clinical trials, in molecular epidemiology, and in 
public health surveillance programs. Phylogenetic analysis can provide valuable information to inform HIV prevention efforts, but it 
also has risks, including stigma and marginalization of groups, or potential identification of HIV transmission between individuals. 
In response to these concerns, an interdisciplinary working group was assembled to address ethical challenges in US-based HIV phy-
logenetic research. The working group developed recommendations regarding (1) study design; (2) data security, access, and sharing; 
(3) legal issues; (4) community engagement; and (5) communication and dissemination. The working group also identified areas for 
future research and scholarship to promote ethical conduct of HIV phylogenetic research.

Keywords.  HIV/AIDS; ethics; phylogenetics; public health.

In recent years, phylogenetic analysis of human immunodefi-
ciency virus (HIV) sequence data from individuals living with 
HIV has been used to investigate transmission patterns between 
individuals and groups. The term HIV phylogenetic analysis re-
fers to a specific set of techniques that compares HIV genetic 
sequences from different sources to analyze the evolutionary 
relationships between the HIV sequences from those sources. 
There are other types of analyses of HIV sequence data, other 
than phylogenetic techniques, that also raise similar ethical 
issues. However, this report is focused on phylogenetic tech-
niques due to heightened interest in using these particular tech-
niques to understand HIV transmission patterns, which has 
particular implications for individuals and communities. These 
methods have been used in HIV prevention trials to determine 
relatedness of viral sequences between sexual [1] and needle 
sharing partners [2], in molecular epidemiology [3, 4], and 
in public health surveillance programs [5], to identify rapidly 
growing transmission clusters [6]. This technology provides 

valuable information for HIV prevention interventions, but 
it also has risks. Identification of transmission patterns might 
stigmatize groups vulnerable to HIV, and phylogenetic analysis 
could contribute evidence to inferences about specific transmis-
sion events between individuals. A 2017 consultation on eth-
ical considerations in molecular HIV surveillance (MHS) [7] 
explored the use of phylogenetics in public health programs. 
A  recent commentary [8] highlighted concerns about MHS 
used by public health departments [9], and concerns have been 
expressed about the lack of community engagement about MHS 
programs or about phylogenetic research studies [7, 10]. Two 
recent studies [11, 12] demonstrated that the technical ability to 
predict directionality of transmission is increasing, and an asso-
ciated commentary [13] highlighted ethical concerns about the 
risks to individuals and communities from these developments. 
Further exploration of the burdens and risks of phylogenetic re-
search is warranted to develop appropriate ethical safeguards.

The National Institutes of Health (NIH) organized a working 
group in fall 2017 to identify and address ethical issues in 
HIV phylogenetic research. The group’s recommendations are 
reported here.

METHODS

The working group included members with expertise in virology, 
molecular epidemiology, public health, bioethics, community en-
gagement, social work, community-based HIV research, and law. 
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A full list of working group members is in Supplementary Material. 
A background paper was prepared based on bioethics literature, de-
liberations in HIV research ethics, and working group phone calls. 
The group met in April 2018 and discussed 6 priority areas: (1) 
study design; (2) data security, access, and sharing; (3) community 
engagement; (4) the interface between research, public health, and 
clinical care; (5) legal issues; and (6) communication. Preliminary 
recommendations were discussed. Subsequently, 6 subgroups, 
each constituted with members of the original working group, were 
created for each of the 6 priority topics above. Each subgroup con-
vened conference calls and exchanged emails; no formal consensus 
methodology was used but the entire set of recommendations was 
reviewed and approved by the full working group.

SCOPE OF THE REPORT

This report was tasked to address ethical issues arising in the 
conduct of HIV phylogenetic research in the United States. The 
working group was not constituted to assess conditions in other 
countries, due to the extensive variation in economic, cultural, 
legal, and political contexts outside the United States. However, 
the recommendation in this report are expected to be broadly 
applicable, especially in similar contexts where recommenda-
tions on study design, data-sharing, community engagement, 
and communication are generally applicable.

One of the main concerns raised about HIV phylogenetic re-
search is the possibility of estimating the probability of specific 
HIV transmission events between 2 individuals. An individual 
transmission event currently cannot be proven on the basis of se-
quence data alone; additional epidemiological or demographic 
information would be required. However, phylogenetic analysis 
implicating possible transmission clusters might lead to stigmati-
zation or harm to individuals or groups. This report is designed to 
address these risks, as well as risks to privacy and the potential for 
fueling community mistrust of public health or research programs. 
The working group’s recommendations aim to promote ethical 
conduct of research to benefit public health and scientific inquiry.

Some research aims to better elucidate viral evolution within 
an individual patient using phylogenetics; these analyses are 
less likely to generate concerns regarding stigma, legal conse-
quences, or mistrust, so the main focus was on studies using 
phylogenetics to understand transmission patterns among 
groups of individuals.

The focus of this report is on the use of phylogenetic analysis in 
research, rather than public health. Public health activities have 
distinct legal and ethical mandates and guidance specific to their 
activities. The working group discussed legal and ethical issues 
relevant to the use of public health surveillance data in research.

SUMMARY OF WORKING GROUP 
RECOMMENDATIONS

Recommendations for best practices and ethical conduct were 
developed in 5 categories: (1) study design; (2) data security, 

access, and sharing; (3) legal issues; (4) community engage-
ment; and (5) communication and dissemination. In this re-
port, all the recommendations from the subgroup on public 
health/research interface were included in other sections.

Study Design

Phylogenetic research projects should be designed to produce 
valuable knowledge, ensure that risks are reasonable relative to 
the value of knowledge gained, and risks should be minimized 
to the extent possible. Projects that draw on data from public 
health surveillance programs must be ethically justified on the 
basis of potential benefits to public health.

Recommendations
Research projects using HIV phylogenetic analysis should 
use data that are anonymized or deidentified to the greatest 
extent possible, consistent with the project’s scientific aims. 
Deidentification refers of the process of removing person-
ally identifiable information to minimize risk of disclosure of 
identity. Anonymization refers to procedures that remove all 
information that could be linked back to the individual. Using 
deidentification procedures, sometimes links are maintained 
that allow reidentification of data, whereas anonymization 
is irreversible (for further description see NIH Data Sharing 
Policy and Implementation Guidance [14]). Sometimes iden-
tifiers are needed to link sequence data to other information; 
such use must be justified by scientific necessity. However, 
identifying information should never be released with se-
quence data; it should be used only in secure systems with re-
stricted access and identifiers should be removed once linking 
activities are complete. Robust data security measures should 
be used in all projects.

Researchers should consider the provenance of previously 
collected data used for phylogenetic analyses. Researchers and 
oversight boards should determine whether the data are con-
sidered identifiable under the US federal human subjects regu-
lations (45 CFR 46) and under the Health Insurance Portability 
and Accountability Act, if applicable. Data that are not iden-
tifiable do not require consent under these regulations [15], 
although there might be ethical reasons for seeking informed 
consent even when not legally required. Researchers should de-
termine whether new informed consent is needed, or whether 
prior consent or waiver of consent from relevant institutional 
review boards (IRBs) is sufficient. Any waiver of consent for 
use of identifiable data must be consistent with federal regula-
tions; 45 CFR 46.116 outlines 4 criteria for waiver: (1) the study 
must be minimal risk; (2) rights and welfare of participants not 
affected by waiver; (3) informed consent not practicable; (4) 
when appropriate, additional information provided to study 
participants.

In general, the default approach should be to seek informed 
consent for sharing research data for research purposes. Use of 
public health surveillance data is an exception to this default, as 

http://academic.oup.com/jid/article-lookup/doi/10.1093/infdis/jiaa107#supplementary-data
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it is collected under specific legal authority without individual 
informed consent. Other exceptions might be appropriate in 
specific circumstances, when justified by the project’s scientific 
value. In all cases, individuals should be protected from risks of 
reidentification or social harm to the greatest extent possible, 
whether or not specific consent was obtained for research.

Data Security, Data Access, and Data Sharing

Data security is important in all research, and especially in re-
search on HIV. In phylogenetic analysis, disclosure of HIV di-
agnosis, identification of transmission clusters, transmission 
categories, or groups at increased risk of HIV transmission/
acquisition are all potentially stigmatizing [16] and responsible 
data management is essential.

Public health programs have specific legal and ethical man-
dates to collect and use data to protect the health of populations 
[17]. Using public health HIV surveillance data in research 
studies is complex because the data are collected under public 
health authority, which does not require informed consent 
[18]; data collection for research is subject to different rules. 
(All research funded by the Department of Health and Human 
Services [HHS] is subject to human subjects regulations at 45 
CFR 46 (the Common Rule) [19]; 16 other federal agencies are 
also signatories to the Common Rule and are subject to these 
same standards [20]). While regulatory standards are different, 
public health and research activities involve the same broad 
ethical commitments to deliver societal benefits and minimize 
harms [21].

There are also different expectations between public health 
and research agencies regarding data sharing. Within the 
United States, sharing of public health surveillance data might 
be prohibited unless specifically authorized by public health law 
or policy; in contrast, research funders generally expect data 
sharing among researchers to improve scientific output, maxi-
mize return on investment, and promote replication of scientific 
findings. (For examples see NIH policy on data sharing [22] and 
the Gates Foundation open access policy [23]).

Some researchers have pioneered the use of secure databases 
for combining sources of public health data across jurisdictions 
in a “black box” method [24], to combine and match identi-
fiable data across different geographic jurisdictions [25]. This 
method protects the confidentiality of data while enabling data 
sources to be effectively combined for public health purposes.

Recommendations
HIV phylogenetic research projects with identifiable or sensi-
tive data should use appropriate security measures to prevent 
unauthorized use, including but not limited to use of secure en-
crypted servers and secure methods for electronic data trans-
mission of data; restricting access to essential staff; requiring 
multifactor authentication steps for entry into data systems; 
restricting the copying of datasets onto hard drives or servers; 

prohibiting remote access; providing data security training for 
research staff; requiring renewable confidentiality pledges and 
training; and maintaining limits on data transfers via data use 
agreements among collaborators.

Although data sharing is required by many research sponsors 
and scientific journals, researchers working with public health 
surveillance data are prohibited by laws and policies from 
depositing those data in publicly accessible databases such as 
GenBank [26]. These exceptions should be accepted by spon-
sors and journals in certain cases involving public health sur-
veillance data. Also, sometimes research data sets should not 
be shared in their entirety due to concerns about group stigma 
and/or potential reidentification of individuals. Alternative 
methods of sharing, such as sharing randomly selected subsets 
of data, or stripping the sequence data of all associated met-
adata (the clinical and demographic data associated with the 
sequence data), can be appropriate when permissible. The sen-
sitivities around sharing research data must be reviewed on a 
case-by-case basis. Decisions on data sharing must be ethically 
justified based on considerations of the value of the data to the 
scientific community and benefits to the community at large; 
the potential risks to groups or individuals; and risk mitigation 
mechanisms. Relevant stakeholders for these discussions in-
clude research sponsors, researchers, representatives of affected 
communities, and journals.

Use of public health surveillance data for research purposes 
must be consistent with laws and policies in the jurisdictions 
where data were collected and where research takes place, if 
different. State laws and policies on public health surveillance 
do not always directly address the issue of research use of sur-
veillance data (Box 1), and it is recommended that requests 
for data sharing be reviewed by an appropriate research over-
sight committee, IRB, or privacy board [28], or another review 
process for studies not considered human subjects research.

Data use agreements should be implemented whenever HIV 
sequence data are shared for research. The agreement s should 
describe the specific research objectives; plans for publica-
tion; permissions for and monitoring of access to the data; data 
storage, security, and confidentiality; allowances for copying 
or remote use, if any; deidentification plans; data destruction 
protocols; and identification of parties responsible for data 
analysis and data security.

Legal Issues

Clarification of legal risks and relevant legal protections is es-
sential in HIV phylogenetic research and applicable legal, 
policy, and regulatory standards were identified. Because some 
research is conducted with public health surveillance data, legal 
standards for both research and public health were discussed.

Thirty-four states currently have HIV criminalization stat-
utes [29], and many states have prosecuted HIV exposure using 
common-law crimes such as reckless endangerment or assault 
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with a deadly weapon [30]. Some convictions have resulted 
in decades-long sentences [31]. Most of the HIV-specific laws 
target the alleged “exposure” of a person to HIV with alleged 
nondisclosure of HIV status, whether or not HIV transmis-
sion occurred [32]. Most prosecutions have not sought to use 
phylogenetic data to provide evidence of an exposure or trans-
mission event [33], with a few exceptions. In 2 court cases, 
phylogenetic evidence from blinded samples was presented to 
establish direction of transmission, and a defendant was alleged 
to be the source of infection in both cases. In another case, an 
individual was accused of deliberately infecting a person with 
blood from an HIV-infected individual; phylogenetic analysis 
demonstrated that viral sequences of victim and alleged source 

were more closely related than any of the controls used and 
supported the victim sequences as embedded within a group 
of sequences from the alleged source. Conviction of the perpe-
trator, however, depended also on circumstantial evidence re-
garding intentional infection. The phylogenetic analysis could 
not provide conclusive evidence of direct transmission, nor 
prove the direction of transmission, from sequence data alone. 
Nevertheless, there is concern that the existence of phylogenetic 
data could provide support for prosecutions or civil suits.

The existence of HIV criminalization [34] necessitates tight 
control over the use of data to minimize risks of misuse, and 
heightens the need for transparency and good communication, 
to allay fears about misuse and protect community relationships 
with public health agencies, health care providers, and health 
researchers.

Public health authorities have an ethical and legal mandate to 
collect communicable disease data, conduct disease prevention, 
and implement other public health programs. Public health sur-
veillance has its own set of robust protections; data are closely 
held, kept confidential, and used only for public health pur-
poses [28]. Even when public health authorities allow public 
health data to be used in research studies, the overall purpose of 
these studies must be to advance public health goals.

Sharing of public health data for research falls under state-
specific laws that stipulate conditions for disclosure. Specific 
state laws, regulations, and policies address HIV surveillance 
data, with significant variability among states [27]. Many states 
give latitude to health authorities regarding sharing of data (see 
Box 1). Health departments often have strict policies regarding 
data sharing, may involve their legal counsel in responding to 
data requests, and may include protective measures. Current 
guidance on research use of HIV surveillance data indicates 
that such use should only be allowed for legitimate public health 
purposes supporting HIV prevention and treatment efforts 
within the jurisdiction. When health departments share data 
with the Centers for Disease Control and Prevention (CDC), 
these data are protected by the Assurance of Confidentiality 
under the Public Health Service Act [35].

In research, collection and use of data are governed by fed-
eral human subjects regulations, which mandate that, when 
appropriate, researchers keep identifiable information con-
fidential [15]. In addition, all research data collected or used 
with research funding from the Department of HHS are cov-
ered under the Public Health Service Act, as recently amended 
by the 21st Century Cures Act (the Act), which mandates that 
Certificates of Confidentiality (CoC) apply to all research data 
collected with federal support [36] and prohibits researchers 
from disclosing data for nonresearch purposes such as civil or 
criminal procedures [37].

Under the Act, which modifies the Public Health Service 
Act §301(d) [38], all human subjects’ research data in federally 
funded studies that involve “identifiable, sensitive information” 

BOX 1. STATUTES, POLICIES AND PROCEDURES 
REGARDING SHARING OF PUBLIC HEALTH DATA 
FOR RESEARCH

STATUTORY REQUIREMENTS

Explicit authority: statutes specifically allow health de-
partment HIV surveillance data to be shared for research 
purposes (statute may require that only deidentified data is 
shared or if identifiable data is shared, that the published 
results be deidentified).

Implicit authority: statutes are silent as to health depart-
ment data sharing for research purposes, and the broader 
statutory scheme is interpreted to allow HIV surveillance 
data to be shared. 

The specific circumstances under which release is al-
lowed, including whether any identifiable data can be 
shared, are included in health department policies.

IRB/DATA GOVERNANCE BOARD APPROVAL

Many health department policies require that research re-
quests for HIV surveillance data (including deidentified 
data) go through an IRB, data governance approval, or 
specific legal counsel review given the sensitive nature of 
the data.

DATA-USE AGREEMENT PARAMETERS

Data-use agreements with health departments for use of 
HIV surveillance data for research purposes will include 
specific data security and confidentiality requirements. For 
instance, some states require that researchers access all HIV 
surveillance data solely through health department servers 
and will not transfer data outside of the health department.

For further detail see National Alliance of State and 
Territorial AIDS Directors, 2018 [27].

Abbreviations: HIV, human immunodeficiency virus; 
IRB, institutional review board.
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are protected by CoC; including data that are identifiable or po-
tentially identifiable, even if lacking direct identifiers. Section 
2012 of the 21st Century Cures Act defines identifiable, sensi-
tive information as information about an individual collected or 
used in research and through which the individual is identified; 
or there is “at least a very small risk, as determined by current 
scientific practices or statistical methods, that some combina-
tion of the information, a request for the information, and other 
available data sources could be used to deduce the identity of an 
individual.”

The Act states that the Secretary of HHS shall issue Certificates 
to persons engaged in biomedical, behavioral, clinical, or other 
research activities in which identifiable, sensitive information 
is collected. CoCs prohibit researchers from releasing research 
data to outside entities such as law enforcement, and protect 
the data from subpoena or disclosure, “in any Federal, State, 
or local civil, criminal, administrative, legislative or other pro-
ceeding” [39].

Furthermore, the Act applies to data collected previously and 
used in subsequent research projects, including use of public 
health surveillance data in research. To our knowledge, the 
current version of the Act has not been challenged in court; 
however, reviews of the earlier version of CoC, which was in 
effect from 1988 to 2015 [40], found that CoCs were rarely chal-
lenged in court. Other mechanisms to protect data from disclo-
sure were often used. In some cases institutional legal counsel 
simply pointed out the existence of CoC and requests for data 
were dropped [41]. A  recent commentary [42] advocated for 
better education of researchers and reviewers about CoC so that 
researchers are fully aware of their requirements.

Phylogenetic analysis has been used in studies involving 
serodifferent couples [43–45] to determine the genetic relat-
edness of HIV between these couples in cases of putative HIV 
transmission. Three partner studies reported that there were 
no phylogenetically linked transmissions from virally sup-
pressed individuals to their HIV-negative partners. However, 
each study reported several unlinked transmissions, meaning 
HIV was acquired outside the participants’ main partnership. 
Reporting phylogenetic results of linked/unlinked transmis-
sions can create legal risks for study participants and their 
partners. Researchers conducting the Opposites Attract study 
developed a harm reduction approach to minimize risks of 
legal harm (Box 2). While not eliminating all risk, this approach 
helped reduce risk and reassure study participants that research 
data would not be used against them in legal proceedings.

Recommendations
Researchers, research sponsors, and oversight bodies should 
familiarize themselves with the CoC and associated policies. 
Researchers whose phylogenetic studies are not federally funded 
should seek coverage through the voluntary CoC procedure.

Researchers, community advisory boards, and oversight 
bodies should consider the legal risks entailed in phyloge-
netic studies. Researchers should seek guidance from legal ex-
perts with regard to minimizing legal risks, and research teams 
should include someone knowledgeable in this area. When re-
porting results of phylogenetic analysis that could lead to infer-
ences about individual transmission events, researchers should 
take steps to minimize risks of social harm or legal repercus-
sions. At minimum, researchers should inform study partici-
pants about what information will be reported from the study, 
and legal and data security protections in place.

BOX 2. RISK MITIGATION PROCEDURES IN THE 
OPPOSITES ATTRACT STUDY

Opposites Attract was a study of 343 cisgender male couples 
in which 1 partner had human immunodeficiency virus 
(HIV) and the other did not. Prior to study implementation, 
Opposites Attract researchers recognized the possibility 
that study evidence, including phylogenetic data, could be 
used against study participants in criminal proceedings. 
The study team therefore sought legal guidance and subse-
quently developed 4 procedures to mitigate the risk of pros-
ecution for study participants with HIV at baseline.

1.  Participants who were HIV-negative at baseline were 
required to declare in writing that they had full knowl-
edge of their primary partners’ HIV-positive status. This 
requirement protects participants from accusations of 
HIV status nondisclosure, upon which many HIV crimi-
nalization laws are based.

2.  All participants were required to successfully com-
plete a knowledge examination on HIV transmission 
and prevention methods. This requirement provides 
evidence that HIV-negative partners shared the re-
sponsibility of informed sexual decision-making and 
that HIV prevention is not the sole responsibility of 
partners with HIV.

3.  Only HIV-negative participants reported their sexual 
behavior on study questionnaires; participants with HIV 
never reported their sexual behavior. This data collec-
tion method prevents self-reported sexual behavior data 
from being used against participants with HIV. It also 
documents the sexual decision-making of HIV-negative 
participants, reinforcing the notion of shared responsi-
bility in HIV prevention.

4.  All participants were required to agree that under no cir-
cumstances would they or their clinicians have access to 
phylogenetic results in cases of seroconversion.

Source Bavinton et al [45].
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Community Engagement

Community engagement, a cornerstone of HIV research, is 
used for several reasons, including assessing community knowl-
edge and beliefs, providing information and education about 
research, identifying and mitigating risks, prioritizing research 
questions valued by the community, adapting study procedures 
to reflect community norms and practices, and developing and 
implementing plans for communication about research find-
ings. Engagement with communities is also ethically important 
in light of past research abuses that fueled distrust in health re-
search and medical care. These harms are compounded by sys-
tematic social injustice linked to racism, homophobia, violations 
of civil rights, lack of access to care, and stigma. Robust com-
munity engagement processes can help improve relationships 
and trust between researchers and communities participating 
in or affected by the research [46]. Given the sensitivity of HIV 
phylogenetic data, substantial community input in the research 
process is warranted.

Questions remain regarding the best way to conduct com-
munity engagement. Methods include community advisory 
boards, including community advocates on the research 
team, town hall meetings, stakeholder meetings involving 
community representatives and advocates, online dissem-
ination of information [47–50] and collection of feedback, 
community participatory research, crowdsourcing [51], 
and other methods [52]. Previous scholarship has identi-
fied challenges in defining communities and their interests, 
identifying representative processes and structures, and de-
termining when and how engagement is successful at accom-
plishing its ethical goals. This work is ongoing in many areas 
of research [53].

Recommendations
Community input should be elicited in all HIV phylogenetic re-
search projects that involve potential impact on people with or 
vulnerable to HIV. Researchers should consider risks to groups 
as well as individuals. The extent and type of community input 
will vary depending on the project. In some cases, researchers 
will need to consult with stakeholders when planning a project 
to determine what groups could be affected by the research 
findings and, if so, how to engage them. Researchers should 
consider partnering with community-based organizations in 
this process. Risks related to stigma and social harm should 
be mitigated through planning with stakeholders who may in-
clude people with or vulnerable to HIV, community advocates, 
medical providers, community-based organizations, public 
health agencies, media outlets, educational organizations, or 
other groups.

Researchers and other stakeholders should engage relevant 
communities during planning and study design and not wait 
until the research is underway or completed. Early engagement 
provides an opportunity to work with communities on research 

question development, study design, and mitigating potential 
social harm. Community input is helpful when presenting and 
interpreting research findings to relevant stakeholders. In some 
cases, medical providers and community-based organizations 
use information from phylogenetic research studies to increase 
their outreach and education efforts in the community.

Community engagement methods should be designed based 
upon existing scholarship and models of engagement with con-
sideration of the appropriateness of different methods of en-
gagement for the proposed research [54].

Communication

Communication and dissemination of results are activities dis-
tinct from community engagement. Dissemination of results of 
phylogenetics studies to stakeholders may be particularly chal-
lenging due the complex scientific concepts involved and lack of 
familiarity among the public. A recent study of stakeholder per-
ceptions demonstrated substantial misunderstanding of phy-
logenetic research and its implications [10]. Communication 
strategies need to be tailored to different populations based on 
sociocultural, economic, and political contexts [55]. Effective 
communication and education are also important to mitigate 
potential social harms from misinterpretation of study results. 
Community engagement strategies can provide critical in-
formation for communication plans.

Recommendations
Researchers should consider implications of reporting find-
ings, including what level of granularity to report with regard 
to transmission clusters, whether masking of identifiable char-
acteristics is needed, as well as framing effects. (Framing ef-
fects is a term used in psychology that refers to the fact that 
people may respond to statements using a different choice of 
words, even when the basic information conveyed is the same. 
For example, a statement about a treatment with 50% mortality 
rate could be presented as a treatment that saves 50 lives out of 
every 100 patients treated, or a treatment in which 50 people 
will die for every 100 treated. Research in cognitive psychology 
has shown that the positive and negative frames affect how the 
information is perceived). For example, specific geographic 
areas or subpopulations might be stigmatized if high rates of 
HIV transmission are identified. Researchers need to under-
stand the social and political implications of their findings and 
seek relevant input from stakeholders such as community rep-
resentatives, policy makers, health communication experts, 
and journalists, regarding the best way to communicate find-
ings. For example, presentation of HIV transmission network 
diagrams from HIV sequence data might be misinterpreted as 
representations of social or sexual network diagrams—an erro-
neous interpretation that could stigmatize specific groups. In 
some cases, it is appropriate to reduce the granularity of the 
observations to limit inferences in order to mitigate risks to 
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individuals, groups, and communities by, for example, aggre-
gating count data, or reducing granularity of network visual-
izations by excluding small clusters or removing network links 
en masse, or other measures.

Researchers should disseminate research findings in ac-
cessible formats, such as social media, town hall meetings, 
or dissemination forums, in addition to publication in sci-
entific journals and conferences. Social media can be used to 
provide information about new research findings for com-
munity groups or for the general public. Researchers should 
consult with community-based organizations about presen-
tation of findings to lay audiences. Communicating research 
findings to community members and the public should be 
prioritized, particularly when findings can directly inform 
those who are working at the community level to prevent and 
treat HIV.

Research organizations and public health agencies should 
generate broad-based educational initiatives to communi-
cate with the general public and communities affected by HIV 
about HIV phylogenetic analysis in public health and research. 
Members of the public are often unfamiliar with phylogenetic 
research and there is currently no lay educational program on 
the topic.

Areas for Further Empirical Research

The working group identified questions and gaps in the litera-
ture on ethical, social, behavioral, and legal aspects of HIV phy-
logenetic research. Further research is needed to address these 
gaps. The following research topics were identified.

1.  Development and assessment of data security measures to 
determine the best methods for securing data; assessing 
the actual risks of breaches (in practice), the actual risks of 
reidentification (in practice); and evaluating methods to ef-
fectively and permanently deidentify or anonymize data so 
that reidentification is not possible.

2.  Evaluating possible unintended consequences of phyloge-
netic research, including whether individuals are deterred 
from HIV testing or care due to fears about their test re-
sults being used in phylogenetic research or criminaliza-
tion. Eliciting attitudes and beliefs among communities 
most affected by HIV about existing privacy protections 
for phylogenetic data.

3.  Promote community engagement research to under-
stand community knowledge, concerns, expectations, 
and attitudes regarding phylogenetic research, including 
informing previously unaware groups, similar to HIV 
preexposure prophylaxis (PrEP) [56] and HIV cure re-
search [57]. Evaluate engagement strategies, assessing 
methods to provide education; addressing perceptions 
and misconceptions about the research; optimizing en-
gagement methods to promote trust and trustworthiness 

among stakeholders, developing appropriate research 
protections, and promoting transparency in research 
[58]. Stakeholders include IRB members, public health 
researchers, and other groups as well as communities af-
fected by HIV.

4.  Develop and test best methods of dissemination and com-
munication to communities and the public at large about re-
sults of HIV phylogenetic research findings.

5.  Investigate the use of different sources of data in research 
(public health data, commercial data, public sequence 
data, etc.) and the utility and ethical implications of these 
sources.

6.  Assess the use of phylogenetic methods to inform public 
health practice to determine if and to what extent their use 
has a beneficial effect, either at the individual or population 
level, to increase engagement in care and reduce HIV inci-
dence, compared with more traditional epidemiologic meas-
ures and public health activities.

7.  Research and scholarship on legal epidemiology initiatives, 
including exploration of legal and policy approaches that 
might help increase the recommended practices for phylo-
genetic research.

8.  Evaluate the use of data use agreements to determine if they 
are effective in ensuring that data are used appropriately 
and not transferred to unauthorized users or used for unap-
proved purposes.

CONCLUSION

These recommendations, developed by a multidisciplinary 
working group, are designed to promote ethical conduct of 
HIV phylogenetic research projects. The working group re-
commendations are not an official policy or regulatory ap-
proach, but rather suggested approaches aiming to be useful for 
researchers, oversight bodies, sponsors, community represent-
atives, community-based organizations, and other stakeholder 
groups. As this field of research evolves and community-based 
responses change over time, these ethical considerations 
should be revisited. HIV phylogenetic research in jurisdictions 
outside the United States will also need to be explored in detail. 
The working group advocates for further empirical and schol-
arly research on these topics, to better inform research while 
serving the interests of communities and individuals affected 
by HIV.
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