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The Price of Updating the Control Plane In
Information-Centric Networks

Bita Azimdoost, Cedric Westphaf, and Hamid R. Sadjadpolur
TDepartment of Electrical anBComputer Engineering, University of California Santa Cruz
* Huawei Innovation Center, Santa Clara, CA

Abstract—We are studying some fundamental properties of the ~ Our contribution is as follows:
interface between control and data planes in Information-@ntric o A framework is presented to quantify the minimal amount of
Networks.We try to evaluate the traffic between these two plaes information required to keep a (logical) control plane asvaf

based on allowing a minimum level of acceptable distortionri the . . .
network state representation in the control plane. We applyour the state of the forwarding plane. We believe this framework

framework to content distribution, and see how we can compwe 10 be useful in many distributed systems contexts (Lemima 1);
the overhead of maintaining the location of content in the cotrol o This framework is applied to the specific case of locating
plane. This is of importance to evaluate content-oriented etwork  content, and the effect of the availability of caches, the
architectures: we identify scenarios where the cost of upding caching policy and the content popularity on content |acati

the control plane for content routing overwhelms the benefitof . tudied. W th | Its t f th
fetching a nearby copy. We also show how to minimize the cost IS studied. Ve can thus apply our resufts to some 0 e

of this overhead when associating costs to peering traffic ahto ~content-oriented architectures (Theordmgl1, 2);

internal traffic for operator-driven CDNSs. o We see how our framework allows to define some optimal
policies with respect to the content that should be cached fo
|. INTRODUCTION an Information-Centric Network (SectiohV).

We quickly note that our framework does not debate the

Routing in Information-Centric Networks (ICNs) is per-merit of centralized vs distributed, as the control layer we
formed based upon content names. Name Resolution Serviggnsider could be either. For a routing example, our model
based ICNs[[2] require the routing mechanism to be dynamiould provide a lower-bound estimate of the bandwidth for,
cally updated with the content location. Content locatimmf say OpenFlow to update a centralized SDN controller, or for a
the forwarding plane needs to be delivered to the contraiepla BGP-like mechanism to update distributed routing instance
This raises the following question: depending on the size of Qur results are theoretic in nature, and provide a lower
the domain being controlled, of the underlying state spate, hound on the overhead. We hope they will provide a practical
the dynamics of the evolution of the state in the forwardir@uide"ne for protoc0| designers to optimize the protoco|s
plane, how much data is required to keep the ICN contr@hich synchronize the network state and the control plane.
plane up to date of the content location? The rest of the paper is organized as follows. After going

We consider the issue of maintaining a consistent view efer some related work in sectién I, we introduce our frame-
the underlying state at the control layer, through an abita work to model the protocol overhead in sectlon Ill. Section
mechanism, which can be applied to a wide range of scenaripg:utilizes the derived model to study some simple caching
we consider the underlying state as an evolving randametworks. We show the power of the model in the protocol
process, and calculate the information theoretic rate tthiat design by computing the cost of content routing in Sedfion V
process would create to keep the representation of this stahd suggesting a cache management policy. Finally, section
up-to-date in the control plane. This provides a lower boufl]concludes the paper.
on the bandwidth overhead required for the control plane to
have an accurate view of the forwarding plane. Il. RELATED WORK

We then illustrate the power of our model by focusing on SDN makes the separation explicit between the control and
the specific case of locating content in ICNs. Enabling aainteforwarding layer. Interactions between the control and for
routing has attracted a lot of attention recently, and thes wvarding planes has been pointed out as one of the bottlenecks
are able to shed some light on its feasibility. In this cake, tof OpenFlow [19]. As a consequenck] [9] or[[24] attempt to
underlying state depends on the size and number of cachresluce the amount of interaction in between the switches and
on the request for content process and on the caching polite control layer.[[18] studies the gap between the state of
We apply our framework to derive the bandwidth needed the actual system and the view of the (logically centraljzed
accurately locate a specific piece of content. We observe tleantroller, focusing on consistency. There has been nmatte
there is a trade-off for keeping an up-to-date view of th® model the interaction between the control and forwarding
network at the cost of significant bandwidth utilizationrsies  layers to our knowledge.
the gain achieved by fetching the nearest copy of the cantentThe control plane needs to obtain adequate information
We consider some simple scenarios to illustrate this tftle- about the underlying states so that the network can perform
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within a satisfactory range of distortion. The first the@at in (( — 1)/10,i/10) and O otherwise. Therefore, there is no
study of this information was conducted by Gallagerlinl [12]pss of generality of selecting a 0-1 variable, and it gseatl
which utilized rate distortion theory to calculate the imfm- simplifies the exposition of the results.
tion required to extract network parameters. [23] appliexse Let {V;,}5°_, and{Z,,}>°_, denote the sequences '0fs
ideas to mobile wireless networks. An information-theioretand’1’s time durations ofSx (¢) respectively, and7,,}2_,
framework to model the relationship between network infodenote the times of changes. We assume ¥atis an i.i.d
mation and network performance was derived_in [15]. sequence with probability density function (pdfy (y) and
One impetus to study the relationship between the controkanéx, and Z,,, is another i.i.d. sequence with pdf(z)
layer and the network layer comes from the increased netwakd meanry. We also assume that any tw§, and Z,,, are
state complexity from trying to route directly to contentmutually independelﬂt
Request-routing mechanisms have been in place for a Wijile [3Fig. [ illustrates the time diagram of state changes of such
and proposals [20] have been suggested to share informatiandom process which is the state of the forwarding plane in
between different CDNs, in essence enabling the conttble network being announced to the control plane.
planes of two domains to interact. Many architectures have
been proposed that are oriented around contentl[1],[[2], [14
[16], [17], [25] and some have raised concerns about the
scalability of properly identifying the location of up tt'®
pieces of content [13]. Our model presents a mathematical
foundation to study the pros and cons of such architecture.
Cache management goes jointly with content routingl [22]
[4] [B] present cache management policies. Some cooperativ
cache management algorithms have been developed] in [5]
which attempt to maximize the traffic volume served from o ,
cache and minimize the bandwidth cost in content distrib9 1~ Tme diagram ofSx (¢): the state of random proces§ at fimet.
tion networks.[[211] proposes some online cache management, . )
algorithms for Information Centric Networks (ICNs) where SX andSx may dn:fer |/n /tWO cases; first, when the state of
all the contents are available by caching in the netwark. [ 1S changed fr_olrﬁO to"1" (change type 1) but the control
investigates if caching only in a subset of nodes along tiie p2'2"€ iS not notified {y = 0, Sx = 1); second, when the
in ICNs can achieve better performance in terms of cache Rfte of X is changed fron1’ to ‘0" (change type II) and

rate. None of these work study the overhead required to ledft¢ control plane still has the old information aboutSt(=
the content location. 1, Sx = 0). Here we calculate the minimum rate at which

the underlying plane has to update the stateXo$o that the
[1l. PROTOCOLOVERHEAD MODEL mentioned errors are less than some valudsr the first type

We now turn our attention to the mechanism to synchroni2& €r7or, ands; for the second type, respectivey.ande, can
the view at the control layer with the underlying networkista P& Viewed as probability of false negative and false pasitiv
Assume thatSx (t) describes the state of random procégs 2larms at the controller. .
in a network at time. We make an additional assumption that the delay of the

In order to update the control plane’s information aboftetwork is negligible with respect to the time scale of the
the states ofX in the network, the forwarding plane musfchanges in the state of the system, and t_he control plane WI”
send update packets regarding those states to the coran ppe aware of the announced state immediately (the altemativ
whenever some change occurs. IS¢ (t) denote the control - that the state of the system changes as fast or faster as the
plane’s perceived state of at timet. It is obvious that no control plane can be notified of these changes - is (_)bviously
change inSx will happen beforeSy changes, and ifSx unmanagee}ble). Thus, the above errors may occur just when
changes, the Control plane may or may not be notified of tH€ forwarding plane does not send an update about a change.
change. Therefore, there are some instances of time wherdN€ main result now can be stated as a Lemma (with the
Sx # Sx. proof in Appendix).

In this paper, we consider that the state can have two valdesmmal. If the ups and downs in the state &f follow some
0" and’1’. For instance, a link can be up or down; or a piecdistributions with meansx and fx, respectively, then the
of content can be present at a node, or not. minimum update rat&Rx (e1,e2) (humber of update packets

Please note: It is easy to see that such boolean state space
can be generalized to other possible values $of. For 1There is also no loss of generality in assuming independerfidhese
. if d h L l ocesses for the following reason: we consider large ibiggd systems,
Instance, It one Wante _tO measure_t e_ Cong_eSt'on on _a IWfere the input is driven by a large population of users (Emalystems
one could quantize the link congestion into bins (say Bins offer no difficulty in tracking in the control plane what is gzening in the
to by for normalized link utilization between 0 and 0.1, 0.Hata plane). It is a well known result that the aggregatecqs® resulting
to 0.2 0.9 to 1) and map a the link utilization to a 0from a large population of uncoordinated users will coneetg a Poisson

- ; . e " “process, and therefore the events in the future are indepemd the events
1 variable such thab; = 1 if the current link utilization is in the past and depend only on the current state.

Control Plane:
Perceived State
S

Updates Actions

T

Network State (Sy)

0T, T,Ts T, Ts Te



per second) satisfying the mentioned distortion criterisn  In the following sections we use the results of secfioh Il

given by together with LRU policy results to study the total control
o5 — packet rates needed to keep the control plane updated about
1 2- i ©Fy ) 1) the items in the caches in two scenarios:
Tx +0x Txefex -  Toiex 6 « in scenarioi, we consider nodes updating the control
plane of a domain (say, an AS) so as to route content
if 12 < % < 19 andeyry +e0x < 2. Otherwise to a copy of the cache within this domain if its available.
an update of rate zero can satisfy the distortion criteria. We denote the control plane function which locates the

Equation[1 shows the minimum update rate for state of contentfor each request as the Content Resolution System
a single random variable X in the underlying plane so that (CRS);
an accepted amount of distortion is satisfied. The total rates in scenarioii, we consider two controllers over two
and consequently the total protocol overhead for keeping neighboring domains updating each other.
the control layer informed of the forwarding layer is thé, = gcenarioi: Intra-AS Cache-Controller Interaction
combination of all the overheads needed for all the random . . -
processes of the underlying layer, which may be independen e wil c_on&der an autopomous networ!<’ containing
of each other or have some impact on each other. For exam I%des_ (terminals), egch sendlng requegts _for e, ..., M .
the locations and velocities of different nodes in a mobil ith sizesB; according to a Poisson d|str|bu_ted process with
wireless network may be considered independent of each, othgt® O,f Xi. The total/reque]at ra/te for all the items from each
thus the total overhead will be simply the sum of the indiidy "°d€ 1S denoted by’ =3 _;_, A;. Note that the total request
overheads. But in a caching network, the existence of a pont&ate of each terminal is a fixed rate independent of the total

in a specific cache strongly depends on the positions of tHgmber of nodes and items while the total requests for all the

1 1 !/
other contents if the cache storage sizes are limited. nO(Sjes IS a fltjr?ctt'(:ﬁ oV (r;mely]r\]b\ )'. th el —
In the following sections, we apply our model to cach uppose that there ar®, caches in the systemV{ =

networks and study the total data retrieval cost, includivegy I?tzln’]’ f% ]\rfciégaecrllir;viltteh dsgr?fgut:ﬁ)ﬁir;n kée?,vﬁgﬁ ‘:’jeervzr)]ggy
protocol overhead. ¢ €, p

on the cache replacement policy. For simplicity, we assume
that all the caches are similar to each ofi@nd the rate of
requests for item received by each cache lg = A, N/N..

Information-centric networks (ICN) require the controfét  Assume thatN¢ caches store item during each download
to know at least one location for each piece of data. Howev@ﬁic could be a single copy near the requester, or multiple
many ICNs (for instance [1]), attempt to set up a route igopies at different caches).

a nearby copy by requesting the content from a pub/subwhenever a client has a request for an item, it needs to
mechanism. The pub/sub rendez-vous point needs to kngigcover a location of that item, preferentially within the
the location of the content. This is highly dynamic, as cohteAS, and it downloads it from there. To do so, it will ask
can be cached, or expunged from the cache at any tinae(logically) centralizedContent Resolution System (CR8)
NDN [25] also assumes that the routing plane is aware @ill locate the content by any other non-centralized laugti
multiple locations for a piece of conteft protocol.

The request process impacts the cache state, and we maké the network domain is equipped with a CRS, it is
the usual assumption that the items are requested accordingposed to have the knowledge of all the caches, meaning
to a Zipf distribution with parametet; meaning that the that each cache sends its item states (local presence arcabse
popularity of an item is a; = ;[7:7& wherel is the size of each item) to the CRS whenever some state changes.

of the content set, and can be écr:b]itrarily large. We alsorassu Depending on the caching policy, whenever a piece of con-

from now on that the Least-Recently-Used (LRU) replacemeﬁm is being downloaded., either no cache,. all the interatedi
policy is used in the caches, as it is a common policy aﬁfi‘Ches on the path,_ or J_USt the cache d_|rectIy connected to
has been suggested in some ICN architectdres [16]. (Otllnlé? requester stores it in its content store independefilyeo

caching policies can be handled in a similar manner.) yg@ntent state in the other caches, or refresh it if it already

denote the cache size ly.. From the popularityy;, Dan and co\r/l\';alns It h q for thi
Towsley [10] and Che et al—-[7] provide a model to calculate € want to compute the update rate for this system assum-

the probabilityp; of an item being in the cache under thdnd that each downloaded piece of content is stored only at
Independent Relference Model (IRM). Since we know dhe the cache directly connected to the requester, and deratastr

distribution, we consider that; is also given. the following theorem.

IV. CONTENTLOCATION IN ICNS

3We can easily extend to the case of heterogenous caches abshef
2The routing (in NDN in particular) could know only one routethe con- notation complexity. For instance, Theorin 1 below can btedtas a sum
tent publisher or to an origin server and find cached copigmmpnistically over all N. possible types of caches witl. different p;'s for each type
on the path to this server. But Fayazbakhsh et al [11] haveodstrated that of cache, instead of a product by, of identical terms. Our purpose is to
the performance of such an ICN architecture would bringelitenefit over describe the homogenous case, and let the reader adapti¢hegemous case
that of strict edge caching. to suit her/his specific needs.



Theorem 1. The total update rate is the summation of the 2 £,76,710"
rate R;(e1, e2) for all ¢ with

e —10725
51752710

I C
=
4]

—e =102
51—52—10

z

Ri(er, e2) > NeAi(1 = pi) x (2) < || £,7,710 "

(2 e1(1—p;) €204 ) w_: 1 T
pi(l—pi—e) (1 —pi)(pi—e€1) >

o
ok

if e1 < pi <1—e€ ande(l—p;)+epi < pi(l— p;). E
Otherwise no update is needed. % o1 o0z 03 04 05 06 07 08 09 1

Proof: Let the random procesX in the forwarding
plane denote the existence of iteirin CaChEUj at time ¢, Eig. 2. To_tal_itemz' cache-CRS update rate verslis— p; for different
which is needed to be announced to the control plane (CR&§™ron criteria.
We assume that all the caches have the same characteristics
resulting in the same average up and down duration times titeria defined by(e;, e;) is satisfied. In this simulatiod =
each item in all the caches. Let denote the mean duration103, Note that each change in a cache consists of one item
itemi spends in any cachg, andd; denote the mean durationentering into and one other item being expunged from the

of item i not being in the cache. We defing = 7; + 0. cache, therefore if no distortion is tolerable, this ratd e
It can be seen that at the steady-state, the probability d{ipdates per change per cache.
cachej containing itemi will be p; = &= = T¢

In order to keep the CRS updateduébogﬁﬁe content state
in the network, all the nodes have to send update packet
regarding their changed items to the CRS. All the assumgtion
of sectior(Il] are valid here. Thus, by replacing andéfx in
equatior[ 1l withr; and#; respectively, the resultR;; = Rx)
shows the minimum rate at which each caehehas to send
information about item to the CRS.

Since we assumed that each cache stores items independ:e
of the items in other caches, the total update rate for iteim
the sum of the update rates in all caches whicRj&, e2) =
N.R;;(e1,€2), WwhereR;; is the update rate obtained througlig- 3. Total cache-CRS update rate (U|C>d§1teS per new arrival pehepc
equatiorL for item at cachey;. for different cache storage capacitied/(= 10°) and e; = ez = 0(dashed),

. . . . .01(solid), 0.05(dash-dotted)).
The total rate of generating (or refreshing) copies of item
at each cache is;, which equals tg;-. Replacing the values of |t can be observed that for very small storage sizes and small
—Ti-andg- in R;; with p; and)\; respectively, we can expresspopularity index, almost each incoming item will change the
the total update rate of itemin terms of the probability of status of the cache and a need for an update arises. When

15h [

C

R(sl,sz)/)\ N

o
o1

this item being in a cache. the storage size is still very small, the caches do not peovid
This yields the result of equati¢n 2 and the total update rag@ough space for storing the items and reusing them when
for all the items is the summation of these rates. B needed, so increasing the size will increase the update rate

One important consequence of Theofem 1 is that for large some point, the items will move down and up in the cache
M, due to the heavy tail of the popularity distribution, @efore going out, so increasing the storage size more than
significant number of the requests will be for items with lowhat will reduce the need to update. However, if the poptylari
pi» thus creating an update rate that, according to the first limdex is large, then increasing cache size from the verylsmal
of equation 2, will not vanish. This means that updating thsizes will decrease the need to update since there are just a
control plane of an ICN architecture would create a significafew most popular items which are being requested.
amount of traffic with little or not benefits. Moreover, as it is expected, the more distortion is tolexabl

Fig.[2 iIIustratesNIfj\i versusl — p;. The only parameters the CRS needs fewer change notifications. However, if the
that can change this graph areande,. The higher distortion cache size is too big, or the popularity exponent is too high,
we tolerate, the less update announcements we need to harfélger changes will occur, but almost all the changes are
As can be seen the update rate starts from zero for those itaveeded to be announced to the CRS. On the other hand, for
which are for sure in the cache, and does not need any CRfall cache sizes accepting a little distortion will sigrafitly
update. At the other end of the graph, for the items which agiecrease the update rate.
almost surely not in the cache, again no update is needed. Th&o figure out how the calculated rates perform in practice,
number of items which need some updates is decreasing wie@nsimulate an LRU cache with capacity = 20 items, which
higher distortions are accepted. are selected from a catalog of si2¢ = 1000 items and are

Fig. [ shows the changes of the total update rate (scaledjuested according to Zipf distribution with parametes
by ALNC) versus the cache storage size, such that the distortiof. In these simulations we first estimate the item availahilit




in the cachep;, then using these estimateg and according control plane first tries to find a copy of the requested data
to equation§ 20 ar[d 21, we calculate the update probabhilityin some caches inside its own sub-network, none of these
case of a change. We then run the simulatiorbfifl00 Poisson errors are important ifAS; itself contains itemi. Therefore,
requests and measure the average generated distortiogduttie distortion happens only when iteiris not stored in any

20 rounds of simulation. Fid.] 4 illustrates the results fog t cache insidedS;, and the distortion criteria is defined based

case where; = €3 = 0.01. on these errorsPr(S;, = 0,5;, = 1,3‘1-1 =0) < ¢ and
PT‘(Siz =0, Si1 =0, Sil = 1) < €9.
Qo B, S;, is the state of itemi in AS; , andS;, denotes the state
= “ of item i in AS; perceived by the other ASj = 1,2).
§ 0,006k i We assume that the existence of itenm different ASs are
go.om independent of each other. Consequently, the perceivéel sta
0.0021 ! of item i in one AS by the other AS is independent of the
%100 200 300 400 N 550|D 500 700 800 900 1000 existence of that item in the latter AS. Therefore,
em
0.02 T T 3
o019 \ { | : Pr(Si, = 0)Pr(Si, = 1,8, = 0) < &1 3)
o |

0.0osrwwwww 4 F)T(Si2 = O)PT(S“ = O, gil = 1) < €9 (4)
% ‘ : : :

100 200 300 400 500 600 700 800 900 1000 . .
Item 1D ReplacingPr(S;, =0) by 1 — PZ.(Q) we will have

=]
o
=

Distortion Il

Fig. 4. Measured distortion type 1I0;) and Il (D2) for e;1 = e2 = 0.01,

A €1
M = 1000, L. = 20, and o = 0.7. Pr(S;, =1,5, =0) < @

|t is_ observed tha_t for a I_arge_porti(_)n _of tr_le items the Pr(S;, =0,5;, =1) < 672(2) (5)
distortion type | satisfies the distortion criteria. Didion type 1-P,

II, however, has more unsatisfied distortion. The reason is
that_ the__calculateq updalte rates are strongly dependerhteon_t 1— ‘Pi(Q)) is the probability of itemi not being available
availability of the items in the cache and any small error in . (2)\N@ (2)
- ; . . In AS; and is equal td1 — p;”’ )¢, wherep;”’ denotes the
the estimation ofp; may lead to some extra distortions. Since . . - ¢ i, B
; S robability of itemi in each cache oflS;. Let €} = —L5;
the p;'s are mostly very small, not updating just one type P 1-P

change may cause an error which remain in the system fopde; = .—2;. According to Lemmall the total information

long time, and thus creating a large distortion. rate regardirfg item in AS; reported toAS; is given by
B. Scenariadii: Interaction Between Two ASs 1
_ _ _ : RV é) > ——  x (6)
In this section, we assume two separate neighboring Au-% \¢1>€2) = (1) (1)
o . T+ 0,
tonomous SystemgAS;, AS,) similar to the one discussed ¢ ¢ o o
in sectionIV-A. Each AS can be considered as a big storage e’l% €h ;fm
containing all the items of its caches. U&éj) andL(FJ) denote (2- PO - )
. . . - N T.
the number and size of the caches insite;, andPiJ) denote T ™ T € T ™ T €
the probability of itemi being in at least one cache S, o o
for j =1,2. , o e JCOPYEH)

The control plane in each AS is informed about all the if =% < ~ < —z* and ey + o) < EOmOx
contents of the caches inside that AS through the mechani@therwise an ‘update rate of zero can satisfy the distortion
described earlier in previous sections. The control planesdteria.

(CRSs) of two separate ASs also need to be informed of thep the above equationﬁ(l) and 91@ are the average dura-
information stored in the other AS so that they can forwarghns where iteni is available in45; and the durations where
the requests to the proper AS in case of not being able to sefvg not, respectively.

that request using the local caches. Assume that the rate of generating or refreshing itémat

AI;ere W% try to d((ejr|yef the ’T"“'mgm rate at Wg'f:h one A%ast one cache otS; is denoted byr("). This rate is equal to

(451) needs to send information about its stored items t0 the, ) rate of requests for itehfrom all the users connected

other AS (4S2) such that some distortion criteria is satlsfleq0 AS, which equals taV ;. Similar to the reasoning in the
i

Similar to the case of information updates inside one A%roof of TheorenfL we can derive the results which can now
two types of errors may happen; first, whett; contains be stated as the following Theorem:
item 7 and AS; is not aware of that; second, whettt; does

not contain item: and AS, assumes otherwise. Since eacfftheorem 2. The total information rateR(”(el,eg) can be



written as:

RW(er,e0) > XM RV (€1, e2) where
RV (e1,e2) > NA(1 = PY) (2-

a(1-pr) _
Pi(l)(I_Pi(l))(I_Pi(2))_€2pi(l)

E2Pi(1) )
Pi(l) (I—Pi(l))(I—Pi(2))—€1(l—Pi(l>)

for —— < P <1 —2_ and

the second level; external resources (caches in other negwo

Internet, etc.) on the third.

s i an

/
.4 External
I

LN

™ Resources -
- e

X

CRS

=
Cache

=}

. |Enduser

1—p® 1-p®
62Pi(l) +€1(1 _ Pi(l)) < Pi(l)(l _ Pi(l))(l _ Pi(2))
and Rz(l)(el, €2) = 0 otherwise. @)

Fig. 6. Network Model.
n 1
In these equation®V) =1 — (1 — p{")¥e’, p® =1
B\ _ . .
(1— p§2))Né> and Pz(-l) andp§2) can be calculated as iri [10]. In this section, we try to call.culate the total cost (download
_ B cost+update cost) in scenarioand look at the trade-offs

According to the conditions where nonzero update rates aj@tween the cost, the number of caches, and the size of caches
required in the statement of Theorém 2, it can be observgg need to define the relative costs of the different actions.
that if an item is in a cache in an AS with high probability\/e assume that the state update process for itelas a
(large P*), very few control packets are needed to infornper bit cost of¢;” for sending data from the cache to CRS.
it of the same item in another AS. In other words, when abn the other hand, the requested piece of contemty be
AS contains an item with high probability, it does not need tdownloaded from the local cache with cost O (with probapilit
know about that item’s status in the other AS and the distorti p; of being in this cache), from another cache inside the same
criteria is satisfied with very low rate or even no updates. network with some per bit costi"! (with a probability we

denote byP; — p;, where P; is the probability that content

2 _— is within the AS’s domain), or it must be downloaded from

|
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Fig. 5. Total item: AS-AS u(pdate rate versus— p; for different distortion
criteria. (First AS containchl) = 10 caches, and iteni is in the second

AS with low probability £* = 0.001))

an external server with some other cagt’ > ¢nt (with
probability (1 — P;)). Obviously,p; < P; < 1.

The total download cost of iterm with size B; bits in the
sub-network is

eIt =N x By x (P — pi) x €™ + (1 — P) x £°1), (8)

Each cache sends update packets to provide its CRS with
the state of item: in its local content store. Each update
packet contains the ID of the cache issuing the query, the
ID of the updated item and the new stateg V. bits are
needed to represent the cache. Iténs updated with prob-

ability 8, = %, which results in a code length

k= .
In Fig.[8 we fix the probability of being in AS; to a low of at |e_aSt—10gBi bits. Thus, the length of each update
value (.001) and plot the changes of the ratio of this rate to theacket isl; > log N — log §; + 1. Hence, the total cost
request rate versus the probability of itémot being in each for updating information about item in the sub-network is

cache inAS;, which we assume contaif!") = 10 caches. ¥i = Rile1,e2) x1i x &

U

P whereR;(e1, €2) is the minimum

If the item is not in a cache in an AS with high probabilityrate at which the update state of itérmust be announced to
but the probability of that item being in another cache ishhigCRS so that a distortion criteria defined fay, ¢ is satisfied.

(low 1 — p; resulting in highPi(l)), very few updates will be
needed. Increasing — pz(-l) will decreasePi(l), so a higher

The total cost for itemi is the sum of the update and
download costsyp; = ¢! + ¢;F. Thereforep; is

update rate is needed. When this probability is higher tham,; B;((P; — p;)€™ + (1 — P,)£5"") + Ry(e1, e2)li&™  (9)
some point, therPi(l) is very low and the probability of any Then the total t for all the it .
change in this item is very low, thus again very few updates en the total cost for all the tems 1S

may be needed.

V. APPLICATION TOCOSTANALYSIS

Fig.[d illustrates the network model studied in this section

M
p = > [NBi (P = po)e™ + (1 - Pee™)
1=1

+R;(e1,€2)l:6"] (10)

This model consists of entities in three substrates: users 8/e now compute some bounds #h based upon the allowed
located on the first layer; a network of caches with the CRS aifstortion.
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Recall that), is the set of cachep; denotes the probability —— "
that a specific cache contains ites;. represents the state of ol —z”jp:;“,
an items at a nodegj, which is1 if cachec contains item,and |  T—01 |7 Lt
0 otherwise, and;. denotes the corresponding state perceivec 107
by the CRS. A request from a user is not served internally (by
a cache in second layer) either if no cache contains it e

Pr(V c€Ve.: S =0)=(1—p;)"e 11
( ¢ b ) ( pl) ’ ( ) Fig. 7. Scenario:, Total update cost£“?) and Total Cost (lowerpoy, and

or if there are some caches containing it but the CRS is ripper boundsprr), when the storage size per cache is fixéd & 100), vs.
the number of caches\.).

aware of that. 10"

I I
1 2 3
Nc (Lc=100,u=&.07, N=100,M21000,£1:£2%8001, B=100000) 10

PT(HCEVc:iEC&giCZO) —
v, L
_ i¢Ve—{ci,ent &~ || =0l
= Z PT([Sicl =0, lsicl:kl]k ) | - —_—

=1

k

11<e1<..<cp <N,
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_ Sie,=0
Z (1— pi)Ne ka:lpr(Smi:l)

=11<e¢1<..<cp<N.
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Fig. 8. Scenario:, Total update cost£“?) and Total Cost (lowerpor, and

Ne upper boundsp),when the number of caches is fixed.(= 10), vs. the
_ Z(ivc)(l _ Pz‘)Nc_kUi size of cachesI(.).

k=1
= (1= pitoi,)% = (1-p)

durations where that item is not in that cache and conselyuent
whereo;, > 0 is the probability that exists in cache: and the update rate would be low. Increasing the storage side wil

the CRS does not know about it. increase the probability of that item being in the cache, and
Thus the probability that a request is served externally fisus increases the update rate. This increase will reach its
1 — P; which equals highest value for a certain value of cache size. For largieiega

1 N, 1 Ne _ (1 N, of cache beyond a threshold, the item is in the cache most of
(L =pi)™ + (A —pit o)™ = (1 —pi)™) the time. Therefore, we need less updates and increasing the
=(1—pi+o1,)", (12)  cache size will increase the duration of the item being in the

where under the independent cache assumption, the state o?%Che leading to lower update messages. Since _the total cost
item in a cache is independent of the state in another cacH]éJS“y depends on the download cost, by increasing the cache

The probabilityo;, > 0 is always less than the probability of>1%&: this value reaches its minimum value.
i being in cachegj (o1, < p;). If the state updates are doney_ Optimized Cache Management
at rate greater thaR; (e, €2), it will be less thane;. Hence,

denoting[z]* = max(z, 0), We now turn our attention to minimizing the total cost for

given N, and L..
1= (1—pi+e)Ve]t <P <1—(1—py)Ne. (13) Under a Zipf popularity distribution, many rare items will
not be requested again while they are in the cache under the

Fig_.[] lllustrates the ch_an_ge_s of update and total cost WhEﬁU policy. We can rewrite the total cost if the caches only
the size of each cache is limited fo. = 100. The request keep the items with popularity from 1 up

rate received by each cache is inversely proportidrialthe
request rate per user is assumed to be fixed and independent
of N.), and the update packet length increases logarithmically ¢
with the number of caches. The total update rate per cache is Iy .
almost linearly decreasing witN.., hence the total update rate !
will almost beystable Whe?VC varies (changes are ir?the order + Z AiBig™ + Z Ri(er, e2)li&™ (14)
of log N.). IncreasingN., however, increases the probability =it =1
of an item being served internally and thus decreases theNow just:* different pieces of content may be stored in
download, and consequently the total cost. each cache, so probability of an item= 1, ...,7* being in a

In Fig.[8, we fix the number of caches in the AS (= 10) cache p;) is changed, which in turn changé$ and R;.
and study the effects of cache storage size on the updat&ig.[d demonstrates the total cost versus the caching pop-
and total cost. Increasing the cache size simply incredmes tlarity thresholdi*, for different number and size of content
probability of an item being served internally and decrsasstores, and acceptable distortions.
the download cost. However, the update cost shows mordf just a very small number of items (smalt) are kept
complicated behavior when changing the storage size. Ingokiinside cache layer, then the download cost for those whieh ar
at each cache, very small cache size leads to very lam@ allowed to be inside caches will be the dominant factor

D OB ((Pi= p)&™ + (1= P)&s™)
i=1



in the total cost and will increase it. On the other hand, df the items. The CRS can then dynamically search for the
a lot of popularity classes are allowed to be kept interpallgaching threshold which minimizes the total cost by solving
then the update rate is increased and also the probabilityesfuation Ib. Once the CRS determines which items to keep
the most popular items being served internally decreases,isternally, it will set/reset a flag in each CRRep so that the
the total cost will increase. There is some optimum cachigcal cache knows to store or not to store the requested piece
popularity threshold where the total cost is minimized.sThiof content.

optimum threshold is a function of the number and size of

the stores, distortion criteria, per bit cost of downloads a B. Total Cost in the AS-AS Scenayio

updates. The AS-AS interaction to keep each other updated will add
. an overhead to the total cost calculated in equdfign 10. So
v assumingés™™? for the per bit cost of the control packets
s \r =328 between the ASs, the total cost is
1055 . ; opt_, -]

n
0 100 200 300., 400 500 600 700 800 900 1000
s I (N =10,L_=50,¢,=¢,=0.01)

10 . c—c 12 .

p= Zﬁl [(NiBi ((Pi — ps)&int
+ (1 _ Pz)fzezt) +Ri(61,62)li§?p + Rl(l)lgl)giemtup} (16)

4

3.68]

h . . . . . . ,
0 100 200 300« 400 500 600 700 800 900 1000
i (N=10,L_=50,,=¢,=0.1)

10

wherelgl) is the length of the control packet sent frafb;

3.14

m T ] to AS,. Let 8 denote the probability of a change in item
° i =192 i's status inAS;. This probability equals the probability of an
3.02| [o] . - . .
10 100 200 s00. 400 500 600700 800 00 1000 item s change in am.S; cache while no other caches contains

i (NC:SO,LC:IO,slzszzo.Ol)
T T T T T

it

(1—p)Ne=1;
S (1= py)Ne1B;

Fig. 9. Update, Download, and Total cost when only tiiemost popular ASSUMING N 45 number of ASs, the inter-AS control packet
itezns are allowed to be stored inside cach@é £ 100, M = 1000, B = |ength for updating itemi’s status iSlEl) = logNas —
10%. log Bl-(l) + 1.
To find the optimali*, assume that all the items have the F{g. mt shO\ivs t:letmtern?l l;%jaAtg COS(; (;:ache-tCRS (;Jrz[d?tle
same size f; = B) and the per bit costs is fixed for a”ggzt),vg;(signih; pst?)rilgceossiz(e f-or fi)l:epd anin?gtsar),o?ncac(r)l:s
opularity classes¢ft = ¢int, ¢ent = gext ¢UP — cup) \\e .
pop y Sﬂ. ¢ _ & &G &) (N = 10). In this Figure we assumg™™? = ¢et and
can rearrange equatignl14: up int . s i
&" =& Increasing the storage size of each cache increases
0 = p1— P2+ 3 (15) the probability of an item being in at least a cache in an AS
where _ Bt is the total cost if no cache existsand decreases the rate of updates and the external update cos
and allsotlhe_re uegstS are served extemnally:— BA(€°" — For low storage size, the AS-AS update rate will be almost
ints ™ Pq Bgint S y’_d (gh b the same as cache-CRS update rate, thus the external update
€M) 2 im1 i+ BAS™ 505, aqpi) corresponds to the ben-¢ i il he higher than the internal update cost by a factor
roportional tag; " *? /&P andE[lEl)]/E[li]. For large enough

efit of_*caching (cost reduction due to caching); apg =
§"7 3 i1 Riler, e2)l; is the caching overhead cost due to th torage size, the probability of an item being in at least one
cache is much more than the probability of it being in a

updates. We need to calculate the valueiokuch that the
stﬁecific cache, so the AS-AS update rate will be lower than

cost of caching is dominated by its advantage; i.e. we need
Maximiz€pz — ps. the cache-CRS update rate and the corresponding costs are
ing closer to each other.

BWY =

" (N=10,L =10,¢,=¢,%0.01)

This can be done using numerical methods which will le
to a uniquei* for each network setup (fixed parameters).
However, the network characteristics and the request rpatte ,
are changing over time, so it seems that it is better to hawvt
a mechanism to dynamically optimize the cost by selecting
the caching thresholdi{) according to the varying network

intra-AS ¢"?
features. ! oo inter-as ¢
In such a mechanism, the CRS can keep track of request 1
and have an estimation of their popularity. For those retgues 1075 T T "
Le (N =10 a_ﬂl9 N=100.M=1000.¢ =& _%) 001.B=100000)

which are served locally the CRS can have an idea of the

popularity based on the updates that receives from all thg. 10. Scenarioii, (a) Total Cost, (b) Total update cost (intra-AS and
caches; i.e. the longer an item stays in a cache, the méer-AS) vs. the size of caches (Lc).

popular it is. It can also take into account the local poptyar
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Thus, the probability of type | error, and consequently type
distortion can be calculated as the ratio of total time ofetyp
| error over some time intervdl, w] whenw — oc.

N,
1 N
1
= EE[l[W%:l]Zm]E[Nw]
TX 1
= Pr(W_ =1
TP = 1)
= (- k() - D) (1)
Tx +0x 0x

Similarly, a false positive alarm is generated when a type Il
change is not announced while the previous perceived state
('1’) was correct, and assuming that this is thé”" such
change,Y;, 1 is the time interval that the control plane has
type Il wrong information abouf(; let W2 = 1 denote this
event. Thus,

Pr(W2 =1) = (1 - U%(e2))Pr(Sx = 1|Sx = 1)

r(Sx=1)—Pr(Sx=1,8x=
= (1 = U () Pt =)

= (1 — U?{(EQ))(I[ — Dy TX‘L‘(QX) and

Dy = E[% S0 Lwz =1 Ym+1]
= %E[l[W;ibzl]YerﬂE[Nw] = _9x_pPr(W2 =1)

Tx+0x

Sax (1= Ui (e2)) (1 — Dy xE0x)

= Tx+0x
To satisfy the distortion criteria we neéty < ¢; and Dy <
€2. The update rate¥ % (e;) andU% (e2) then can be written
as

0 0
D, =X € =X
1 _ - -
Uk(e) =1— =z > 1 —5—  (20)
Txrox D2 XX €2
Dy 1X €02 X
2 — ox Ox
Ui(e2) =1- —x 2l (21)
Tx +0x 1 Tx+0x 1

Thus, the total number of updates announced to the control
plane divided by the total number of changes is given by
Ux(e1,€2) = Ux (1) + Ui (e2).

Note that the total rate of type | changes, which is equal
to the rate of type Il changes in average is given%
changes per second, thus total number of updates per second
is given by
Ux (€1, €2)

Tx +0x
Combining equations_20-P2 the Lemma is proved.

Rx(e1,€2) = (22)
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